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3. According to the RENCTAS report, poaching and trafficking in 
wild animals such as monkeys and parrots is reaching a critical 
state in Brazil\'s Atlantic rain forest and has become a lucrative 
secondary source of income for drug traffickers. Police 
confiscations have risen to more than 50,000 captured animals in 
2005, up from 15,000 five years earlier. 


4. RENCTAS estimates Brazil accounts for about 10 per cent of the 
world\'s illegal trade in wild animals. It is further estimated that 
nearly half of the animals - mostly parrots and other birds - go to 
Europe and the United States. The global trade in poached animals 
and their hides, tusks and bones is worth $US10 billion to $US20 
billion a year, ranking third after arms and drugs trafficking. 


5. RENCTAS warned that a recent government decision to reorganize 
the Brazilian Environmental Protection Agency IBAMA (see reftel), 
could increase animal trafficking. 
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SUBJECT: SYMPOSIUM ON REMOTE SENSING CALLS FOR MORE LATIN AMERICA 
COOPERATION 


1. SUMMARY: The 13th Brazilian Symposium on Remote Sensing was 
held from April 23-26 attracting nearly 2,000 participants. While 

the focus of the event was on increasing regional cooperation on 
remote sensing technologies through transferring technology, sharing 
methodologies, and building up regional capacities; the event also 
focused in on a number of specific areas including using the 
technology to follow and predict changes such as forest cover and 
health issues caused by the impacts of global climate change. 
Congregants also discussed increasing regional science and 
technology cooperation with a view towards supporting a Latin 
American space program. END SUMMARY. 


2. The 13th Brazilian Symposium on Remote Sensing, held in 
Florianopolis April 23-26, 2007 attracted nearly 2,000 participants 
from several parts of the country as well as from several other 
parts of the world. Compared to the previous conference two years 
ago, there was a 50 percent increase in the submission of technical 
papers for the symposium. According to the event organizers, this 
growing interest in the topic can be attributed to the strengthening 
and expansion of graduate programs in the country, the intrinsic 
growth of imaging technology and data processing, and a growing 
interest in understanding Earth objects, phenomenon, and processes 
through remote sensing and associated technologies. 


Column 3 


3. For the first time since the first symposium in 1978, the event 
included an exclusive session to discuss Latin American cooperation 
in remote sensing technologies. Participants from Brazil, 

Argentina, Venezuela, Ecuador, and Peru (Colombia was unable to 
attend at the last minute) all demonstrated enthusiastic interest in 
cooperation among Latin American countries. According to Sergio 
Gaudenzi, president of the Brazilian Space Agency AEB, Brazil is 
interested in proposing a Latin American satellite or, in his own 
words, something similar to the international space station," in 
which each country would contribute with some part. A South 
American Space Agency was also discussed and the idea was well 
received. At the end of the session, members of the table agreed to 
come back in two years with more concrete and mature ideas to make 
this cooperation a reality. 


4. There are already two groups for cooperation in the area of 

remote sensing: SELPER (Latin America Society for Remote Sensing), 
one of the sponsors of the Florianopolis event, and CRECTEALC (Latin 
America Regional Center for Space Science and Technology), which 
encompasses a broader range of space technologies. 


5. According to Brazil\'s Institute for Space Research INPE, the 
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areas that are of most interest in cooperation are capacity building 
and methodology transfer. Brazil, namely INPE, has become a 
reference in South America for these capacity-building courses, with 
over 2,000 professionals in the region trained in advanced 
geotechnologies since 1999. 


6. The symposium also included an entire morning session to discuss 
the impacts of climate change in Brazil, looking at health, 

agriculture, biodiversity, and biogeochemical cycles. Members of 

the table pointed to the lack of long-term, domestically-produced 
research in the area and called for more research, especially using 
remote sensing technologies. Members of the Brazil commission for 
the IPCC (Carlos Nobre (INPE), Jose Marengo (INPE), and Ulisses 
Confalonieri (Fiocruz)) gave a brief overview of the 

recently-published evaluation reports. Brazil\'s study group on 

climate change has a webpage updated frequently for more 


Column 3 
information: http://www.cptec.inpe.br/mudancas_climaticas/ 


Brazil - Hilcea Ferreira, International Cooperation Advisor for the 
National Institute for Space Research (INPE) - hilcea@dpi.inpe.br 


Venezuela - Roberto Rivera Lombardi, Coordinator, Venezuelan Space 
Center (CEV) - rrivera@idea.gob.ve 


Ecuador - Ramiro Pazmino, Executive Director for the Center for 
Integrated Data Collection on Natural Resources through Remote 
Sensing (CLIRSEN) - (+593 2)254-3193 


Peru - Catherine Kelly Gonzales Zuniga, representing Col. Wolfgang 
Carlos Douglas Dupeyrat Luque (Peruvian Airforce), Institutional 
Head of the National Commission on Air and Space Research and 
Development (CONIDA) 


Argentina - Ana Medico, International Relations for Argentina\'s 
National Commission on Space Activities (CONAE) - 
amedico@conae.gob.ar 


Colombia - lvan Dario Gomez Guzman, Director, Agustin Codazzi 
Geographic Institute (IGAC) - direccion@igac.gob.co 
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SUMMARY 


1. In a bright spot on the human rights front here, a local 

NGO staged a celebration" May 5 to mark an achievement in 
its campaign against Female Genital Mutilation (FGM) -- the 
decision by 18 female circumsisers to halt the practice. 
However, the NGO\'s head warned about expatriate circumsisers 
undoing gains in the campaign. In remarks at the event, the 
Health Minister gave a measured endorsement to the anti-FGM 
effort. The conservative Supreme Islamic Council was 
conspicuous by its absence. While bringing about total 
elimination of FGM in The Gambia will be a lengthy process, 
ethe May 5 event underscored the progress achieved to date. 
END SUMMARY. 


OVERVIEW 


2. Amidst the general downturn in the overall human rights 
environment in The Gambia, there are occasionally bright 

spots. One occurred on May 5, as a prominent local NGO, The 
Gambia Committee on Traditional Practices (GAMCOTRAP) staged 
a major event against Female Genital Mutilation (FGM). Ina 
four-hour open-air ceremony at a sports stadium attended by, 

inter alia, GOTG officials, traditional and religous leaders, 

civil society representatives, diplomats (Ambassador was on 

hand) and media reps, GAMCOTRAP, supported by a foreign NGO, 
Save the Children (Swedish branch), celebrated the decision 

of 18 veteran female circumcisers nationwide to halt their 

practice. The colorful event, with the overarching theme of 
\"Dropping the Knife,\" was marked by musical and dance 
performances by assorted cultural groups as well as speeches. 

In the occasion\'s climax, the 18 former female circumcisers 
recited an oath to halt FGM in their respective communities. 


LAYING THE GROUNDWORK 


3. In their speeches, the GAMCOTRAP reps, led by their 
dynamic and engaging Executive Director, Isatou Touray, 
portrayed the May 5 celebration as the culmination of the 
NGO\'s painstaking effort at the grassroots level to sensitize 
the populace to the dangers of \"harmful traditional 
practices\", first and foremost FGM, but also such practices 
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as child marriage. The GAMCOTRAP speakers made a point of 
recognizing local officials, Muslim religious figures, and 

other community leaders providing support for the anti-FGM 
campaign. They also proudly announced that the fifty or so 
young girls seated in a VIP section had been spared FGM and 
stressed the imperative of eliminating the practice 

throughout The Gambia. 


A SOMBER NOTE 


4. However, GAMCOTRAP head Touray introduced a somber note 
into the otherwise joyful proceedings with her assertion that 
gains in the anti-FGM campaign risked being undone by the 
presence in The Gambia of \"expatriate circumsisers\" who 
continued the practice. (NOTE: Touray did not elaborate on 

the identity of these expatriates, but gave the impression 

that they were primarily from neighboring West African 
countries. END NOTE) She went on to call for passage of 
legislation specifically outlawing FGM and for government 
assistance to circumcisers giving up the practice so as to 
compensate them for lost income. (NOTE: GAMCOTRAP itself is 
already providing such assistance as job training to the 18 
women honored at the event. END NOTE) 


THE HEALTH MINISTERVS MEASURED PRESENTATION 


5. Health Minister Tamsir Mbowe was the senior GOTG official 
in attendance. He delivered a measured speech, describing as 
\"commendable\" the decision \"to abandon the surgical aspect of 
the sociocultural institution of female circumcision.\" On 

the other hand, he warned that elimination of FGM \"should not 
extend to the denigration of the education, traditional 

wisdom, and knowledge identified with the process of 
socialization.\" Mbowe added, \"we all want good health, the 
absence of ailments,and no willful causing of harm to any of 
our organs; however, let us not throw away the baby with the 
birth water.\" 


ABSENCE OF LEADING ISLAMIC RELIGIOUS INSTITUTION 
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6. Various muslim religious figures were on hand, and a 
female Imam (preacher) led the prayer that opened the event. 
However, the conservative Supreme Islamic Council (SIC), an 
advisory body to the GOTG, was conspicuous by its absence. 
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The absence was not surprising, as SIC reps have previously 
indicated support for FGM. A prominent theme in the day\'s 
speeches was that neither Islam nor any other religion 
stipulates FGM -- a fact that the SIC has sought to obscure 

in its statements on the issue. 


A FINAL THOUGHT 


7. GAMCOTRAP head Touray would be the first to admit that the 
anti-FGM campaign has a long way to go in bringing about the 
total elimination of the practice in The Gambia. 

Nonetheless, we find remarkable the NGO\'s success to date in 
enlisting support for the anti-FGM cause at the grass-roots 

level -- including among some long-time practitioners 

themselves. Also noteworthy is the success of GAMCOTRAP and 
others in lobbying the GOTG, as evidenced by the Health 
Minister\'s presence and supportive statement, albeit 

measured, at the May 5 \"celebration.\" 
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SUBJECT: UPDATED EMBASSY AKAR PROPOSAL FOR FY 2007 
AMBASSADOR,S FUND FOR EFUGEE FUNDING 


REF: STATE 027884 


1. EmbassyDakar is pleased to re-submit one project 
proposa to aid an organization that provides critical 
asistance to refugees in Senegal. The proposal focses on 
assisting landmine victims in the Casamane region. 
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PROPOSAL ONE: HANDICAP INTERNATIONAL-INGUICHOR 


2. Post requests USD 20,000 to support andicap 

International (HI), a French organizatio focused on 

assisting handicapped people in particular. HI has been in 
Senegal since 1996 with a national program to intervene in 
medical and economic insertion of landmines victims. The 
majority of beneficiaries are returned refugees and persons 
who have been displaced by the 22-year-long conflict in the 
Casamance region of Senegal. In this proposal, HI is seeking 
funds to improve the living conditions of landmine victims, 

many of whom are unemployed farmers that are unable to return 
to their fields as they have been mined by rebel soldiers, 
through socio-economic activities such as keeping handicapped 
children in schools, creating income generating activities, 
providing medical health care, and making orthopedic apparel. 
HI focuses on vocational instruction whereby girls are given 
training in areas such as sewing and cooking, while men and 
women are involved in fruit and vegetable food processing 
programs. This project has never received USG funding. Post 
has the authority and the capacity to award a grant to the 
intended recipient agency. 


EMBASSY POINT OF CONTACT 

3. For further information on these projects and any others, 
contact Political Officer Osman Tat at (221) 823-4296, ext. 
2420. 
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SUBJECT: SCENESETTER FOR AMBASSADOR SCHWABYS VISIT TO 
CANADA, MAY 9-10 


Classified By: ECONOMIC MINISTER-COUNSELOR BRIAN J. MOHLER. REASON: 1.4 
(B) AND (D). 


1. (SBU) Welcome back to Ottawa, Ambassador Schwab. This 
cable offers background information on Canada,s political 

and economic environment, especially on issues that may be 
raised outside the formal agenda of your talks with Trade 
Minister Emerson. Information regarding Canada-Brazil 
relations is also included. 


2. (C/NF) With Prime Minister Harper\'s Conservative 
Government in its second year, Canada\'s political situation 

is complicated. HarperYs approval ratings are decent, but the 
Conservative Party has the solid support of less than 40 
percent of the public and could be brought down by the 
opposition at almost any time. To survive, Harper needs the 
support of at least one of the three opposition parties. 

None of them is a natural ally, so the government operates on 
an ad hoc, issue-by-issue basis. It has been a resilient and 
stable minority government, largely by adopting a 

disciplined, competent, middle-of-the-road approach. Harper 
has stuck to a focused agenda, appealed to voters in Quebec, 
and established a record for competent, strong leadership, 
but majority status still remains out of reach. The 

opposition parties, while able to tie up legislation in the 
parliamentary committees, are not ready to run an election. 


3. (C/NF) The Afghan government\'s allegedly harsh treatment 
of detainees turned over to it by Canadian forces in southern 
Afghanistan has dominated the headlines for the past two 
weeks. The environment, however, tops the list of Canadian 
political concerns, especially after the December election of 
former Environment Minister Stephane Dion as Liberal Leader. 
The public is skeptical of the Conservative Party\'s 
commitment to the environmental \"cause\" despite the April 
release of its environmental plan. To forestall a spring 

election (that no party really wants), Conservatives have 
attacked the \"all-talk, no-results\" Liberal environmental 
record and tried to shift the political agenda toward more 
friendly territory by releasing an eye-catching federal 

budget in March 2007 that was loaded with personal tax cuts, 
serious and practical environmental projects, and economic 
incentives. The government\'s public handling of the Afghan 
detainee issue, however, has knocked back down the resulting 
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Conservative bounce in the polls. 


4. (C/NF) A key Harper priority has been to enhance Canada\'s 
relationship with the United States. We at the Embassy (and 
our counterparts in Washington) note an improved willingness 
to cooperate on bilateral and international issues. Still, 

polling reflects public concern that the Prime Minister is 
aligning Canada \"too closely\" with the Administration\'s 
foreign policy agenda. Harper argues that his government\'s 
effort to restore \"healthy\" relations with the United States 
had already yielded results, notably the settlement of the 
contentious softwood lumber dispute. We consider him a 
strong friend of the U.S. and believe we are better off with 

him at the helm in Canada 


5. (SBU) IPR: A well-placed contact in the Ministry of 

Justice (MOJ - please protect) tells us that the Ministry 

QJustice (MOJ - please protect) tells us that the Ministry 

soon plans to recommend to Cabinet that theater camcording be 
made a criminal offense under the Criminal Code of Canada. 
Illicit theater camcording has become the most prominent IPR 
issue in Canada over the last six months. If Cabinet 

approves the Ministry of Justice\'s recommendation, the GOC 
would likely introduce appropriate legislation in Parliament. 
Separately, the Ministries of Industry and Canadian Heritage 
are reportedly finalizing draft copyright legislation to 

implement the WIPO Internet Treaties and improve Canada\'s IPR 
protection regime. Government consultations with industry 

and relevant stakeholders could begin later this spring. As 

you know, Canada has been kept on the Special 301 Watch List 
for another year. 


6. (SBU) ITAR: Canadian officials might raise the U.S. 
International Trafficking in Arms Regulations (ITAR) with 

you. These regulations require our exporters to confirm that 
Canadians involved with ITAR-covered goods and services are 
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not nationals or citizens of proscribed countries. Canada 

argues that this contravenes its Charter of Rights by 
discriminating against employees on the basis of nationality. 
ITAR makes Canada\'s procurement of U.S. defense articles 
more burdensome. State and Canadian Defense (DND) officials 
have negotiated greater access to ITAR-protected unclassified 
goods and services by dual-national Canadian DND employees 
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and contractors with Secret-level clearances. This 
arrangement could serve as a template for other Canadian 
government agencies. The Canadians want, but we do not 
expect to provide similar relief extended to its defense 
industry. If this comes up, please say that ITAR saves lives 
by ensuring that Canadian and U.S. soldiers do not face our 
technology in battle; Canada already enjoys the most liberal 
ITAR regime on the planet; we understand their concerns and 
are awaiting Canadian Government approval of a new 
arrangement that addresses DND concerns in a manner 
consistent with U.S. and Canadian law. 


7. (SBU) Western Hemisphere Travel Initiative (WHTI]): 
CanadaWs continuing top concern with us is the new passport 
requirement mandated by Congress under WHTI and other U.S. 
actions which the GoC says serve to \"thicken\" the border, 
such as our announcement of more agricultural inspections. 
(We emphasize that our goal is to \"smarten\" or \"modernize\" 
the border.) While the January implementation of the air 
portion of WHTI went smoothly, the Harper government 
continues to lobby against an early deadline of the land/sea 
implementation of WHTI and are pushing for acceptance of 
drivers licenses as an alternative secure document. We 
remind Canada that we are moving ahead on WHTI, but remain 
willing to implement it in a flexible manner. The GoC\'s 
strategy of delay and resistance could very well lead to the 
negative consequences we all wish to avoid. The Canadian 
public and media are increasingly and scathingly critical of 

the GoC,s (particularly Passport Canada) inability to meet 

the exploding demand for Canadian passports. 


8. (SBU) Energy: Canada is our most important energy 
partner. We cooperate well on the government level, and our 
private sectors have developed a highly integrated industry 
that has allowed Canada to become the largest supplier to 
U.S. markets of oil, electricity, natural gas, and uranium. 

Yet we have differences. Canada is purposely raising the 
stakes to oppose (on environmental and safety grounds) the 
transit of LNG tankers through Canadian waters to terminals 
proposed for construction in Maine. We have told Canada that 
international law of the sea protects the rights of U.S. and 
foreign ships to transit its waters. 


9. (SBU) Canadian investors have a history of direct 
investment in Brazil dating back to the nineteenth century, 
notably in mining, electric power and banking. Today, the 
bilateral trade relationship is modest, valued at about 
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US$4.3 billion in two-way trade in 2006. Brazil is Canada\'s 
second largest export market in Latin America (after Mexico), 
and its seventeenth largest worldwide. Canada,s main 
exports to Brazil are minerals and paper; its main imports 
from Brazil are aerospace products, steel and aluminum. 


10. (SBU) Canada-Brazil trade relations have been dominated 
since the mid-1990\'s by a bitter dispute over aircraft 
subsidies, which both governments have recently tried to put 
Qsubsidies, which both governments have recently tried to put 
behind them. Canada\'s Bombardier and Brazil\'s Embraer are 
the world\'s junior commercial aircraft manufacturers, 

building planes of around 50 seats up to the 110-seat-plus 
offerings of Boeing and Airbus. Both Bombardier and Embraer 
prospered in the 1990\'s by riding the trend among airlines to 
purchase these \"regional jets.\" While both firms are 

privately owned, both are iconic national companies, and both 
benefit from a variety of government support programs 
including R&D funding and export financing. 


11. (SBU) Bombardier first complained about Brazilian 
subsidies in the mid-1990s. The resulting dispute eventually 
ended Canada\'s plans to conclude an FTA with the Mercosur 
trade bloc. Special envoys appointed to resolve the aircraft 
subsidy dispute proposed a bilateral pact based on OECD 
subsidy rules, but (by Canadian accounts) Brazil refused this 
solution. The countries traded WTO complaints in 1998, and 
the resulting panel found aspects of both sides\' subsidies to 
be illegal. 
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12. (SBU) Both countries adjusted their subsidy programs. 

Canada then successfully challenged Brazil's revised export 
financing scheme before the WTO. Meanwhile, however, Embraer 
continued to win sales orders for regional aircraft. In 

2001, faced with a situation where it felt that it was 

winning at the WTO but losing in the marketplace, Canada 
decided to match the Brazilian advantage by offering expanded 
below-market financing. As a result, Bombardier won two 

large and critical orders from U.S. airlines. 


13. (SBU) While Bombardier thereby partly regained its 
competitive position, some trade policy watchers say Canada 
lost some moral credibility at the WTO by resorting to 
unauthorized retaliation. Moreover, the escalation in the 
diplomatic dispute with Brazil (which also involved a spat 
over beef trade, provoking widespread bitterness in Brazil) 
scuttled any prospect of Canada-Brazil collaboration on wider 
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trade policy goals such as hemispheric free trade. The 

dispute wound down in 2002-03 with a negotiated peace, in 
which Bombardier and Embraer split certain major orders. 
Since then, both the Canadian and Brazilian governments have 
been trying hard to put the dispute behind them. 


14. (SBU) Brazil is one of many countries that have ratified 

the UNESCO Convention on the Protection and Promotion of the 
Diversity of Cultural Expressions, which Canada advocated. 

The USG opposed this Convention. In Brasilia on March 27 and 
28, 2007, the Canadian Embassy and the UNESCO Office in 
Brazil hosted the \"Brazil-Canada Seminar on Cultural 
Diversity,\" which highlighted the Convention and promoted 
comparative study of legislation, policies and programs in 

this area. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 
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SUBJECT: CODEL BOND EMPHASIZES NEED FOR LEGISLATIVE 
PROGRESS TO AL-HAKIM 


Classified By: Charge d\'Affaires Daniel Speckhard for reasons 1.4 (b) a 
nd (d). 


1. (C) Summary: In a May 5 meeting with SCIRI chairman 
Abdelaziz al-Hakim, CODEL Bond--Sen. Christopher Bond (R-MO), 
Sen. Saxby Chambliss (R-GA), Sen. Olympia Snowe (R-ME), and 
Rep. Darrell Issa (R-CA)--impressed on al-Hakim the 
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importance of quick progress on key legislative issues 

related to reconciliation. Al-Hakim noted that there had 

been significant progress on these issues but that in the end 
it would be up to the Council of Representatives (CoR). He 
said that discussions were under way on potentially extending 
the current legislative session of the CoR beyond June 30. 
Al-Hakim told his guests that he believed the \"military 
situationW was the most important issue and stressed the need 
for faster equipping, training, and transfer of authority to 

Iraqi forces. End summary. 


2. (C) Senator Bond opened by noting that the delegation had 
heard encouraging signs of progress in lraq, particularly in 
the development of Iraqi security forces (ISF), but knew 

there were important security and legislative challenges 
ahead. He told al-Hakim that the delegation would need to 
report back to Congress about any military advances, but also 
about progress on political and economic measures as well. 
Al-Hakim pointed to a growing readiness to fight al-Qaeda 
coming from the tribes, political forces such as the Iraqi 
Islamic Party, religious scholars, and the general public. 
\"What is important now is the military situation," al-Hakim 
continued, calling for faster equipping and training of ISF 

and transfer of authorities so that the ISF, not the 

coalition, could \"be out on the streets." 


3. (C) Senator Chambliss urged al-Hakim to work \"harder than 
ever\" to realize political progress. Noting a \"rumor\" that 

the CoR might take a two month break in the summer, he 
remarked that such a break would not be well perceived in the 
U.S. at this critical time. Al-Hakim replied that according 

to Iraq\'s Constitution and CoR by-laws, the CoR had two 
two-month recesses during its yearly calendar but there were 
mechanisms to shorten these recesses. He assured his guests 
that discussions were under way on this issue. 


4. (C) Senator Snow asked al-Hakim what progress was being 
made, and could be made, on reconciliation. Al-Hakim said 
that there were \"continuing efforts," describing a recent 
meeting where \"influential advisors of the various components 
of Iraqi society\" discussed what was needed for 

reconciliation. While al-Hakim welcomed the frank exchange 
at this meeting, he noted his concern that \"the more 
concessions you give, the more demands you get.\" The 
majority (i.e., the ShiVa) had given many concessions, 
al-Hakim continued, \"but still the issue is not resolved.\" 
Senator Chambliss pressed al-Hakim for his estimate on when 
important items on the reconciliation agenda would be 
completed. Al-Hakim expressed optimism that there would be 
progress in the next few weeks. He noted that the 
constitutional review committee had almost finished its work; 
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that the hydrocarbon law had been approved by the GOI and had 
already been extensively debated; and that a deBaathification 
reform law was at the CoR. But he also observed that 

progress depended on the \"makeup of the CoR and the vision of 
its members.\" The Sunnis and Kurds had issues on some parts 
of the oil law, he continued; \"these issues have to be raised 

and dealt with to achieve results.\" 


5. (U) CODEL Bond did not have the opportunity to clear this 
cable before their departure. 
SPECKHARD 
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SUBJECT: DOMINICAN POLITICS III #25: FERNANDEZ WINS 

PRIMARY; FACES UNITY CHALLENGE 

REF: A. SANTO DOMINGO 1017 


B. SANTO DOMINGO 0348 
C. 06 SANTO DOMINGO 3521 


Classified By: Charge d\'Affaires Rolland W. Bullen, Reasons 1.4(b), (d) 


1. (U) This is the 25th cable in our series on Dominican 


Column 3 
politics in the third year of the administration of President 
Leonel Fernandez. 


FERNANDEZ WINS PRIMARY; FACES UNITY CHALLENGE 


(U) On May 6, President Leonel Fernandez won the presidential 
primary for the Dominican Liberation Party (PLD). With 36 
percent of the vote tabulated, Fernandez stood at 71 percent 
while his sole challenger, former presidential chief of staff 
Danilo Medina, had received 29 percent. 


(U) Medina conceded Sunday evening, but continued to champion 
his principal campaign theme -- opposition to the practice of 
presidential re-election, combined with allegations of 
inappropriate use of government resources by the Fernandez\'s 
team. Medina, who does not hold government office, 

criticized his incumbent opponent\'s campaign, saying, \"| have 
always said that this (election) was a competition against 

the Dominican state, and the state imposed itself.\" 


(C) In the May 2008 presidential election, Fernandez will 

face Miguel Vargas Maldonado of the Dominican Revolutionary 
Party (PRD) (Ref A-B). Fernandez is personally popular, 
presided over the economic recovery from the 2003-2004 
crisis, and carries the advantages of incumbency. For his 

part, Vargas Maldonado is sure to harp on the popular 
perception that the government\'s economic statistics do not 
reflect the reality of working class life. The average 

Dominican has the impression that unemployment remains high 
and wages remain low. The Reformist Party (PRSC), which 
polled only 7 percent in the last election, will nominate its 
candidate on June 10. 


(SBU) Several observers in this developing country criticized 
the high cost of the primary campaign, US$3.7 million in 
total, and continued their pressure for more transparency in 
political donations and for a shorter campaign period. 
Dominicans, through an ongoing constitutional reform 
initiative, continue to consider the idea of unifying the 

year in which presidential and congressional elections are 
held. The goal would be to reduce cost and help keep 
incumbents focused on statecraft instead of politics (Ref C). 


COMMENT 


(C) A highly competitive primary was a new experience for the 
PLD, and it was clearly an uncomfortable one. Now the party 
has one year to pull together to face the common opponent. 
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Medina\'s 29 percent showing is substantial, coming as it did 
against an incumbent president, and exposed weaknesses in the 
Fernandez campaign that the PRD is sure to exploit. Despite 
the fact that presidential re-election is common throughout 

the world, 48 percent of Dominicans oppose the practice, 
according to reliable polling data. We suspect that this is 

one of the reasons why Fernandez\'s high approval rating (64 
percent) is not matched by the PLD\'s lead over the PRD in 

early polls of the presidential race (5 percent). 


(C) Medina\'s future is uncertain. He was a giant within the 
PLD, credited by many with being the organizational brain 
behind the party\'s rise from third-party status in 1996 to 
control of the presidency and congress by 2006. However, he 
resigned as Fernandez\'s chief of staff to challenge him, and 
only time will tell how the hard-hitting primary fight will 

affect the two leaders\' relationship. 


-- Drafted by Peter Hemsch 
2. (U) This report and extensive other material can be 


consulted on our SIPRNET site, 
http://www .state.sgov.gov/p/wha/santodomingo/ 
BULLEN 
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1. (SBU) Summary. With the recent discovery of oil in Belize 

and the anticipated delivery of PetroCaribe fuel, a privately-owned 
marine terminal has recently constructed in the south of Belize. 
Esso, the sole importer of fuel in Belize, believes that up to forty 
percent of its future imports may eventually be affected by the new 
marine terminal. Esso is also concerned with possible government 
interference in the market and with competition from subsidized 
contraband fuel imported from Mexico. End summary. 


2. (U) Esso Standard Oil, Exxon Mobil\'s agent in Belize, has 

a marine terminal that houses 160 tanks with a capacity of 180,000 
barrels. Esso has for many years managed the countryQs only marine 
terminal and was the sole provider of fuel for the entire country. 

Esso annually distributes more than a million barrels of kerosene, 
diesel, and gasoline. Esso operates its own retail fuel stations in 
Belize but also has sub-contracts with Texaco Belize (Chevron) and 
Simon Oil Belize (Barbados) to pay Esso a Qgo-thruQ service fee at 
its terminal for importing and delivering the fuel to their retail 

stations. 


3. (SBU) According to Guillermo Alamina, EssoQs Lead Country Manager, 
the Government of Belize (GoB) controls the retail price for all 

petroleum products in Belize, sets transportation prices with the 

local Freight Haulers Association, and uses a formula on the CIF 

(cost, insurance, freight) value to determine profit margins. The 

GoB\'s Revenue Replacement Duty is a tax on petroleum imports and the 
only piece of the price that is not fixed. GOB uses this duty to 

provide price and revenue flexibility (i.e. to manipulate prices to 

either secure more government revenue or conversely to decrease prices 
at the pump when a need arises). Consequently, there is no price 
competition 

in the fuel market in Belize. The only competition is at the retail 

station in the form of the service that is provided. 


4. (U) According to Alamina, Esso has seen a fall in its imports from 

1.5 million barrels three years ago to 1 million barrels last year. 

Belize Natural Energy (BNE), the only oil producing company in Belize, 
has started to market the light sweet crude oil it produces directly to 
consumers. Many large exporting companies, especially in the citrus, 
shrimp and banana industries have purchased crude oil from BNE to mix 
with diesel to run equipment. 


5. (U) Alamina noted that petroleum imports have also been adversely 
affected by contraband products from Mexico. In response to losing 
business to Belize\'s Corozal Free Zone the Mexican government began 
subsidizing fuel prices in the Chetumal area of Mexico, just north of 

the Belize border. These subsidies have caused sales in Northern 
Belize to steadily fall over the past four years by at least ten 

percent each year as Belizeans head north to gas up. These decreases 
have caused Esso to close all of their retail stations in the north. 
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6. (SBU) According to Alamina, the new marine terminal that was 
recently constructed at Big Creek in the south of Belize is privately 
owned. He alluded to the fact that the property was purchased by 
insiders with ties to the ruling party who would profit most from 
particular clauses in the PetroCaribe agreement. He specifically noted 
that banana exporters own the terminal and Belize had the option of 
paying back oil loans to Venezuela in kind (read bananas). 


7. (SBU) Alamina noted that under the PetroCaribe agreement the 
receiving government becomes responsible for the fuel the minute it 
leaves the Venezuelan port. He was concerned that the government would 
attempt to pressure or force his terminal to accept PetroCaribe 

shipments that would expose Esso to undesired liability risk. He noted 

that Esso followed safety and shipping standards in fuel exportation 

that minimized liability exposure and did not believe the GOB would 

adhere to the same high standards. 


8. (SBU) Comment. Esso seemed more concerned with government 
interference in their business affairs than with the possibility of 

price competition. Alamina noted that GOB had in the past attempted to 
force the company to make choices contrary to their interests by 
manipulating duty costs and withholding transportation resources. End 
Comment. 


HILL 
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SUBJECT: MISSION MEXICO CONTINUES TO MONTIOR MURDER OF 
LABOR ORGANIZER 


Column 3 
REF: MONTERREY 0430 (NOTAL) 


1. SUMMARY: Mission Mexico personnel have continued their 
efforts to monitor the situation surrounding the recent 

murder in Monterrey of agricultural worker labor union 
organizer Santiago Rafael Cruz. Embassy Mexico City,s Labor 
Counselor and AmConsul Monterrey,s Pol/Econ Officer visited 
the FLOC (Farm Labor Organizing Committee, AFL-CIO) offices 
and met with US and Mexican union representatives the week of 
4/30 ) 5/4 to convey the USG,s interest in this case. The 

FLOC representatives reiterated the union,s belief that 

Rafael was murdered because of his organizing activities but 
had no real idea as to who might have ordered his death. They 
also outlined the latest efforts to press for a full 

investigation into the slaying of their colleague. In 

addition, the two officials also talked generally about the 
FLOC,s successes in obtaining improved working conditions 
for farm laborers. Throughout the meeting both FLOC 

officials expressed their organization,s deep appreciation 

for AmConsul Monterrey,s quick reaction and for Mission 
Mexico,s sustained support as the union continues pressing 

to learn what really happened to the murdered labor 

organizer. FLOC and USG efforts notwithstanding, it is still 

an open question as to whether the murder of Santiago Rafael 
Cruz will ever be resolved. END SUMMARY. 


BACKGROUND 


2. On April 9, 2007 Santiago Rafael Cruz, a farm worker 
labor organizer employed by the Farm Labor Organizing 
Committee, AFL-CIO (FLOC), was found beaten to death in the 
union,s offices in Monterrey, Mexico. Rafael,s job at the 
FLOC office was primarily to advise farm laborers about legal 
employment opportunities in the US with a focus on the H2A 
\"guest workers\" program. As a FLOC employee Rafael also 
investigated alleged abuses in labor recruiting agencies and 
helped farm workers resolve grievances arising from their 
employment conditions in the US. Although there is no 
conclusive evidence linking anyone to the murder of Santiago 
Rafael, the FLOC is convinced that he was murdered because 
its organizing activities angered various labor recruiting 
agencies and agricultural interests. The FLOC, and the 
broader AFL-CIO, considers Rafael,s murder to be both a 
human and labor rights issue. 


3. In pursuing this matter the FLOC has met with labor 
figures, business interests, government officials and elected 
representatives in both Mexico and the US (Congresswoman 
Marcy Kaptur, D-OH is particularly interested in this case) 
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to press for a full investigation of Rafael,s murder. 
AmConsul Monterrey has worked closely with the FLOC, 
supporting their calls for a thorough inquiry into this crime 
and has met with the highest levels of both state and local 
authorities to express the USG,s interest in resolving this 
case. Consulate personnel in Monterrey have also fielded a 
considerable number of inquiries on this matter both from the 
public and from US and Mexican media outlets. Thus far it 
appears that state and local authorities have been open and 
honest in keeping AmConsul Monterrey abreast of the 
developments of their ongoing investigation into the murder 
of Santiago Rafael but there seems to be little real 
progress. Monterrey is also now working closely with the 
FLOC, local authorities and even labor recruiters to combat 
any abuse or irregularities that may be surrounding the H2A 
&guest workers8 program. 


EXPRESSING THE USG,S CONTINUING INTEREST 


4. As a follow-up to the ongoing USG actions reported in 
Reftel, on May 2, Embassy Mexico City,s Labor Counselor and 
AmConsul Monterrey,s Pol/Econ Officer called on the offices 
of the FLOC to express Mission Mexico,s continuing concern 
over the murder of labor organizer Santiago Rafael Cruz and 
request an update on the union,s latest efforts in this 

matters. Mission personnel were received by the FLOC,s main 
Representative in Monterrey, Castulo Benavides Rodriguez, and 
by Ken Barger, a union Community Organizer visiting from the 
US. Benavides and Barger were unequivocal in expressing the 
FLOC,s sincere thanks for AmConsul Monterrey,s quick 
reaction in this situation and for Mission Mexico,s 

sustained support as the union continues to push for a full 

and complete investigation into what really happened to their 
murdered colleague. 


MEXICO 00002254 002 OF 003 


FLOC OFFICIAL DISCUSS THE MURDER 


5. According to the two FLOC officials, the union was doing 
all it could to press Monterrey area state and local 
authorities to consider every possible facets of the case in 
order to learn the truth about exactly what happened to 
Santiago Rafael. The union, they said, was not just 
interested in who actually killed the labor organizer, it 
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also wanted to know, and ultimately hold accountable, whoever 
might be responsible for ordering the death of Santiago 

Rafael. In fact, the union officials stated, as a part of 

the ongoing effort to find out what happened to the murdered 
labor organizer, FLOC Union President Baldemar Velasquez was 
en route to Mexico City that very day (May 2) to meet with 
federal GOM (law enforcement/public security) officials to 
discuss the status of the case. They also indicated that the 
FLOC Monterrey office was in the process of 
reviewing/implementing a series of physical safety measures 
and upgrades to better control access and improve the 
security of union staff. 


6. In response to direct questions from Mission Mexico 
personnel the FLOC officials indicated that they had no new 
information on the circumstances surround the slaying of 
Santiago Rafael. Again, in response to a direct question, 
they also admitted that they had received no direct threats 
or warnings about their union organizing activities prior to 
Rafael,s death. They also indicated that they had no real 
idea of who might be responsible for the murder. This lack 
of any clear idea of who might ultimately be responsible for 
Rafael,s murder notwithstanding, the FLOC officials 
underscored the union,s strong belief that their colleague 
had been killed because of his labor organizing activities. 


7. The two officials voiced dissatisfaction with the current 
direction of the police investigation into Rafael,s death. 
Unfortunately, the FLOC officials intimated, the police 
appear to have pre-judged this case and concluded that 
Rafael,s murder was the result of some type of personal 
dispute (i.e., a jealous rival or the parents of girl who 
disapproved of him dating their daughter). Consequently, in 
FLOC,s view, the police have settled on this preconceived 
conclusion to the near exclusion of any other possible motive 
for Rafael,s murder. 


FLOC OFFICIALS STATE THE UNION WILL NOT BE DETERRED 


8. In addition to discussing their views on the status of 
Santiago Rafael,s murder investigation, the two FLOC 
officials also spoke generally about the union,s overall 

goals and activities. They explained that the aim of FLOC,s 
activities was to provide advice and assistance to farm 
laborers to facilitate (preferably?) legal employment in the 
US. As proof of the union,s effectiveness they cited two 
FLOC successes (one actually and one potentially) that were 
significantly improving conditions for farm laborers. The 

first of these was a 2004 agreement with the &North Carolina 
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Growers Association8 to represent some 7,000 - 10,000 
workers who annually travel to the state to harvest crops and 
establishes a system for resolving labor disputes. 


9. The second FLOC success, with potentially greater 
consequences, was a recent ruling by a US Federal judge in 
North Carolina which eliminated fees charged by labor 
recruiters to find jobs in the US for farm laborers. 

According to the FLOC officials, the basis of the ruling was 
that it was illegal to charge farm workers (as many labor 
recruiters frequently do) for services such as visa 
processing, transportation and administrative overhead, which 
had already been paid for by employers/growers in the US. 
The FLOC officials indicated that the union hoped to use the 
ruling in North Carolina as the basis for expanding similar 
benefits to farm laborers in states like Kentucky, Florida, 
Texas, California and others. The FLOC officials did not 
specifically state what progress the union has made to date 
in expanding the benefits of the North Carolina ruling to 
places outside of that specific state. They did, however, 
opine that the North Carolina ruling was costing labor 
recruiters some USD 2 million per year in lost fees and 
speculated that this loss of revenue could be a possible 
motive for the murder of Santiago Rafael. 


MEXICO 00002254 003 OF 003 


10. In the discussion of the FLOC,s overall program 
initiatives Labor Counselor asked if the union had considered 
coordinating its activities with those of the GOM,s Labor 
Secretariat (STPS). The FLOC officials indicated that they 


SIPDIS 

have had no real contact with Mexican government officials 
(other than law enforcement officers). Labor Counselor 
provided the FLOC office with a point of contact in the STPS, 
specifically that Ministry,s Sub-Secretary for Employment 
and Labor Policy, one of whose responsibilities was 
overseeing the smooth (i.e. legal) operation of employment 
programs. The union officials seemed to conclude that the 
services of this STPS office could be helpful in 
disseminating information about FLOC,s programs and might 
also be a value asset in cracking down on abuse labor 
recruiters. 


COMMENT 
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11. The FLOC officials were clearly not satisfied with the 
efforts of the Monterrey area police authorities, 

investigation into the death of labor organizer Santiago 

Rafael Cruz. In sharp contrast, they seemed very pleased 
with the proactive support the union has received from 
Mission Mexico personnel, particular the staff at AmConsul 
Monterrey. The frustration of the FLOC officials in this 
unresolved murder case is understandable. Despite its 
physical proximity to the US and the progress Mexico is 
making in many social, political and economic areas, some of 
its institutions are not progressing as well as the Mexicans 
themselves would like. Police forces often fall into this 
category. Many admit that police authorities are hampered by 
(among other serious problems) scant resources and inadequate 
training. In short, even when there is a real will to find 

those responsible, owing to institutional limitations, it is 

an open question as to whether the murder of Santiago Rafael 
Cruz will ever be solved. 


12. This message was cleared with AmConsul Monterrey. 


Visit Mexico City\'s Classified Web Site at 

http://www .state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www.intelink.gov/communities/state/nap / 
BASSETT 
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E.O. 12958: N/A 

TAGS: ECON, PGOV, EAID, DR 

SUBJECT: JOURNALIST USS DOMINICAN FOIA TO INVESTIGATE 
CONTROVERSIAL SUWAY PROJECT 


BACKGROUND 


1. (SBU) he Santo Domingo subway project, one of President 
Leonel Fernandez\'s top national priorities, is cotroversial 
because of its high cost, lack of trasparent procurement, 
safety concerns, and other ssues. In comments yesterday to 
the newspaper Ho, Fernandez estimated the total cost of the 
subwy\'s construction at US$550 million. Other estimats 
range from US$700 million to US$1.2 billion. 

2. (SBU) While there is no doubt that Santo Domino badly 
needs improved public transportation, critics charge that 

there are a number of less expensive alternatives to a subway 
system that are more appropriate for a small, developing 
country. The Dominican Republic ranks 94th on the UN\'s Human 
Development Index; fails all of Millennium Challenge 
Corporation\'s indicators for \"Investing in People;\" and faces 
serious problems in the areas of, inter alia, health, 

education, and access to potable water. Critics also charge 
that President Fernandez is more interested in a completing a 
prestige project than in solving the capital\'s transportation 
problems. 


3. (U) The request for information on the subway is the first 
significant use of the Dominican Freedom of Information Act 
(FOIA) since its passage in 2004, and is seen by many here as 
a test not only of the legislation, but also of the Fernandez 
Administration\'s commitment to open, transparent governance 
and the rule of law. 


FOIA VICTORY 


4. (U) Journalist Luis Eduardo \"Huchi\" Lora, a producer for 
the Telesistema 11 channel, took the Government to court 
after having repeated requests for information turned down. 
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Lora states that he made his FOIA request -- submitted to the 
Presidential Transportation Reorganization Office (OPRET) 
regarding the subway\'s construction plans and geological 
surveys -- after a geologist informed him that the proper 
feasibility studies had not been carried out prior to the 

start of construction. 


5. (U) Lora won the first round of his legal battle with the 
Dominican Government on April 27, when a local court ruled 
that OPRET must provide the requested information by May 2 or 
pay a fine of US$150 per day. In response to the ruling, 

OPRET Director Diandino Pena said that his office would 

appeal the decision on national security grounds. Over the 
course of the next week, the Government took heavy criticism 

in the press from Lora\'s fellow journalists. 


6. (U) In an extensive interview with the newspaper Hoy on 
May 3, Fernandez fired back. The President challenged his 
critics to, \"Tell me which metro is less expensive,\" and 
argued that the project was necessary because the population 
of Santo Domingo would grow to 6 million in the next 20 
years. Fernandez said the subway is \"rapid, efficient, safe, 
less dependent of fossil fuels, pollutes less, and provides 

the profile of the future that Dominican society should 

have.\" He argued that the subway is hurting him politically, 
but that he will press forward because he wants the best for 
the Dominican people: \"(The subway project) may not be very 
attractive for the next elections (in 2008), but someone once 
said that statesmen don\'t govern for the next election but 
rather for the next generation. | know that this project 

will be appreciated by future generations.\" 


GOVERNMENT APPEAL 


7. (U) Regarding the FOIA legislation, Fernandez said that 

the law\'s \"principle, with which we all agree, is to make 

public all government acts.\" He added that the country was 

still learning how to apply the FOIA and that national 

security interests would prevent some information from being 
released. Finally, Fernandez said he supports OPRET\'s appeal 
of some aspects of the lower court\'s ruling. 


8. (U) Civil society has been strongly supportive of FOIA 
legislation, and many applauded the court\'s ruling in the 
subway case. Sociologist and critic Ramon Tejada Holguin 
said, \"What we are seeing is the start of the establishment 
of a culture of transparency, accountability, access to 
information, and citizens\' participation in government 
decision-making.\" Habitual leftist and op-ed writer Hamlet 
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Hermann captured the subway critics\' anger and distrust of 

the authorities when he wrote, \"Of all the officials\' 

arrogance, do you know what bothers me the most? ) the 
continued insulting of the intelligence of the Dominican 

people. Do you remember when Diandino (Pena) assured us that 
metro fares would be (15-30 U.S. cents)? How could we not be 
offended by that great lie?... | should warn you not to sing 

a victory song. This ruling is only the start of a long 

struggle.\" 


COMMENT 


9. (SBU) This is a developing story. On May 4, Pena said 
that, while OPRET is appealing some aspects of the lower 
court\'s ruling, his office would still comply by turning over 
documents that day. Given the controversy over the subway 
project\'s cost and the lack of transparency in procurement, 
the Embassy is intrigued and disappointed that Lora 
apparently did not request budget and contract details in his 
FOIA submission. We view the use of the FOIA law, as well as 
the debate over the subway system, as eminently healthy for 
Dominican democracy and governance -- even if Huchi Lora\'s 
victory is ultimately overturned on appeal. 


-- Drafted by Peter Hemsch 


(U) This report and extensive other material can be consulted 
on our SIPRNET site, 

http://www .state.sgov.gov/p/wha/santodomingo/ 

BULLEN 
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SUBJECT: COUNTRY CLEARANCE GRANTED TO YANG FOR TRAVEL TO 
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BARBADOS 


REF: ATD 1451 


1. Embassy Bridgetown welcomes and grants clearance to 
Chunfu Yang to travel to Barbados from June 12-16, 2007, for 
the purpose of attending the XVII International Human 
Immunodeficiency virus type 1 (HIV-1) Drug Resistance 
Workshop. 


2. Per reftel, Embassy understands assistance is not 
required. 


3. Embassy Bridgetown requests an outbrief be provided to 
the Political/Economic Section relating to activities while 

in the region within 10 working days of completion of travel. 
Please provide the outbrief by telephone, 246/436-4950 
x4230, or by fax at 246/227-4174. 


4. Entry/departure requirements: Mission policy is that all 
USG travelers to the region be in possession of a valid 
passport. Visas are not required for short visits. Visitors 

are granted up to 28 days upon entry, which can be extended 
through the Barbados Immigration Department for up to six 
months. 


5. The exchange rate in Barbados is two Barbados dollars for 
one U.S. dollar. U.S. currency, travelerYs checks, and 
credit cards are routinely and widely accepted. 


6. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 
well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Column 3 


Throughout the Eastern Caribbean, the most likely threat to a 
visitors health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 

(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
OURISMAN 
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E.O. 12958: N/A 

TAGS: OTRA, KSCA, BB 

SUBJECT: COUNTRY CLEARANCE GRANTED TO JOHNSON FOR TRAVEL TO 
BARBADOS 


REF: ATD 1262 


1. Embassy Bridgetown welcomes and grants clearance to 
Jeffrey Johnson to travel to Barbados from June 11-16, 2007, 
for the purpose of attending the XVII International HIV Drug 
Resistance Workshop. 


2. Per reftel, Embassy understands assistance is not 
required. 
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3. Embassy Bridgetown requests an outbrief be provided to 
the Political/Economic Section relating to activities while 

in the region within 10 working days of completion of travel. 
Please provide the outbrief by telephone, 246/436-4950 
x4230, or by fax at 246/227-4174. 


4. Entry/departure requirements: Mission policy is that all 
USG travelers to the region be in possession of a valid 
passport. Visas are not required for short visits. Visitors 

are granted up to 28 days upon entry, which can be extended 
through the Barbados Immigration Department for up to six 
months. 


5. The exchange rate in Barbados is two Barbados dollars for 
one U.S. dollar. U.S. currency, travelerYs checks, and 
credit cards are routinely and widely accepted. 


6. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 
well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
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drinking water. Only routine boosters for immunizations 
(i.e., tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
OURISMAN 
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CORRECTED COPY (PARA 4) 
NSC FOR JOSE CARDENAS; SOUTHCOM FOR POLAD 


E.O. 12958: N/A 

TAGS: PREL, PGOV, KDEM, PTER, ECON, PA 

SUBJECT: PARAGUAY: A/S SHANNON STRESSES POSITIVE U.S. 
AGENDA, SCORES POINTS IN NGO COMMUNITY 


REF: A. ASUNCION 0355 
B. ASUNCION 0356 


1. (U) SUMMARY: A/S Shannon expressed during his April 26-28 
visit the U.S. commitment to strengthening our relationship 

with Paraguay and the region, based on a deeper appreciation 
for the economic and social challenges facing the region. 
Members of U.S.-funded investigative units expressed their 
frustration in the fight against corruption and impunity, 

noting that without USG support their organizations would not 
exist. Leaders of eight NGOs also expressed pessimism 
regarding the state of Paraguay in eradicating corruption and 
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impunity, pointing to their battles with the Duarte 
Administration. The A/S swore-in 29 Peace Corps volunteers 
and celebrated their 40th anniversary in Paraguay. Shannon 
received broad and favorable press coverage throughout his 
visit, wowing the bureaucrats, the business sector and the 
media, alike. END SUMMARY. 


Business Sector Roundtable 


2. (U) The Ambassador hosted a roundtable discussion for A/S 
Shannon with a group of Paraguay,s major business 
associations representing soy and beef producers, biofuels, 
importers, the services and maquila sectors, the 
Paraguay-American Chamber of Commerce and the Department of 
Commerce-supported Good Governance ethics program. The 
business leaders faulted Paraguay,s political class for a 

lack of leadership and the lack of any concrete, long-term 
plans for improving Paraguay,s economy. They were 
universally pessimistic about Mercosur, complaining that 

while commodity products pass freely to neighbors Brazil and 
Argentina, valued-added products meet bureaucratic and other 
obstacles. They generally acknowledged, though, that being 
poor, small and landlocked, Paraguay had little choice but to 
keep trying to make the best of it. Judicial insecurity and 

rising crime were other commonly cited impediments to 
increased investment, whether domestic or foreign. The 
business leaders hoped that the United States would continue 
efforts to strengthen Paraguay,s institutions as with the 
Millennium Challenge Threshold Program, and also expressed 
hope that the U.S. would be able to improve market access for 
Paraguayan products. 


Tri-Border Investigators 


3. (SBU) A/S Shannon met with the heads of four USG-supported 
investigative units and a prosecutor to discuss tri-border 

law enforcement issues. Three of the vetted units (Tax, 
Customs and a Ministry of Finance anti-corruption unit) are 
receiving assistance from Treasury,s Office of Technical 
Assistance under the MCC Threshold Program. The fourth unit, 
Special Technical Unit (UTE), is an IPR investigative unit 
assisted with INL Bureau funds. Paraguayan officials 

conveyed appreciation for the USG assistance, which they said 
is vital to insulate them from political pressures. One 
commented that he was sure they,d all have been sent home 
and their units disbanded by now if not for overt Embassy 
support. 


4. (SBU) The investigators were generally pessimistic on the 
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state of the GOP in terms of corruption, maintaining that the 
criminals are given the space to operate by the corrupt 
government officials or politicians. Several had examples of 
times when political pressure was brought to bear, either 
directly to cease investigating, or indirectly when judges 
scuttled good cases. They characterized the major crime 
elements involved in smuggling and the trade in counterfeit 
goods as mainly foreigners, principally Taiwanese and Arabs. 
Paraguayans are nearly always involved, but typically as 
front people who sign documents, making it difficult to get 

at the kingpins. They all complained of lackluster support 
from their own government, citing poor salaries and small or 
non-existent budgets. Cooperation with other countries in 
the region is growing - specifically with the customs and IPR 
units. They agreed that the public supports their efforts 

and are tired of impunity and the illicit enrichment so 
common here. 


NGO\'s Opinions on Paraguayan Progress 


5. (U) Paraguayan NGOs candidly addressed several of their 
concerns with A/S Shannon. These NGOs are engaged various 
areas such as anti-corruption, rule of law, environment, 

local government strengthening, civil society strengthening, 

and microfinance. Most of these organizations are supported 
by USAID/Paraguay, which implements a large part of its 
development portfolio through NGO partners. 


6. (U) The participating organizations expressed their view 

that civil society is still weak in Paraguay. According to 

the attendees, only approximately 200 of a few thousand 
organizations, are financially stable. They maintained that 

the Duarte administration has been hostile toward NGOs, using 
surprise audits to go after certain NGOs; supporting 

legislation that would tax the work of NGOs; and faulting 

NGOs for not doing enough to address social issues caused by 
poverty including street children notwithstanding the 

millions of dollars they receive each year. These attacks 

have damaged the public image of NGOs. 


7. (U) Corruption and impunity are considered the most 
difficult barriers to Paraguay,s development and factors in 

the growing resentment of the population toward the 
government. This resentment could build until it reaches a 
breaking point or the Paraguayan population could just remain 
apathetic. The reaction of the population is not 

predictable. They believe that the publicYs perception is 

that institutions have grown weaker and less independent 
during the Duarte administration. The Judiciary and the 
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Electoral Tribunal were mentioned as having deteriorated. 


Peace Corps Swearing-in 


8. (U) The Assistant Secretary administered the \"oath of 
office" April 27 to the most recent contingent of 29 Peace 
Corps volunteers. The volunteers arrived in country in 
February 2007, and had just finished 11 weeks of intensive 
cross-cultural orientation, as well as Guarani and Spanish 
language training. Peace Corps Paraguay is celebrating its 
40th anniversary this year, with media events throughout the 
year. There are more than 150 volunteers in Paraguay, making 
it the third-largest PC program in the world. Before a heavy 
media presence from print, television and radio, the 

Assistant Secretary spoke of the importance of the Guarani 
language, particularly, as a means of building bridges of 
cross-cultural understanding. The A/S presence was a big hit 
with the new volunteers, and substantive media coverage 
resulted. 


Press Delighted by A/S Presence 


9. (U) A/S Shannon addressed news media representatives 
throughout his visit. The collegial encounters covered U.S. 
interest in using the Doha Round of trade negotiations to 
encourage economic development in impoverished countries, 
precursor steps such as a TIFA with Paraguay that deepen the 
bilateral trade relationship, and U.S. views regarding the 

Banco Sur concept from Venezuela. A/S Shannon also addressed 
the potential for biofuel production in Paraguay and the 

region, 3-plus-1 cooperation in combating narcotics and money 
laundering in the Tri-Border Area and U.S. support for the 
democratic process in Paraguay. 


10. (U) A Spanish-language transcript of both the Peace Corps 
press conference transcript and the FM press encounter was 
immediately posted on the Embassy website at: 
http://spanish.paraguay.usembassy.gov/. 


Wining and Dining Media 


11. (U) The Ambassador hosted a dinner in honor of A/S 
Shannon April 27 with nine influential, senior level 
columnists, editors and broadcast media news personalities. 
The A/S described President Bush,s engagement with the 
region by speaking to his recent trips and the thinking 


behind each place visited. A/S Shannon also discussed the 
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MCC Threshold Program in Paraguay, the challenges posed by 
consolidating democracies, and U.S. views of populism in the 
region. The exchange with Paraguayan media Brahmins deepened 
understanding of USG policies as well as instilled in those 

in attendance that the U.S. is committed to stronger 

relations. 


English Students Discuss Issues with A/S 


12 (U) A/S Shannon and the Ambassador visited the San Lorenzo 
branch of the Centro Cultural Paraguayo-Americano (CCPA), a 
leading English teaching institution and primary Embassy 
partner in the cultural community, April 28. A tour of the 
CCPA,s brand new building and recently inaugurated American 
Corner were followed by a meeting with the Board of 

Directors. The discussion centered around the strategic 
regional importance of teaching English and the challenges 
facing Paraguay in the recruitment of sufficient teachers to 
meet the high demand for the English language. The A/S then 
visited 28 English micro-scholarship students and engaged 
them in a lively exchange completely in English on a host of 
topics, including the historic importance of the Guarani 
language. The A/S presented cultural books on the U.S. to 
each of the four Micro-scholarship program teachers. 


13. (SBU) COMMENT: The A/S visit was a success and 
highlighted the USG commitment to work jointly with Paraguay 
on an array of issues. His command of the pertinent issues 
resonated with Paraguayan meeting attendees. Shannon 
presented a positive agenda to the public in stark contrast 

to the image of the U.S. that Venezuela\'s Chavez would like 
to project. Post expects the Shannon visit to continue to 

get positive press in the coming days and weeks as much of 
what the A/S discussed resonated with the media leaders with 
whom he met and the broader general public. END COMMENT. 
CASON 


107116 

RR RUEHWEB 

DE RUEHIN #1024/01 1272210 

ZNR UUUUU ZZH 

R 072210Z MAY 07 

FM AIT TAIPEI 

TO RUEHC/SECSTATE WASHDC 5162 

INFO RUEHBJ/AMEMBASSY BEIJING 6728 

RUEHHK/AMCONSUL HONG KONG 7977", "UNCLAS AIT TAIPEI 001024 


SIPDIS 


SIPDIS 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, KPAO, TW 

SUBJECT: MEDIA REACTION: U.S.-JAPAN SECURITY MEETING, U.S.-TAIWAN 
RELATIONS 


1. Summary: Taiwan\'s major Chinese-language dailies focused news 
coverage May 5-7 on the first stage of the DPP presidential primary 
Sunday, in which former Premier Frank Hsieh emerged as the winner, 
defeating Premier Su Tseng-chang by a margin of 15,855 votes; on New 
York Yankees pitcher Wang Chien-ming, who nearly played a perfect 
game in New York Sunday; and on other local issues. 


2. In terms of editorials and commentaries, several op-ed pieces and 
editorials continued to focus on the Two-plus-Two meeting between 
the United States and Japan. An op-ed in the mass-circulation 
\"Apple Daily\" said the fact that cross-Strait issue was scrapped 

from the joint declaration following the Two-plus-Two meeting 
indicated that Washington and Tokyo wanted to send a clear message 
to President Chen Shui-bian, a pursuer of independence, that Taiwan 
independence has violated the security interests of the United 

States and Japan. An editorial in the pro-independence \"Liberty 
Times," however, quoted U.S. Secretary of State Condoleezza Rice and 
AIT Director Stephen Young as saying that the United States\' 
cross-Strait policy remains unchanged. An op-ed in the pro-status 
quo \"China Times\" echoed the \"Apple Daily\" article and said neither 
Washington nor Tokyo wanted to send Taiwan the wrong message. A 
column in the pro-unification \"United Daily News\" also said it is a 
matter of course that Taiwan was not mentioned in the U.S.-Japan 
declaration because the United States has been questioning the Bian 
administration\'s cross-Strait policy for some time. With regard to 

the U.S. arms procurements, an editorial in the conservative, 
pro-unification, English-language \"China Post\" urged the United 
States to have a little more patience over the case since \"the 
necessary funds will be authorized as soon as the current political 
hassle and bustle in Taipei are over.\" End summary. 


3. U.S.-Japan Security Meeting 

A) \"U.S.\ and Japan\'s Signals to Taipei" 

Xue Litai, research fellow at Stanford University\'s Center for 
International Security and Cooperation, opined in the 


mass-circulation \"Apple Daily\" [circulation: 520,000] (5/7): 


\"... Given the analysis of the current situation, one can tell that 
both the United States and Japan have come to the same conclusion: 
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namely, the actions taken in Taipei calling for independence have 
violated the security interests of the United States and Japan, and 
that it the Taiwan independence forces are to blame should any 
conflict break out across the Taiwan Strait. In that regard, the 
governments of the two countries have reflected on what they have 
come to understand in the adjustment of their policy, namely, they 
have removed the \'cross-Strait issueW from the original contents of 
their strategic objectives. Evidently, such a move by the United 
States and Japan was aimed at sending a clear and definite message 
to Chen Shui-bian, a pursuer of independence. ... 


\"Now that the United States is deeply caught in the anti-terror 
quagmire, there is really little it can do even if it wants to 

interfere militarily in conflicts across the Taiwan Strait. But to 

move to a deeper level, what if the United States acts the other way 
and starts to impose tremendous pressure on Taipei to force Taipei 
to back off from its eager pursuit of \incremental Taiwan 
independence?\' That way [Washington] can continue to maintain the 
status quo in the Taiwan Strait and continue to keep Taiwan without 
having the risks of engaging fully in a war, or even a nuclear war, 
with mainland China. This is a strategic plan that can achieve 

equal objectives at minimum cost, and it completely meets the United 
StatesY current interests. So why not adopt it? ...\" 


B) \"Creating More Room for Taiwan\'s Development by Flexibly Using 
the International Environment that is Favorable for Taiwan\" 


The pro-independence \"Liberty Times\" [circulation: 500,000] 
editorialized (5/5): 


\"The pro-unification media [in Taiwan] is making a fuss about this 
year\'s Two-plus-Two meeting\" between the United States and Japan, 
and they claimed that such a move indicated that the U.S.-Japan 
security treaty may likely \'move from prevention of unification to 
stopping independence, a move to prevent Taiwan from changing all 
the time.\' But U.S. Secretary of State Condoleezza Rice stressed 
that the U.S. policy remains unchanged. As a matter of fact, the 
fact that Taiwan is included in the surrounding situation in the 
U.S.-Japan security treaty, and the VTaiwan Relations Act\' both 
remain intact. ... AIT Taipei Director Stephen Young also indicated 
that this is not the first time that Taiwan was not mentioned [in 

the U.S.-Japan security treaty,\] and that it is clear that the 

military and foreign relations in Northeast Asia are of joint 

concern for the United States and Japan. ... 


\"In other words, it is always the interests of big countries that 
dictate the operations of international politics. As Taiwan\'s 


democracy deepens and its Taiwan-centered awareness strengthens, and 
given China\'s rise and its military expansion, more variables must 
be considered when relevant big countries are trying to manage 
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cross-Strait issues. It is thus understandable when, in the face of 
a rapidly changing regional situation, these big powers adopt a 
strategically ambiguous attitude toward certain issues. But what\'s 
important is that we must stand in a firm position with regard to 
our sovereignty and flexibly use all the favorable elements in the 
international environment to seek the biggest bargaining chips and 
elbow room for Taiwan\'s development. ....\" 


C) \"Adjusting the Tactics, but Keeping the Strategy Unchanged\" 


Professor Philip Yang of National Taiwan University\'s Department of 
Political Science opined in the pro-status quo \"China Times!" 
[circulation: 400,000] (5/5): 


\"In the declaration following the Two-plus-Two security 

consultations between the foreign and defense ministers of both the 
United States and Japan, which was concluded on May 1, the statement 
about Vencouraging a peaceful resolution to issues related to the 
Taiwan StraitY was not included in the two countriesY common 

strategic objectives, as was the case two years ago. Such a 
development has aroused the attention and different interpretations 
from both sides of the Taiwan Strait as well as other countries in 

East Asia. ... 


Y... The United States and Japan do not want to send the wrong 
message to people in Taiwan to trigger their misjudgment and 
misunderstanding about the Taiwan government\'s provocative moves 
against the status quo across the Taiwan Strait. Washington and 
Tokyo are concerned that if they clearly list cross-Strait security 

as their common strategic objective again, Taiwan will interpret it 

as an endorsement by the two countries and will thus take actions 
and measures to alter the status quo. ...\" 


D) \"Two plus Two without Taiwan, a Matter of Course\" 


Journalist Sun Yang-ming noted in the \"United Notes\" column of the 
pro-unification \"United Daily News\" [circulation: 400,000] (5/7): 


\"Totally opposite to the situation two years ago, cross-Strait 

issues are removed from the conclusion of the U.S.-Japan 
Two-plus-Two meeting. Heated discussions started immediately when 
people in Taiwan learned of this development. But in fact, it has 

been at least one-and-a-half years since Washington started to 
question, not support, or even oppose the cross-Strait policy and 
actions of the Bian administration... 


\"The United States\' long-term cross-Strait strategy has been very 
clear: Namely, [Washington] will protect Taiwan depending on its 
own interests and will. In other words, for the United States to 
protect Taiwan, it has to be under the condition that the United 
States is able to control the entire situation. In this context, 
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the United States must be in control when it wants or does not want 
to take any action. For Washington, the worst-case scenario is that 
it is dragged into a conflict passively. What the DPP is doing now 
is dragging the United States into such a quagmire. ...\" 


4. U.S.-Taiwan Relations 
\"On Buying U.S. Arms\" 


The conservative, pro-unification, English-language \"China Post\" 
[circulation: 30,000] editorialized (5/7): 


\"Stephen Young, director of the American Institute in Taiwan, is 
again urging the Legislative Yuan to pass an arms purchase 
appropriation bill as soon as possible. He held a press conference 
last week, the second in 6 months, to repeat the call for early 
legislation that would enable Taiwan to acquire weapons and 
equipment to defend itself. ... We fully understand the American 
impatience. But people in Taiwan tend to regard Young\'s call as 
another ultimatum, although no Vor else\' was uttered. The call came 
right after the United States and Japan had omitted mention of 
Taiwan as an issue of mutual concern in their two-plus-two 
ministerial conference in Washington. The omission might not be 
intended as a warning, but was considered so in Taipei. ... 


\"Of course, it\'s wrong on the part of the nation\'s highest 

legislative organ to tie up the reorganization of the Central 

Election Commission with the passage of the national budget bill 
which provides for part of the armament acquisition from the United 
States. The budget bill, as a matter of fact, should have been 

adopted by the end of last year. But we wish to remind the 

Americans of what has transpired in Taiwan over the past half dozen 
years. When President Bush ratified the deal, Taiwan was rich 
enough to buy all the weapons and equipment the United States would 


sell. The country has since become increasingly poor. Now it can\'t 
afford all those expensive armaments, albeit the people are 
determined to defend themselves against attacks from China. On the 
other hand, rightly or wrongly, almost all lawmakers are convinced 
that China is unlikely to attack. So long as Taipei refrains from 
declaring independence, they have more than sufficient reason to 
believe, there will be no invasion from across the Taiwan Strait. A 
majority of Democratic Progressive Party lawmakers even regard china 
as a paper tiger who dares not invade, even if independence is 
declared, simply because there is a tacit assurance of American 
involvement in not-so-possible hostilities. We can\'t blame our 
legislators too harshly for not giving the arms purchase the 

priority it deserves. Will Uncle Sam have a little more patience? 

We are sure the necessary funds will be authorized as soon as the 
current political hassle and bustle in Taipei are over.\" 
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STATE FOR EAP, EAP/CM, INR/B, EB/TPP 

USAID FOR ANE FOR D. WINSTON 

MANILA AND LONDON FOR ADB, EBRD USEDS 
TREASURY FOR USEDS TO IMF, WORLD BANK; TTYANG 
USDOC FOR ZGCROSS 


E.O. 12958: N/A 

TAGS: ETRD, PGOV, EAID, ECON, EFIN, PREL, PINR, MG 
SUBJECT: Is Mongolia\'s New Minister of Industry and Trade His Own 
Man or a Puppet? 


Ref: Ulaanbaatar 085 
SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION 
1. (SBU)SUMMARY: New Minister of Industry and Trade (MOIT) Ts. 


Davaadorj\'s low-key, if sometimes eccentric demeanor is a welcome 
relief compared to the sometimes disastrous tenure of the frenetic, 
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flamboyant and feckless B. Jargalsaikhan, who reportedly spared no 
opportunity to exploit his position to enrich himself. Opinions 

vary widely as to whether Davaadorj will, at this very important 

time for Mongolia\'s mining industry, chart a responsible and 
conscientious course as minister, or will simply be a \"mini-me,\" 

doing his former minister and master Jargalsaikhan\'s bidding. This 
cable provides background, context, initial gleanings and 

assessments of the new MOIT from embassy contacts, and provides a 
bio sketch (see final para). END SUMMARY. 


\"My Man at the Ministry\" 


2. (SBU) Davaadorj was selected by the Mongolian People\'s 
Revolutionary Party- (MPRP, the evolved successor to Mongolia\'s 
pre-1990\'s Communist party)-led government on April 20, filling the 
ministerial seat left vacant by B. Jargalsaikhan, who had been 
ousted by parliament at the end of January (reftel). Jargalsaikhan 
fought hard to have his fellow Republican Party politico installed 

in the job. Jargalsaikhan felt the ministry should remain with his 
Republican party per his agreement with the MPRP which gained his 
support of the coalition government formed in January 2006. 


3. (SBU) Earlier this year the MPRP fired another coalition member 
as Minister of Health and replaced him with an MPRP MP, and then 
followed this up by expelling the former minister\'s party from the 
governing coalition. However, MPRP sources state that party leaders 
were concerned that expelling Jargalsaikhan\'s Republican Party from 
the coalition might raise legal issues. This concern was premised 

on the fact that, of parliament\'s 76 MPs, all but 38 MPRP MPs and 
Jargalsaikhan are technically \"independents,\" since they were 
elected in 2004 under the banner of the subsequently-dissolved 
opposition coalition. In addition, having Jargalsaikhan keep one 

foot in the coalition enabled the MPRP to pursue a \"keep your 
enemies closer\" strategy. 


Deconstructing Davaadorj 


4. (SBU) While not explicitly associated with Jargalsaikhan\'s more 
outlandish and corrupt attempts to profit financially and 

politically from his ministerial position, Davaadorj is known to be 

loyal to his former minister. He also shares some of his former 
boss\' ideas on the course that mining should take, including 
impractical plans to group all of Mongolia\'s coal assets into some 
sort of GOM-led mega consortium which would then attract scores of 
billions of investment dollars. 

for portioning out 


5. (SBU) Since his appointment, Davaadorj has been working the 
press, opining that he is \"no clone of Jargalsaikhan.\" \"[He] and | 
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were called two sides of the same coin, like appointing me is 
similar to appointing B. Jargalsaikhan.\" Davaadorj recently told the 
UB Post, \"| want to stress ... everyone is different." 


6. (SBU) DavaadorjWs actual independence from Jargalsaikhan is as 
yet unclear. The opinions of foreign and domestic business 
communities range from concern that Davaadorj is nothing but 
Jargalsaikhan\'s puppet to statements that he will be an independent 
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if somewhat eccentric voice on developing MongoliaWs mineral 
resources. Mongolian commentators involved in coal mining projects 
told Commoff that they felt they could work with a Davaadorj 
administration and that the relationship between Jargalsaikhan and 
his replacement was not a slavish one, as some have portrayed it, 
but more that of an admiring personal friend, who is protective but 
not afraid to criticize the other and even take a different path 

when appropriate. 


7. (SBU) Representatives of one U.S. company say they find Davaadorj 
eccentric in the extreme. They note he often uses principles of 
quantum physics to explain and justify specific coal policies 

involving the mining of over a billion metric tons a year. However, 

he seldom mentions the principle of market forces when talking about 
how Mongolian coal will be developed. The U.S. firms\' reps describe 
their relations with Davaadorj as cordial and point out that he has 
stated an interest in an American firm helping Mongolia develop its 
coal resources. 


8. (SBU) Representatives from Canadian gold miner Boroo Gold 
originally felt that Davaadorj was nothing more than ex-Minister 
Jargalsaikhan\'s \"gofer,\" but later observed that when Minister 
Jargalsaikhan was absent, Davaadorj acted with some free will on 
their mining arrangements. They believe Minister Jargalsaikhan kept 
him out of most his \"dirtier\" dealings that involved soliciting 

bribes from some foreign companies. Boroo reps stated that he 
represented MIT and himself well in direct negotiations with Boroo 

in public and behind scenes and that, overall, he is a pretty good 
bureaucrat. Looking ahead, Boroo\'s reps suggest that although he is 
a political appointment to keep Jargalsaikhan happy, Davaadorj will 
try to be his own man in spite of relationship with Jargalsaikhan. 


9. (SBU) Finally, a respected American CEO of a local bank told 
Commoff that he is concerned \"that a political crony, with no 
national reputation or political stature, who by general opinion is 
an eccentric thinker and orator, has been put in this key job at a 
very important time solely because he is from Jargalsaikhan\'s 
Republican Party." He went on to say that, \"At this very juncture 
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for Mongolian in the mining world, with key deals on the table, this 
is not the guy to be out front for another year." 


Bio Notes: 


10 (U) Davaadorj, born in 1960, has worked at MoIT under 
Jargalsaikhan since January 2006, first as an advisor then later as 
director of the Geology, Mining and Heavy Industry. Before that, he 
was involved in several Mongolian-German tourist-related business 
ventures. In 1982, Davaadorj obtained his undergraduate degree in 
International Relations and Economics from the Pedagogical 
University in Orel, Soviet Union and then in 1991 received his 
Masters Degree in Physics and Mathematics from the University of 
Massarik in Brno, Czech Republic. He has lectured at Ulaanbaatar\'s 
State Pedagogical University and was trainee at the Darmstad and 
Dresden University, Institute of Physics at the Max Planck Complex, 
Germany. He is Founder of the Mongolian Society on Nonlinear 
Science and, since 2005 as Vice President, of the Mongolian 
Bio-Physics Association. His English is good and his official bio 
notes he also speaks Russian, German, Czech, and Polish. 


Goldbeck 
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C. MANAGUA 0242 


Classified By: Ambassador Paul A. Trivelli for reasons 1.4 (b and d) 


1. (C) Summary: Two former presidential candidates, Eduardo 
Montealegre of the Nicaraguan Liberal Alliance (ALN) and 
Edmundo Jarquin of the Sandinista Renovation Movement (MRS), 
are working on forging a political alliance to counter 

President Ortega,s increasingly authoritarian inclinations. 

They are also reaching out to another former candidate, Jose 
Rizo of the Liberal Constitutional Party (PLC). Combined, 

these three leaders represent about 62% of the votes cast in 

the November 2006 election, and could present a strong 
alternative to counter Sandinista National Liberation Front 
(FSLN) in the 2008 municipal elections. In a recent dinner 
hosted by the Ambassador, Montealegre and Jarquin deliberated 
opposition unity with five prominent Nicaraguan political 

analysts and Embassy officials. While Nicaragua,s history 

is marked by numerous similar initiatives that failed, the 

current proponents believe that this one, like Violeta 

Chamorro,s UNO, will succeed because it must. End Summary. 


2. (C) Over dinner hosted by the Ambassador on May 3, ALN 
and MRS former presidential candidates Eduardo Montealegre 
and Edmundo Jarquin, respectively, deliberated with five 
prominent Nicaraguan political analysts over how to forge an 
effective democratic opposition alliance to counter Ortega,s 
creeping authoritarianism and win a substantial number of 
mayoral races in November 2008. The political pundits 
included Emilio Alvarez Montalvan, Foreign Minister during 
part of Aleman government and a Conservative; Sergio Garcia 
Quintero, a Liberal-dissident jurist; Sergio Ramirez, a 
renowned author, MRS supporter, and VP during the Ortega 
regime of the 1980s; Gabriel Alvarez, a constitutional expert 
associated with the ALN; and, Cairo Manuel Lopez, a 
constitutional specialist and Social Christian. The DCM and 
PolCouns also attended. 


Clear Objectives, Organization, Funds Recipe for Success 


3. (C) Alvarez Montalvan opened the discussion by sharing 
his optimism that Nicaragua,s opposition forces will 
coalesce and prevail over Ortega,s efforts to turn the 
country into an authoritarian, autocratic regime. To 
succeed, however, the effort will require clear objectives, 
organization, and of course, financial backing. He asserted 
that funding alone is not the solution; without a clear 
purpose and order, the money will be useless. Another 
essential ingredient is Nicaragua,s youth, especially given 
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that 70% of the population is under 30. Alvarez Montalvan 
added that civil society, particularly the Movimiento por 
Nicaragua (MpN), must play a pivotal role in the opposition 
effort. 


4. (C) Other Nicaraguan guests nodded in agreement, although 
views were divided regarding whether political parties or 

civil society should take the lead in the opposition 

movement. Lopez commented that the MpN represents only a 
small segment of the civil society and to be more effective, 

it should shed its elitist reputation. He suggested that the 

Pro Justicia umbrella NGO (over which he presides) could also 
contribute. They also agreed that civil society and 

political parties associated with the new opposition must 

create a common sense of purpose and spirit of volunteerism. 
Ramirez commented that President Ortega,s Venezuelan-funded 
literacy campaign, eye clinics, and generic pharmaceuticals 

will attract poor Nicaraguans to Ortega,s side. In addition 

to arranging rallies and demonstrations, the opposition must 
also promote social causes, for example, helping Nicaraguans 
resolve basic problems like water shortages and illiteracy. 

Most Nicaraguans are not focused on corruption and good 
governance; they want food and jobs, argued Ramirez. 


5. (C) Although Garcia was less optimistic than Alvarez 
Montalvan, he ventured that today,s political context is not 

as complex as what Violeta Chamorro,s UNO opposition faced 
in the late 1980s. He explained that Violeta,s coalition 
contained 23 parties and leaders competing for position, 

while this time around the opposition can start with the 

three presidential candidates, who together garnered 62% of 
the vote in last year,s election. 


Democracy Vs Autocracy 


6. (C) Montealegre posited that the crucial debate is not 
whether Nicaraguans prefer left or right leaning political 
parties, but rather, whether they support democratic or 
caudillo-run, authoritarian regimes. Jarquin opined that 
some of Daniel Ortega,s personality traits are 
uncontrollable -) including the president,s penchant for 
authoritarianism, a visceral loathing of free market 
economies, and his ingrained dislike for the United States. 
Jarquin explained that while he questions certain aspects of 
free market economies and U.S. policies, engagement, not 
empty, insulting rhetoric, is the proper manner to address 
these concerns. Ramirez remarked that while Ortega is a 
skilled conspirator, he is lousy at governing. Nonetheless, 
Ortega,s disjointed, scatter-shot style should not be 
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misinterpreted or dismissed; behind the apparent chaos is a 
man with a clear mission, warned Ramirez. 


An Aleman-Free Opposition 


7. (C) Jarquin suggested that today,s opposition should 

rally around two causes: defending Nicaragua,s democracy and 
ensuring that the November 2008 municipal elections are held 
on schedule. Slippage in the municipal polls would allow 
Ortega more time to consolidate popular support in 

preparation for the 2011 national elections. To succeed, the 
opposition must be aggressive and focused in its criticism of 
Ortega and his political pact with Aleman -) calling Ortega 

on every failure to deliver on his campaign promises of zero 
unemployment and zero hunger, he said. 


8. (C) Expressing his optimism over forming an opposition 
alliance with Montealegre in preparation for the municipal 
elections, Jarquin clarified that under no circumstances 

should PLC caudillo/convicted criminal Arnoldo Aleman 
participate in this effort. Montealegre seconded this view, 
saying that Aleman presents the main obstacle to unity. 

Garcia underscored the strategic importance of winning 
Managua,s mayoral race. (Note: Edmundo Jarquin has publicly 
stated his interest in running for Mayor of Managua, where 

the MRS enjoys considerable support.) 


Counter Ortega through Aleman 


9. (C) Monteleagre ventured that the most effective way to 
counter Ortega is by attacking Aleman. In weakening Aleman, 
Ortega will lose PLC National Assembly votes, which he needs 
to advance his political project. Ramirez agreed, adding 

that Ortega cannot afford to publicly defend any attacks on 
Aleman. Alvarez warned that once Aleman,s utility expires, 
Ortega will find another Liberal to &replace8 him. 

(Comment: If Aleman,s influence on his party weakens, PLC 
legislators will be less likely to endorse legislation that 
advances Ortega,s interests and more likely to coalesce with 
the ALN and MRS legislators to block destructive elements of 
Ortega,s legislative agenda.) 


Rizo A Key Ingredient, But Will He Play Ball? 


10. (C) While all of the Nicaraguans rejected Aleman,s 
participation, they were unanimous that former PLC candidate 
Rizo should be included in the opposition formula. Jarquin 
and Montealegre agreed that Rizo will not attract all PLC 
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voters, but he can draw enough votes to create a critical 

mass to reduce support for Aleman, whose pact with Daniel 
Ortega allowed Ortega to win the election. Jarquin noted 

that only Rizo can convince the hundreds of thousands of 
Nicaraguans who voted for him that supporting an 
Aleman-controlled PLC is tantamount to endorsing Ortega. 
Montealegre then recounted his latest failed attempt to draw 

in Rizo, who after agreeing to participate in a joint Liberal 

unity tour in Matagalpa department over the May 4-6 weekend, 
suddenly backed out with the excuse that he did not want 
people to think he had joined the ALN. Montealegre 
questioned Rizo,s commitment to the opposition movement and 
courage to break with Aleman. Alvarez Montalvan and Garcia 
offered to approach Rizo and coax him to &make the leap,8 
although they also acknowledged that on several occasions 


Rizo had been very close to joining Montealegre during last 
year,s electoral campaign, but always capitulated to 
Aleman,s pressure. 


Watch out for Constitutional Reform 


11. (C) The Nicaraguan analysts diverged over the 
advisability of lobbying for constitutional reforms. Garcia 
warned that negotiating reforms would open a Pandora,s Box 
and would play into Ortega,s hands, while Alvarez reasoned 
that opposition lawmakers must be prepared in the event the 
FSLN and PLC allies push for adverse reforms. (Note: The 
FSLN is jockeying for a constitutional reform that would 
permit consecutive presidential elections, while the PLC 
supports non-consecutive re-election, clearly to advance the 
personal interests of their respective leaders. Together, 

the two parties hold enough votes to promulgate 
constitutional reforms. The ALN and MRS oppose these 
measures, and instead, propose requiring presidential 
candidates to receive at least 50 percent of the valid votes 
counted to win the election on the first round.) 


Comment 


12. (C) The 2008 municipal elections may offer the last 
window of opportunity for the democratic opposition to 
contain President Ortega,s apparent intentions to install a 
populist, family-run dynasty in Nicaragua. Ortega is racing 
to attract new voters to his side through a variety of social 
programs targeting Nicaragua,s poor -- similar to Chavez,s 
approach with Venezuela,s impoverished. He will exploit 
whatever legal resources are at his disposal to remove 
competitors like Montealegre from his path and keep the 
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opposition disunited. His control of the courts with 

political ally Aleman allows him this privilege. The ALN-MRS 
alliance is feasible in Nicaragua,s current political 

context, as both oppose the caudillo-controlled FSLN and PLC. 
However, to reach the critical mass of support to win 
municipalities, including Managua, the ALN-MRS alliance must 
garner sizable support from traditional PLC voters. 


13. (C) Nicaragua,s history is marked by dozens of similar 
initiatives that failed, but the current proponents believe 

that this one, like Violeta Chamorro,s UNO, will succeed 
because it must. Clearly, time favors Ortega and he 
possesses the resources through Venezuelan assistance to buy 
hearts and stomachs. How soon the opposition coalesces, 
obtains the necessary financial backing, and starts playing a 
visible role in helping resolve Nicaragua,s daunting social 
needs, will largely determine whether this latest initiative 

is yet another failed alliance, or an initiative that will 

prosper and succeed. Thus far, the bulk of Nicaragua,s 
business elites have avoided association with opposition 
efforts and declined to support them. The risk is that not 
enough Nicaraguans will awake in time, and instead, will be 
lulled into complacency, or threatened into silence. 
TRIVELLI 
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SUBJECT: BRENT SYMONETTE NAMED BAHAMIAN FOREIGN MINISTER 


REF: NASSAU 559 


Classified By: Charge dVAffaires D. Brent Hardt for reasons 1.4(b) and 
(a) 


1. (C) SUMMARY: Prime Minister Hubert Ingraham tapped Free 
National Movement (FNM) Deputy Party Leader Brent Symonette 
as The Bahamas new Deputy Prime Minister and Minister of 
Foreign Affairs May 4. Symonette is a successful businessman 
and a former Attorney General and Minister of Tourism in 
previous FNM governments. The appointment of Symonette, a 
good friend of the United States with excellent ties to 

Embassy leadership, is a sign of Prime Minister Ingraham\'s 
commitment to a close and productive U.S. relationship. 
Symonette, whose father was the last pre-independence premier 
of The Bahamas, is one of a handful of white Bahamians who 
have remained engaged in post-independence Bahamian politics. 
Symonette is a pragmatic, no-nonsense leader with limited 
tolerance for inefficiency. We can expect him to be a strong 
partner for the U.S., who will be more decisive and more 

inclined to support U.S. positions than his predecessor. He 

will almost certainly focus less on relations with Cuba and 

he will be less engaged in CARICOM and the Non-Aligned 
Movement that Fred Mitchell. At the same time, Symonette is 

a strong Bahamian nationalist, who will be jealously 

protective of Bahamian economic, trade and business 

interests. As he is new to international diplomacy, we have 

an opportunity to shape his perceptions early on priority 

U.S. concerns such as a Proliferation Security Agreement and 
UN human rights issues. END SUMMARY. 


INGRAHAM SWORN IN, SYMONETTE NAMED FOREIGN MINISTER 


2. (SBU) On May 4, Hubert Ingraham was formally sworn in as 
Prime Minister of The Bahamas (reftel). In keeping with his 
reputation as a man of quick action, Ingraham immediately 
named FNM Deputy Leader Brent Symonette as Deputy Prime 
Minister and Minister of Foreign Affairs. The appointment of 
Symonette as DPM and the Bahamas! representative to foreign 
governments was seen in part as Ingraham\'s response to the 
PLP\'s effort to play the race card during the campaign 

against Symonette and the FNM -- whose roots go back to the 
white-dominated UBP of the pre-independence Bahamas. Ina 
move that will strengthen party unity, Ingraham also named 
Tommy Turnquest, who had to step down as party leader in 2006 
to make way for Ingraham\'s return to active politics, to the 

key Ministries of National Security and Immigration. Claire 
Hepburn, a private attorney with limited political 
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involvement, was named Attorney General. The rest of Cabinet 
will be named and sworn in the evening of May 7, and Post 

will report septel regarding other cabinet assignments. 


AN EXPERIENCED BUSINESSMAN WITH A POLITICAL LEGACY 


3. (U) Brent Symonette was born in Nassau, The Bahamas on 
December 2, 1954. He is the son of Sir Roland Symonette, the 
first and last Premier of The Bahamas. He is married to 

Robin Symonette, nee Mactaggart, also of Nassau. They have 
three children, who attend school in Britain. Symonette 
attended prep school at St. AndrewYs School in Nassau and at 
Leys School, Cambridge, England. He attended college at 
Brunel University, London, where he earned a Bachelor of 
Science with honors in Politics and Law. He was called to 

the Bar as a member of the Inner Temple, London and to The 
Bahamas Bar n 1978. Symonette was appointed to the Senate, 
the non-elected and less prestigious branch of the 

legislature, in 1987 by FNM founder and opposition leader Sir 
Cecil Wallace Whitfield. He was again appointed to the 

Senate from 1992-2002 by Prime Minister Ingraham. From 
1992-2002, Symonette served at various times as Minister of 
Tourism, Attorney General, Chairman of the Hotel Corporation 
and Chairman of the Airport Authority. (COMMENT: Symonette 
was accused of conflict of interest in his capacity as 

Chairman of the Airport Authority for awarding a contract for 

a runway repair to a company he in which he owned an 

interest. Recognizing his mistake, he resigned to avoid the 
conflict, but defended his decision as an award to the low 
bidder able to do the job in the necessary timeframe. END 
COMMENT.) 

4. (SBU) In 2002, Symonette was elected Member of Parliament 
for the wealthy Montagu constituency, where he served as the 
FNM\'s only member of Parliament from the island of New 
Providence. While in opposition, Symonette served as the 
Opposition spokesman on foreign affairs. In 2005, he decided 
to stand for Deputy Leader of the FNM once he knew that 
Hubert Ingraham was prepared to return to front-line 

politics. He was subsequently voted Deputy Leader, 

reportedly to help balance the fiery Ingraham with his calm, 
thoughtful demeanor in the 2007 elections. Symonette\'s deep 
ties with the Bahamian business community and access to local 
investors contributed to his appeal to the party faithful. 

In the recent elections, he won a newly-created St. Anne\'s 
constituency with the second highest margin of victory of any 
candidate. 


5. (U) Among the wealthiest individuals in Bahamian 
politics, Symonette reported $56 million in net worth in 
required pre-election disclosures. However, those 
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disclosures reportedly do not include interests held in trust 

or partnership, and some estimate Symonette\'s wealth to 
exceed $250 million. Symonette nevertheless lives modestly 
and supports many causes without fanfare and behind the 
scenes. He has been involved in many local tourism 
developments, including Mount Vernon, Royal Valley and Vista 
Marina West. His business interests reportedly include 
Bahamas Hot Mix, Commonwealth Bank, Bahamas Fast Ferries, 
Abaco Markets, Town Centre Mall, Cost-Rite Wholesale and 
Solomon\'s Wholesale. Symonette is a member of the East 
Nassau Rotary Club, an avowed environmentalist, and is deeply 
involved in local charities. Vocal about the need to balance 
development with the long term protection of the Bahamian 
environment, and determined to protect Bahamian beaches for 
public use, Symonette recently sold his interests in a 

popular local beach to the government for $1 to keep the 

beach public and undeveloped. 


BAHAMIAN PATRIOT WITH A POINT TO MAKE 


6. (C) Symonette\'s father was Premier of The Bahamas under 
the United Bahamian Party, acting as head of Government under 
British rule from 1955 to 1964, and under self-rule from 1964 

to 1969, before The Bahamas achieved majority rule. A symbol 
of white repression of black Bahamians, Sir Roland and the 
UBP actively fought majority rule. Brent Symonette\'s UBP 
heritage has been a political liability, and became a focus 

of PLP campaigning leading up to elections in the 
overwhelmingly (85 percent) black Bahamas. While safe in his 
wealthy Eastern constituency, some public perceptions of 
Symonette have inescapably been tied to issues of race and 
Sir Roland\'s minority rule legacy. The PLP went out of their 
way to exploit his father\'s past -- with mixed success. The 
FNM victory in the face of PLP charges that Ingraham intended 
to turn power over to Symonette, who would then \"turn back\" 
to the era of racial discrimination suggests a growing 

political maturity among a majority of Bahamian voters for 
whom such racial politics had limited traction. 


7. (C) Symonette was defiant of PLP campaign efforts to 
marginalize him because of his race and legacy. At one 
pre-election rally he boldly declared: \"l am proud of my 
father, and | will remain proud of him all my life. | am 
Bahamian, and | have every right to be Member of Parliament, 
so take that Mr. Christie!\" In fact, Symonette derives extra 
motivation from his desire to ensure that all Bahamians, 
black and white alike, can participate in the political life 

of The Bahamas. His willingness to face the barrage of PLP 
attacks in a political campaign and to stand up for his 

father despite a difficult legacy are telling of a highly 
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motivated and strong-minded politician. Symonette is fond of 
recounting how his father rose from poverty to wealth on the 
Bahamian island of Eleuthera, highlighting his family as a 
Bahamian success story rather than a symbol of inherited 
privilege. Symonette likely regards his election and 
appointment as Deputy Prime Minister and Minister of Foreign 
Affairs as vindication for his and his father\'s hard work, 

but also for a future where black and white Bahamians alike 
can contribute to building their country. 


8. (C) His patriotism comes with a nationalist streak, and 
Symonette believes that more needs to be done to channel 
trade and investment opportunities toward Bahamian business 
interests over foreign investors, perhaps understandable 
considering his not-inconsequential local holdings. He has 
often remarked that the Bahamian government is more willing 
to offer incentives to foreigners than to locals. Given that 

PM Ingraham campaigned against PLP land \"give-aways\" to 
foreigners, Symonette will likely be cautious in rolling out 

the red carpet for foreign investors. For environmental 
reasons, Symonette opposes the pending liquefied natural gas 
project proposed for Ocean Cay by American companies, though 
the deal may have support elsewhere in the government. In 
parliament during the run-up to elections, Symonette has been 
openly critical of potential Bahamian participation in free 

trade agreements, saying: \"| am nervous about the pressure 
being brought on The Bahamas to join various trade groups . . 
. | think we are running into dangerous waters and unless 
someone can convince me otherwise, we are not going to 
collect in VAT what we are currently collecting in import 

tax.\" 


SYMONETTE A RELUCTANT FM, BUT GREAT FRIEND TO POST 


9. (C) FNM insiders had predicted that former Bahamian 
Ambassador to the U.S., Joshua Sears, would be named Foreign 
Minister. Asked last summer by the Charge about his 

potential portfolios in an FNM government, Symonette 

dismissed the idea of serving as Foreign Minister saying he 
could not see himself sitting for hours in \"endless, 

unproductive meetings with CARICOM officials.\" However, with 
Sears losing his race for Parliament, and with Symonette\'s 
experience as opposition spokesperson on Foreign Affairs, he 
and the Prime Minister apparently had a change of heart. 


10. (C) Symonette has been a frank and open interlocutor 
for, and good friend to, Post. In recent years, he has been 

a valuable contact on political and economic issues. He and 
the Charge -- whose residence is next door to Symonette\'s -- 
enjoy a close personal relationship reinforced by family 
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friendships. The Charge enjoys direct access to Symonette, 
and expects that the new professional relationship will 
benefit from the outstanding communication they enjoy. The 
Charge has found Symonette to be direct, pragmatic, and 
generally pro-U.S., though a staunch defender of Bahamian 
national interests. 


COMMENT: A BEST CASE SCENARIO FOR U.S INTERESTS 


11. (C) Symonette\'s appointment as Foreign Minister is a 
best-case scenario for the U.S. Ingraham\'s decision to tap 
his Deputy Prime Minister, a known friend of the U.S., as 
Minister of Foreign Affairs reflects Ingraham\'s understanding 
of the importance of the U.S. relationship and Ingraham\'s 
commitment to making it work for both sides. It may also 
have reflected a recognition that Symonette\'s extensive web 
of local business activities could have created conflicts of 
interest with other portfolios, as was the case with the 

airport contract in his last administration. (Symonette also 
had little interest in positions, such as Minister of Works, 
repairing roads and installing stoplights.) Symonette\'s 
pragmatism, openness to the U.S. and our views, and direct 
channels of communication with Post promise a stronger, more 
productive relationship than under the often brooding, 
sensitive, and aloof Fred Mitchell. 


12. (C) Symonette has been a vocal supporter of a free press 
and human rights, and Post believes he will generally offer 
more consistent support for U.S. positions on human rights 
issues internationally. Symonette will also strongly support 
our core counter-drug and migrant interdiction programs. His 
Bahamian nationalist focus may lead to a more pragmatic 
direction in Foreign Affairs that abandons former Minister 
Mitchell\'s penchant for world travel, building distant ties 

with India and China, and activism in the Non-Aligned 
Movement. Given his avowed skepticism of the value of 
CARICOM, we expect that Symonette will keep Bahamian 
engagement with its neighbors to the minimum necessary for 
good relations. With Bahamian national issues dominating his 
focus, regional and big picture international issues will 

likely fade as priorities. As a result, we expect the 

Bahamas! flirtation with Cuba to cool, potentially reducing 
Bahamian presence in Cuba from an Embassy to a Consulate. We 
also hope that Symonette\'s pragmatic orientation will lead to 
greater receptiveness to concluding a Proliferation Security 
Initiative agreement -- which had languished over the past 
year with the indecisive PLP government. 

HARDT 
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Classified By: Charge d\'Affaires Joseph R. Donovan, reasons 1.4 (b, d). 


1. (C) SUMMARY: At the first meeting of the trilateral 
Security and Defense Cooperation Forum (SDCF), U.S., Japanese 


Column 3 
and Australian diplomatic and defense officials agreed on a 
range of trilateral initiatives, including: 


-- a U.S.-Japan-Australia P-3C exercise in October 2007; 


-- seminars to deepen trilateral coordination on: airlift 
coordination, broader logistics cooperation, HA/DR real-world 
\"lessons learned\", HALE/UAV operations in the Pacific, and 
Seahawk helicopter operational lessons learned; 


-- endorsement of plans to hold the first meeting of a 
Trilateral Missile Defense Forum in July; 


-- participation by Japan and Australia in the humanitarian 
deployment 
of the USS Peleliu to Southeast Asia and the South Pacific. 


A lack of clear arrangements for classified information 

sharing between Japan and Australia, and Japan Coast Guard 
resistance to maritime security discussions were identified 

as problems to address. Japan asked for a concrete proposal 
from the U.S. on how to contribute to the Global Peace 
Operations Initiative (GPOI). The U.S. offered to host the 

next SDCF meeting in October in Hawaii, and proposed adding 
NATO Partnerships and Afghanistan to the agenda. END 
SUMMARY. 


SDCF GOAL: CONCRETE, OPERATIONAL DEFENSE COOPERATION 


2. (U) U.S., Japanese and Australian diplomatic and defense 
officials held the inaugural meeting of the trilateral 

Security and Defense Cooperation Forum (SDCF) on April 12 in 
Tokyo, marking the launch of a new body aimed at deepening 
concrete defense cooperation among the three 

countries. 


3. (U) The U.S. delegation was led by Acting Assistant 
Secretary of State for Political-Military Affairs Ambassador 
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Stephen Mull, and Principal Deputy Assistant Secretary of 
Defense for Asian and Pacific Security Affairs James Shinn. 
Representatives from State (PM, EAP and EUR), OSD/APSA, the 
Joint Staff, PACOM, Pacific Fleet (PACFLT), Pacific Air 

Forces (PACAF), USFJ, CNFJ, Seventh Fleet, the Missile 
Defense Agency, the U.S. Coast Guard, and Embassy Tokyo also 
attended. 


4. (U) Japan\'s senior delegates MOFA Director-General for 
North American Affairs Shinichi Nishimiya and MOD 
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Director-General for Defense Policy Kazuo Ofuru, acted as 
hosts for the meeting. The Australian delegation was led by 
DOD Assistant Secretary for the Americas, North and South 
Asia and Europe Rachel Noble, and DFAT Assistant Secretary 
for Strategic Affairs Bryce Hutchesson. Both Japanese and 
Australian delegations included military personnel from a 
range of services. 


COMMON VALUES, COMMON SECURITY CONCERNS 
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5. (U) Delegation leads from each side struck similar themes 

in opening remarks: the evolution of trilateral cooperation 

into the defense and security realm was a natural and welcome 
development. Like other complementary trilateral venues, the 
SDCF is rooted in common values and strategic interests. At 
the same time, its primary role would be to promote concrete 
operational cooperation between the U.S., Japan and Australia 
in the defense and security realm. 


6. (U) A/S Mull, and his Australian and Japanese counterparts 
highlighted the North Korean threat, China\'s lack of 
transparency into its military modernization, maritime 

security, ballistic missile defense, proliferation, 

peacekeeping, and counter-terrorism as key issues in the 
region. The U.S. partnership with Japan and Australia is 
global, said A/S Mull, adding U.S. appreciation for the 
contributions of both countries to efforts in Iraq and 
Afghanistan. 


7. (SBU) Australia DFAT\'s Hutchesson added that while 
Australia is not a participant in the Six Party Talks, the 

GOA stands ready to support the agreement, including through 
energy assistance to North Korea. Hutchesson also noted that 
India is an important partner, but Canberra is \"not ready for 

a security relationship.\" On Iraq and Afghanistan, Australia 

is \"there for the long haul,\" he said, adding that SDCF 
discussions on peacekeeping and humanitarian operations have 
direct relevance to on-the-ground activities in both 

countries. 


8. (SBU) Japan has deepened its alliance with the U.S. 
(especially through realignment and missile defense), and 
launched a new security relationship with Australia, as well 

as a new partnership with NATO, said MOFA\'s Nishimiya. The 
\"cold war\" with North Korea and China\'s military expansion 
were particular concerns for Japan, though the joint 
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statement issued earlier that day by Prime Minister Abe and 
visiting Chinese Premier Wen included agreement by both sides 
to Y improve the transparency of their policies," he said. 


GROWING AUSTRALIA-JAPAN SECURITY TIES 


9. (C) The recent Australia-Japan Joint Security Declaration, 
issued by Prime Ministers Abe and Howard, marked a historic 
strengthening of the two countries\' security ties, said MOD 
Director-General Ofuru. MOD had 

been pleasantly surprised by the positive public and press 
response, he said. While not explicit in the Declaration, 
Ofuru confirmed to PDASD Shinn that intelligence sharing was 
one of the intended areas for expansion with Australia. 
Although Canberra is \"not in the business of 

explaining itself to China,\" said Australia DFAT\'s 
Hutchesson, Beijing had been briefed in advance on the 
Declaration, and seemed to receive the news \"in the spirit it 
was intended.\" 


HUMANITARIAN ASSISTANCE / DISASTER RESPONSE 


-- PACIFIC GLOBAL AIR MOBILITY SEMINAR (PGAMS): 
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10. (SBU) The Joint Staff\'s Lt Col Rick Weir outlined plans 
to hold a Pacific Global Air Mobility Seminar on May 17-18 at 
Yokota Air Base to examine how the three country\'s militaries 
can better coordinate their airlift assets, especially in 
response to natural disasters. Joint Staff, with OSD 
guidance, will organize the seminar, with 5th Air Force/USFJ 
as hosts. Australia DOD\'s Noble said the Royal Australian 
Air Force was working hard to ensure one of its new C-17 
transport aircraft would be available as a display, though 

this was not yet finalized. Japan is keen to take part, said 
MOD Defense Councilor Akira Kamata, but it may be difficult 
to provide a CH-47 helicopter for 

display as the U.S. has requested. Japan also needs to 
confirm under what SOFA status the Australian aircraft and 
personnel would enter Yokota, said MOFA\'s Nishimiya. 


11. (SBU) As a follow-on to airlift discussions, Australia\'s 
Noble proposed to take the lead in organizing a similar 
seminar on broader logistics cooperation, including sealift. 


-- PELELIU PACIFIC PARTNERSHIP: 
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12. (SBU) PACFLT\'s Dean Vaughn briefed the group on plans for 
a 127-day deployment by the transport ship USS Peleliu on a 
public health mission to Southeast Asia and the South 

Pacific. Japanese and Australian medical personnel, dentists 

and engineers -- both civilian/NGO and military -- are 

invited to participate, he said. Offers for participation in 

the Peleliu Pacific Partnership can be sent directly to 

PACFLT. 


13. (SBU) Australia is likely to offer a military medical 

team of up to 12 members to join the Peleliu\'s visits to 

Vietnam, Papua New Guinea, and possibly the Solomon Islands, 
said DOD\'s Noble. The Philippines is not an option for 
Canberra, she said, due to the absence of any SOFA-type 
arrangement. 


14. (SBU) The Japan Maritime Self-Defense Force (JMSDF) may 
send some medical personnel, said MOD Defense Councilor 
Kamata, and 

will discuss the deployment with Seventh Fleet on April 23. 
OSD Senior Country Director for Japan Suzanne Basalla 
emphasized the joint nature of the Peleliu Pacific 

Partnership, and pointed out that even though the mission is 
ship-based, services other than the MSDF could participate. 
Japan MOD responded that might be possible \"in the future\", 
but that Japan\'s Self Defense Force participation would be 
restricted to MSDF in this \"initial step.\" (NOTE: MOD 

officials have told the Embassy that JMSDF may send \"one or 
two\" doctors, but that the Ground Self-Defense 

Forces, whose medical teams have extensive overseas 
experience, have resisted any suggestion they deploy aboard a 
naval vessel. END NOTE). Japan MOFA\'s Deputy 
Director-General Umemoto noted that MOFA was considering 
sending one doctor to join the Peleliu mission. 


15. (SBU) PDASD Shinn suggested that all parties should take 
advantage of the opportunity these projects present to hone 
skills in a controlled environment, rather than attempt ad 

hoc trilateral coordination during a real crisis. Japan MOFA 
Deputy Director General Umemoto replied that the reality in 
Japan is that bureaucracies tend to respond when things are 
forced upon them, but otherwise find reasons to erect 


TOKYO 00002030 004.2 OF 009 


roadblocks to progress. 


-- DISASTER RELIEF \"LESSONS LEARNED\" 
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16. (SBU) Japan MOFA\'s Umemoto suggested a trilateral 
\"lessons learnedW conference where our response to the 
tsunami and other humanitarian disasters could be reviewed by 
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the three countries together, rather than on a bilateral 
basis, as has been done in the past. 


BALLISTIC MISSILE DEFENSE 


-- "KEEN EDGE\" EXERCISE LESSONS LEARNED: 


17. (C) USFJ Deputy Commander Major-General Timothy Larsen 
provided an after-action report on the February 2007 

U.S.-Japan command-post exercise \"Keen Edge\", which simulated 
an intensive ballistic missile attack on Japan. The exercise 
underscored the need for an integrated response to a missile 
attack, not merely an integration of U.S. and Japanese BMD 
assets or of military-military decision-making, but also of 
inter-agency involvement. In a real crisis, a missile could 

strike Japan within minutes; it was vital to ensure 

contingency planning involved all relevant government 

agencies in advance. The exercise helped illuminate 

different approaches by the U.S. and Japan on what to defend, 
where to deploy BMD assets, how to conduct operations, and 
who makes decisions in a crisis. 


18. (C) Larsen proposed a Keen Edge-type exercise to include 
Australian observers or participants. Japan MOD\'s Kamata 
agreed to take up the suggestion for future consideration. 
Australia DFAT\'s Hutchesson noted that it is not clear what 
role its forces might play in either a Keen Edge-like 

exercise or BMD in general, given that Australia is not at 
present seeking missile interception capability. 


19. (C) MOFA\'s Umemoto commented that Keen Edge had made 
clear the alliance was evolving beyond the traditional 
spear-and-shield division of labor between the U.S. and 

Japan, in which U.S. forces were solely responsible for 

offensive strikes. In BMD, at least, U.S. and Japanese 

roles were now almost the same. 


20. (C) Because Australia plays no formal role in defending 
Japan, and Australia and Japan lack an information sharing 
agreement, said Umemoto, Japan has some concerns about 
sharing Keen Edge activities trilaterally. He pledged to 

study the matter further. (NOTE: Australia DOD\'s Noble told 
A/S Mull in bilateral discussions the following day that 

Australia does indeed have an intelligence-sharing agreement 
with Japan MOD, but that Japan MOFA is apparently not aware 
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of it. END NOTE). 


-- TRILATERAL MISSILE DEFENSE FORUM (TMDP): 


21. (C) Missile Defense Agency representative LCDR Thuy Do 
outlined plans for the first meeting of the Trilateral 

Missile Defense Forum (TMDF), set for July in Colorado 
Springs. All parties agreed to exchange lessons learned at 

the TMDF, but plans for a table-top exercise had been halted 
by concerns over the ability to share classified information 

with Australia. A/S Mull and PDASD Shinn pressed Japan for a 
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policy-level commitment to solve the disclosure problem. 


22. (C) MOD\'s Ofuru acknowledged that trilateral discussions 
on BMD would inevitably involve classified information; he 
said Japan would need to discuss the issue further 

internally. Although Japan and Australia lack an agreement 
to share classified information, it might be possible to 

devise temporary, forum-specific guidelines as a workaround. 
MOFA\'s Umemoto was more categorical, stating that for Japan, 
defense planning is an activity done exclusively with the 

U.S. Until the role of Australia in BMD is clear (including 

in a defense of Japan scenario), Japan will be uncomfortable 
sharing sensitive defense information with Australia. 


23. (C) Australia would like to engage trilaterally on BMD as 
much as possible, said DOD\'s Noble, but Canberra\'s thinking 
on BMD is \"still very immature.\" Until a decision on policy 
direction is made by the Australian government, the ability 

to cooperate with Japan will be limited, she said. However, 
the GOA is keen to learn more about BMD, and the Trilateral 
Missile Defense Forum, while ambitious, is a good opportunity 
to do so. U.S. and Japanese representatives agreed that, 
until the information sharing issue is resolved, a table-top 
exercise will not be possible. 


-- C2BMC DEMONSTRATION: 


24. (C) Missile Defense Agency officials provided a lunchtime 
demonstration of the Command, Control, Battle Management, and 
Communications (C2BMC) system, underscoring the importance of 
an integrated, layered defense in order to effectively stop 

incoming missiles. PDASD Shinn stressed that, because a 

North Korean missile can reach Japan in minutes, an 

operational response would have to be worked out well in 

advance. Japan MOFA\'s Umemoto asked tactical questions about 
the positioning of Aegis ships, and their vulnerability to 
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incoming missiles. Australia DFATYs Hutchesson voiced some 
skepticism about what useful role Australian ships might play 
in a North Korean missile launch scenario. 


INTELLIGENCE, SURVEILLANCE AND RECONNAISSANCE (ISR): 


-- P-3 EXCHANGE: 


25. (C) All parties agreed to expand an already planned 
Japan-Australia P-3C aircraft exercise to include U.S. Navy 
aircraft. The exercise will take place in October 2007 at 
Kadena and Atsugi bases, with details to be worked out 
through Navy channels. MOFA\'s Umemoto hailed this as an 
\"early harvest\" for the SDCF. 


-- HIGH ALTITUDE LONG ENDURANCE (HALE) UAV COOPERATION: 


26. (C) PACAF and Joint Staff representatives briefed on U.S. 
plans to deploy nine Global Hawk HALE UAVs to Guam by 2009, 
and suggested a trilateral concept-of-operations for the 

Western Pacific. Japan and Australia could share the 

benefits of Global Hawk\'s ISR capabilities by helping with 
support costs, joint basing, and sensor development. PACAF 
planned a demonstration of the Global Hawk from Guam in April 
2008, and welcomed Japanese and Australian participation. 

All agreed to a U.S. proposal to organize a trilateral 

seminar to further examine the HALE UAV concept-of-operations 
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in the Pacific, and to identify interoperability and policy 
issues for further action. 


27. (C) Japan is highly interested in the HALE UAV, including 

its possible use for missile defense, said MOD Director for 

Plans & Programs Kawamura. MOD is keen to include funds for 
the HALE UAV in the Ministry\'s August 2008 draft budget 
request, and would need to make the case why it helps the 
defense of Japan. UAV capability is a high priority for 

Australia, said DOD\'s Noble. Canberra is pursuing several 
UAV projects, including one with the U.S. Navy. Over the 

last year, Australia had expanded its ability to share a 

common operating picture (COP) with PACOM, and was keen to 
see that shared with other regional partners, like Japan. 


NONPROLIFERATION: 


-- UNSCR 1718 TRILATERAL WORKING GROUP: 
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28. (C) Australia DFAT officials presented an update on the 
Trilateral Working Group on Implementation of UN Security 
Council Resolution (UNSCR) 1718 sanctions against North 
Korea. Even with signs of progress in the Six-Party Talks, 

it is important to continue enforcement of UN sanctions. 
Hutchesson noted that there has been a 70 percent increase in 
sharing of intelligence on North Korean shipping among the 
three partners. The March 30 Trilateral WG meeting in 
Canberra had produced an agreed list of sanctions 
enforcement options, to be held in reserve for consideration 

by policy-makers as necessary. The options include a 
capability demonstration, such as an in-port cargo 

inspection; the establishment of a maritime scrutiny area; 

and the overt or clandestine 

surveillance of North Korean shipping. The U.S. also offered 
additional training opportunities, focused on radiation 
detection, at the DHS/Federal Law Enforcement Training Center 
in South Carolina. 


29. (C) Based on information received from Washington that 
morning, A/S Mull and PDASD Shinn confirmed U.S. inter-agency 
backing for the options paper. (NOTE: Japanese and Australian 
Embassy officials confirmed April 13 that their governments 

have also cleared fully on the options paper. END NOTE). 


-- PROLIFERATION SECURITY INITIATIVE (PSI): 


30. (C) Japan provided an update on its plan to host a PSI 
maritime exercise in the fourth quarter of 2007. The 

exercise will last 2-3 days (no date yet set), with further 
planning to take place at a 18-22 June PSI gaming exercise in 
Newport, Rhode Island. Japan asked for U.S. and Australian 
help in contributing participants and a \"target ship,\" and in 
soliciting participation from Asian countries, in particular. 
Australia DOD\'s Noble said Canberra was finalizing plans to 
provide a naval vessel for the exercise. 


MARITIME SECURITY 


-- MARITIME EXERCISES / NAVY-COAST GUARD INTEROPERABILITY: 


31. (SBU) PACFLT\'s Dean Vaughn gave an overview of maritime 
exercises and port visits annually conducted by U.S. assets 
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in the Pacific. Any one of these could be made into a 
trilateral event, he proposed. He also explained the 
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different roles of the U.S. Navy and Coast Guard, and how the 
U.S. combines the different strengths of each to ensure 
interoperability (e.g. Coast Guard teams, which have the law 
enforcement authority the Navy lacks, embark aboard Navy 
ships to enable greater mobility). 


32. (SBU) A/S Mull emphasized that maritime security is an 
issue too big for any single agency to handle alone); it 

requires reaching beyond \"turf\" boundaries. Maritime 

security was a vital part of the SDCF agenda, and each 
country\'s coast guard and any other relevant agency should be 
welcome to take part in trilateral discussions on the issue. 


33. (C) Japan MOFA\'s Umemoto acknowledged \"internal 
problems,\" citing the Japan Coast Guard\'s (JCG) traditional 
aversion to involvement in any activity with military 

partners. He pledged to \"seriously\" seek a resolution, 
reaching out to the Japan Coast Guard to encourage their 
participation. 


34. (C) Australia\'s approach to maritime security is 
thoroughly inter-agency, explained MOD\'s Noble, with all 
matters handled by the Border Protection Command -- a body 
that includes defense, customs, fisheries, and quarantine 
agencies, with links to the transport and immigration 
departments as well as the attorney general and the federal 
police. She also outlined legislation that grants the 

Australian Navy authority to act in support of immigration, 
customs and other law enforcement bodies. 


35. (SBU) Australia conducts a range of annual maritime 
security exercises: with most ASEAN countries bilaterally, 
as well as combined exercises with Singapore and Thailand; 
Brunei, Singapore, Indonesia, Thailand and the Philippines; 
one with the Five Powers Defense Act member states; and 
aerial surveillance patrols with Malaysia and various 

Pacific Island countries. Australia also offers training on 
topics such as maritime surveillance for its regional 
partners, and provides a Pacific Patrol Boat Fund to assist 
Pacific Island country maritime security efforts. 


36. (C) Noble proposed several concrete ideas for trilateral 
cooperation: (1) a \"lessons learned\" seminar on the Seahawk 
naval helicopter, a common platform for all three countries; 

(2) trilateral discussion of \"air independent submarine 
propulsion systems\"; and (3) U.S. and Japanese involvement 
in a \"Maritime Assistance Needs Analysis\" currently being 
discussed between Australia and the Philippines. U.S. 
representatives welcomed all Australian proposals, 

particularly endorsing the idea of a Seahawk seminar, and 
proposed that follow-up take place through Navy channels. 
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PEACEKEEPING 


-- PEACEBUILDING: 


37. (SBU) A/S Mull outlined ongoing U.S.-Australian 
collaboration on the training of third-country peacekeepers 
through the Global Peacekeeping Operations Initiative (GPOI), 
and invited Japan\'s participation. He suggested Japanese 
assistance could be most valuable in three areas: by 
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contributing military engineers and/or funding to construct 
regional peace-keeping centers, including for field 
exercises; support for training courses, e.g. by funding 
travel costs of trainees; and by providing Self-Defense Force 
personnel as trainers and/or students. 


38. (SBU) MOFA\'s Umemoto welcomed \"any detailed concrete 
proposal\" from the U.S. side on how Japan could contribute to 
GPOI initiatives, noting with confidence \"there is a positive 

role Japan can play.\" Any request for funds for GPOI would 
need to be included in MOFA and/or MOD draft budgets before 
they are finalized in August. 


39. (SBU) MOFA\'s use of overseas aid funds for peacekeeper 
training would need to navigate around several constraints, 
explained Foreign Policy Bureau Senior Coordinator Takehiro 
Funakoshi. It would be \"easier\" if Japan\'s funds could be 
shown going to a peacekeeping-focused facility, he said. 
Director-level MOFA officials had recently visited the Five 
Fields training facility in Mongolia, but it had the 

semblance of being a regular army base, he said. (NOTE: 
Funakoshi confirmed separately to Embassy officials that 
Japan \"does not need a guarantee\" that funding or equipment 
provided would never be used for non-peacekeeping purposes, 
but stressed that \"appearances\" are important. MOFA is not 
inclined to fund travel costs, he noted, as this is \"not a 

very tangible contribution.\" END NOTE). 


40. (SBU) Japan MOD sees GPOI as a \"significant opportunity\" 
and is keen to know \"what is expected\" of them, said Defense 
Councilor Kamata. Japan\'s Self-Defense Forces (SDF) sent 
observers to Khaan Quest 2006; MOD is considering doing the 
same for this year\'s exercise, he said. He added that SDF 
capabilities for international cooperation, including 
peacekeeping, improved with the recent creation of a Central 
Readiness Force by the Ground Self-Defense Forces. 
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41. (SBU) A/S Mull agreed that the U.S. would provide a 
concrete proposal to Japan on possible contributions to GPOI 
in the coming days. 


JOINT COMBINED TRAINING ACTIVITIES 


-- Joint Combined Training Capability (JCTC): 


42. (C) Australia MOD\'s Noble outlined the JCTC concept that 
had been developed jointly with PACOM, and plans to validate 
its use as a network-enhanced \"architecture\" to enhance 
\"high-end\" training through the U.S.-Australia exercise 
Talisman Sabre in late June. Canberra wanted to invite 
Japanese representatives to a \"special tailored briefing\" on 
the JCTC concept during the exercise, as well as a subsequent 
broader brief including representatives from Malaysia, 
Singapore and Thailand. 


43. (C) Japan MOD\'s Kamata replied that Japan would 
\"seriously consider\" Canberra\'s invitation to the JCTC brief 
and to observe Talisman Sabre, noting it would be a \"very 
meaningful step.\" Any future participation of SDF units 
would be more difficult, he noted, unless their role could be 
justified as in \"defense of Japan.\" Japan MOFA Oceania 
Division Director Asari added that mention of plans for 
\"joint exercises and training\" in the recent Australia-Japan 
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Joint Security Declaration had been explained to the Diet as 
\"having mainly humanitarian operations in mind.\" 


NEXT STEPS 


44. (SBU) A/S Mull said the U.S. would like to host the next 
SDCF meeting in Hawaii in October, and would take the lead on 
crafting the agenda. PDASD Shinn noted how impressive 
inter-agency coordination seemed between defense and 
diplomatic agencies on all sides, and suggested the group aim 
to work through any residual stove-piping (e.g. Japan Coast 
Guard reservations about SDCF discussions on maritime 
security). He highlighted the \"emphatic agreement\" on the 
direction of trilateral defense cooperation, and the clear 
economies of scale in acting together. The task now, he 
suggested, was to make the tough decisions involving money, 
personnel and navigating \"legal ambiguity\" to operationalize 
that commitment. 
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45. (SBU) A/S Mull said the U.S. would like to add two new 
agenda items: NATO Global Partnerships, and cooperation in 
Afghanistan. Japanese and Australian representatives praised 
the SDCF meeting as a highly positive \"first step,\" welcomed 
the proposal of Hawaii as venue for the second round, and 
pledged to consider the U.S. proposal for new agenda items. 
DONOVAN 
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SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 05/08/07 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


Historical issues: 

4) Prime Minister Abe secretly visited Yasukuni Shrine during April 
spring festival, offered gift paid from own pocket money 

5) Association of bereaved families of the war dead enshrined at 
Yasukuni being shaken by internal calls for separate enshrinement of 
Class-A war criminals 

6) WWII prime minister Hideki Tojo\'s granddaughter may run for a 
seat in the upcoming Upper House election 

7) Congressman Mike Honda does not consider Prime Minister Abe\'s 
comfort women remarks in Washington as an \"apology\" 


Defense issues: 

8) Government to establish new organization, Cl Center, next April 

to prevent leaks of classified information 

9) Defense Minister Kyuma determined to reconsider three 
weapons-export principles but Chief Cabinet Secretary Shiozaki balks 


10) Elephant Cage antenna field in Okinawa\'s Yomitan-son being 
dismantled as part of planned reversion of land 

11) Lower House expected to pass the two-year extension of the Iraq 
special measures law on May 15 

12) Government depicting 2-year extension of ASDF dispatch as 
\"Iraq\'s request." despite Prime Minister Maliki\'s assurance troops 
soon no longer needed 


13) Liberal Democratic Party lawmakers sent letters to US Congress 
seeking to block North Korea from being taken off terrorist list 


14) Prime Minister Abe thinks election of Zarkozy as new French 
president will have good impact on Japan\'s relations with France 


Politics: 

15) LDP accepts political funds bill revision that would require 
receipts for office expenses 

16) Minshuto (Democratic Party of Japan) head Ozawa finally agrees 
to oft-postponed debate Abe in Diet session 

17) US, Japan to start joint study of EPA 


Articles: 


1) TOP HEADLINES 
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Asahi: 
MLIT plans to adopt stricter regular inspection system, following 
roller coaster accident; Local governments oversee lax inspections 


Mainichi: 
Seibu Lions demote president over secret payoffs: Goto named new 
owner of team 


Yomiuri: 

Social Insurance Agency treats 690,000 persons as having no 
registered address in collecting pension premiums: Aim was to 
increase premium payment ratio? 


Nihon Keizai: 
Market testing: Government to mandate multiple-year contracts for 
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promotion of privatization; Personnel expenses of government 
agencies to be disclosed 


Sankei: 

Pregnancy after divorce: Birth registration attached with doctor\'s 
certificate to be accepted; Justice Ministry to take relief measures 
against 300-day rule 


Tokyo Shimbun: 
Roller coaster accidents reach18 in four years throughout nation: 
MLIT fails to fully use information 


Akahata: JCP to carry out emergency petition drive to stop hike in 
local tax next week 


2) EDITORIALS 


Asahi: 
(1) French presidential election: French voters opt to work more 
(2) Accounting scandal by Nikko Cordial Securities not settled yet 


Mainichi: 

(1) French presidential election: Voters opt for free competition 
(2) Roller coaster accident: Strengthen inspection standards and 
thorough implementation 


Yomiuri: 

(1) French presidential election: Voters sought breakthrough in 
impasse 

(2) Coaster accident: Amusement parks\' major selling point should be 
safety 
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Nihon Keizai: 

(1) Challenges for Sarkozy administration, which places importance 
on competition 

(2) Slighting safety causes disaster at amusement park 


Sankei: 

(1) Sarkozy elected: How he steers foreign relations noteworthy of 
attention 

(2) Stabilization of Asian currencies: Realize Asian Monetary Fund 
at the initiative of Japan 


Tokyo Shimbun: 

(1) French presidential election: Hopes pinned on administration in 
creating new Europe 

(2) Coaster accident: Make sure safety inspections are carried out 
thoroughly 


Akahata: 

(1) Studies on possible lifting of ban on arms exports: It is 
outrageous to aim at becoming death merchant 

3) Prime Minister\'s Official Residence (Kantei) 


Prime MinisterYs schedule, May 6 & 7, 2007 


NIHON KEIZAI (Page 2) (Full) 
May 8, 2007 


May 6 


TOKYO 00002033 003 OF 012 


Morning 
Spent the morning at his villa in Narusawa Village, Yamanashi 
Prefecture. 


16:04 
Left JR Otsuki Station 


17:07 
Arrived at JR Shinjuku Station. 


17:17 
Dined with his wife, mother, and others at a Japanese restaurant in 
the Park Hyatt Tokyo. 


29:59 
Returned to his official residence. 
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May 7 


09:35 

Met at the Kantei with Economic and Fiscal Policy Minister Ota, 
joined by Cabinet Office Senior Vice Minister Omura, Special Advisor 
Nemoto, Assistant Deputy Chief Cabinet Secretary Saka, and others. 


10:37 
Met Social Insurance Agency Director General Murase. 


11:32 
Met Secretary General Nakagawa. 


13:23 

Met Association of Corporate Executives Chairman Sakurai, Deputy 
Chairman Yasufumi Kanemaru, and others. Followed by Lower House 
member Takuji Yanagimoto. 


14:06 

Met State Minister in Charge of Declining Birthrate Takaichi. 
Followed by former Foreign Minister Machimura and former Foreign 
Minister Komura. Later, met Special Advisor Nemoto. 


16:32 
Met Acting Secretary General Ishihara. Followed by Health, Labor and 
Welfare Minister Yanagisawa. 


17:02 
Attended a party executive meeting in the Diet building. 


17:23 
Arrived at the Kantei. 


19:02 
Returned to his official residence. 


4) Abe first prime minister to make offering to Yasukuni during 
shrine\'s spring festival since Nakasone 


ASAHI (Page 1) (Excerpts) 
May 8, 2007 


Prime Minister Shinzo Abe made an offering to Yasukuni Shrine using 
his title as \"prime minister\" on the occasion of the shrine\'s spring 
festival from April 21-23. Abe has become the first Japanese prime 
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minister to make an offering to the shrine since Yasuhiro Nakasone 
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did so about 20 years ago. Abe has been elusive about visiting 
Yasukuni Shrine, telling people, W'| have no intention of saying 
whether or not | will visit or have visited the shrine.\" Abe 
apparently showed some consideration to the shrine by making an 
offering instead of visiting. 


According to a shrine source, Abe offered a potted masakaki plant 2 
meters tall. The pot is now lined with other masakaki plants 
alongside the wooden steps leading to the inner shrine. The pot 
carries a wooden label that says \"prime minister.\" 


Such persons as the Lower House speaker and the chairmen of the 
Japan War-Bereaved Association and the Association to Acknowledge 
the Divine Spirits of the Dead have offered masakaki plants to the 
shrine annually. But no prime minister has made an offering since 
Nakasone. When former Prime Minister Junichiro Koizumi visited 
Yasukuni, he offered flower wreaths. 


The shrine sent a letter to Abe asking for his attendance at its 
spring festival and an offering, and in response Abe paid 50,000 yen 
for the plant. 


Yasukuni Shrive invites guests to its April and October festivals, 
which carry greater importance than the August 15 end-of-the-war 
anniversary. The spring festival this year occurred just after 
Chinese Premier Wen Jiabao\'s visit to Japan. 


The shrine source welcomed Abe\'s offering, saying: \"I think Mr. Abe, 
who has been abstaining from visiting the shrine since becoming 
prime minister, showed his feelings. We appreciate it.\" 


5) Japan War-Bereaved Association shaken up by argument for separate 
enshrinement 


NIHON KEIZAI (Page 2) (Excerpts) 
May 8, 2007 


The Japan War-Bereaved Association will today hold its first study 
session to discuss the way Yasukuni Shrine should serve. Makoto Koga 
of the ruling Liberal Democratic Party (LDP), who heads the 

association at present, seeks debates on such questions as whether 

to separately enshrine Class-A war criminals now enshrined at 
Yasukuni Shrine, but some senior association members are cautious 
about debating the so-called Yasukuni issue, a controversial 

question, out of concern that such a debate may cause a rift within 

the association. The argument for separate enshrinement is shaking 

up the association ahead of the July Upper House election. 


Last November, the association decided to establish a study meeting. 
But no such meeting has been held until recently partly because it 
has given priority to preventing the organization from splitting 
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up. 


The establishment of the study meeting was proposed by Koga, who has 
favored separate enshrinement. 


Prior to the LDP presidential election in last September, Koga came 
up with a policy proposal that included a suggestion on separate 
enshrinement and highlighted a clear difference from Koizumi 
diplomacy, which had deteriorated relations with China and South 
Korea as a result of Koizumi\'s repeated visits to Yasukuni Shrine. 
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However, Prime Minister Shinzo Abe, who calls himself a successor of 
Koizumi, has avoided making clear whether he will visit the shrine. 
Perhaps for this reason or some other reasons, relations with China 
and South Korea have been improving at present. The argument for 
separate enshrinement is no longer an urgent political agenda. 


Yet, Koga cannot drop his pet argument. When the National Diet 
Library recently released a document showing that the former Health 
and Welfare Ministry has been involved in the enshrinement of 
(Class-A war criminals at Yasukuni Shrine), Koga emphasized: \"The 
question of separate enshrinement should be thoroughly discussed.\" 
He also indicated to the Koga faction led by himself that a study 
session would be set up. 


Young association members tolerant of separate enshrinement 


Even in the war-bereaved association, young members are reportedly 
tolerant of separate enshrinement. Meanwhile, some are criticizing 
Koga\'s move, arguing, \"He seems to be using the association for 
political reasons.\" 


Yasukuni Shrine has consistently maintained that \"separate 
enshrinement is impossible,\" and the association has insisted that 
the question of separate enshrinement should be handled by the 
shrine.\" One senior association member murmured: \"A penetrating 
debate on (separate enshrinement) could divide the association.\" 


Future schedules for the study session, which will be held at a time 
when a board meeting takes place, remain unclear. The first study 
session set for today is expected to have a discussion based on 
documentation related to the history of the shrine prepared by the 
association\'s secretariat. \"It\'s difficult to reach a conclusion in 
one or two years of discussions,\" one senior member commented. 


The study session will discuss a broad range of questions, including 
separate enshrinement in order to prevent Koga from losing his face, 


Column 3 

but it will try to avoid jolting the war-bereaved association 
excessively. The association, which is said to be losing organizing 
power owing to a decrease in the membership and aging, is put in a 
difficult situation. 


6) Granddaughter of former Prime Minister Tojo to run in the 
summer\'s Upper House election 


SANKEI (Page 5) (Full) 
May 8, 2007 


Yuko Tojo, a granddaughter of former Prime Minister Hideki Tojo, 
announced yesterday her candidacy for this summer\'s House of 
Councillors election. The 67-year-old Tojo heads a non-profit 
organization. She intends to play up her opposition toward the idea 
that the souls of Class-A war criminals, including her grandfather, 
now enshrined at Yasukuni Shrine should be separated from it. She 
will make a decision this week on whether she will run in the race 
as an independent in the Tokyo constituency or if she will establish 
a party to run as a candidate for the proportional representation 
segment in the election. 


Tojo told reporters yesterday: \"Some in the Liberal Democratic Party 
(LDP) have called for removing Class-A war criminals from Yasukuni 
Shrine. | wonder if it is good to completely deny the past.\" 
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Referring also to the discovery of former Imperial Household Agency 
grand steward\'s diary, which wrote that the Emperor Showa expressed 
unhappiness with the enshrinement of Class-A war criminals in 
Yasukuni, she stated: \"I feel something that is intentional and 

political. The Emperor Showa is being used for the purpose of 
removing them from Yasukuni.\" 


7) Rep. Honda: Prime Minister Abe\'s recent \"apologies\" can\'t be 
taken as apologies for former comfort women 


ASAHI (Page 4) (Full) 
May 8, 2007 


Rep. Mike Honda (D-CA), who has introduced in the House of 
Representatives a resolution calling on the Japanese government to 
admit its historical responsibility and for the prime minister to 

offer a formal apology for former wartime comfort women, met with 
Japanese lawmaker Masaharu Nakagawa, a House of Representatives 
member from the opposition Democratic Party of Japan (Minshuto or 
DPJ), when Nakagawa was visiting the United States. Honda indicated 
to Nakagawa that he would continue his efforts to get the resolution 
adopted. Referring to Prime Minister Abe\'s recent apologies made in 
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his talks with President Bush, Honda said: \"I don\'t think the issue 

has been fully finalized. | can\'t take them as an official apology 

in the true sense of the term.\" This was revealed by Nakagawa during 
a press conference yesterday. 


Nakagawa held a one-hour meeting with Honda. According to Nakagawa, 
in the session, Honda explained that the US Congress legally 

admitted its responsibility for violations of Japanese immigrants\' 

human rights at camps in wartime and compensated for them, adding: 
\"Japan\'s approach is that every time the prime minister is replaced, 

a new prime minister will say whatever he likes. | wonder what is 

with laws and Diet resolutions and how the Diet has been involved in 

the issue.\" 


8) Government to set up new organization to prevent leaks of 
classified data 


MAINICHI (Page 2) (Full) 
May 8, 2007 


The government decided yesterday to set up a new organization called 
the \"counterintelligence center" (tentative name) next April to 

tighten measures to prevent the leaks of classified intelligence. 

The Cl center will be tasked with examining, based on a uniform 
standard to be set by the government, whether each government agency 
has properly introduced measures to protect classified information. 
Following the United States government signing an agreement with 
Japan to expand military intelligence to be shared between the two 
countries, it has urged Japan to strengthen its information 

management system. 


Prime Minister Shinzo Abe reiterated in his policy speech in January 
the importance of strengthening the Cabinet Office\'s 
intelligence-related functions. Reflecting his desire, the 
government\'s Counterintelligence Promotion Conference, chaired by 
Deputy Chief Cabinet Secretary Junzo Matoba, will include the plan 
to establish the Cl center in its interim report due out in August. 


If the center finds a leak of classified data, the government 
intends to apply existing rules in the National Civil Service Law or 
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the Self-Defense Force Law for the time being. 


The governments of Japan and the US concluded a General Security of 
Military Information Agreement (GSOMIA) at the Japan-US Security 
Consultative Committee meeting (2+2) on May 1. Based on the accord, 
the two countries will share more secret intelligence. 


Column 3 
9) Defense minister wants to consider easing Three Principles on 
Arms Exports: Chief cabinet secretary remains cautious 


SANKEI (Page 5) (Full) 
May 8, 2007 


Defense Minister Fumio Kyuma during a meeting of the Lower House 
Special Committee on Prevention of Terrorism and Assistance to Iraq 
held yesterday once again expressed his intention to look into the 
possibility of easing the Three Principles on Arms Exports. He said: 
\"The cost of R&D for equipment is considerably high. Is it all right 

for Japan to do it on its own? Joint research with a foreign country 
would reduce purchasing costs.\" To be precise, he exemplified the 
making of protective clothing against bio-chemical weapons as the 
subject of joint research. 


The government has limited joint research and development with the 
exception of part of such activities, including Japan-US joint 
development and production of the missile defense system, since 
exchanges of parts as a result of joint research infringe on the 
Three Principles. However, Kyuma stated in the speech given during 
his recent visit to the US, \"It is the time to consider whether the 
present situation is all right or not. 


In response, Chief Cabinet Secretary Yasuhisa Shiozaki told a press 
conference yesterday morning, \"The government will continue to be 
cautious in dealing with the control of arms exports in view of the 

basic ideals of a pacifist nation Japan, including the Three 

Principles on Arms Exports.\" He thus underscored that there would be 
no change in the government\'s stance of firmly maintaining the three 
principles. 


10) \"Elephant cage\" being demolished 


MAINICHI (Page 1) (Full) 
May 8, 2007 


The Sobe communications site in Yomitan Village, Okinawa Prefecture 
(commonly called the elephant cage; 530,000 square meters) is being 
demolished. Along with Futenma Air Station, the site has been a 
symbol of the base issue in the prefecture since the 1995 schoolgirl 
rape incident. Heavy machinery that entered the site in April has 

been digging up the underground net-line antennas. 


The Naha Defense Facilities Administration Bureau plans to remove 
all components, including the 28-meter-tall cage-shape antennas, 
from the site in June. 


The US military started using the site during the 1945 Battle of 
Okinawa. The military communications facility equipped with the 
antennas lined up 200 meters in diameter was completed in 1953. An 
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agreement was reached in 1996 to return it to Japan in four years. 
Due to a delay in its relocation to a new site in the prefecture, 

the land was totally returned to Japan at the end of last December. 
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11) Ruling camp expects bill extending Iraq Special Measures Law for 
two years to pass Lower House on May 15 


MAINICHI (Page 5) (Excerpts) 
May 8, 2007 


In the current Diet session, the final stage started yesterday. The 

ruling camp has decided to have a bill to extend the Iraq 

Reconstruction Special Measures Law for another two years adopted at 
a House of Representatives Special Committee meeting on May 11 and 
clear the Lower House on the 15th. But Minshuto (Democratic Party of 
Japan) has presented a bill to scrap the said law. Both camps are 
ready to engage in an all-out confrontation. 


In a Liberal Democratic Party executive meeting yesterday, Prime 
Minister Shinzo Abe instructed the participants to make utmost 
efforts to have key bills enacted in the final stage of the current 
Diet session. Abe said: \"The Diet session has come to the final 
phase, and the House of Councillors election is drawing closer. | 
want the government and the ruling parties to work together as one 
team. | expect you to make efforts to display the fundamental 
strengths of the LDP.\" 


In particular, it is an imminent task for the government to pass the 
bill on the Iraq Reconstruction Special Measures Law, which is due 
to expire at the end of July. The prime minister agreed with United 
States President Bush in their recent meeting on the view that \"the 
Japan-US alliance is irreplaceable.\" Given this, Abe gives top 
priority to enacting the bill in the current Diet session. Senior 

ruling party members, including LDP Diet Affairs Committee Chairman 
Toshihiro Nikai and New Komeito Diet Affairs Committee Chairman 
Yoshio Urushibara, also affirmed the need to have the bill adopted 
in the Special Committee meeting on the 11th and that a vote be 
taken in a plenary session on the 15th. 


12) Government: Extending SDF mission in Iraq for two years came 
from Iraq 


ASAHI (Page 4) (Abridged slightly) 
May 8, 2007 


Did Iraq ask Japan to extend the Self-Defense Force\'s mission in the 
country for two years? The government and the opposition bloc locked 
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horns in a Lower House Iraq reconstruction special committee session 
yesterday over the rationale for extending the SDF mission. 


Iraqi Prime Minister Maliki had indicated to some Japanese media 
outlets that the presence of Japanese troops in his country would 
become unnecessary later this year. Based on this statement by 
Maliki, Kazunori Yamanoi of Minshuto (Democratic Party of Japan) 
asked: \"Prime Minister Maliki said that the presence of the SDF 
would become unnecessary this year. Why must the SDF mission be 
extended for two more years?\" In response, Chief Cabinet Secretary 
Shiozaki explained: \"It will take time for the Iraqi government to 

be able to run the country stably.\" Foreign Minister Aso also said: 
\"We have confirmed with the Iraqi government that its request for 
the continued SDF mission is unchanged.\" 


Seiken Akamine of the Japanese Communist Party also posed a similar 
question. In response, Aso indicated that a request had come from UN 
Secretary General Ban Ki Moon as well, in addition to Prime Minister 


SIPDIS 
Maliki. 
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13) LDP group to send letters to US Senate and House urging them not 
to remove North Korea from US list of state sponsors of terrorism 


SANKEI (Page 3) (Abridged slightly) 
May 8, 2007 


A Liberal Democratic Party group to consider North Korea policy 
decided yesterday to send letters to all US congressional members 
urging them not to remove North Korea from the US list of state 
sponsors of terrorism unless the abduction issue is settled. The 
purpose is to give a boost to the pressure policy line that was 

agreed upon between Prime Minister Shinzo Abe and President George 
W. Bush in their talks on April 27. The group intends to encourage 
opposition lawmakers to sign the letters to express their support 

for the move. 


The group includes such members as Internal Affairs and 
Communications Minister Yoshihide Suga, Senior Vice Justice Minister 
Kenichi Mizuno, and Upper House member Ichita Yamamoto. The group 
took the initiative in legislating the Law Banning Specific Ships 

from Entering Japanese Ports that allowed the government to ban 

North Korean ships from entering Japan. The group will send letters 

to the US Senate and House later this month urging them to keep 

North Korea on the US terrorist-sponsor list. 


Column 3 

In his talks with Abe on April 27, President Bush indicated that he 
would keep the abduction issue in mind regarding a removal of North 
Korea from the terrorist-sponsor list. He also said after the 

summit: \"| have strong feelings about the abduction issue and they 
will not wane.\" 


But the six-party joint statement specifies that the United States 

would start work toward delisting North Korea from its 
terrorism-sponsor list, and US-DPRK talks have already started. 
President Bush finds it difficult to run the Congress due to the 
Republicans\' defeat in the midterm elections last November. Given 

the situation, speculation is still rife in the LDP, including 

junior members, that President Bush would lean toward \"appeasement 
policy\" depending on moves in the Congress. Behind the 
letter-sending plan lies the motive to increase Japan sympathizers 

in the US Congress. 


Some LDP members had planned a trip to the United States to lobby 
against a US House of Representatives resolution condemning Japan 
over the so-called comfort women issue. But they gave up the plan 
for fear of adverse effects. Their attempt also exposed weak ties 
between Japanese and US lawmakers. 


Learning bitter lessons from this case, LDP members are also trying 

to cultivate strong ties between the two political communities by 
sending letters to be prepared against an unexpected event. Yamamoto 
took this view: \"Unless strong communication channels are 

established between the Japanese and American lawmakers who are 
moved by the abduction issue, parliamentary diplomacy in time of an 
emergency is not possible.\" 


14) Prime minister welcomes election of pro-US Sarkozy as president 
in France, anticipating favorable effect on Japan-US alliance 


TOKYO SHIMBUN (Page 2) (Full) 
May 8, 2007 
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Prime Minister Abe welcomes the victory of Nicolas Sarkozy, a pro-US 
conservative, in the French presidential election, defeating 

Socialist Segolene Royal. Given that relations between the United 
States and France have been sour since incumbent President Jacques 
Chirac reacted negatively to the Bush administration\'s decision on 

the lraq war, the prime minister anticipates that an improvement in 

the US-France relations and an increase in International confidence 

in the US would enhance the importance of the Japan-US alliance. 


When he met visiting Prime Minister Abe this January, President 


Column 3 
Chirac made a remark critical of President Bush, perplexing Abe and 
accompanying Japanese officials. 


During that visit, Abe met with Sarkozy and Royal, who were 
preparing for the presidential election, for 30 minutes separately. 


In the meeting with Abe, Sarkozy expressed his eagerness to improve 
the strained relations with the US, saying: Y'l am aware of the 
importance of close relations with the US in dealing with 

international challenges." Abe praised Sarkozy\'s diplomatic stance, 
saying: \"European countries, including your country, which shares 
basic values with Japan, are an important strategic partner to us.\" 


Even so, as Foreign Vice Minister Shotaro Yachi said, \"President 
Chirac knows a lot more about Japanese culture than many Japanese,\" 
but in contrast, Sarkozy has been remotely related with Japan. 


Abe and Sarkozy will hold their first summit on the sidelines of the 
Heiligendamm Summit in early June. Although both sides are expected 
to agree on a pro-US policy line, it remains to be seen if they can 
establish a personal relationship of trust. 


15) Revision of Political Funds Control Law: LDP agrees to require 
attaching receipts to political funds reports; Revision bill to be 
submitted to current Diet session 


ASAHI (Page 1) (Excerpts) 
May 8, 2007 


The ruling Liberal Democratic Party (LDP) decided yesterday to 

submit to the ongoing Diet session a bill revising the Political 

Funds Control Law to require political fund management organizations 
to attach to politicians\' funds reports receipts for expenditures of 
50,000 yen or more for their operating expenses. Many LDP lawmakers 
had opposed the attachment of receipts. At the behest of Prime 
Minister Shinzo Abe, who is positive about a law revision, however, 
Nobuteru Ishihara, who heads the party\'s Reform Implementation 
Headquarters, reported the party\'s decision to Abe yesterday. Abe 
then gave his concurrence. 


With the House of Councillors election coming up in July, the LDP 
gave consideration to the New Komeito, which has called for the 
Clarification of political funds. There was a strong objection in 

the LDP, but the dominant view in the party is that in line with the 
prime minister\'s will, the bill should be passed through the Diet 
during the current session. However, since the law would require 
only political fund management organizations to attach receipts, 
politicians\' expenditures through other political organizations will 
probably become loopholes. The main opposition party Minshuto 
(Democratic Party of Japan) sees this as a problem. 
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16) Minshuto President Ozawa finally agrees to hold debate with 
Prime Minister Abe 


SANKEI (Page 5) (Full) 
May 8, 2007 


Minshuto (Democratic Party of Japan) President Ichiro Ozawa held a 
meeting with Acting President Naoto Kan and Secretary General Yukio 
Hatoyama. In the meeting, he confirmed that he would hold a 
one-on-one debate at the Diet with Prime Minister Shinzo Abe. 


Up until now, no debate has occurred between the two during the 
current session of the Diet since Ozawa has placed priority on his 
stumping tour of local areas with this summer\'s House of Councillors 
election in mind. Because of this, the ruling Liberal Democratic 

Party (LDP) Diet Affairs Committee Chief Deputy Chairman Goji 
Sakamoto criticized Ozawa for \"thinking lightly of the Diet.\" Kozo 
Watanabe, a supreme advisor to Minshuto, also expressed unhappiness 
with Ozawa, saying, \"It is a problem that he doesn\'t want to hold a 
debate.\" 


Ozawa appears to have decided to hold a debate based on his judgment 
that since he was an advocator of the party-heads debate in the 

Diet, it would not good for him to be criticized when thinking his 

party\'s campaigning for the summer's Upper House election. 


LDP\'s Sakamoto welcomed Ozawa\'s decision, saying, \"I think he has no 
choice but to respond to a debate. Otherwise, Minshuto won\'t be able 
to fight in the Upper House election.\" 


Minshuto intends to hold a debate on May 16. However since there is 
a basic rule that no debate occurs during a week when the prime 
minister attends a plenary session or committee meeting. Therefore, 
whether a debate between Abe and Ozawa will be held on the 16 is 
uncertain. 


17) Private-sector members of CEFP to propose joint studies on 
Japan-US EPA as well as agricultural reform 


ASAHI (Page 11) (Excerpts) 
May 8, 2007 


The specifics of proposals for internationalization, which 

private-sector members of the Council on Economic and Fiscal Policy 
(CEFP) plan to offer at a council meeting tomorrow, have been 
released. As a feature a set of proposals will call on the 

government to expedite talks on economic partnership agreements with 
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countries and areas, including the US and the EU. Gross domestic 
products (GDP) combining that of Japan and the US, the world\'s 
second and first largest economies, account for approximately 40% of 
that of the entire world. If Japan and the US start EPA talks, the 

move is bound to have a major impact on the multilateral trade talks 
(Doha Round) at the World Trade Organization (WTO). 


A draft report compiled by an experts research council, which forms 

the base of the planned proposals, highly evaluates Japan-US EPA 
talks, noting that such a pact, if concluded, will activate trade 

and investment between the two countries as well as to further 
strengthen bilateral close ties. It characterized the signing of a 

Japan-US EPA as a key agenda in the future, pointing out the 

possibility of Japanese companies finding themselves ina 
disadvantageous position on the US market, compared with South Korea 


TOKYO 00002033 012 OF 012 


companies, due to the recent agreement between the US and South 
Korea to sign an EPA. The draft calls on Japanese and US industries, 
government, and scholars to exchange information on the EPAs and 
FTAs they have so far signed with other countries on a full scale. 

The trade amount between Japan and the US accounts for approximately 
20% of that of the entire world. Many in government circles and the 

ruling camp are against the idea of the two countries signing an EPA 
arguing that such an accord will not be compatible with WTO talks, 

where liberalization of multilateral trade is being looked into. 


DONOVAN 
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FM AMEMBASSY BANGKOK 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6696 

INFO RUEKJCS/SECDEF WASHINGTON DC IMMEDIATE 
RUEKJCS/CJCS WASHDC IMMEDIATE 

RUWGTCH/JIATF WEST //J3// IMMEDIATE 

RHHMUNA/HQ USPACOM HONOLULU HI//JC/J3/J4/J5// IMMEDIATE 
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SIPDIS 
SIPDIS 


STATE FOR EAP/MLS, L/EAP, L/PM, PM/ISO, INR AND DRL 
PACOM FOR FPA HUSO, JIATF/WEST FOR COMMANDER BUSCH 
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E.O. 12958: N/A 

TAGS: MASS, MARR, MOPS, PREL, PHUM, TH 

SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIGHTS 
VETTING FOR: JUSMAG - DEFENSE INSTITUTE OF INTERNATIONAL 
LEGAL STUDIES (DIILS) LEGAL ASPECTS OF COUNTERTERRORISM 
MOBIL EDUCATION TRAINING (MET) - BANGKOK - MAY 21-25, 2007. 


REF: A. JUSMAG/THAI MEMO DATED 26 APR 2007 


B. 05 STATE 021314 - GUIDANCE 
C. 03 STATE 34981 - GUIDANCE 


1. (U) This is an action request for human rights 
verification required by the Leahy Amendment; see Para. 2. 


2. (U) JUSMAG/THAI has requested that the Embassy/State 
Department complete human rights vetting request for 
individuals listed below, who have been selected to attend 

the above-mentioned course. Embassy Bangkok possesses no 
credible information at this time of gross violations of 

human rights by these persons. Embassy Bangkok 
Political/Military Officer, Mark B. Lambert, is the verifying 

officer for the Embassy/Department of State. 


JUDGE ADVOCATE GENERAL - MINISTRY OF DEFENSE 


1. Col. Sathaporn KIATPINYO, Chief, Legal Aid Office, DPOB: 
Oct. 4, 1952, Roi-Et, TH 


2. Col. Piyachart JAROENPOL, Judge, Bangkok Military 
Judicial Office, DPOB: Sept. 5, 1959, Bangkok 


3. Lt.Col. Suebpong NILAKUL, Assistant Prosecutor, DPOB: 
July 8, 1961, Bangkok, TH 


4. Lt.Col. Puttipong CHEEPSAMUT, Chief Corrections Section, 
DPOB: March 17, 1966, Bangkok, TH 


5. Lt.Col. Danaipund ATTASARA, Chief International Law, 
DPOB: Jan. 22, 1963, Bangkok, TH 


6. Maj. Pongsiri PURGCHAIPAEW, Attached to the Legal 
Drafting Section, DPOB: Nov. 20, 1968, Bangkok, TH 


7. Maj. Chettapun UCHUPALANUN, Assistant Apellate Litigation 
Prosecutor, DPOB: May 30, 1971, Bangkok, TH 


8. Flying Officer Pornpote CHAICHANKUL, Attached to Legal 
Drafting Section, DPOB: July 13, 1978, Bangkok, TH 


9. Lt. Chatchai SAKCHAICHAROENKUL, Attached to Technical 
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Research Section, DPOB: May 5, 1976, Bangkok, TH 


STAFF JUDGE ADVOCATE DIVISION, ADJUTANT GENERALYS DEPARTMENT 


10. Col. Sukit LUMLARD, Staff Judge Advocate Staff, Supreme 
Command Headquarters, DPOB: Dec. 12, 1952, Chonburi, TH 


11. Col. Kamoon MANAKIT, Chief, Legislation and Technical 
Section, Royal Thai Army, DPOB: Jan. 27, 1955, Ayuttaya, TH 


12. Lt.Col. Buranutch CHORNCHAROEN, Attached to the 
Legislation and Technical Section, Royal Thai Army, DPOB: 
Feb. 16, 1965, Bangkok, TH 


STAFF JUDGE ADVOCATE DIVISION, ADJUTANT GENERAL\'S DEPARTMENT, 
ROYAL THAI NAVY 


13. Lt.Cdr. Narupon JOYTONGMOOK, Judge Advocate General of 
Technical Section, DPOB: Nov. 6, 1974, Kanachanaburi, TH 


14. Lt.Jr. Grade, Mathuson LERTPANICH, Judge Advocate 
General of Advisory Section, DPOB: Dec. 18, 1977, Lamlpang, 
TH 


15. Capt. Sutat BHOTIWIHOK, Staff Judge Advocate, Staff, 
Royal Thai Marine Corps, DPOB: April 10,, 1962, Rachaburi, TH 


OFFICE OF THE PRIME MINISTER 


16. Col. Chaiwat JUDRABIAB, Staff Judge Advocate Staff, 
Internal Security Operations Command, DPOB: Jan. 28, 1953, 
Arngthong, TH 


17. Capt. Thunyaplus SRISUANPHAN, Chief, Law Enforcement 
Section, Fourth Internal Security Operations Command, DPOB: 
Feb. 9, 1954, Bangkok, TH 


18. LtCol. Nunthavit KONGPECH, Assistant Staff Judge 
Advocate, Staff, International Security Operations Command, 
DPOB: March 30, 1954, Bangkok, TH 


BANGKOK SPECIAL BRANCH POLICE 


19. PolLtCol. Kittikun TAMMANOON, Inspector, Sub-Division 4, 
Special Branch Police 2, DPOB: Feb. 9, 1969, Kanchanaburi, TH 
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20. PolCol. Thongboos SUNYA, Superintendent, Sub-Division 1, 
DPOB: Dec. 30, 1954, Pathumtani, TH 


21. Pol.Col. Doungamporn ATTACHAI, International Crime 
Investigator, Division 1, DPOB: May 11, 1959, Bangkok, TH 


22. PolLtCol. Boonyarataph SATITPORN, Investigator, 
Suppression Metro Police Bureau, DPOB: Jan. 27, 1971, 
Bangkok, TH 


VARIOUS ORGANIZATIONS 


23. Lt.Col. Satit LUHANON, Staff Judge Advocate, Staff, 
Counter Terrorist Operations Center, Supreme Command 
Headquarters, , DPOB: July 23, 1954, Bangkok, TH 


24. Lt.Col. Prasert DEANGPAI, Assistant Staff Judge 
Advocate, Staff, Armed Forces Security Center, Supreme 
Command Headquarters 


25. Col.. Nog-Art BOONMONGKOL, Staff Judge Advocate, Staff, 
Second Army Region, Royal Thai Army, DPOB: Oct. 8, 1953, 
Bangkok, TH 


26. Maj. Suthon SORATHRON, Staff Judge Advocate, Staff, 
Institute of Advanced Military Studies, Royal Thai Army, 
DPOB: Jan. 23, 1958, TH 


27. Maj. Burin TONGPRAPAI, Assistant Staff Judge Advocate, 
Staff, Army Military Signal Division, Royal Thai Army 


28. Lt. Bancha NUNART, Staff Judge Advocate, Staff, Army 
Military Intelligence Command, Royal Thai Army, DPOB: March 
17, 1973, Bangkok, TH 


29. Group Capt. Suksan MAHAVEERA, Deputy Director, Legal 
Division, Directorate of Administrative Service, Royal Thai 
Air Force, DPOB: Jan. 8 1950, Nakonrathsrima, TH 


30. Capt. Piythak PONGPUN, Staff Judge Advocate, Staff, 
Security Force Command, Royal Thai Air Force, DPOB: Oct. 30, 
1966, Chacherngsao, TH 


31. PolLtCol. Lochaya SAHASSACHAI, Deputy Commander, 
Intelligence Center, Royal Thai Police Department, DPOB: 
Nov. 26, 1969, Songkhla, TH 

BOYCE 
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RR RUEHLMC 

DE RUEHUM #0266 1280243 

ZNR UUUUU ZZH 

R 080243Z MAY 07 

FM AMEMBASSY ULAANBAATAR 

TO RUEHC/SECSTATE WASHDC 1070 

RHEHNSC/NSC WASHDC 

INFO RUEHUL/AMEMBASSY SEOUL 2730 
RUEHBJ/AMEMBASSY BEIJING 5537 

RUEHKO/AMEMBASSY TOKYO 2465 

RUEATRS/DEPT OF TREASURY WASHDC 

RUCPODC/USDOC WASHDC 1257 

RUEHLMC/MILLENNIUM CHALLENGE CORP WASHINGTON DC 0562 
RUEKJCS/SECDEF WASHDC" "UNCLAS ULAANBAATAR 000266 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE PASS PEACE CORPS, OPIC AND EXIMBANK 
USAID FOR DEIDRA WINSTON 
TREASURY FOR T.T. YANG 


E.O. 12958: N/A 

TAGS: PREL, OVIP, EAID, MARR, KMCA, MG 

SUBJECT: Action Request: GOM Proposes October for Visit of President 
Enkhbayar to U.S. 


SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION 
1. (U) This is an action request. Please see para 4. 


2. (SBU) Presidential Foreign Policy Advisor Tsogibaatar called in 

the Charge on May 7 to propose dates for President Enkhbayar\'s trip 
to the United States. Tsogtbaatar stated that any time during the 
month of October could be made to work from the Mongolian side, and 
he asked that the embassy help obtain what date(s) during this 

period would work best for the U.S. President Enkhbayar had 
already-scheduled foreign trips in September and November, but not 
in October, he said. (Note: During a March 5 telephone call, 

President Bush invited President Enkhbayar to visit the U.S. ata 
mutually convenient time this year, reciprocating his own November 
2005 visit to Mongolia. After the call, Tsogtbaatar had informally 
discussed possible windows with the embassy, but had not conveyed a 
firm window for the embassy to convey to the White House.) 


3. (SBU) Tsogtbaatar underlined President Enkhbayar\'s hope that the 
signing of a Millennium Challenge Account compact will be the center 
piece of the October trip. Tsogtbaatar said he understood that the 
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possibility of a signing ceremony would be related to the 

availability of funds, especially if MCC funds it with FY 08 money. 

He expressed pleasure with the current good progress on the proposed 
compact. 


4. (SBU) Action request: Embassy requests guidance to convey to 
the GOM on the best windows in October for a U.S. visit by President 
Enkhbayar. While we have not yet been asked how the U.S. intends to 
describe the visit -- \"official,\" working," etc. -- this question 

is likely soon to come, and we also request guidance on this issue. 


Goldbeck 
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TO RUEHC/SECSTATE WASHDC PRIORITY 7813 
INFO RUEHAH/AMEMBASSY ASHGABAT 3022 
RUEHTA/AMEMBASSY ASTANA 9145 
RUEHRL/AMEMBASSY BERLIN 1155 
RUEHEK/AMEMBASSY BISHKEK 3624 
RUEHDBU/AMEMBASSY DUSHANBE 3490 
RUEHBS/USEU BRUSSELS 

RUEKJCS/SECDEF WASHINGTON DC 
RHMFISS/HQ USCENTCOM MACDILL AFB FL 
RHMFISS/HQ USEUCOM VAIHINGEN GE 
RUEHNO/USMISSION USNATO 1642""CONFIDENTIAL TASHKENT 000913 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/08/2017 

TAGS: PTER, PREL, GM, UZ 

SUBJECT: GERMANS DISCUSS \"STAGNANT\" CT RELATIONSHIP WITH 
UZBEKS 


Classified By: CDA Brad Hanson for reasons 1.4 (b) and (d). 


1. (C) Summary: According to the German Ambassador, the 
German-Uzbek counterterrorism relationship is \"stagnant,\" 
with no real dialog taking place. In addition to providing 

little credible information, the Government of Uzbekistan 
allows little access to the Islamic community, thus impeding 
Germany\'s ability to reach an independent assessment about 
the real terrorist threat here. The Uzbeks profess to want 
more cooperation, but their approach to cooperation is that 
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German equipment and money are welcome, but that German 
values on such things as respect for human rights are not. 

The German Ambassador expects that the Uzbeks will \"scream\" 
publicly if European Union sanctions are not lifted 

completely in May, but that the decision will have little 

negative impact on the German base at Termez because of the 
money that the Uzbeks receive as a result of the German 
presence. End summary. 


2. (C) German Ambassador Matthias Meyer told visiting S/CT 
Regional Affairs Officer Zachary Rothschild and Poloff on May 
4 that the German-Uzbek counterterrorism relationship is 
\"stagnant.\" Terrorism, Meyer complained, is an area where 
the Uzbeks will not allow a real dialog to take place. 

Rather, government officials present the official view of the 
situation, which, in the Uzbeks\' mind, the Germans are not 
allowed to question. Meyer said that it is difficult to know 

the true threat of terrorism in Uzbekistan, because the 
government provides little credible information and prevents 
most access to the Islamic community, thus impeding the 
Germans! ability to reach an independent assessment of the 
situation. 


3. (C) The German Ambassador said that the Government of 
Uzbekistan has shown interest in greater counterterrorism 
cooperation with Germany and the European Union. However, 
German ability to work with the Uzbeks is limited by human 
rights concerns. For example, Meyer said that Germany and 
other European governments have refused to return at least 
six persons wanted on terrorism charges by the Government of 
Uzbekistan. Germany does plan to provide limited training in 
Germany on how to deal with riots and other civil unrest, and 
the European Union also agreed in principle during the recent 
Astana meeting with Central Asian foreign ministers to 
increase regional counterterrorism cooperation. Overall, 
however, Meyer characterized Uzbekistan\'s approach to 
counterterrorism cooperation as essentially telling the 
Europeans that, while their money and equipment was welcome, 
their values were not. 


4. (C) Meyer said that on May 14 the European Union may agree 
to modify its sanctions regime against Uzbekistan, but that 
it is highly unlikely that sanctions will be removed 
completely. He said that he expects that the Uzbeks will 
\"scream\" in public about this decision for several months, 
but that the overall relationship would normalize thereafter. 
In particular, Meyer said that the sanctions decision likely 
will have little impact on continued German military basing 
in Uzbekistan. The air base in Termez, he said, is all about 
money; the Uzbeks make too much of it from the German 
presence to force Germany to close the base. 
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5. (C) Comment: The German Ambassador\'s description of 
German-Uzbek counterterrorism cooperation sounds familiar, as 
it essentially describes our own situation. We were struck 

by Meyer\'s comments about the future of the German base in 
Termez post-EU sanctions decision, particularly since, 
according to USDAO Tashkent reporting, the Uzbeks have 
specifically linked continued counterterrorism cooperation, 
including the base, to the lifting of sanctions. We do not 

know the extent to which the Ambassador\'s view is shared by 
his German military colleagues. While Termez might be all 
about money, the Uzbeks do not always see the economic value 
of a foreign military base as outweighing their own political 
considerations, as we discovered in 2005 at Karshi-Khanabad. 
HANSON 
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RR RUEHCHI RUEHDT RUEHHM 
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ZNR UUUUU ZZH 

R 080345Z MAY 07 

FM AMEMBASSY JAKARTA 

TO RUEHC/SECSTATE WASHDC 4631 

INFO RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS 
RUEHKO/AMEMBASSY TOKYO 0510 
RUEHBY/AMEMBASSY CANBERRA 0729 
RUEHBJ/AMEMBASSY BEIJING 4077 
RUEHNE/AMEMBASSY NEW DELHI 1289 
RUEHLM/AMEMBASSY COLOMBO 0934 
RHEHNSC/NSC WASHDC","UNCLAS JAKARTA 001290 


SIPDIS 

SIPDIS 

AIDAC 

DEPT FOR S/ES-O 

DEPT FOR EAP/MTS, EB/IFD/ODF 

DEPT FOR OES/FO, OES/IET/ETC/OA/EGC, OES/OA 
DEPT FOR A/MED, lO AND INR/GGI/HIU 

USDA FAS WASHDC 

E.O. 12958: N/A 

TAGS: TPHY, AORC, EAID, AMGT, CASC, ID 
SUBJECT: INDONESIA - RESPONSE TO TSUNAMI, EARTHQUAKE WARNINGS 
REF: State 54475 


1. Per reftel, Embassy Jakarta provides the following responses to 
listed questions. 
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2. Question: Does a duty officer of Mission Disaster Relief Officer 
(and alternate MDRO) receive tsunami and earthquake warnings on a 
24-hour basis from the Ops Center or other service? 


--Response: Yes, the State Department Operations Center contacts 
Embassy Duty Officer about any earthquake with a magnitude greater 
than Richter Scale 6.5. Additionally, the Government of Indonesia\'s 
Meteorological and Geophysical Agency (BMG) sends earthquake 
warnings to the Mission Disaster Response Officer alternate on a 
24-hour basis, via text message, e-mail and fax within 5-10 minutes 
after the event. The warnings are communicated in the national 
Indonesian language but the technical nature of the message makes it 
readily understood by a lay person with little or no knowledge of 

the language. The message contains the magnitude of the earthquake 
in Richter Scale, date, time, nature of the event, location 

coordinates (longitude/latitude) and the depth of the earthquake\'s 
epicenter, area and province. The message will provide tsunami 
threat possibility when appropriate. Finally, the Consular and 
Economic Sections have signed up for the USGS earthquake warning 
alert system, and receive warnings by e-mail from the USGS within 
10-30 minutes of an earthquake. The USGS information, which is sent 
in English, provides critical information regarding the distance 

from the earthquake\'s epicenter to major population areas in 
Indonesia. 


3. Question: How does the Embassy respond to the information that it 
receives from the warning notification? 


--Response: The U.S. Mission in Indonesia has an action/response 
plan in place. The Mission Disaster Relief Officer Alternate at the 
USAID Mission Jakarta receives these warnings on a 24-hour basis and 
forwards the information to the Mission Disaster Relief Officer and 
Duty Officer. If the magnitude is small (under 6.0), the MDRO and 
Duty Officer do not take further action; if the magnitude is larger 
than 6.0, then the MDRO initiates contact with the Office of US 
Foreign Disaster (OFDA) Regional Advisor in Bangkok, local officials 
and provides information on initial assessment to the Embassy Front 
Office, USAID Mission Director, Regional Security Officer, 
Management Officer and Consul General (or their deputies). 
Additionally, if an earthquake of a significant magnitude is close 

to a major Indonesian population center, the Consular Section 
immediately contacts American citizens in the impacted area to 
determine if any are in need of assistance and to gauge the level of 
damage to areas with significant expatriate populations. 


4. Is there additional information that could be supplied with the 
warning that would improve the ability of the Embassy to 
respond/react? 


--Response: Yes. It would be helpful to receive any available 
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estimates on the possible areas to be impacted by the event. 


HEFFERN 
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SIPDIS 
SIPDIS 


STATE FOR P, EAP/FO, AND EAP/ANP 

STATE PASS TO USDA FOR FAS MIKE WOOLSEY AND JIM DEVER 
NSC FOR VICTOR CHA 

STATE PASS USTR 

OSD FOR USDP/APSA/SSEA JESSICA POWERS 

PACOM FOR J01E/J2/J233/J5/SUFHQ 


E.O. 12958: DECL: 05/07/2017 

TAGS: PGOV, PREL, ETRD, MARR, NZ 

SUBJECT: DEFENSE AND TRADE MINISTER PHIL GOFF\'S TRIP TO 
WASHINGTON 


REF: A. WELLINGTON 194 
B. WELLINGTON 351 


Classified By: Acting DCM Katherine B. Hadda, 
for reasons 1.4 (b) and (d). 


1. (C) Summary: New Zealand\'s Minister for Defense and 
Trade Phil Goff sees his May 9-11 visit to Washington as a 
chance to build on the positive momentum created by PM Helen 
Clark\'s March visit (Ref A). On the Defense side, Goff will 
express hope that both countries can continue to identify 
joint areas of military cooperation as our resources and 
interests allow. He will stop short of offering any 
substantive suggestions for new areas in which to work 
together, recognizing that it will be up to the United States 
to decide what cooperation is feasible for us under modified 
waiver restrictions. Goff will also wish to talk about his 
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recent trip to Afghanistan and his meetings with U.S. 

military officials there, as well as exchange views on the 
Pacific, Iran, and N.Korea. He will for political reasons 

raise NZVs interest in selling its retired A-4 planes, but 

not press the issue as he knows the USG review of the sale 
remains frozen. He will also emphasize that failure to sell 

the planes will not decrease NZ\'s long-range military 
spending increases. 

2. (C) Goff realizes that U.S. officials will remain unable 

to consider a bilateral FTA with New Zealand absent renewal 
of Trade Promotion Authority, but he will stress that the GNZ 
remains strongly interested in starting negotiations as soon 

as possible. He will also wish to share views on prospects 

for successful conclusion of WTO Doha Round negotiations and 
discuss the U.S. Farm Bill. Goff, widely considered to be 
among the most intelligent and hard-working of Labour\'s MPs, 
will arrive ready to discuss issues in detail. End Summary. 


3. (C) According to Ministry of Foreign Affairs and Trade 
(MFAT) and Ministry of Defence (MoD) officials, Minister Goff 
sees his visit as an opportunity to let Defense Secretary 
Gates, National Security Advisor Hadley, and other U.S. 
officials know that New Zealand is interested in 

strengthening bilateral military relations as part of our 

efforts to improve US-NZ ties. Goff will highlight the areas 

in which he believes New Zealand is adding value to regional 
and global security, and note the GNZVs interest in expanding 
cooperation where interests and policies allow. He will 
probably not suggest anything specific, however, in large 

part because he does not want to appear presumptuous about 
how we will wish to cooperate under a modified USG military 
waiver process. That being said, Goff will likely express 
appreciation for both the recent USG decision to streamline 
some waivers as well as the positive first round of NZDF-DoD 
working level consultations. He would value USG views on 
both initiatives, but will probably not actively lobby for 

this, again in deference to us. 


4. (C) Goff will stress that although New Zealand has only 
extended its military commitments in Afghanistan through 
September 2008, the Government intends to remain there for 

the foreseeable future, as long as needed. He will also wish 

to share his observations from his recent visit to 

Afghanistan, which included a visit to New Zealand\'s 

Provincial Reconstruction Team in Bamiyan as well as 

discussions with ISAF Commander McNeil and Ambassador Wood 
at a dinner that Goff hosted in Kabul. Finally, Goff will 
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note that New Zealand understands and appreciates our desire 
that NZDF Special Forces return to Afghanistan, but will 
reiterate that this will not be possible for a year at 

minimum, given the NZDF\'s other regional commitments. 


5. (C) Minister Goff will be interested in exchanging views 
on Iran and North Korea (NB: he is also the Minister for 
Disarmament) and the Pacific Island Countries. He will also 
raise E. Timor, where he will visit shortly after his trip to 
Washington and Paris. In his meeting with A/S Hill (and 
possibly Secretary Gates) he may raise New Zealand\'s 
application to sell its retired A-4 planes to a private U.S. 
company. He sees mentioning the issue as a political 
necessity, since the opposition National Party has criticized 


the Government\'s inclusion of revenues from the sale in the 
NZDF\'s Long Term Development Plan (LTDP) budget. But Goff 
recognizes that the USG review of the sale is frozen for the 
foreseeable future, so will not press the matter. He will 

also stress that while the lack of a sale would affect NZDF\'s 
cash flow, it will not reduce the GovernmentYs LTDP budget or 
other military spending. 


6. (C) New Zealand\'s economy remains relatively strong 
overall, with low unemployment and a projected 2007 GDP 
growth rate of 2%. But manufacturers and exporters are 
concerned about the highest interest rates in decades and 
record high NZ dollar exchange rate. Their worries are being 
exploited by the opposition National Party, which blames 
Labour government spending for the problems (Ref B). Recent 
NZ layoffs by manufacturers such as Fisher and Paykel in 
favor of cheaper Asian labor have added to the sense that New 
Zealand, with its open markets, is losing out to more 
protectionist and less developed economies. All this will be 
weighing on the mind of Minister Goff. He will make clear to 
US officials and Congressmen that while the GNZ recognizes 
that no Free Trade Agreement will be possible unless Trade 
Promotion Authority is renewed, New Zealand remains highly 
interested in starting negotiations as soon as possible. 

Goff will also be very interested in discussing prospects for 

a successful Doha round and will offer continued NZ 
assistance in that direction. He will also remind his 
interlocutors that collapse of talks could cause economic 
contractions in New Zealand and other small economies. He 
will be keen as well to share New Zealand\'s experience with 
agricultural deregulation and to discuss the U.S. Farm Bill. 
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7. (C) Although Goff seemed reluctant to cede his Foreign 
Ministry post after the 2005 general elections, he has by 

all accounts settled in well to his defense and trade 
portfolios. Although he has publicly disagreed with U.S. 
policies at times, Goff also often talks about his close ties 

to and admiration for the United States. His sister is 

married to an American and lives in California, and Goff may 
mention during his meetings that his four American nephews 
are all involved in the U.S. military. The eldest, having 
served in Iraq, is now heading to the DAO office in Embassy 
Bangkok; the second is to be deployed soon from Vincenze to 
Afghanistan; the third is at West Point, and the fourth is in 
the ROTC at the University of Southern California. Since 
being at the Ministry of Defence, Goff has also apparently 
had a similar revelation to PM Clark\'s about the depth and 
breadth of existing US-NZ military cooperation (Ref A), which 
he has now seen first hand. He has also noted to us many 
times that he appreciates the recent warming in US-NZ 
relations. 


8. (C) Goff is extremely hard working, and pulls in long 
hours for both his Ministries as well as his constituents in 

the Auckland suburb of Mt. Roskill. (After the Ambassador\'s 
recent dinner hosted in Minister Goff\'s honor broke up at 
10:30 pm, Goff returned to his office to work.) Goff shares 
PM Clark\'s gift for detail and he will be very well versed in 

all issues covered at his Washington meetings. He is also 
determined to succeed -- quickly -- at anything he tries. He 
recently told Emboffs that when he wished to try skydiving 
out of a military plane (his first jump ever), he opted for a 
water landing because that required only a day\'s training 
instead of the two-week course required to alight on land. 

He then negotiated the training down to two hours. He 
confessed to having been scared during the jump, but said 
mostly he was very focused on the job at hand. This sums up 
his working style in a nutshell. 

McCormick 
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TO RUCPDOC/USDOC WASHDC 

RUEAHLC/HQ ICE IAO WASHINGTON DC 

INFO RUEHC/SECSTATE WASHDC 5428" "UNCLAS NEW DELHI 002179 


Column 3 
SIPDIS 
SIPDIS 


USDOC FOR 532/0EA/M. NICKSON-D/JAY HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 
USDOC FOR 4530/MAC/ANESA/OSA 

ICE HQ FOR STRATEGIC INVESTIGATIONS 

STATE FOR EB/ESP 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: GUJARAT GLASS (P) LIMITED, 
VADODARA, GUJARAT, LICENSE NO. D373190 


REF: USDOC 03527 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Export Control Officer (ECO) Paul Cushman and BIS FSN Prem 
Narayan conducted a Pre-license Check (PLC) at Gujarat Glass (P) 
Ltd. (GGL), Vadodara, Gujarat, on May 2, 2007. GGL is located 
approximately 150 kilometers south of Vadodara. 


3. BIS requested a PLC at GGL, a private sector company, located at: 
ONGC Road, Kosamba (R.S.), District Surat 394120, Gujarat, Tel: 
91-2629-231-701, Fax: 91-2629-231851, email: 
sgupta@gujaratglass.co.in, website: www.gujaratglass.com. GGL was 
listed as the ultimate consignee for one Model VM-2 W/TR1605XB which 
is 3-Axis vertical for mold making and it has travels of 30 X 20 X 

20 inches, with a 2-Axis rotary table 6.3 inch platter on A-Axis 

capable of 5-Axis simultaneous machining controlled under 2B001. The 
license applicant was Haas Automation Inc. (Haas), Oxnard, CA. 


4. ECO along with FSN Narayan met with G. Sathaiya, Assistant 
General Manager - Quality Control, Chetan Topiwala, Assistant 
General Manager - Key Account Management and Subhankar Gupta 
(Gupta), Manager - Mould Engineering, GGL. 


5. Gupta was not aware of the BIS regulations. This was the first 
visit of BIS or USG officials to GGL. He provided a copy of Haas 
Quotation, GGL Purchase Order and GGL End-Use Statement. 


6. Gupta stated that they already have four 3-Axis machines for 
making molds for glass containers for pharmaceutical and cosmetics 
industries. The 5-Axis machine on order will complement their 
existing machines, allowing them to use several additional features 
the existing machines do not offer. Gupta described these features 
as slicing the molds at an angle, tilting the die, making slogs on 
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the mold, making molds with interior curves and the creation of more 
complicated and attractive designs. He stated the new machine is 
being bought to enhance production, obtain more flexibility and 
increase efficiency. Gupta stated that the excellent performance of 
this Haas machine at GGL\'s U.S. plant, located in Marlton, New 
Jersey, prompted them to purchase the same model for this plant. 
Also, before finalizing the decision to purchase the Haas machine, 
Gupta attended a demonstration of 5-Axis machine at the Haas Service 
Center located in Pune, Maharashtra. GGL currently has five furnaces 
and is adding a sixth to meet the increased demand for their 
products. 


7. A portion of GGL factory is being renovated. This is where the 

sixth furnace will be installed. The workshop housing four 3-Axis 
machines will also be shifted to the renovated site along with the 

5-Axis machine on order. The new site is expected to be fully 
commissioned in 5-6 months. ECO and Narayan were given a tour of the 
GGL workshop where the molds for glass containers were being made; 
they were also shown the bottle manufacturing process. The BIS Team 
was shown the site where the new furnace will be installed and the 
workshop will be shifted. The GGL plant runs in three shifts and 

is guarded 24 hours a day. 


8. GGL, established in 1981, is a subsidiary of the Nicholas Piramal 
India Ltd. which is one of the leading pharmaceutical manufacturers 
in India. GGL has four manufacturing locations including two in 
Vadodara, Gujarat; and one each in Sri Lanka and the United States. 
The major customers of GGL are cosmetics and pharmaceutical 
industries. In the cosmetics segment, GGL exports 40 percent of its 
total production to the U.S., France, Brazil, Germany, Philippines, 
and Sri Lanka and 20 percent to the pharmaceutical industry. GGL 
employs approximately 1800 personnel at all four locations including 
600 in Vadodara. GGL\'s sales for FY 2005-06 were approximately $180 
million. 


9. Recommendation: Post recommends Gujarat Glass (P) Ltd. as a 
reliable recipient of the controlled U.S.-origin commodity. All 

indications are that the listed commodity will be used in accordance 

with U.S. Export Control Regulations. (PSCUSHMAN/PNARAYAN) Pyatt 
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PP RUEHFK 

DE RUEHKO #2042 1280429 

ZNR UUUUU ZZH 

P 080429Z MAY 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 3372 
RUEKJCS/SECDEF WASHDC PRIORITY 
RUCPDOC/USDOC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA PRIORITY 
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RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
RHHMHBA/COMPACFLT PEARL HARBOR HI//N541// PRIORITY 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// PRIORITY 
RUHBANB/OKINAWA FLD OFC US FORCES JAPAN CP BUTLER JA PRIORITY 
RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 

INFO RUEHFK/AMCONSUL FUKUOKA 1004 
RUEHOK/AMCONSUL OSAKA KOBE 4556 
RUEHBJ/AMEMBASSY BEIJING 6934 

RUEHMO/AMEMBASSY MOSCOW 1646 
RUEHUL/AMEMBASSY SEOUL 2999 

RUCNDT/USMISSION USUN NEW YORK 4188 

RHEHAAA/NSC WASHDC","UNCLAS TOKYO 002042 


SIPDIS 
SIPDIS 


STATE FOR I/RF, PA/PR/FPG/W, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 

TAGS: OIIP, KMDR, KPAO, JA 

SUBJECT: MEDIA REACTION - FRENCH PRESIDENTIAL ELECTION - 
TOKYO 


LEAD STORIES: Most Tuesday morning papers front-paged 
Prime Minister Abe\'s monetary offering to Yasukuni Shrine 
on the occasion of its annual spring festival in April. 
Claiming that the premier took that action in lieu of a 

visit, the dailies speculated that Beijing might strongly 

react and that it might affect PM Abe\'s proposed trip to 
China in the fall. 


1. \"Sarkozy\'s Diplomatic Ability Unknown" The liberal 
Asahi editorialized (5/8): \"...French President-elect 
Sarkozy\'s diplomatic ability is still unknown. While 
maintaining its alliance with the US, France has made 
strict demands on the US from time to time, thus showing 
its independent position. Nonetheless, Sarkozy has called 
for improving France\'s relations with the US, while at 

the same time criticizing outgoing President Chirac, who 
opposed the war in Iraq. We would like to keep a close 
watch on what sort of relations Sarkozy will establish 

with the Bush administration, which is facing tough going 
in Iraq, and how he will modify France\'s pro-Arab line of 


Column 3 
the Chirac era." 


2. \"Will Sarkozy Show Leadership in Improving Ties With 
USA" An editorial in the top-circulation, moderate 
Yomiuri commented (5/8): \"...France has many diplomatic 
issues to tackle. One urgent task is getting the treaty 

to establish an EU constitution back on track after it 

was derailed by the failure of France and the Netherlands 
to ratify it. It is worth watching how Sarkozy will 
demonstrate leadership resolving the issue and regain 
France\'s key role in the EU. It will also be important 

for the pro-US Sarkozy to repair the nation\'s relations 
with Washington, which cooled over lraq.... France has 
shown a positive stance toward lifting the EU ban on the 
export of arms to China. An end to the ban would affect 
the security environment surrounding Japan.\" 


DONOVAN 
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PP RUEHPB 

DE RUEHDT #0182/01 1280435 

ZNY CCCCC ZZH 

P R 080435Z MAY 07 

FM AMEMBASSY DILI 

TO RUEHC/SECSTATE WASHDC PRIORITY 3504 
INFO RUEHDT/AMEMBASSY DILI 2867 
RUCNARF/ASEAN REGIONAL FORUM COLLECTIVE 
RUCNDT/USMISSION USUN NEW YORK 0945 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RHHMUNA/HQ USPACOM HONOLULU HI 
RUEHLMC/MILLENNIUM CHALLENGE CORP 
RHEFDIA/DIA WASHINGTON DC 

RUEAIIA/CIA WASHDG 

RUEHLI/AMEMBASSY LISBON 0895 
RUEHBY/AMEMBASSY CANBERRA 1004 
RUEHWL/AMEMBASSY WELLINGTON 0830 
RUEHKO/AMEMBASSY TOKYO 0746 
RUEHLO/AMEMBASSY LONDON 0689 
RUEHBR/AMEMBASSY BRASILIA 0543","C ON FIDENTIAL SECTION 01 OF 03 DILI 000182 


SIPDIS 


DEPT FOR EAP/MTS 
TOKYO FOR HANS KLEMM 
SIPDIS 


E.O. 12958: DECL: 5/7/2017 
TAGS: PGOV, KDEM, TT 
SUBJECT: FRETILIN UNDER FIRE FOR CAMPAIGN IRREGULARITIES 


Column 3 
DILI 00000182 001.2 OF 003 


CLASSIFIED BY: Elizabeth S. Wharton, Political/Economic Officer, 
U.S. Embassy, Dili, East Timor, Department of Defense. 


REASON: 1.4 (b), (d) 


1. (C) Summary: East Timor\'s ruling Fretilin party has come 
under increasing scrutiny in relation to allegations of illegal 
campaign activities in advance of the May 9 presidential runoff. 
While some are likely exaggerated for the purpose of campaign 
rhetoric, others appear to be much more solidly grounded. Of 
particular note is an April 28 incident in western district of 
Ermera in which International Stabilization Force (ISF) members 
discovered a cache of traditional weapons and bundles of cash 
apparently prepared for payoffs in a vehicle enroute to a 
campaign rally. More serious is the emergence in recent weeks 
of increasingly substantiated instances of illicit and 

politically motivated deliveries of government rice, for which 

the Minister of Labor and others are reported to be under 
current investigation. In addition, accusations of Fretilin 
supporters engaging in a mix of attempted vote buying, 
intimidation, and disinformation have become commonplace. 
Accusations that Fretilin uses intimidation, money politics, and 
state resources to secure political support have been 
long-standing, but clear evidence of the kind we are now seeing 
has been hard to obtain. That these are coming to light now may 
be due to the large international security presence making it 
harder to keep such activities below the radar screen. It could 
also be an indication that Fretilin is increasingly cognizant of 

its electoral vulnerability and beginning to take more desperate 
measures in a bid to reverse the trend. However, it should also 
be noted that opposition presidential candidate Prime Minister 
Jose Ramos-Horta is playing a prominent role in raising these 
issues and may be using his internal access to government 
information to highlight issues that paint Fretilin in a bad 

light. Post notes that despite such measures, Fretilin likely 

will find it more difficult to undermine the legitimacy of the 
elections. End summary. 


Money intercepted 


2. (C) Allegations of Fretilin misconduct have been a prominent 
feature in recent media reports. The top issue in local news 
last week was an incident in the western district of Ermera in 
which the ISF apparently stumbled upon an influence-peddling 
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scheme. On the evening of April 28, ISF members operating a 
vehicular checkpoint in Ermera district stopped a vehicle en 

route to a Fretilin rally in Aifu. A large quantity of 

traditional weapons and one possibly improvised firearm were 
confiscated from the vehicle. Numerous rolls of money, totaling 
approximately $5,000, with the names of several local area 
village chiefs were discovered and seized as well. Upon 
questioning, the driver freely admitted to ISF members that the 
money was to be used to bribe the local chiefs. Moments later, 

a known Fretilin militant leader named Antonio da Costa arrived 
on the scene and asked to take possession of the money, claiming 
that it was his and offering no further explanation. Shortly 
thereafter Minister of Justice Domingos Sarmento, who was in the 
car directly preceding the vehicle in question, returned to the 
checkpoint and stated to ISF that he was to take possession of 
the money, and that it was to be used for \"development projects\" 
in Ermera. (Note: It is our understanding that Sarmento has 

been mostly absent from his post over the last month while he 
campaigns for Fretilin presidential candidate Francisco \"Lu\'Olo\" 
Guterres.) The money is currently being held as evidence of 
possible influence-peddling in relation to the May 9 

presidential runoff election, and UN Police (UNPOL) has 
submitted cases against Sarmento and Vice Interior Minister Jose 
Agostino \"Somoco\" Sequeira to the Prosecutor General for 
investigation. 


3. (C) Fretilin Secretary General and ex-Prime Minister Mari 
Alkatiri contacted ISF Commander Brigadier Mal Rerden several 
times after the money seizure in an attempt to have it returned 
to Fretilin, but Rerden refused to discuss matter with Alkatiri 
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since the latter no longer holds an official role in the State. 
Minister of State Administration Ana Pessoa, in a casual 
conversation at a reception a few days later during which there 
was no direct reference to the Ermera incident, remarked on the 
need for the government to employ unusual means to ensure 
decentralization of funds in light of the lack of nationwide 
electronic funds transfer capability. However, public 

statements by Fretilin later belied the initial claims by the 

Minister of Justice directly and Ana Pessoa indirectly that the 
money was for legitimate government distribution. Fretilin, in 
response, has gone on a public relations offensive. In a highly 
tense press conference on May 2, Fretilin members characterized 
the money as legitimate campaign funds that were being 
distributed to party representatives to fund legitimate local 
campaign activities. In light of this, they declared that they 

would bring defamation charges against both Prime Minister Jose 
Ramos-Horta and the local newspaper Suara Timor Lorosae in 
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response to a press article the previous day. 


Food for politics 


4. (C) Perhaps more serious than the Ermera incident is the 
increasing evidence that rice distribution is being used toward 
political ends on a widespread basis. The most high profile 
example of this was a large supply of rice which was delivered 
to the leader of a Fretilin-affiliated martial arts group, and 

then distributed in the western district Qbonaro. The story 

of rice from the Ministry of Labor being delivered to the leader 
of the Korka martial arts group, which has been formally 
affiliated with Fretilin for several years, broke in the local 

media on April 23. Minister of Labor Arsenio Bano was quoted as 
explaining that the delivery was actually intended for the 
community in the Balibo area of Bobonaro district. However, 
most observers believe that he has not adequately explained why 
such a distribution needed to be carried out by Korka rather 
than through normal distribution means. Moreover, while it has 
been confirmed that the rice did indeed go to Bobonaro district, 
the pattern of irregular storage, transport and distribution 
exhibited by the original transfer to Korka has reportedly 
continued. Additionally, ISF officials are reporting that more 
than four times the amount of rice that has been officially 
documented for transport to Bobonaro district has actually been 
shipped there by the Fretilin-dominated government. And there 
have been numerous credible allegations that the distribution 
has gone beyond the purely irregular and has in fact been 
carried out explicitly to support Fretilin campaigning. 


5. (C) The investigation into the Korka rice distribution 

indicates a possibly more widespread practice of utilizing rice 
distribution for votes, as well as illegal selling of rice for 

profit. In addition to the Korka / Bobonaro case, there are a 
number of other allegations surfacing regarding the political 

use of rice deliveries, and it appears that the Korka case may 
simply be the most prominent at the moment. For example, the 
police chief in Viqueque, Gaspar Soares, who is overtly 
pro-Fretilin and is under investigation for his alleged 

involvement in an attack on Ramos-Horta supporters, is also 
alleged to be involved in rice distribution to party supporters. 

The use of government rice as a campaign tool has also been 
reported in Dili, where one Embassy staff member confirmed these 
activities in his own neighborhood, in which community members 
were required to show their voter identification cards in order 

to receive rice handouts. 


6. (C) Overall, there appears now to be a network of rice 
distribution that has been established without any involvement 
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of or consultation with the humanitarian community or the UN. 
The UN and humanitarian organizations have expressed concern 
about this development, noting that the rice being distributed 

in Bobonaro was marked as humanitarian. Some in the World Food 
Program and in other humanitarian relief organizations are 
worried that the distribution could be thus linked to them, and 
have expressed concerns that this may pose negative long-term 
security implications for them in light of the potential 

volatility of food security issues. The UNVs Joint Mission 
Analysis Center (JMAC) is currently carrying out an internal 
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investigation regarding the scale and nature of this illicit 

rice distribution. It is possible that UNPOL also may have 
referred cases to the Prosecutor General, although this is not 
yet confirmed. 


7. (C) Comment: The Ermera and rice controversies are occurring 
against a backdrop of multiplying reports of Fretilin supporters 
engaging in a mix of attempted vote buying, intimidation, and 
disinformation. Accusations that Fretilin uses intimidation, 
money politics, and state resources to secure political support 
have been long-standing, but clear evidence of the kind we are 
now seeing is typically hard to come by. That these are coming 
to light now at least in part may, be due to the large 
international security presence making it harder to keep such 
activities below the radar screen. It could also be an 

indication that Fretilin is increasingly cognizant of its 

electoral vulnerability and is beginning to take more desperate 
measures in a bid to reverse the trend. It should also be noted 
that opposition presidential candidate Prime Minister Jose 
Ramos-Horta is playing a prominent role in raising these issues 
and may be using his internal access to government information 
to highlight issues that paint Fretilin in a bad light. 

Certainly he has been one of the main voices bringing these 
issues into public view. Nonetheless, the activities being 
uncovered cannot be dismissed as pure campaign rhetoric. Post 
notes that despite such measures, Fretilin is finding it more 
difficult to undermine the legitimacy of the elections. 

Although not perfect, the electoral systems in place and the 
transparency of the process remain strong. Additionally, the 
Timorese electorate has demonstrated a consistent ability to 
vote its conscience regardless of pressures. End comment. 
NAGY 


107130 

OO RUEHDE RUEHDIR 

DE RUEHRH #0954 1280450 
ZNR UUUUU ZZH 


Column 3 

O 080450Z MAY 07 

FM AMEMBASSY RIYADH 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5277 
RUEHGV/USMISSION GENEVA IMMEDIATE 0714 
RUCPDOC/DEPT OF COMMERCE WASHDC 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE 
RUEHJI/AMCONSUL JEDDAH 8653","UNCLAS RIYADH 000954 


SIPDIS 
SIPDIS 


E.O. 12958 N/A 

TAGS: SENV, TPHY, WMO, SA 

SUBJECT: SAUDI ARABIA NOMINATES ITSELF FOR RE-ELECTION TO THE WMO 
EXECTIVE COUNCIL 


REF: A) SECSTATE 47359 
b) Ross-Shukan/Jachim e-mail 7 May 2007, biography of Dr. Samir 
Bukhari 


1. (U) This is an action request. Please see para 3. 


2. (U) Post received a diplomatic note from the Saudi Ministry of 
Foreign Affairs informing us the SAG intends to nominate itself for 
re-election to the Executive Council of the World Meteorological 
Organization (WMO). Following is the text of the note: 


Begin text: \"The Ministry of Foreign Affairs presents its 

compliments to the Embassy of the United States in Riyadh and wishes 
to inform the Embassy that the Government of Saudi Arabia has 
decided to nominate itself for re-election to the Executive Council 

of the World Meteorological Organization (WMO). The Government of 
Saudi Arabia will nominate Dr. Samir Abdulillah Bukhari as the Saudi 
representative on the WMO Executive Council for the next four-year 
tenure during the WMO Congress in Geneva, May 7-23, 2007. 


Saudi Arabia\'s decision is the result of its growing interest in 

active participation and support of the WMO\'s mission and 
objectives. Saudi Arabia believes in the important role that the WMO 
plays in environment protection. Saudi Arabia is also a 

scientifically and technologically advanced nation in the field of 
meteorological protection and hosts a WMO regional communications 
centre. 


The Ministry hopes that the United States Government will support 

Dr. Samir Bukhari\'s (biography attached) re-election to the WMO 
Executive Council in view of Saudi Arabia\'s commitment to the 
principles and objectives upon which the WMO was founded and based 
on the special ties that exist between the governments of Saudi 

Arabia and the United States. 
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The Ministry of Foreign Affairs of the Kingdom of Saudi Arabia 
avails itself of this opportunity to renew to the US Embassy the 
assurances of its highest considerations. End text. 


3. (U) Post would appreciate Departmental guidance on responding 
to this note. A biography of Dr. Samir Bukhari has been provided in 
ref B. 


FRAKER 
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O 080450Z MAY 07 

FM AMEMBASSY RIYADH 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5278 
INFO RUEHJI/AMCONSUL JEDDAH IMMEDIATE 8654 
RHEHAAA/WHITE HOUSE WASHINGTON DC IMMEDIATE 
RHMCSUU/FBI WASHINGTON DC IMMEDIATE 
RUEKDIA/DIA WASHINGTON DC IMMEDIATE 
RUEAIIA/CIA WASHDC IMMEDIATE 

RHEHNSC/NSC WASHDC IMMEDIATE 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR NEA/ARP (WALKER, SHUKAN, BAGWELL), H, 
INR,EB/ESC/TFS (NELSON) 


E.O. 12958: N/A 
TAGS: ECON, KTFN, PGOV, PINR, PREL, PTER, SA 
SUBJECT: TERRORISM FINANCE DEMARCHES DELIVERED 


REF: A. SECSTATE 1165 
B. SECSTATE 5631 
C. SECSTATE 10275 
D. SECSTATE 20686 
E. SECSTATE 40909 


1. (SBU) Post delivered several terrorism finance 
demarches to the SAG on the following dates: 


--ref A, \"Designation of Additional Syrian Entities,\" on 13 
February via diplomatic note 07-248; 


--ref B, \"Designation of Five Terrorist Facilitators and 
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Inciters,\" on 13 February via diplomatic note 07-242; 


--ref C, \"Domestic Designation of Dockrats,\" on 14 February 
via diplomatic note 07-246; 


--ref D, \"Domestic Designation of Jinad al Bina,\" on 7 
March via diplomatic note 07-330; 


--ref E, \"UN Designation of Iran\'s Defense Industries 
Organization,\" on 3 April via diplomatic note 07-474. 


2. (SBU) The SAG has not provided formal written replies to 
date. However, we are following up on these demarches with 
an official call on the MFA Counterterrrorism Coordinator. 


FRAKER 
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ZNY CCCCC ZZH 

P 080453Z MAY 07 

FM AMEMBASSY ADDIS ABABA 

TO RUEHC/SECSTATE WASHDC PRIORITY 5968 

INFO RUCNIAD/IGAD COLLECTIVE PRIORITY 
RHMFISS/CJTF HOA PRIORITY 

RUEAIIA/CIA WASHINGTON DC PRIORITY 
RUEKDIA/DIA WASHINGTON DC PRIORITY 
RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 
RUEHLMC/MILLENNIUM CHALLENGE CORP WASHINGTON DC PRIORITY 0020","C ONFIDET? 


SIPDIS 
SIPDIS 


DEPARTMENT FOR AF/E AND DRL: SJOSEPH 
LONDON, PARIS, ROME FOR AFRICA WATCHER 
CJTF-HOA FOR POLAD 


E.O. 12958: DECL: 05/07/2017 

TAGS: PGOV, PHUM, PTER, KISL, KIRF, ET 

SUBJECT: ETHIOPIA: GOE ADDRESSES RELIGIOUS CONFLICT IN JIMA 
ZONE, LOCALS STILL SCARED 


REF: A. ADDIS ABABA 02911 (NOTAL) 
B. ADDIS ABABA 00956 (NOTAL) 
C. ADDIS ABABA 01166 


ADDIS ABAB 00001381 001.2 OF 004 


Column 3 
Classified By: Pol-Econ Counselor Kevin Sullivan 
Reason: 1.4 (d) 


1. (SBU) SUMMARY: In a three-day visit to the Jima area in 
Ethiopia\'s Oromiya Region, Poloff and FSN met with local 
government and religious leaders to better understand the 
causes of recurrent religious conflicts, including an October 
2006 machete attack by Muslims that killed or injured 36 
Christians. There was little evidence to support previous 

GoE suggestions that the outlawed Oromo Liberation Front had 
a hand in stirring up religious hatred. Most agree that a 

new, extremist brand of Islam has seeped into the Oromiya 
Region, likely from the Middle East or Sudan, and that the 
aggravating issue around Jima seemed to be complicit local 
government administrators. Following the violence, the GoE 
made large-scale changes to local leadership and maintains a 
heightened security presence to help quell potential future 
outbreaks. Locals remained concerned about not only existing 
tensions between Muslims and Christians, but also strong GoE 
pressure on opposition groups. END SUMMARY 


2. (SBU) Religious-based conflict in western Oromiya erupted 
in September and October of 2006. Clashes during an 
Ethiopian Orthodox Church (EOC) holiday celebration resulted 
in armed conflict between Muslim and Christian groups, 

killing four Muslims and six Christians, injuring many, and 
resulting in numerous churches burned (ref A). Later, on 
October 15, in the town of Beshesha (approximately 30 miles 
from Jima city), during another EOC celebration, dozens of 
machete- and pistol-wielding aggressors stormed an EOC 
church, setting it ablaze. As churchgoers fled, many were 
captured by the armed Muslims who forced them to either 
immediately renounce Christianity and accept Islam, or be 
killed. Six Christians died from brutal machete attacks, 

while more than 30 others were wounded. Several attackers 
were subsequently arrested and sentenced to the death penalty 
or stiff jail terms by a local court. Regional and federal 

police have moved into the area in large numbers to boost 
security and prevent additional attacks. 


3. (SBU) No further clashes were reported until late March 
2007, when one Evangelical preacher was killed in the city of 
Jima. Details were unclear, and at the time of Poloff and 
FSN\'s visit, no contacts in Addis Ababa had a clear answer 
for what had happened or whether arrests had been made. 


4. (SBU) On the surface it appeared that these conflicts were 
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simply religious. However, Ethiopia, and particularly the 

Jima zone, has a long history of these two religions 

coexisting peacefully. Jima zone is primarily Muslim 

(estimated up to 85%), but Jima city and several other urban 
centers have significant Christian populations, both EOC and 
Evangelical. Religion tends to follow ethnic lines, with 
indigenous Oromos largely Muslim, while settlers from the 
\"highlands\" (i.e. Amhara and Tigray Regions) support the EOC. 
Evangelicals are a mix of local former animists, as well as 
some Muslim and Christian converts both from Oromiya and the 
highlands. Traditionally the area did not have a great deal 

of political unrest. Despite the likely presence of the 

outlawed Oromo Liberation Front (OLF), Jima is not reported 

to be an OLF stronghold, unlike other parts of Oromiya. In 

the 2005 elections, legal opposition parties did gain some 
foothold, with the Coalition for Unity and Democracy (CUD) 
(which draws much of its support from Amhara voters) securing 
two federal parliamentary seats from Jima. The complicated 
mix of religions, ethnicities, and political parties in this 

area led some to theorize that the recent conflicts were not 
simply religious in nature (ref A). 


5. (SBU) Newly-installed Jima zonal administrator 
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Mohammed-nur Abachebsa said that the clash in Beshesha was 
both religious and political. Over the last several years, 
Ethiopians returning from Sudan, Saudi Arabia and other parts 
of the Middle East have spread a more extremist version of 
Islam, he said. They created a new sect in Ethiopia related 

to Wahhabism, called \"Kewariat.\" This has split the local 
Muslim community, as this new group differs strongly from the 
more moderate Muslims that were traditionally the majority in 
the area. Mohammed-nur claimed that the OLF, to foster 
unrest and mobilize support, are utilizing this split by 
supporting the extremists. Funding from abroad, as well as 
from the OLF, has helped to develop a strong following for 

the new extremist Muslims, he said. 


6. (SBU) Though he did not have details regarding the March 
2007 Evangelist killing, Mohammed-nur said that the attackers 
follow the Kewariat sect that was responsible for the October 
2006 event in Beshesha. For those involved in the church 
attack in Beshesha, justice has been swift, Mohammed noted, 
with a large number of arrests made and many found guilty. 
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Four received the death penalty, four received life in 

prison, while others received sentences from two to 20 years. 
Additionally, he said a Peace and Security Committee" (PSC) 
had been formed to repair the damage to the community. At 
the zonal level, representatives from the government, Muslim 
and Christian faiths, Elders, and women\'s and youth groups, 
formed a six-person panel with the goal of organizing events 
and programs aimed at bridging the religious divide. This 
structure is to be replicated at every woreda (county) and 
kebele (district), so that all communities would be involved. 
Mohammed-nur said a number of local woreda and kebele 
administrators had been changed due to their inability to 
prevent such conflicts. The work of the PSC, together with 
the newly appointed administrators, helped to \"stabilize the 
situation,\" in the zone, he said. 


7. (SBU) Local EOC and the Ethiopian Islamic Affairs Supreme 
Council (EIASC) leaders echoed the zonal administrator\'s 
claims. (NOTE: Both organizations, at least at higher 

levels, are widely believed to be under the influence of the 
GoE. END NOTE.) Both groups stated that those responsible 
for the Beshesha attack, as well as the more recent Jima 
killing, were \"a few rotten apples\" from the new Kewariat 
sect. Hajji Abuyazid Hajji Kiar of the EIASC described some 
of the sect\'s unique tenets: the establishment a Muslim 
government; refusal to pay taxes; ban on eating any food made 
by the labor of an animal. Regarding the recent killing in 

Jima, Hajji Abuyazid claimed that an evangelist walked into a 
local mosque with his shoes on and proclaimed that \"Jesus is 
savior.\" As a result, Muslims in the mosque attacked him and 
beat him to death. To date, no arrests have been made. 

Hajji Abuyazid agreed that the OLF has a direct interest 
fomenting the increasing Islamic fundamentalism to 
destabilize the government. Both leaders said that their 

work as PSC members has helped calm the situation and that 
they were pleased with the arrests and sentences of those 
involved with the Beshesha attack. 


8. (SBU) Abuna Estifanos of the EOC noted that the number of 
mosques is growing very quickly (2,700 mosques versus 261 EOC 
churches in SW Ethiopia), and that they are often funded from 
abroad. Many of these new mosques are deliberately being 

built near or on EOC land, leading to conflicts like the one 

near Jima in September, he claimed. Despite the influx of 

radical Islam over the last six years, he said, local 

government leaders (nearly all Muslims) were reluctant to 

restrain these groups as their political power grew. In many 
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cases, including Beshesha, kebele leaders were involved with 
the groups, he claimed. Following the Beshesha incident, 

over 100 kebele leaders, numerous woreda administrators, and 
the Jima zonal administrator, were all fired or rotated to 

other districts, at the order of the regional administration, 

he said. 
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9. (SBU) Essey Miressa, local head of the Evangelical Mekane 
Yesus Church, agreed that much of the problem stems from 
Ethiopians, as well as some foreigners, bringing extremist 
Islam from Saudi Arabia. He also repeated claims that local 
administrators had been co-opted by these groups and were 
left powerless to control their expansion. The EIASC is 
equally powerless, he noted, since very few Muslims follow 
their leadership. A member of the PSC, he said that it was 
inactive and \"more about security than peace.\" The committee 
comprises mostly GoE representatives instead of religious 
leaders, and simply monitors local populations rather than 
developing community-building programs, he complained. Essey 
Miressa criticized judgments given to the perpetrators of the 
Beshesha attack: those from other regions were given the 
harshest sentences, while locals were given much lighter 
punishment, or none at all. This was done to give the 
impression of justice, but also to avoid upsetting the local 
Muslim population. He dismissed claims of OLF involvement 
with extremists or the events in Beshesha. There was little 
evidence of OLF presence in the area, he said, and \"People in 
the Jima zone associate with Islam, and to a much lesser 
extent being Oromo.\" While most political opposition in the 
area are CUD supporters and many began to associate CUD with 
highlanders after the election, he does not believe ethnicity 
played a role in the conflicts. It was \"100 percent a 

religious issue,\" Essey Miressa concluded, as shown by the 
incident in Jima. He said the Evangelist killed was an 
acquaintance of his, and was simply speaking to a fellow 
evangelist outside a mosque when a mob of Muslim youth 
attacked him, dragged him in the mosque, and beat him to 
death. 


10. (SBU) The local representative of the Ethiopian Human 
Rights Council, Addisu Desta, was the only contact that 
believed ethnicity played a role in these conflicts. (NOTE: 
EHRCO, while a reliable human rights watchdog, is considered 
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close to the Amhara-based CUD opposition party. END NOTE.) 
EHRCO agreed that rising extremism has roots from abroad, but 
said that the local government did not discourage messages 
that Whighlanders should return to where they came from\" 
being preached in local mosques. Addisu said that this 
therefore effectively targeted the base CUD support in the 

area. \"Muslims knew that the government was anti-CUD and 
therefore would look the other way when these events were 
planned,\" he claimed. \"The government does not want the 
region totally out of control, but their strong response (to 

the Beshesha event) gives them the opportunity to show they 
are in control,\" he concluded. He also disagreed that the 

OLF had any involvement, as they have little presence around 
Jima. 


11. (SBU) Poloff and FSN also met with local religious and 
community leaders in the village of Beshesha and the local 
woreda capital Agaro. Local EIASC representatives repeated 
many of the same claims made by the EIASC in Jima (and in 
Addis Ababa), and said radical Islam in the area drew support 
from former moderates, as well as from the OLF. However, 
local EOC leader Kesis Berhanu Mahtebe broke ranks with the 
previous claims by zonal and national EOC leaders, saying 
that the OLF has nothing to do with the event and that is 
\"strictly about religion.\" He said that the first noticeable 

influx of extremism began in 2001. Though Muslims have long 
been in control of local administrations, many also had 
Christian deputies, as well as kebele militias of mixed 

religion. As more money began to arrive to fund mosques and 
religious activities, local administrators began 

marginalizing Christians. Mosques were being built on EOC 
land, and local imams began preaching increasingly hateful 
messages. Administrators turned a blind eye to these groups, 
and some, particularly those in Beshesha, were complicit in 
anti-Christian messaging, Kesis Berhanu said. He said that 
local government knew that the attack would take place, and 
did nothing to stop it. Even though many kebele and woreda 
administrators have been replaced, such teaching continues, 
he reported. The only thing preventing another attack, he 
claimed, is the presence of regional and federal police. 


12. (SBU) In Beshesha, where the massacre took place, local 


ADDIS ABAB 00001381 004.2 OF 004 


EOC members have built a memorial where the church once 
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stood. Burned cars from the attack have yet to be moved. 
Local community leaders, as well as one older man and one 
young boy who were present during the attack, gave Poloff 
their account of events. They recalled the horror of the 

night of October 15 when hundreds of Muslims, many of whom 
they recognized as neighbors, rose over the hillside and 
stormed their church wielding weapons and torches. The boy, 
who bears a deep scar on his face from being hacked with a 
machete, told of being made to kneel and renounce 
Christianity. Though several people were arrested for 
planning the attack, the older victim (who also had machete 
scars on his face) said that many involved still live in the 
village. Local leaders reported having found a stash of 
machetes and kerosene in one of the local mosques after the 
attack. Tensions remain very high, and EOC members are 
constantly afraid of another attack. When large-scale church 
services take place, the army is called out to protect 
gatherings. 


13. (C) To gauge political space for opposition parties in 

the area, particularly in light of upcoming local elections, 
Poloff and FSN met with local UEDF leader Amente Lebeta. As 
reported in other western Oromiya cities (ref B), Amente said 
that following the 2005 elections and subsequent 
demonstrations, local officials cracked down on opposition 
parties. Indeed, no opposition parties have offices in Jima. 
Amente said that UEDF members are constantly harassed by 
security forces and are forced to meet in secret. (NOTE: As 
with other local opposition leaders in other areas, Amente 
was very nervous during the meeting and seemed highly 
conscious of being seen meeting with Poloff. END NOTE.) 
Though several UEDF members have been arrested, he said that 
many opposition)oriented voters remain silent for fear of 
losing the right to 25 kilograms of wheat promised by the GoE 
(ref C) to alleviate high prices. He dismissed the notion of 
recent religious conflict having any connection with the OLF, 
but reported that since the event, government security forces 
have increased pressure on opposition groups. Though Jima 
city voted largely CUD in the elections, Amente said that the 
UEDF and fellow opposition party Oromo Federal Democratic 


SIPDIS 

Movement (OFDM) enjoy some support. He was very confident, 
that if permitted to open offices and allowed to speak to 
constituents, his party would perform well throughout the 

zone in local elections. However, he doubted that the GoE 
would allow opposition to compete freely, and anticipates 
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boycotting the election. Separately, zonal administrator 
Mohammed-nur told Poloff that, although Jima had largely 
supported the CUD, \"voters regret that now, and this would 
be evident in the upcoming local elections. He said that 
opposition parties are free to open offices and will be able 

to compete openly, regardless. 


14. (C) While the above accounts of religious clashes around 
Jima vary somewhat, it seems clear that the violence was 
largely religious in nature. The GoE\'s assertions that the 

OLF played a role appear to be unfounded. Given Muslims\' 
greater propensity to support the ruling party, it is not 
surprising that local Muslim officials were reluctant to rein 

in Muslims who began to preach extremist views. 
National-level EPRDF officials understand the danger of 
fundamentalism, however, and seem to have taken at least some 
measures to discourage another outbreak of religious violence. 
YAMAMOTO 
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SUBJECT: SOUTH KOREA NOT CONSIDERING PARTICIPATION IN LIBYAN NUCLEAR 
POWER PROJECT 


1. (SBU) Summary: An April 14 Financial Times article quoted a 
Libyan official as saying that Libya was in discussions with South 
Korea and other countries about a nuclear power plant project. On 
May 7, Embassy received a letter from the Ministry of Foreign 

Affairs and Trade (MOFAT) saying that Korea was concerned that the 
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report may have sent the wrong message to KoreaWs U.S. ally. In 

fact, the letter said, Libya had approached Korea about cooperation 

on nuclear power, but Korea concluded that such cooperation would be 
premature. Korea prefers to start any cooperation with Libya more 
gradually with nuclear medicine or joint studies. Post had 

previously heard that Korea had held conversations with Indonesia 

and Vietnam about potential cooperation on nuclear energy, but this 
was the first we had heard about feelers from Libya. End summary. 


2. (U) The Financial Times article, headlined Libya to Get Nuclear 
Power Plant," says that Libya is pushing ahead with plans to build a 
civilian nuclear power plant with the hope that Western nations will 
provide technical and financial assistance. Quoting Matoug Matoug, 
Secretary-General of the General Peoples Committee on manpower, 
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employment and training (also identified as former head of Libya\'s 
nuclear program), the article says that Libya has been in 
discussions about the project with U.S., Russian, French, Argentine 
and South Korean officials. \"We will have the Koreans pretty soon, 
the Russians are coming, also the French, we are working on talking 
with them,\" Matoug reportedly said. 


3. (SBU) On May 7, ESTH Chief received a letter dated May 2, signed 
by Park Noh-wan, Director of the Economic Security Division, 

Ministry of Foreign Affairs and Trade (MOFAT). Following is the 

text of the letter: 


Begin text: 


Regarding the issue of Korea\'s cooperation with Libya in the field 
of nuclear energy, | would like to inform you that the Korean 
government is not considering participation in the nuclear power 
plant program that the Libyan government is trying to set up. 


As you many have seen in the Financial Times dated April 14, Mr. 
Matoug, Secretary-General of the General Peoples Committee of 
Manpower, Employment and Training, stated in an interview that the 
Libyan government had been in discussion about the nuclear power 
plant project with South Korea and added that South Korea would join 
the project pretty soon. The Korean Ministry of Foreign Affairs and 
Trade is concerned that the contents of this interview may have sent 
the wrong message to the United States, a close political and 
economic ally of the Republic of Korea. 


In fact, last year Libya did propose to Korea cooperation in the 
nuclear sector, including on the SMART project and nuclear power 
plant construction. After analyzing relevant agency opinions and 
Libya\'s current situation, the Ministry concluded that it would be 
premature to take part in the Libyan nuclear power plant project or 
negotiate an agreement of nuclear cooperation and that rather, it 
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would be better to cooperate gradually starting from lower stages 
such as nuclear medicine or joint studies. 


| hope the above explanation will clarify our stance on this matter 
for you and your government. In addition, we would welcome any 
requests for further discussion on this issue. 


On behalf of the Ministry, | would like to respectfully ask for your 
continued assistance and support in further advancing the 
cooperative relations between our two countries in nuclear energy 
and other related areas. 


End text. 


4. (U) Note: SMART stands for \"System-Integrated Modular Advanced 
Reactor,\" a small (330MW) pressurized water reactor with integral 
steam generators that Korea has been developing for applications 

such as seawater desalination and small-scale electricity 

generation. End note. 


5. (SBU) Comment: Post had previously heard that Korea had held 
conversations with Indonesia and Vietnam about potential cooperation 
on nuclear power, but this the first we have heard about Libyan 
feelers in this area. End comment. 


6. (U) Minimize considered. 
VERSHBOW 
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DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
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JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Russia, Syria/US, Sharm al-Sheikh Conference, 
Winograd Report, Lebanon, Palestinian Territories, Lebanon, Iraq 
(5/4-7) 


1. Summary: Syrian papers on May 5 reported FM Mouallem\'s 
participation in the Ministerial Conference of Iraq\'s Neighboring 
Countries held in Sharm al-Sheikh on May 4. In his speech at the 
conference, Mouallem stressed the need to schedule withdrawal of 
foreign troops from Iraq in accordance with a timetable agreed upon 
with the lraqi government, in parallel with building the national 

Iraqi army to give hope for the return of a united and independent 
Iraq. Mouallem warned against transforming talks on national 
reconciliation in lraq into mere mottoes, instead of political work 

to guarantee lraq\'s unity. Papers on May 4 reported that, on the 
sidelines of the conference on May 3, Mouallem met with Secretary 
Rice about the situation in Iraq, and with Russian FM Lavrov, about 
the situation in the region, particularly in Iraq, Palestine and 
Lebanon. Mouallem also met on May 3 with the European Union\'s High 
Coordinator for Foreign Policy, Javier Solana, for talks on 

relations between Syria and the EU. Mouallem also took part in a 
meeting of the follow-up committee of the Arab peace initiative with 
members of the International Quartet Committee. 


End of summary. 
2. Selected Headlines: 


\"Mouallem\'s meeting with Rice in Sharm al-Sheikh focuses on 
bilateral relations and on the situation in Iraq. Mouallem: The 
meeting was frank and clear; contacts will continue\" 
(Government-owned Al-Thawra, 5/4) 


\"The Sharm al-Sheikh statement emphasizes lraq\'s unity and Arabism. 
FM al-Mouallem: National reconciliation is a basic action and not a 
motto; scheduling withdrawal of occupation forces is required\" 
(Government-owned Tishreen, 5/5) 


\"On the sidelines of the Sharm al-Sheikh conference, FM Mouallem 
takes part in the meeting of the follow-up committee on the Arab 

peace initiative and reviews regional developments with Russian FM 
Lavrov and Syria-European relations with Solana\" (Government-owned 
Tishreen, 5/6) 
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\"The Sharm al-Skeikh conference ends without a US-Iranian meeting. 
Demand for scheduling withdrawal from Iraq disappears in the 
harmonizing statement of the conference" (Independent al-Watan, 
5/6) 


\"The Arab Peace Initiative Committee meets Ki-Moon in Sharm 
al-Sheikh with the participation of Syria (Government-owned 
Al-Thawra, 5/4) 


\"The Lebanese situation reaches an impasse. The opposition proposes 
a solution. Hizbollah SecGen Nasrallah: The solution is to refer 

to the people and hold early elections\" (Government-owned Tishreen, 
5/7) 


\"UNIFIL denies weapon smuggling to South Lebanon. 

President Lahoud hints at a constitutional step if the crisis 

continues. Lebanese opposition: Some have not learned the lesson 
from the Winograd Report" (Government-owned Tishreen, 5/5) 


\"President Lahoud reiterates Lebanon\'s commitment to the resistance 
and its weapons. Lahoud: The al-Saniora government is 

illegitimate. Berri: It is demolishing Lebanon\" (Government-owned 
Tishreen, 5/6) 


\"Closed consultations between Democrats and the White House. Bush 
warns against Al-Qaeda\'s control in Iraq. Al-Zawahiri announces 
Washington\'s defeat in Iraq\" (Independent al-Watan, 5/7) 


\"US losses in Iraq on the rise: The killing of 9 US soldiers in 
Diyala increases the number to 25 within one week\" (Government-owned 
Tishreen, 5/7) 


\"US soldiers mistreat Iraqis. The popularity of President Bush 
declines to 28%\" (Government-owned Tishreen, 5/6) 


\"Palestinians\' refusal of the US security plan in Gaza and the West 
Bank: It aims at aborting Palestinian resistance\" (Government-owned 
Tishreen, 5/6) 


\"The Israeli Winograd Committee moves the battle to the Israeli 
streets\" (Government-owned Al-Thawra, 5/4) 


3. Editorial Block Quotes: 


\"When Will Americans Carry Out the Last of the 
Baker-Hamilton Recommendations?\" 
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Muhyi-al-Din al-Muhammad, a commentator in government-owned 
Tishreen, wrote (5/6): WThe Sharm al-Sheikh conference on Iraq 
showed common denominators among participants, mainly an 
international unanimity on the need to help Iraq overcome its 
plight.... But the conference has failed to call for the withdrawal 

of foreign forces from Iraq... 


\"The conferees were supposed to show interest in and approve a 
substantial point, but they didn\'t. It is the need to schedule the 
withdrawal of the American and other forces that occupy Iraq. The 
approval of that point would have made it more possible to implement 
the other recommendations. 


\"Irag\'s neighbors are sincere in their interest in lraq\'s stability 
because instability in Iraq reflects negatively on them... 


\"It is regrettable that the US Administration has still not made up 

its mind and acknowledged the need to set a timetable for 

withdrawal, as recommended by the Baker-Hamilton Committee. This is 
the case even though developments have proven that this 
administration, which fully rejected the committee\'s recommendations 
immediately after they were made a few months ago, is actually 
implementing them one recommendation after another. Perhaps the 
recommendation on withdrawal will be the last to be implemented - 
that is, several months later and only when the Iraqi people have 
offered more victims and the defeat of the invading forces has 
become fully clear.\" 


Isam Dari, chief editor of government-owned Tishreen, wrote (5/5): 
\"In its relations with other countries, Syria does not look for 
difficulties, practice terrorism, sanctify wars, or evade peace and 
its requirements. The talk about difficulties must be addressed to 
those who create difficulties and hinder any effort toward a 
breakthrough in relations and toward the just and comprehensive 
peace that nations hope for. 


\"We are here commenting on US Secretary of State Condoleezza Rice\'s 
remark after her meeting with FM Mouallem that \'we do not want to 
have a difficult relationship with Syria. 


\"Secretary Rice\'s statement is very fine and promising, not only 
because the US Administration is saying that it does not want to 
have a difficult relationship with Syria, but also because this 
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administration has finally taken the step that it should have taken 
long ago, namely, engaging in direct dialogue rather than making 
fiery statements, threats, dictates, and accusations from afar. 


\"We trust that any meeting, no matter how limited in its agenda and 
regardless of whether it is confined to one subject or more, 

indicates a belated conviction on the part of the American 
decision-makers that the policy of isolation, siege, and sanctions 

is useless and will not lead to solutions to problems and crises, 

and that peoples are not managed by remote control and are not ready 
to abandon their sovereignty and relinquish their rights no matter 


what the pressure on them and regardless of the sacrifices they 
make. 


\"In full clarity, frankness, and transparency we say 

that Syria is 

indeed willing to engage in dialogue with the United States. This, 
however, does not mean we are begging for this dialogue.... 
\"The opportunity is still there if the US Administration really 

wants to go down in history as a peacemaker, not as an igniter of 
wars. Naturally, peace is made through serious and creative 
dialogue, not through the policies of isolation and the promotion of 
creative or destructive instability here and there.... 


\"Have we started to see a kind of change in American policy toward 
the region? 


\"Without being overtly optimistic and without giving pessimism 
precedence over hope, we say that the road to peace is not 
difficult. Perhaps the late start of the dialogue will be a real 
beginning for the good of the region and its peoples, serving the 
interests of everyone, and above all, the interest of world peace. 
We expect the United States to be the arbiter, not the adversary, 
and to support peace, not war.\" 


Samir Al-Shibani, a commentator in government-owned Tishreen wrote 
(5/5): \"The Sharm al-Sheihk conference on Iraq gives some hope that 
Iraq will be saved from the tragic situation caused by the US 
occupation.... More than one party now sees the need to come out of 
the Iraqi crisis... 


\"The conference reflects international attention that the US 
Administration finds difficult to curb or ignore... 
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\"Reaching a formula for meeting and understanding and recognizing 
the importance of the roles of Iraq\'s neighbors constitute a 

realistic and logical beginning for a solution because the 

neighboring countries are more interested in lraq\'s security, unity, 
and stability than others are, and any problem in Iraq reflects on 
them before it reflects on others.\" 


\"It is important to achieve lraqi reconciliation on national, not 
sectarian, bases.... There is a need for all parties to engage in 
the political process and, more importantly, to set a timetable for 
the withdrawal of foreign forces from Iraq..." 


Muhammad Ali Buzah, a commentator in government-owned Al-Thawra, 
wrote (5/4): \"Arabs must make use of the findings of the Winograd 
report in their conflict with Israel. The war on Lebanon offered a 

living and honorable model of what the Arab nation\'s option should 

be in its effort to preserve its dignity and honor and regain the 

usurped lands and rights, namely, the option of resistance, which 

has proven effective and useful in a world that, regrettably, 

recognizes only the strong, and against a racist occupation enemy 

that never understood, and will never understand, anything other 

than the logic of force....\" 


Maha Sultan, a commentator in government-owned Tishreen, wrote 


(5/6): \"The US proposal for removing Israeli roadblocks in the West 
Bank in return for a Palestinian halt to the firing of missiles is 

an attempt to diminish the Palestinian issue and the Arab-Israeli 
conflict... 


\"The US Administration will in the next few months do everything it 
can to score further achievements for Israel in an effort to improve 
the chances of the Republicans in the next presidential 
election....\" 


Corbin 
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SUBJECT: CONSULTANT TO US TRADE DEVELOPMENT AGENCY VISITS BURUNDI TO 
ASSESS OIL PIPELINE FEASABILITY 


1. Summary. An energy consultant for the U.S. Trade and Development 
Agency (USTDA) met May 2-3 with senior Government of Burundi (GOB) 
officials and private energy officials to discuss a feasibility 

study for a petroleum pipeline to Burundi. Burundian government 
officials and private concerns responded enthusiastically to the 
USTDA-funded study, and offered any necessary assistance. A workshop 
to discuss the results of the initial study will take place in 

Rwanda in September. If the study indicates that a pipeline is 
economically viable, a more technically detailed feasibility study 

will follow. End Summary. 


2. ?ke Densert, an energy consultant for the US Trade and 
Development Agency (USTDA) met with the Minister of Energy and 
Mines, the Minister of and Commerce and Trade, and leading figures 

in Burundi\'s private sector May 2-3 to asses a USTDA-funded economic 
feasibility study of the construction of a petroleum products 

pipeline from Kampala, Uganda, to Rwanda and Burundi. Econoff and 
the Embassy\'s Econ assistant accompanied Mr. Densert in his 
meetings. Mr. Densert relayed that the USTDA\'s focus in the study 

is to asses potential petroleum product demand and transportation 

costs for petroleum products for the next twenty years. 


3. In all of the meetings, public officials and private 
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representatives responded enthusiastically to the prospect of a 
petroleum pipeline to Burundi. The Minister of Commerce and Trade, 
Donatien Nijimbere, immediately understood the importance to Burundi 
of the creation of such a pipeline, and promised full cooperation 

with the USTDA in the completion of the feasibility study. 


4. Mr. Densert told the Ministers and private sector business 
people that the pipeline, if constructed, would be an extension of a 
light oil (gasoline, gas/oil, jet fuel and kerosene) pipeline from 
Eldoret, Kenya, to Kampala, Uganda. Scheduled construction is to 
begin in fall 2007. The USTDA anticipates that the pipeline will be 
finished in late 2008/early 2009. Heavy fuel oil, he informed them, 
would contaminate the pipeline; therefore, transport to Burundi by 
tanker truck would continue for this commodity. 


5. Mr. Densert indicated that, upon completion of the feasibility 
study in September 2007, a workshop to discuss the results of the 
study would be held in Rwanda. Participants from Burundi and the 
other countries involved in the proposed pipeline will be encouraged 
to offer input on the completed study. He suggested that the 
Ministry of Energy and Mines, the Ministry of Commerce and Trade, 
and private business concerns, recommend approximately five 
participants from Burundi to attend the workshop, and offered to 
investigate potential funding to facilitate their participation. 

Mr. Densert said that a specific date for the workshop would be 
determined as the feasibility study drew closer to completion, and 
upon conclusion of the workshop, the USTDA will finalize the study 
and issue a final report. If the initial study indicates that the 
pipeline is economically viable, a more technical feasibility study 
will follow. 


6. Comment. In his parting observations, Mr. Densert recommended 
training courses in the U.S. in the field of petroleum-product 

supply and distribution for appropriate government officials. 

Access to reliable energy, and increased expertise, will go far in 
boosting Burundi\'s economy, and serve as a foundation for its 
economic progress. End Comment. 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR MAY 07, 2007 


1. This is the Southeastern Turkey press summary for May 07, 
2007. Please note that Turkish press reports often contain 

errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL: 


2. GUNDEM: The daily claims that, after AKP called for 

early elections, AKP began to press for a constitutional 

amendment package at the parliament to which CHP reportedly also 
extends support: Those amendments, if passed, will reportedly 
hinder DTP from winning seats in the parliament through 
independent candidates. This move by the AKP is because of its 
fear that it could lose many votes to DTP in the southeastern 

region. (Note: DTP\'s strategy for the next elections was 

formerly announced in the same newspaper: to win seats through 
independent candidates. End Note.) 


3. CUMHURIYET / GUNDEM / YENI SAFAK / EVRENSEL: DTP 
national chairperson, its central executive board, party 

assembly members and mayors from DTP will hold a 2-day meeting 
on May 8 and 9 in Diyarbakir with the election agenda. 

Candidates to be nominated, independent candidates, alliances 

and strategies of the party will be among the topics of the 
discussions. The party is aiming to have 24 deputies in the 
parliament through independent candidates to be able to form a 
parliamentary group later. Cumhuriyet daily reports that there 

are a lot of intra-party disputes going on regarding naming the 
nominees. It is almost definite that Ahmet Turk (Chairman of 

DTP), Aysel Tugluk and Osman Ozcelik (Vice-Chairmen of DTP), and 
Hilmi Aydogdu (DTP Diyarbakir Provincial Chairperson) will be 
nominated. Ahead of the 2-day meeting, DTP Diyarbakir party 
organization held a meeting yesterday. Meanwhile, caucuses are 
being held in other provinces, such as in Elazig, to elect a new 

board for the local party organization, after the former 

chairperson resigned from office. 


4. GUNDEM: After examining data obtained from the last 
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national census in 2000, the Higher Election Board determined 
that Diyarbakir province\'s quota for parliamentarians in the 
next elections should increase from 8 to 10. In the November 
2002 elections, 6 AKP nominees and 2 CHP nominees from 
Diyarbakir were able to win seats in the parliament. 


5. YENI SAFAK / GUNDEM / EVRENSEL: Mahmut Alinak, DTP 
Kars Provincial Chairperson, has been sentenced to 10 months in 
prison under Article 301 for uttering the following remarks, 

which allegedly downgraded The Turkish Parliament and the 
Turkish Chief of Staff, during the opening ceremony of the DTP 
Ardahan party building (on an unspecified date): \"Semdinli 
(bookstore) was bombed by the hitmen of \'the counter-guerilla 
republic. It is therefore natural for the current regime to 

protect those hitmen.\" Alinak will apply to a higher court to 

appeal the court verdict. 


SECURITY: 


6. YENI SAFAK / GUNDEM / CUMHURIYET / BOLGE: Two jandarma 
commandos were killed in a conflict between security forces and 
PKK members in a section of Sirnak. Gundem daily separately 
claims that a PKK member was allegedly \executed\' in a military 
operation going on in Hatay\'s Hassa district, since the PKK 
member allegedly carried no arms. Cumhuriyet daily claims two 
PKK members were killed in Hassa district and those PKK members 
had one M-16 and one Kalshnikov rifle, and four grenades with 
them. Bolge and Yeni Safak dailies report 5 PKK members killed 

in Hassa. Cumhuriyet daily reports three people detained on 
grounds that they were PKK members in two separate operations in 
Van. Meanwhile, a private was reported as wounded by a land 

mine in Bingol\'s Genc district. Gundem daily also claims that 

Land Forces Command decided to clad the senior officers in the 
army with the same uniform that the privates are wearing during 
operations because of the increasing number of deaths among the 
senior officers. 


7. CUMHURIYET / GUNDEM: A hand-made bomb exploded at 11.30 
p.m. in front of a police station in Gaziantep. A person was 

reported as wounded as a result of the explosion. Two people 

wearing helmets were reported as leaving the bomb device there, 

and they reportedly fled the scene on a motorcycle. 


ECONOMY 
8. GUNDEM: Ferda Cemiloglu, a Turkish businesswomen from 
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GUNSIAD (Southeastern Industrialists and Businessmen 


Column 3 

Association), reportedly said that the political instability 

caused by the announcements of the Turkish Chief of Staff about 
a possible cross-border operation into northern Iraq has 
decreased exports from Turkey to Iraq by 8 per cent. Cemiloglu 
also said that Turkey\'s attempt to decrease the revenues the 
northern Iraqi region is obtaining through the Habur Border Gate 
in Sirnak through establishing two new borders at the Syrian 
border would do no good to Turkey\'s economy. 


CRIME AND LAW ENFORCEMENT 


9. HURRIYET (CUKUROVA): Jandarma found 137 kilograms of 
hashish and 5 kilograms of heroin in hidden sections of a car 

during routine road checks in Van\'s Muradiye district. Four 

people in the car were detained. 


CULTURE / SOCIETY / ENVIRONMENT 


10. BOLGE / EKSPRES: Adana Municipality sponsored a Spring 
Festival in Karaisali district of Adana which is held annually. 

Karaisali Mayor thanked Mayor Durak for services the Adana 
Municipality rendered for the district. 


11. BOLGE / EKSPRES: A 60-person youth group, whose members 
are university students, paid a visit to provincial party 

organization of MHP in Adana to get to know more about MHP. 

Provincial Chairperson Tankut conversed with the youth. 


12. GUNDEM: The \"silent marchW TUHAD-FED (Solidarity 
Association for Families of the Inmates) members were planning 
to hold in Diyarbakir to draw attention to the health condition 

of Abdullah Ocalan and to the \"poor living conditions in jails\" 
was reportedly prevented by the Diyarbakir police who took 
intense security measures with armored police vehicles at the 
site of the march. The daily separately notes that 6000 
signatures were gathered at the Maxmur Camp in northern Iraq 
during a three-day campaign that was started by Feleknas Uca, a 
European Parliamentarian, to draw attention to Ocalan\'s health 
condition. 


13. GUNDEM: A festivity DTP was planning to hold yesterday 
on the banks of the Euphrate River, in an area which is close to 
the birth place of Abdullah Ocalan, on a week that is close to 
Mother\'s Day (May 13), was banned by the Sanliurfa Governor\'s 
Office on alleged grounds that people may attempt to visit the 
graveyard of Abdullah Ocalan\'s mother there. 


14. EVRENSEL: GABB (Union of Southeastern Turkey\'s 
Municipalities) sent food aid to 450 families in Sirnak\'s Cizre 
district who were affected by the flooding that hit the area on 
April 29 (see press summary for May 1). 
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SIPDIS 


STATE(EUR/UBI AND OES/SAT) 
COMMERCE FOR NWS/JONES 


E.O. 12958: N/A 

TAGS: TPHY, OTRA, KSCA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR DOC EMPLOYEE JOSEPH 
SIENKIEWICZ - MAY 15-18, 2007 


REF: USDOC 04162 


1. Country clearance is granted for May 15-18, 2007 visit of 
Joseph Sienkiewicz, Department of Commerce, National Oceanic 
and Atmospheric Administration (NOAA), National Weather 
Service (NWS)to Amsterdam, The Netherlands. The purpose of the 
visit is to attend and paricipate in a review of 

scatterometer products and operational uses in the 

Ntherlands. Learn how other nations obtain and use other 
scatterometer data sources. 


2. Embassy understands that no assistance is necessary. 
POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 
or use of non-USG owned computer hardware and software at all 
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USG diplomatic facilities. Cell phones, palm pilots, radios 
and other convenience electronics are prohibited in all 
secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do nat distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 
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An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 

small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 

been victimized, losing personal or unclassified government 
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computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


ARNALL 
ARNALL 
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RUEHKO/AMEMBASSY TOKYO 2466 

RUEHBK/AMEMBASSY BANGKOK 1454 

RUEHOT/AMEMBASSY OTTAWA 0432 

RUEHML/AMEMBASSY MANILA 1361 

RUEHLO/AMEMBASSY LONDON 0125 

RUEHBY/AMEMBASSY CANBERRA 0124 

RUEHVC/AMCONSUL VANCOUVER 0072 

RUEHGV/USMISSION GENEVA 0292 

RUEATRS/DEPT OF TREASURY WASHDC 

RUCPODC/USDOC WASHDC 1258 

RUEHLMC/MILLENNIUM CHALLENGE CORP WASHINGTON DC 0563 
RHEHNSC/NSC WASHDC 

RUEKJCS/SECDEF WASHDC","UNCLAS SECTION 01 OF 02 ULAANBAATAR 000267 


SIPDIS 


SENSITIVE 
SIPDIS 


GENEVA FOR USTR 

STATE PASS USTR, USTDA, OPIC, AND EXIMBANK 
STATE FOR EAP/CM AND EB/IFD/OIA 

USAID FOR ANE FOR D. WINSTON 

MANILA AND LONDON FOR ADB, EBRD USEDS 
TREASURY FOR USEDS TO IMF, WORLD BANK;TTYANG 
USDOC FOR ZGCROSS 


E.O. 12958: N/A 

TAGS: ETRD, PREL, EMIN, KNNP, EAID, ECON, EFIN, PGOV, MG 
SUBJECT: New Minister of Industry and Trade Seeks U.S. Help on 
Cashmere, Leans Toward U.S. Coal and Uranium Firms 


Ref: A) Ulaanbaatar 0265, B) Ulaanbaatar 0238 


SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION. 
CAUTION: CONTAINS PROPRIETARY INFORMATION. 


1. (U) This an action cable for USTR. See action requested in para 
5. 


2. (SBU) SUMMARY: Newly appointed Minister of Industry and Trade Ts. 
Davaadorj invited Charge over to press for a favorable reply to 
MongoliaWs request for a five-year extension of its export tariffs 

on cashmere. He also encouraged Peabody Energy\'s involvement with 
developing the important Tavan Tolgoi coal mine and suggested that 
U.S. firms should participate in the extraction of the country\'s 

uranium reserves. Davaadorj pushed for a Free Trade Agreement, 
asserting it would help Mongolia balance trade with its giant 

neighbors, China and Russia. The two also exchanged views on the 
Generalized System of Preferences (GSP) and tourism development. END 
SUMMARY. 
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3. (SBU) On May 2, Charge, accompanied by Economic/Commercial 
Officer and FSN interpreter, paid an introductory courtesy call on 
recently elevated Minister of Industry and Trade Davaadorj (Note: 
Ref A provides background on Davaadorj\'s appointment, local 
assessments, and bio information). Other attendees from MOIT 
included Director General for Trade Enkhbold, MOIT Americas Desk 
Officer Munkhjargal and B. Zoltuya, Senior Officer of the Trade and 
Economic Cooperation Department at MOIT. Except for brief 
interludes with his staff, the Minister spoke entirely, if sometimes 
haltingly, in English during the hour-plus meeting. 


Minister Seeks Favorable USTR Reply 
to Cashmere Extension Request 


4. (SBU) Minister Davaadorj said he had accelerated the timing for 
the meeting because the USG had not yet responded to the Ministry\'s 
request for support on its WTO application to allow Mongolia to 
extend its export tax on cashmere for another 5 years. He said the 
waiver would help keep cashmere -- which he called his country\'s 
only major \"brand\" product -- from being destroyed by China\'s 
predatory import practices at the expense of Mongolia\'s nomadic 
herder community. (Note: Davaadorj may be playing the nationalist 
card here perhaps to justify a WTO exception. It should be noted 

that Mongolian herders sell to Chinese traders primarily because: a) 
the Chinese pay on the spot in cash; and b) often the Chinese 

traders are the only ones in a local market buying cashmere. Prices 
for cashmere are widely available largely due to USAID programs that 
have been operating for years to broadcast market information via FM 
Radio. Over the past few years some in the domestic industry have 
actually complained that Chinese traders are actually driving up the 
market price of raw cashmere to the benefit of Mongolian herders but 
at the expense of Mongolian traders and processors.) 


5.(U) ACTION REQUESTED: Post understands this issue will be taken 
up at this monthYs WTO meeting (May 21 or 22) and would appreciate a 
prompt response to enable the Charge to answer the Minister\'s 

request. The issue was raised in early March during the Trade and 
Investment Framework Agreement (TIFA) discussions in Ulaanbaatar and 
there were subsequent email exchanges, but the GOM awaits a reply 
from USTR. 


Encourages U.S. Participation in Coal, Uranium Mining 
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6. (SBU) Turning to mining, Minister Davaadorj expressed general 
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support for the involvement of U.S. based Peabody Energy in 
developing Mongolia\'s world class Tavan Tolgoi coal mine. He said 
Peabody would be asked to play a \"key role\" in the project, 
including participating in a newly created experts group\" to advise 
the GOM as well as a working group" that would set the terms of 
reference for the project itself. In addition, Davaadorj said 

rising uranium prices had raised interest in Mongolia\'s uranium 
deposits (see ref B), which seem significant but remain largely 
unexplored. The Russians had recently sent a delegation (see ref B) 
in an attempt re-assert their command of the sector and a general, 
non-specific memorandum had been signed, but he believed U.S. firms 
have extensive experience in handling and developing this important 
and sensitive commodity as well as meeting USG regulations and in 
dealing with the Russians. 


7. (SBU) On a side note, Davaadorj told the Charge that [Speaker of 
the Mongolian Parliament] NyamdorjVs recent trip to Australian mines 
had helped alleviate the influential politician\'s suspicions of 
increased mining sector FDI while spotlighting the benefits derived 
from taxing mining industry profits. 


TIFA and FTA to Help Balance China, Russia Trade 


8. (SBU) The Minister also shared his thoughts on the recent TIFA 
talks, saying Mongolia\'s relationship with the U.S. helped his 
country maintain its economic independence while \"synching\" trade 
with its massive neighbors China and Russia. In this regard, he 
also sought forward movement on a Free Trade Agreement (FTA). 


Developing Tourism and Using GSP 


9. (SBU) The Charge said we would seek a reply to the Minister\'s 
WTO cashmere request, and he thanked MolT for its support of Embassy 
and USTR GSP outreach efforts that followed TIFA in March. He 
encouraged the Minister to promote GSP opportunities more heavily in 
outlying aimag (province) areas. (Note: The Charge\'s trip a week 
earlier to the country\'s western most aimags revealed that few there 
had any inkling of the tariff-free export possibilities offered 

under GSP, and especially for handicrafts, which hold promise for 
increasing incomes in MongoliaWs poorest areas.) The Charge noted 
the Asia Society\'s Williamsburg Conference to be held in Ulaanbaatar 
in mid-June presented an excellent opportunity for Mongolians in 

both the public and private sectors to rub elbows with some senior 
influential Asian and American corporate and political figures. He 

said he would broach the idea with the organizers of allowing the 
display and sale at an appropriate venue and time of the very same 
handicrafts that might be exported to the U.S. tariff-free under the 
GSP Handicrafts agreement. 
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10. (SBU) Charge also encouraged Mongolia to do more to work with 
U.S. tour operators and investors in developing Mongolia\'s tourism 
industry, especially in preparation for the 2008 Beijing Olympics, 
which promises to bring thousands of potential tourists to 

MongoliaWs doorstep, a quick two hour flight from Beijing. The 
Minister said he would refer this to the Ministry of Roads, 
Transportation, and Tourism, but noted he himself owns a tourism 
company. 


Goldbeck 


107139 

RR RUEHLMC RUEHVK 

DE RUEHUM #0268/01 1280559 

ZNR UUUUU ZZH 

R 080559Z MAY 07 

FM AMEMBASSY ULAANBAATAR 

TO RUEHC/SECSTATE WASHDC 1073 

INFO RUEHUL/AMEMBASSY SEOUL 2733 

RUEHBJ/AMEMBASSY BEIJING 5540 

RUEHMO/AMEMBASSY MOSCOW 1761 

RUEHKO/AMEMBASSY TOKYO 2468 

RUEHOT/AMEMBASSY OTTAWA 0434 

RUEHML/AMEMBASSY MANILA 1363 

RUEHBK/AMEMBASSY BANGKOK 1456 

RUEHVK/AMCONSUL VLADIVOSTOK 0094 

RUEATRS/DEPT OF TREASURY WASHDC 

RUCPODC/USDOC WASHDC 1260 

RUEHLMC/MILLENNIUM CHALLENGE CORP WASHINGTON DC 0565 
RUEKJCS/SECDEF WASHDC 

RUEHRC/USDA FAS WASHDC","UNCLAS SECTION 01 OF 06 ULAANBAATAR 000268 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE PASS PEACE CORPS, OPIC AND EXIMBANK 

STATE PASS EPA AND DEPT OF INTERIOR FOR NATIONAL PARK SERVICE 
STATE FOR EAP/CM, OES, PD/ECA, AND EB/TPP 

USAID FOR DEIDRA WINSTON 

BANGKOK AND MANILA FOR USAID 

TREASURY FOR T.T. YANG 

USDA FOR FAS FOR N. SAKLAH 


E.O. 12958: N/A 

TAGS: PGOV, ETRD, SENV, PREL, EMIN, SOCI, MG 

SUBJECT: Western Snapshots Part 2 of 3: Bayan Ulgii - Home to 
MongoliaWs Kazakh Minority 


Ref: A) Ulaanbaatar 253, B) 06 Ulaanbaatar 0237, C) Ulaanbaatar 
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0234, D) Ulaanbaatar 245 
SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION 


1. (SBU) SUMMARY: The Charge visited Bayan Ulgii (BU) aimag 
(province) in Mongolia\'s far west April 24/25. BU is home to 

Mongolia\'s largest ethnic minority group: Moslem Kazakhs make up 92% 
of the aimag\'s 100,000 citizens. Several BU interlocutors stressed 

that they are \"calm, moderate, secular Sunni\" adherents that eschew 
radical Islam and those twisting it to justify violence. Contacts 

described the region\'s quiet acceptance that this far western area 

is largely \"forgotten or ignored\" by those in power in Ulaanbaatar, 
especially with respect to budget allocations and attention to its 

concerns. Business and government officials nonetheless see tourism 
(including sales of colorful Kazakh handicrafts)as a growth sector 

as well as processing of cashmere and other animal products, trade 

with neighboring China or Russia, and mining. USDA monetized 
commodities-funded loan guarantees are successfully stimulating 
entrepreneurship and job creation. A USAID-funded court automation 
project is making important contributions to rule of law and 

governance. Educators requested more books, Peace Corps Volunteers, 
and contacts with U.S. universities. Media reps sought training, 

funding, and equipment upgrades (from 1960\'s vintage systems). END 
SUMMARY. 


Itinerary: Emphasis on Islam 


2. (U) Charge visited Bayan Ulgii (BU) aimag (province) April 24/25, 

on the second of three stops during an April 23-28 swing through 
Mongolia\'s three western most aimags. (Note: Ref A summarizes 
Charge\'s visit to Khovd. Ref B for a summary of the face of Islam 

in Mongolia.) He met with Bayan Ulgii Aimag (province) and also 

Ulgii City (provincial capital) officials, Mongolia\'s Islamic 

Society Head and Imams and visited Ulgii City\'s mosque, business 
representatives, Vocational Teachers College, and Eastern Kazakhstan 
University Branch Campus professors, and USAID-funded GER Initiative 
CHF leaders as well as three local program participants. He also 
toured the bazaar and visited the aimag\'s museum. This cable, the 
second of three, provides a snapshot of the brief visit to Bayan 

Ulgii. 


Governor Reviews Aimag\'s Plusses and Minuses 


3. (U) Bayan Ulgii aimag Governor Khabsator told the Charge April 25 
that Kazakhs make up 92% of the aimag\'s 100,000 citizens, with the 
remaining 8% distributed among several other ethnic groups spread 
over some 46,000 square kilometers. (Note: For reference, this 
makes Bayan-Ulgii about 50% larger than the state of Maryland, but 
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with 2% of the population.) He volunteered that the Kazakhs follow 

a \"calm form of Islam\" and the remainder of the population is a 
mixture of Buddhist and Shamanist. The region\'s economy is driven 
largely by herding as well as trade with neighboring Russia and 

China. But some food processing factories have recently opened, and 
some firms also process leather and wool. He noted unemployment was 
fairly high (other interlocutors put it at around 30%), but he 

attributed this in part to Kazakh traditions of children staying 

close by and supporting their parents, which tended to cluster many 
people around fewer jobs. Fortunately, significant growth in small 

and medium enterprises has provided jobs; otherwise, unemployment 
would have been even worse. However, the Governor noted that the 
region\'s a high population growth rate presents an ongoing 

challenge. Last year the aimag created 2,000 jobs but needs to 
create as many again this year if it is to keep up with local 
employment needs. 


4. (U) Governor Khabsator enumerated the regions problems: 1) far 
from Ulaanbaatar, making goods and travel more expensive; 2) poor 
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infrastructure in terms of roads, buildings, etc., and the region 
depends on Russia for electricity so it has frequent outages (Note: 
The Russians complain the aimag doesn\'t pay its bills on time), and; 
3) there is little foreign direct investment (FDI) and little 

Russian or Chinese interest in making such investments. He 
complained that recently Russia had become more \"protectionist,\" 
having forced out \"non-Russian\" traders from its border area, 
resulting in the return of some 400 BU traders. The Governor said 
BU\'s advantages include: 1) a region with significant tourism 
resources, well-endowed by nature and with many ethnic groups; 2) 
mineral resources which have been largely untapped, 3) good trading 
proximity to Russia and China, and; 4) a strong handicrafts 

tradition. He lamented the lack of progress on the central 

government promised free trade zone and noted a road connecting 
Russia and China remained unfinished because BU lacked funding to 
finish the remaining 150 kilometers passing through its territory. 

The central government provides 80% of the aimag\'s budget, with 20% 
coming from locally raised revenues. He expressed gratitude for 
USG-funded development and PAO programs, and he was grateful for 
Peace Corps support but politely complained that BU was 
\"underrepresented\" in this regard compared to other less populated 
aimags. (Note: BU ranks third in population among Mongolia\'s 
aimags, but 17 of 21 in physical size.) 


4. (U) Citizen\'s Khural Chairman Erjan said the 35 member Khural is 
comprised of 17 members from the Mongolian People\'s Revolutionary 
Party (the much-changed successor to the former Communist Party);16 
elected under the Motherland Democratic Party; Coalition (MDC) 
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banner and 2 independents. Under an agreement reached following the 
2004 election, the Governor\'s seat is held by the MPRP while the 
Khural Chairmanship is held by an MDC member. Nine members in the 
Khural\'s Presidium work full-time, with four each for the two major 
parties plus one independent. Of the aimag\'s 13 soums, six are held 
by MDC members and six by the MPRP. 


5. (U) The Charge stated noted that the U.S. and Mongolia are good 
friends. He described the range of cooperation between the two 
countries. The U.S. was proud, as President Bush had said during 
his 2005 visit, to be Mongolia\'s \"third neighbor. The Charge noted 
the Embassy planned to expand its outreach this year, the 20th 
anniversary of the establishment of diplomatic relations, adding 

that the Ambassador planned to visit the region later this year. He 
noted this was a familiarization visit, but that he also hoped to 
identify potential areas for cooperation in commercial, educational, 
and other sectors. 


Ulgii City Governor 


5. (U) On April 24, a local wrestling champion hosted a cordial, 

three hour family-style dinner at which Ulgii City Governor 

Khaisaina provided an overview of the provincial capital\'s 

situation. Only 400 of the city\'s 6,300 families live in 

apartments; the rest live in single family houses, not in gers (yurt 

in Turkish and Russian) as elsewhere in Mongolia. The city boasts 
factories for cashmere, camel hair, and wool processing, and small 
traders sells goods imported from Russia and Chin. Roughly 30% of 
the city\'s 30,000 residents remain unemployed, making job creation 
high among the city governor\'s tasks. The city has 10 primary and 10 
secondary schools, including 3 private secondary schools, and has a 
technical college (focusing on constructions skills and hopeful of 
MCC funding) as well as a branch university and a branch of the 
Eastern Kazakhstan University. The city has one TV station, five FM 
radio stations, and four cell phone providers. Last year some 3,000 
foreign visitors passed through BU, largely trekking to mountain and 
nature areas. 


6. (U) Governor Khaisana listed key problems the city faces, 
including: 1) pollution - as all but the few apartment dwellers burn 
coal for heating and cooking; 2) lighting - light poles were 
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installed during the Soviet era, but they now lack lamps, and he 
worries about security and safety in the dark city; 3) 
desertification - climate changes have yielded more droughts and 
overgrazing is a problem; 4) too few schools - leading to 
over-crowding (built for 900 but servicing 2,000) and sometimes 
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triple shift use of the schools; and, 5) poor medical care and 
diagnostic facilities. 


\"Calm\" Islam the Dominant Religion 


7. (U) The Charge briefly paid his respects at Bayan Ulgi\'s main 
mosque on April 25 where he met with Mongolia\'s Islamic Society 
leaders. These leaders said Mongolia has 32 mosques in total. 

Ulgii City is home to five of them, and the aimag hosts another 

nine, with the remainder strewn among the rest of Mongolia\'s aimags. 
Plans are underway to build a mosque in Ulaanbaatar, the first 

ever, using locally contributed funds. Approximately 20 Mongolians 
make the Hajj pilgrimage to Mecca each year, all self-financed, 
although Saudi Arabia initially helped finance the travels of the 

first few tranches of about 30 per year for the first three years 

after the Soviets left in the early 1990\'s. The Soviets did not 

allow mosques to operate and prayers were conducted in individuals\' 
homes. Islamic leaders stressed they were \"secular Sunnis\" and not 
radicals and that they did not support the violent approaches 

radicals espoused. 


8. (SBU) Over a dinner hosted by the Charge, Islamic Society Head 
Sovetkhan, joined by Imam Ayadas, and Imam Nurbeck, a Kazakhstani 
teacher at their local school, reiterated that the Society was 

strongly opposed to radical Islam and lamented the damage done to 
the religion by those using it to justify violence. He said 

approximately 200 students from the aimag attended schools overseas, 
principally in Turkey, Egypt, and the United Arab Emirates. What 

kind of ideas did these students bring back with them, the Charge 
asked? Sovetkhan said the Society\'s leadership examined them 
closely on return to ensure they had not been \"radicalized\" and they 
were satisfied that, to date, this had not been the case. Rather, 

they were impressed with the quality of the educations they obtained 
overseas relative to what could be provided locally. 


9. (SBU) He said the aimag had particularly close ties with Turkey 

and Kazakhstan, as both provided considerable educational assistance 
underpinned by a moderate, secular philosophy. He said the Charge\'s 
visit earlier in the day to the main mosque to pay his respects was 
especially appreciated by the Society\'s leaders, as was President 
Bush\'s Ramadan message. Sovetkhan expressed gratitude for the 
Charge\'s offer to host an event for Mongolian Islamic leaders during 
their mid-May national conference in Ulaanbaatar. (Note: Sovetkhan 
later told POL FSN that about 50-60 participants will likely attend 

the May 18-20 conference, including Mongolia\'s Moslem community 
leaders -- about 40 from BU and four Kazakh-dominated soums from 
neighboring Khovd aimag -- plus guests from Turkey, Kazakhstan, 
etc.) 


10. (SBU) Sovetkhan said the Islamic Society did not have 
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sufficient funds to provide social welfare, as such societies do 
elsewhere. He complained that the aimag was not \"well- or 
proportionally\" funded by the central government and thus 
infrastructure, educational and medical services all suffered. As 

to other social problems, he was concerned about growing alcoholism 
among his flock, acknowledging that Mongolian Kazakh Moslems 
sometimes tipped back a bowl or two of airag, fermented mare\'s milk. 
(NOTE: To put this in perspective, our Embassy FSN driver said he 
had observed just three \"drunks\" in the entirety of our two evenings 
in Bayan Ulgii, adding, by comparison, the same number might be seen 
in one late night hour along a five block stretch of road in 

Ulaanbaatar, by his calculations. In the opinion of our Commercial 
Officer, who has spent a great deal of time in Bayan Ulgii as both a 
Peace Corps Volunteer and private citizen and thus is familiar with 
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alcohol use and abuse among the Kazakhs, drinking has been going on 
at about the same pace since before the fall of socialism in the 

early 1990\'s. The renaissance of Islam in BU, in his view, has 

simply sensitized the local Imams to a problem that pre-existed 

their coming.) 


Business Leaders Explore Prospects: 
Tourism, Trade, and Mining 


1. (U) Meeting with a few business leaders, including the head of 

the local chamber of commerce, the Charge learned that the upturn in 
business activity in recent years stemmed at least partially from 

the restoration of cashmere and wool processing, which had fallen 
dormant after the Soviets withdrew in the early 1990s. Tourism is 

the best growth prospect in their view, and they hope to capture 

\"co-, ethno, and extreme\" tourists in growing numbers in the years 
to come, although they realize they are dependent on establishing 
better, more frequent, and cheaper air connections to Ulaanbaatar (a 
second airline, EZnis recently began flying to BU, but fares had yet 

to experience much competition; see ref D) and more infrastructure 
(hotels, tourism firms, etc.) is needed to become a true end 
destination. They complained that often tours are booked through 
operators in the capitol (some even position their own vehicles in 

BU for the summer tourism season and then withdraw them thereafter), 
yielding few if any benefits for the local firms and services. 

There is another international connection via a weekly flight 

to/from Kazakhstan. 


12. (U) While they believe there are substantial mineral resources 

in their aimag, they understand development and management of these 
resources are outside the aimag\'s purview and fall under the central 
government. Business reps hoped that the Russia-China road, nearly 
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complete save the portion through Mongolia, could be routed through 
BU, but they too were doubtful that the central government will 

provide the resources needed to build the 100 kilometers needed to 
connect the road through BU. (Note: These were the same hopes - 

the road and the FTZ - mooted during the previous Ambassador\'s swing 
through the area last June.) Reps complained that electricity was 
expensive, at 10 cents per kilowatt hour, and the Russians routinely 

cut the power, disrupting businesses, but they hoped new 

hydro-electric power projects underway in Mongolia\'s western region 
will reduce dependence on Russian electricity. Reps also complained 
that capital was not available and application procedures were 
expensive and bureaucratic (World Bank and Asian Development Banks 
required project proposals be written in English and then these 

banks seemed to favor UB-based proposals over distant aimag needs). 


USDA-Funded Development Program 
A Resounding Success 


13. (U) The Charge was briefed by the local Growing Entrepreneurship 
Rapidly (GER) Initiative representative regarding loan guarantees 
drawing on funds provided by monetized USDA wheat and administered 
by USAID. About 149 loans had been made averaging about US$1 ,000 
each since lending began last November, and some 600 clients had 
availed themselves of business services, training, etc. Afterwards, 
Charge visited three clients, a bakery, a handicrafts producer, and 

a small cafe. (NOTE: These three clients, among the program\'s most 
successful, had generated a total of 13 new jobs, demonstrating the 
importance of this USDA-funded, USAID-managed program in 
contributing to the total of 2,000 aimag jobs created last year 

according to the Governor.) 


Handicrafts Cooperative Expansion Plans; 
U.S. GSP Program Explored 
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14. (U) The head of a local Kazakh women\'s handicraft cooperative 

said the coop had begun with 10 members a few years ago but now 
boasted some 30 members. All had received some training to ensure 
quality standards were understood. The group has participated in a 
number of trade fairs, including one in Urumqi, China. She hoped 

the coop could branch out and eventually have operations in all the 
aimag\'s soums (county), but that start up costs for larger scale 
operations meant the group needed about US$3,000 to $5,000 per soum. 
Charge explained the U.S.\' Generalized System of Preference (GSP) 
and noted ongoing work with the GOM for a special agreement on 
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handicrafts, which would be of interest to these producers. Asked 
about component costs for a traditional 4x7 foot Kazakh ger hanging, 
she said the cloth backing, all thread, and materials - all from 

China -- cost about US$20 and about US$40 in labor goes into 
producing each hanging. 


Judicial Reform Project Much Appreciated 


15. (U) During a brief meeting with Bayan Ulgii aimag Chief Justice 
Ashabyl, Ashabyl said the computerization of the courts had 
significantly increased the speed and quality of the work being 
performed. Previously, a clerk hand-typed all briefs and decisions, 
often working seven days a week late into the night. Even then the 
courts rarely met the requirement that the decision be made 

available to the concerned parties within one week. Now, this 
information was available almost as soon as the case concluded, and 
information on pending cases was instantly available via a 
stand-alone computer at the ground level entry, so all could learn 

the status of a given case. He expressed deep gratitude to the USG 
for providing this equipment and identified a few remaining needs 
which would enhance the court\'s performance (five more computers for 
additional staff plus matching printers and an additional photo-copy 
machine). Once the judges go on-line, they expect they\'ll be able 

to both share their own decisions (they do now but via hand-carried 
disks) in-house as well as with other aimag courts. 


English Language Teachers Lack Books, Budget; 
Seek U.S. University Contacts, Peace Corps Vols 


16. (U) During a joint meeting with English language teacher from 

the Bayan Ulgii Teachers College, the Vocational Technical School, 

and the Eastern Kazakhstan University Branch Campus English language 
teachers, all noted they often had just one textbook for their 

classes and they asked whether the USG might provide classroom sets 
of texts, ideally in Kazkh language. There were few training aids, 

such as tape recorders or computers and all teachers felt they 

needed additional professional development. They also noted very 
helpful past cooperation with Peace Corps Volunteers and asked 
whether some might be assigned to BU. Teachers sought contacts with 
U.S. universities and the Charge said the PAO would help them 

initiate this process. 


Environmental Protection Preserves 
Tourism Asset; USG Cooperation Sought 


17. (U) Mongol Altai Nuruu Special Protected Area Office Head 
Mantai described his team\'s efforts to preserve and protect the 
aimag\'s five major reserves, representing 21% of the aimag\'s 
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territory, under his care. He said that these reserves included 
some of western Mongolia\'s most scenic terrain, including the 
revered Tavan Bogd Mountain, and was home to many at risk or 
endangered species, such as the snow leopard. He noted that the 
protected areas were a relatively recent creation, so it contained 
some existing family homesteads and small villages. Tourism is 
growing, he said, but tour operators were only now beginning to 
appreciate the importance of protecting the environment and 
employing \"green\" techniques and technologies. 
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18. (U) Mantai\'s concerns included: 1) illegal logging both by 
Mongolians and neighboring Chinese and Russians;; 2) increased wolf 
populations that threaten animal and human populations in the 
protected areas and adjacent buffer zones; 3) \"human activities,\" 
which he described as herders grazing their animals in these areas 
before or after the March to October permitted period; 4) use of 
weapons by Border Forces (implying hunting), although they also help 
protect against poachers; and 5) small scale artisanal miners 
beginning to operate in some areas. He said his office would 
welcome any assistance that might be offered, and Charge undertook 
to provide some suggestions for potential cooperation both at the 
U.S. national and state levels. 


Media Meeting: Help Us - Please! 


19. (U) During a pleasant half hour exchange with BU\'s electronic 

and print media representatives, Charge delivered common points (see 
para 5) and then took questions and comments. The discussion 
quickly shifted to a wish list of the group\'s needs, including: 1) 
professional development and English language training for the 

staff; 2) financial assistance to allow the cash-strapped, 
government-owned newspaper (the nation\'s only Kazakh language paper) 
to return to at least weekly rather than quarterly publication; 3) 

newer radio and TV production consoles than the vintage 1960\'s Czech 
equipment currently being operated; and 4) avian influenza materials 

in English or Mongolian for translation into Kazakh language spots. 
Charge said he would refer these requests to the relevant embassy 
sections. 


Goldbeck 
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E.O. 12958: N/A 
TAGS: SENV, TPHY, WMO, HR 
SUBJECT: CROATIA SUPPORTS US WMO POSITION 


REFTEL STATE 47359 


1. Summary: The Croatian Meteorological and Hydrological Service 
(DHMZ) is actively involved with the World Meteorological 
Organization, plans to attend the upcoming Congress and supports the 
US position on strengthening the WMO in its intended capacity. End 
Summary. 


2. Econoff spoke with Ivan Cacic, director, and Kreso Pandzic, 
assistant director of Croatia\'s Meteorological and Hydrological 
Service (DHMZ) regarding reftel. Both said they are attending the 
World Meteorological Organization (WMO) Congress in Geneva. 


3. After reviewing the USG position, the Croatian officials said 

they are grateful the USG is encouraging WMO members to improve the 
organization\'s capacity building and training programs as well as 

its Disaster Preparedness and Mitigation Program, particularly 

regional disaster preparedness plans and WMO Information System 
(WIS). One of Croatia\'s goals is to establish a Sub-Regional Marine 
Meteorological Center for the Eastern Adriatic, also considered a 

WIS entity. 


4. DHMZ officials said they are happy to cooperate with the USG, 
noting that the US Trade and Development Agency acknowledged their 
proposal to perform a feasibility study of the organization\'s 
infrastructure. 


5. The DHMZ officials added that Croatia welcomes all activities 
that increase transparency of the WMO mandate, governance and 
internal controls as well as harmonizing WMOV\'s role in working with 
other UN entities. 


BRADTKE 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/02/2017 
TAGS: PTER, ASEC, EFIN, KCRM, KHLS, KPAO, ID 
SUBJECT: TRILATERAL COUNTERTERRORISM MEETING, APRIL 27 


Classified By: Political Officer David Willis for reasons 1.4 (b) and ( 
d) 


1. (C) SUMMARY: We hosted a trilateral counterterrorism (CT) 
meeting on April 27, with Australian and Japanese embassy 
counterparts. The three delegations agreed that Indonesian 
CT capacity had improved significantly, though the threat of 
terrorism would remain for the foreseeable future. Donor 
assistance remained necessary for Indonesia to continue to 
mark lasting improvements in CT and border and maritime 
security. Each delegation shared information on important 
bilateral and multilateral programs and identified areas for 
further discussion and possible collaboration. The three 
countries agreed to form a working group that would focus 
initially on maritime security and to arrange other 
working-level meetings to handle technical aspects of issues 
between plenary sessions. END SUMMARY 


2. (C) On April 27, we hosted local Australian and Japanese 
Embassy delegations at the U.S. Embassy for a trilateral 
counterterrorism (CT) meeting. This interagency 

working-level meeting was broadly focused on the Sulawesi Sea 
border area and followed up on the trilateral DCM-level 
discussion hosted by the Australian Embassy earlier this 

year. The meeting was preparatory to the trilateral CT 
consultations planned for Sydney in early June. 


3. (C) The participants shared the common view that the 
terrorism threat in Indonesia remained serious and long term, 
and that meaningful progress against it needed sustained 
donor assistance, including border and maritime security 
programs. Police training programs were noted to have helped 
Indonesian National Police (INP) CT units become increasingly 
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successful at disrupting terrorist plans and networks. The 
delegations exchanged information on several of their 
respective programs. The Sulawesi Sea border area was 
acknowledged as an appropriate assistance target. 


4. (C) Several Australian and U.S. attendees shared direct 
observations from trips to North Sulawesi and East 
Kalimantan, identifying several low-tech solutions to improve 
security at critical points of entry in the border area. 

Some of the items specifically mentioned were basic 
navigational and communications equipment, fences and other 
modest improvements at ports of entry, and training on 
methodologies to filter out potential suspects from the mass 
of daily cross-border travelers. The Japanese added that 
their Embassy had discussed similar GOI assistance for other 
areas and may be able to do so in the Sulawesi Sea border 
area. 


5. (C) After acknowledging the difficulty of discussing in 

detail the broad range of aid needed in the triborder area, 

the three countries agreed to create a maritime security 

working group and to arrange other working group meetings as 
needed to discuss operational issues and technical 
collaboration. Each delegation identified a point of contact 

to arrange the working group meetings and agreed that the 
group should meet as soon as the arrangements could be made. 


6. (C) As in previous local trilateral meetings with the 
Australian and Japanese embassies, the U.S. and Australian 
representatives drove the discussion, with occasional 
substantive remarks from the two Japanese attendees, a 
relatively junior but capable political officer and a police 

liaison officer. We were, however, encouraged by the 
indication that the Japanese may consider assistance in the 
border area, and we will continue to engage them on the issue 
in the smaller working group discussions. 

HEFFERN 
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PLEASE PASS TO NATIONAL INSTITUTE OF HEALTH 


E.O. 12958: N/A 

TAGS: TBIO, KSCA, OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR NATIONAL INSTITUTE 
OF HEALTH OFFICIALS DR. ALFRED SINGER - MAY 19-22, 2007, 

DR. CRYSTAL MACKALL - MAY 19-23, 2007 


REF: STATE 61669(FICT-1007-07) 


1. Country clearance is granted for May 19-22, 2007,visit to 
Kerkrade, The Netherlands of Dr. Alfred Singer, Senior 
Investigator, Experimental Immunology Branch, National Cancer 
Institute (NCI), NIH and May 19-23, 2007, visit to the 
Netherlands of Dr. Crystal Mackall, Acting Branch Chief, NCI, 
NIH. The purpose of the travel is to attend and give 

individual presentations at the Rolduc Wordshop on Thymocyte 
and T Cell Biology. Dr. Singer will present Uncoupling TCR 
Signaling and Thymic Selection from MHC Recognition; and Dr. 
Mackall will present a speech, IL7 Therapy in Humans: 
Proof-of-Principle. 


2. Embassy understands that no further assistance is 
necessary. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 


either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 
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6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do not distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
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Airport and major train stations. The thieves operate in 
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small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
assistance is: (31) (70) 310-2209. 


ARNALL 
ARNALL 
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REF: (A) 06 BASRAH 58 (B) BASRAH 25 (C) BASRAH 60 
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CLASSIFIED BY: Louis L. Bono, Director, Basrah Regional Embassy 
Office, Department of State. 
REASON: 1.4 (b), (d) 


SUMMARY AND INTRODUCTION 


1. (C) The latest attempt to oust Basrah Governor Mohammed 
al-WaVeli appears to be over, at least for now. The three 

leading opponents, provincial council members Hassan al-Rashid 
(Badr) and Sayid Yousuf (Thar Allah) and Defense Ministry 
advisor Majid al-Sari, visited the Regional Embassy Office (REO) 
on Friday, May 4, and the Governor visited the following day. 
Both the Governor and the opposition leaders indicated their 
willingness to sit down together, and we understand one or more 
representatives from the Gol will help facilitate the talks. 

Despite varying reports of threats and intimidation, both sides 
exercised remarkable restraint during the process given their 
personal enmities toward each other. Nevertheless, we are not 
out of the woods yet, and we are encouraging both sides to find 
a peaceful solution. End summary. 


THE CASE AGAINST THE GOVERNOR 


2. (C) Al-Rashid said there were about 15 charges against the 
Governor. While he could not remember them all, he said the 
principle charges were failure to provide security and services, 
corruption, and misuse of public funds. He said for one year, 

the Governor did not attend provincial council meetings and 
frequently traveled abroad without providing an accounting for 

his trips. During our meeting the following day, Wa\'eli 

dismissed the charges as senseless. He said Basrah provides 
\"the best services in Iraq\" for fuel and electricity, and said 

some of the others made no sense, such as his support for the 
MND-SE operation to disband the Basrah Police serious crimes 
unit and his continued engagement with MND-SE, even after the 
Prime Minister had ordered disengagement. (Note: The Prime 
Minister ordered disengagement from MND-SE after British forces 
raided the Basrah National Iraqi Intelligence Agency office on 
March 4. End note.) The Governor said he was also charged with 
supporting the detention by MND-SE of certain individuals, 
defaming religious figures, and his brother\'s belligerence 

towards the police chief. 


Column 3 
THE GOVERNOR SURVIVES AGAIN, BUT BARELY 


3. (C) Al-Sari organized the May 4 meeting as a last-ditch 

effort to enlist Coalition support for their waning cause. 

Al-Sari, al-Rashid, and Yousuf led an unsuccessful attempt last 
year to depose WaVeli, and came very close in this latest 

attempt. (See ref. A.) Al-Rashid, the well-regarded provincial 
council member and former governor, said 27 members exercised a 
vote of no confidence in the Governor and contended that this 
vote complied with the two-thirds majority requirement for the 
Governor\'s removal. When the REO director pointed out that 
two-thirds of 41 is 28 not 27, al-Rashid replied that the 

Governor and his deputy are non-voting members and thus do not 
count. The director noted that this may very well be a matter 

for the courts but opined that 27 votes will probably not 

suffice without such a ruling. 


4. (C) Yousuf and al-Rashid said the Iranian Consul General 
offered to arrange a meeting between the parties, but they 
declined his offer. Al-Rashid told the Iranian that if anything 

went wrong, Fadhila would blame Iran. Both underscored the need 
for the situation to be resolved without outside interference 

and expressed appreciation for the Coalition\'s decision to 

refrain from involvement. Nonetheless, the less-polished Yousuf 
made a veiled attempt to enlist the REO\'s support. He and 
al-Rashid said that if WaVeli stepped down, they would agree to 
replace him with another Fadhila candidate. 


5. (C) During his visit, Wa\'eli declared that the coup had 

failed, and he was back at work. He said Council of 
Representatives speaker Mahmoud Masheddani declared the vote of 
no confidence could not be used to remove WaVeli from office. 
WaVeli said his opponents were backed by Iran, which is seeking 
influence in Basrah\'s oil and gas resources. WaVeli said the 
opposition was only able to muster 27 votes by threatening 
non-Basrah Islamic List (SCIRI, Badr, Thar Allah) provincial 
council members and their families. WaVeli said Yousuf 
personally threatened the Council Chairman Mohammad al-Obadi, 
who reportedly fled Iraq after the vote. 


6. (C) WaVeli, robust in appearance and persona, acknowledged 
that the last few weeks had been difficult for him. The 

director noted that by remaining in Basrah against the advice of 
the British, WaVeli had persevered through the crisis, a victor 

of sorts. However, given that this was not the first attempt to 
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oust him, and would likely not be the last, the director asked 
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if WaVeli was considering resigning. Wa\'eli said despite rumors 
to the contrary, he had no plans to resign, and that he has the 
full backing of the Fadhila party. He said even if the 

opposition agreed to replace him with a Fadhila member, there is 
no way to guarantee the Council would abide by the agreement. 
Wal'eli was scheduled to speak at the Iraq Reconstruction 
Conference in Amman on May 8 but told us he would not be 
attending. 


PEACE FOR NOW 


7. (C) In both meetings, the director highlighted the absence of 
violence and said the right to conduct peaceful protests is an 
important component of democratic government. He noted that 
Yousuf, the organizer of the protests, previously said if the 
Governor would not resign, he could be assassinated. (See ref 
B.) The director lauded Yousuf, not known for his congeniality, 
for exercising restraint and preventing violence from breaking 
out. He said Basrah needs serious leaders, and both he and 
al-Rashid had emerged from this crisis as leaders for their role 
in keeping the peace. The director told the Governor that this 
was a positive sign and urged the Governor to reconcile with his 
opponents. The director noted that the crisis began when he 
removed an OMS member from his position in the Power 
Administration and replaced him with a Fadhila member. The 
director said while the Governor has the authority to fill 
positions, he should consider an equitable distribution of 

public sector jobs. 


8. (C) Both parties agreed to open a dialogue. Al-Rashid said 
he would sit down with the Governor as long as all political 
parties had equal representation and there were no red lines for 
the talks. He said the central government was going to send a 
representative to moderate the discussion, but noted that if the 
talks fail, he could muster 29 votes against the Governor. The 
Governor confirmed that the Prime Minister was sending a 
delegation within the next two weeks to mediate between the 
parties, but said he would not sit at the table with anyone who 
\"broke the law.\" The director urged both parties to negotiate 
in good faith and said the REO and Coalition were prepared to 
help facilitate talks if called upon. 


COMMENT 


9. (S) We are still not sure whether this game of chicken is 
over. Negotiation seems to be the exception, not the norm, to 
resolving political disputes in Basrah, and Yousuf and al-Rashid 
are sworn enemies of WaVeli. At stake here is not just the 
governorship but control of the lucrative oil industry. 
Speculation continues that Fadhila fears losing its only 

political bastion and its share of oil profits, and it may yet 
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urge Wa\eli to resign. This begs the question whether WaVeli 
needs Fadhila more than Fadhila needs WaVeli. WaVeliWs ego and 
reputation, not to mention his pocketbook, would suffer were he 
to walk away empty handed. Last year, Waleli told the REO that 
he was offered an appointment in a government ministry during 
the effort to unseat him, but he turned it down. (See ref. C.) 

If the Prime Minister really wants to remove him, it would 
probably take a high-profile position to pry him away. 

Meanwhile, if WaVeli goes, Hassan al-Rashid seems to be the 
candidate of choice, despite his close ties to Iran. 

BONO 
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SIPDIS 
SIPDIS 
PLEASE PASS TO NATIONAL INSTITUTE OF HEALTH 


E.O. 12958: N/A 

TAGS: TBIO, KSCA, OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR NATIONAL INSTITUTE 
OF HEALTH OFFICIALS DR. ANDREW HOLMES - MAY 20-26, 2007, 

DR. MARY-ANN ENOCH - MAY 21-26, 2007 


REF: STATE 61289 (FICT-924-07) 


1. Country clearance is granted for the May 20-26, 2007 
visit to Doorwerth, The Netherlands of Dr. Andrew Holmes, 
Section Chief, National Institute on Alcohol Abuse and 
Alcoholism (NIAAA), NIH; and the May 21-26, 2007 visit to 
Doorwerth, The Netherlands of Dr. Mary-Ann Enoch, Staff 
Scientist, Laboratory of Neurogenetics, NIAAA, NIH. The 
purpose of the travel is to attend and participate in the 
Ninth Annual International Behavioural and Neural Genetics 
Society (IBANGS) meeting. Dr. Holmes will give a talk, 
\"Genetic modulation of fear\"; and Dr. Enoch will chair a 
symposium and give a talk. 


2. Embassy understands that no further assistance is 
necessary. 
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POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. lf level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
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the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do nat distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 


THE HAGUE 00000865 002 OF 002 


Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
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assistance is: (31) (70) 310-2209. 


ARNALL 
ARNALL 
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DEPT FOR EB/ESC; SCA/CEN (OVMARA) 


E.O. 12958: DECL: 05/07/2017 

TAGS: ENRG, EPET, KZ 

SUBJECT: KAZAKHSTAN: PRIME MINISTER DISCUSSES OIL SECTOR 
DEVELOPMENT STRATEGY, AUDITS OF CONTRACT COMPLIANCE 


REF: A. ASTANA 684 
B. ASTANA 908 
C. ASTANA 848 
D. ASTANA 443 
E. 06 ASTANA 738 
F. 06 ASTANA 501 


Classified By: Ambassador John Ordway; reasons 1.5(b) and (d). 


1. (C) Summary: In back-to-back April 26-27 conversations 
with Commercial and Business Affairs Special Representative 
(S/R) Frank Mermoud and the Ambassador, Prime Minister 
Masimov discussed his government\'s strategy for developing 
Kazakhstan\'s oil and gas sector, its intent to audit existing 
subsoil users for compliance with their contracts, and its 

plan to review all (historical) privatization deals, to 

ensure that beneficiaries have fulfilled their contractual 
obligations. Masimov confirmed that action on the \"N Block\" 
(Ref A), as well as all other oil tenders, has been 

suspended, \"for a maximum of six months,\" while the 
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Kazakhstani government figures out how to leverage the deals 
to achieve economic diversification and to increase 
value-added in hydrocarbon production. In an April 26 
conversation with S/R Mermoud, Masimow\'s Advisor Yerlan 
Sagadiyev added that a lack of oil and gas transportation 
routes rendered further development of the Caspian 
problematic. A Kazakhstani government initiative to select 
thirty domestic corporations as \"national champions" and 
entrust them with large-scale investment projects as a means 
of spurring economic diversification will be reported septel. 
End summary. 


New Oil Project Negotiations Suspended -- Six Months Maximum 


2. (C) On April 27, Masimov elaborated on his April 9 
conversation with the Ambassador (Ref B), telling the latter 

that the GOK had temporarily suspended action, not only on \"N 
Block\" negotiations, but on all ongoing oil tender 

negotiations. (Including, presumably, ExxonMobil\'s efforts 

to secure rights to onshore acreage -- Ref C.) The 

suspension would last \"six months maximum,\" Masimov assured 
the Ambassador, while the GOK figured out how to leverage the 
tender process to achieve economic diversification and 

capture more value-added from hydrocarbon production. (On 
April 17, Energy Minister Izmukhambetov commented publicly on 
one way in which this might be achieved, suggesting that the 
GOK might amend the hydrocarbon legislation to obligate 
subsoil users to construct refineries and other processing 
facilities. The current, 2005 Production Sharing Agreement 

law indicates that bidders who undertake such projects will 

get preference in the allocation of offshore assets, but 

stops short of requiring them.) The Ambassador observed 

that, if not carefully administered, such a policy could lead 

to the construction of \"uneconomic\" projects -- subsidized, 

in effect, by the production of crude oil. Masimov 
acknowledged the point. 


3. (C) On April 25, Yerlan Sagadiyev, Masimow\'s Advisor, 
painted a somewhat starker picture of the GOK\'s latest 
thinking in a meeting with S/R Mermoud. \"The problem,\" he 
explained, is that the government \"has too much money\" that 
it pours into a broad range of sectors, such as energy, 
telecommunications, and healthcare. This, Sagadiyev 
continued, creates an unpredictable environment for the 
private sector, \"scaring it away\" and causing it to invest 
abroad. Sagadiyev made clear what the government sees as the 
culprit: \"we\'ve got a mess with oil and need to figure 

things out.\" Further development of the oil sector in any 

case looks problematic, he added, as the infrastructure for 
transporting oil, such as roads and port terminals,\" is 
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lacking. Moreover, Sagadiyev quoted President Nazarbayev as 
saying \"I| don\'t think we can do the Caspian without Russia." 
Finally, Sagadiyev added, no one knows how ecologically 
dangerous off-shore drilling really is. \"Too many people 

from the U.S.,\" he concluded, \"come to Kazakhstan and say 
\'Drill more, build more pipelines.\' But it is not possible to 

do this.\" 


Reviewing Privatization Deals and Subsoil Contracts 


4. (C) Masimov briefed the Ambassador on two additional GOK 
initiatives to ensure that the state\'s interests were 
respected by private sector entities. First, the GOK would 
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review all past privatization deals in which the beneficiary 
had agreed to perform certain obligations -- for example, to 
create a certain number of jobs, or invest a defined quantity 
of money -- to see if the buyer had, indeed, performed those 
obligations. Second, the GOK would review all subsoil use 
agreements, again to ensure that the contract terms were 
being respected. 


5. (C) While the GOK\'s intended review of privatization deals 
has not (yet) been publicized, Masimov has spoken publicly 
about the initiative to review subsoil contracts, and several 
Western oil companies have already experienced what they 
believe to be its effects. In some contexts Masimov has 
focused his criticism on companies which obtain subsoil 
licenses but fail to invest and develop the field according 

to the agreed-upon schedule, presumably because the 
license-holders\' interests are speculative, and their intent 

is to \"flip\" the asset rather than develop it. (The GOK 
recently passed legislation to stem this trend -- Ref D -- 

but appears to be making this issue a focus of its contract 
audits as well.) In the same context, Masimov has also 
alluded publicly to the production delays and cost overruns 
bedeviling Kashagan field development (Ref E), perhaps laying 
the groundwork for a GOK attempt to penalize Kashagan 
partners for the disappointing results -- a battle which the 
Kashagan partners believe could happen as early as late 
summer, on the occasion of a broad project review. Masimov 
has also pledged publicly to enforce contractual obligations 

to protect the rights, including wage equality, for 

Kazakhstani employees of foreign companies and joint ventures 
-- a hot topic, especially in the oil and gas sector, since 

the October 2006 \"Tengiz riot" (Ref F). (ConocoPhillips, for 
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one, recently underwent a full-scale audit of its labor 
practices.) 


6. (C) The other area of recent increased GOK scrutiny has 
been in the area of environmental compliance. 
TengizChevrOil\'s (TCO) April 4 signature of a three-year, 

$800 million environmental spending plan against the backdrop 
of Ministry of Environment threats to revoke TCO\'s operating 
license is only the most-publicized example. ExxonMobil\'s 
Government Relations Director, Patty Graham, told Energy 
Officer on April 25 that ExxonMobil has seen \"a vast 

increase\" in Environmental Ministry activity in 2007. Other 
subsoil users -- CNPC Aktobemunaigas, KazakhOil Aktobe, 
Karachaganak Petroleum Operating Company, Karazhanbasmunai, 
PetroKazakhstan Kumkol Resources -- have all been cited in 
recent cases, most of which have been announced in the press. 


7. (C) Several oil industry analysts have taken the GOK\'s 
initiative to review subsoil contracts as a sign of its 

intent to maximize GOK revenue and force a revision of 
contracts which may have been signed on terms less favorable 
to the government than prevail in today\'s market for the 
country\'s oil assets. Masimov, however, has been careful to 
underscore the GOK\'s respect for contract sanctity. On April 
24, for example, when summing up his government\'s first 100 
days, Masimov declared that, \"should both parties to a 
contract be fulfilling it, the contract will not be revised.\" 


8. (U) This cable has been cleared by S/R Mermoud. 
MILAS 
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SIPDIS 


STATE (OES/SAT AND EUR/UBI) 
NASA/JPL:TJOHNSON, EMAIL: TAMMY Y JOHNSON@JPL.NASA.GOV 


E.O. 12958: N/A 

TAGS: OTRA, TSPA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR NASA JET PROPULSION 
LABORATORY DELEGATION - MAY 20-24, 2007 


Column 3 
REF: STATE 61743 


1. Country clearance is granted for May 20-24, 2007 visit to 

the Netherlands of National Aeronautics and Space 
Administration Jet Propulsion Laboratory (JPL) delegation 
consisting of Roger Diehl, Moshe Pniel, Bonny Schumaker, and 
Jakob Vanzyl to attend the Laser Interferometer Space Antenna 
Project Technical Interchange meeting in Noordwijk. 


2. Embassy understands that no further assistance is 
necessary. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 

raid on a home of suspected terrorists, which led to an 

all-day standoff and ended with the arrest of three 

individuals and non-fatal injuries to the suspects and the 
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police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do not distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
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shipment of classified equipment and information. 


Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 
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For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
assistance is: (31) (70) 310-2209. 


ARNALL 
ARNALL 
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E.O. 12958: N/A 
TAGS: ENRG, ECON, ETRD, GH 


SUBJECT: GHANAVS ENERGY CRISIS II: Mining Industry Coping Better 
than Most 


REF: A) Accra 2006 00933, B) Accra 01634 C) Cotonou 232 D) Lagos 182 
D) Accra 847 


1. Summary: This is the second in a series of cables on Ghana\'s 
energy crisis. It focuses primarily on the impact on the mining 


Column 3 

sector and the industry\'s response. The mining sector accounts for 
40 percent of Ghana\'s total foreign exchange earnings and consumes 
nearly 20 percent of total power production. The World Bank 
estimated that the growth rate for the mining sector will be about 

five percent annually, rather than 10 percent, because of 

electricity shortages. Seeing no relief in sight, the four largest 

mining companies are financing an 80-100MW diesel-powered backup 
system in Tema. End Summary. 


IMPACT OF ENERGY CRISIS ON MINING SECTOR 


2. GhanaWs mining sector accounts for 40 percent of total foreign 
exchange earnings and consumes nearly 20 percent of total power 
production. Full mining operations draw about 150MW of power and 
strong growth was foreseen. Energy shortages are already cutting 
into the growth. According to a November 2006 World Bank Aide 
Memoire, the projected growth rate for the mining sector has fallen 
from ten to five percent annually because of electricity shortages. 
Current total installed back-up energy capacity to date for mining 
facilities is about 25MW . 


3. In late August 2006 the Volta River Authority, the GoG company 

that runs the Akosombo Dam, asked the mines to cut electricity 

demand by 25% and in September that was increased to 50%. However, 
VRA unofficially backed down from the 50% target after about a 

month. This may have been because the four largest mining companies 
collectively financed a $500,000 deal to air-freight a rotor from 
Manchester, England to repair a thermal turbine at the Takoradi 

power plant. 


4. The timing of the energy crisis is particularly poor for 

Newmont, a U.S. firm. Newmont significantly ramped up gold mine 
operations in Brong Ahafo in June/July 2006 and electricity needs 

have grown as they move toward optimal operating capacity. Newmont 
has 12.8MW of back up power on site; operating at full capacity, 
Newmont needs 32MW. 


TAKING MATTERS INTO THEIR OWN HANDS 


5. Seeing no relief in sight and to avoid further future 

disruptions, the mining companies are taking matters into their own 
hands. The four largest companies (Goldfields and AngloGold Ashanti 
of South Africa, Golden Star Resources Ltd., and Newmont Mining) are 
financing an 80-100MW diesel-powered backup system in Tema. The 
mining companies are working out an agreement whereby VRA will 
operate the plant on their behalf. The companies hope to generate 
power by May 2007 using diesel fuel, but expect to use gas from the 
WAGP once it is on-line (free flow expected later this year). This 
would reduce the cost from 20 cents per kwh for diesel to around six 
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cents for natural gas. Newmont suggested that the GoG might be 
planning to share/use the mines\' power if, once complete, other 
crisis-averting solutions are not yet functional. 


COMMENT 


6. The energy crisis is hitting the manufacturing sector hard, with 
potentially serious follow-on impacts on Ghana\'s economic growth. 

For example, Ghana\'s booming construction industry contributed about 
9% of GDP in 2006. However, most buildings are constructed out of 
concrete block and cement prices have risen about 50%, making some 
projects too expensive to start or to complete. Ghana Cement 
Company (GHACEM), which supplies 90% of the country\'s cement, claims 
the increases are due to shortages brought on by energy cuts and 
recently installed 5.1MW of its own generating capacity to try to 
compensate. Most local businesses, however, do not have the 
resources of the mining companies or GHACEM to make such 
investments. For example, the local press reported a Cape Coast 

corn miller\'s daily income fell from about $20 to $5, and a soap 
maker\'s company lost about a third of its production capacity. Even 
those firms with generators are faced with the high cost and 

periodic shortages of diesel. Quantifying the economic impact is 
difficult given multiple variables but the World Bank aide memoire 
estimated that real GDP growth in 2006 would be reduced between 0.7% 
and 0.9% as a result of the impact of the energy crisis on mining 

and manufacturing. Not only is existing industry in Ghana suffering 

as the cost of doing business with limited energy continues to rise, 

but until the situation stabilizes, GhanaWs attractiveness as a 
destination for investors is tarnished. End comment 
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Classified By: Deputy Political Counselor Charles Blaha for reasons 1.4 
(B) and (D). 


1. (C) Summary: An aide to Ahmad Chalabi, chairman of popular 
mobilization for the Baghdad Security Plan (BSP), told PRToff 
May 1 that Chalabi,s staff met this week with Jaysh Al-Mehdi 
(JAM) and Sunni extremist elements from the Karkh district to 
promote reconciliation. The aide, Sermad Al-Qaisy, said 
Chalabi secured pledges from both sides to shun violence and 
facilitate the return of internally displaced persons (IDPs) 

to the area. Al-Qaisy added that Chalabi is continuing his 
efforts to re-open mosques and husseiniyas (Shia houses of 
worship) in cooperation with the Sunni and Shia Waqf. End 
summary. 


Chalabi Promotes Reconciliation in Karkh 


2. (C) An aide to Ahmad Chalabi, chairman of popular 
mobilization for the BSP, told PRToff May 1 that Chalabi,s 
staff met this week with JAM and Sunni extremist elements 
from the Haifa and Rahmaniya neighborhoods of the Karkh 
district to promote reconciliation. The aide, Sermad 

Al-Qaisy, said other community leaders and representatives 
from the Iraqi Army and Iraq Police attended the meeting. He 
said that both JAM and Sunni extremist elements agreed to 
shun violence and sectarianism in order to pacify the 
neighborhood, facilitate the return of both Sunni and Shia 
IDPs (most IDPs who fled the area are Sunni), and re-open 
closed mosques and husseiniyas. Al-Qaisy also said that both 
sides agreed to identify criminal elements from within their 
ranks operating in the Karkh area to Iraqi Security Forces 
(ISF) and assist in bringing them to justice. 


3. (C) Al-Qaisy said another meeting including more 
participants from the community will eventually be held at 

the Mansour Media Hotel to follow up and identify other areas 
for improvement. 


4. (C) PRToff asked Al-Qaisy if he believed average Sunni 
residents who had fled the area will be willing to return 

just because JAM elements have provided promises to guarantee 
their safety. Al-Qaisy replied that he believed JAM elements 
might keep their word because they know Sunni extremists will 
retaliate against Shia residents if they do not. He added 

that ISF will monitor both sides. Provincial Council members 
who work with IDPs told PRToff that Sunni IDPs are unlikely 

to return to an area where JAM still exerts influence. 


Chalabi to Coordinate Mosque Re-Openings with Wagf 
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5. (C) Al-Qaisy said Chalabi has started working with the 

Sunni and Shia Waqf to facilitate the re-opening of mosques. 

He said that to date Chalabi,s mosque re-opening efforts 

have concentrated on private mosques not belonging to the 
Waqf. (Comment: In previous meetings Chalabi aides have said 
they avoided coordinating efforts to re-open mosques with the 
Waqf because the Waqf was unhelpful. End comment.) 


Chalabi Promotes Support for Adhamiya Security Wall 


7. (C) Al-Qaisy said Chalabi recently met with community 
leaders from Adhamiya to promote local support for the 
security wall being built there. Al-Qaisy claimed that most 
residents oppose the wall, which he said they view as a jail 
rather than a security measure for their protection. He said 
average Baghdad residents reject the building of security 
walls due to the perceived likeness with Israel,s security 
barrier and fears that Baghdad will become broken into a 
series of walled communities isolated from each other. He 
added that average residents say security walls will 
exacerbate sectarian polarization. 


8. (C) Comment: Baghdad Provincial Chairman Mueen Al-Kadhemi 
has publicly criticized the wall, but some local officials 

and Adhamiya residents have told PRToffs that the wall is a 
welcome measure that is improving security in their area 

(reftel). Other residents have told PRToffs that they 

believe building walls will only exacerbate sectarian 

tensions and will not improve security. End comment. 


9. (C) Al-Qaisy said Prime Minister Maliki and others 
approved the building of security walls and should explain 
their utility to the public rather than fueling the 

perception that the walls are an American plot to inflame 
sectarian tensions. He added that Chalabi will promote 
support for security walls by explaining their benefits in 
his media engagements. 


BAGHDAD 00001525 002 OF 002 


PM Asks Chalabi Aide to Report on Other BSP Committees 


10. (C) Al-Qaisy claimed that Prime Minister Maliki asked 

him in private meeting to monitor the progress of other 
Baghdad Security Plan committees and report whether they are 
making the progress they claim. He added that Maliki is 
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particularly concerned that the economic and essential 
services committees are making false claims about their 
progress. Al-Qaisy said Chalabi was not present at the 
meeting. 


Security Problems in the IZ due to Iraqi Blue Badge Holders 


10. (C) Al-Qaisy said Iraqis holding blue International Zone 
(IZ) badges are responsible for a recent spike of security 
problems in the IZ. (Note: Blue badge holders can enter the 
IZ without personal or vehicle searches and may carry 
weapons. End note.) Al-Qaisy, himself a blue badge holder, 
said he regularly sees Iraqi blue badge holders escort others 
in and leave them unsupervised (rules dictate that escorts 
should remain with their guests at all times). Al-Qaisy said 
many lraqi blue badge holders, including Iraqi officials, 

have known ties with militias and insurgents and should not 
be allowed to enter the IZ unsearched. 


11. (C) Al-Qaisy, a resident of the IZ, said rumors have been 
circulating that civilians will be targeted for kidnapping in 

the IZ. He said &everyone knows how easy it would be to 
snatch an unarmed civilian, throw him in the trunk of a car 
of a blue badge holder, and drive him out of the 1Z.8 
Al-Qaisy, himself a resident of the IZ, said he no longer 
feels safe letting his wife and children leave the house 
without him inside the IZ. 

SPECKHARD 
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E.O. 12958: DECL: 03/20/2027 
TAGS: KN, KS, PGOV, PINR, PREL 
SUBJECT: SOHN HAK-KYU PLANS TRIP NORTH TO BOOST RATINGS 


Classified By: Amb. Alexander Vershbow. Reasons 1.4 (b,d). 


1. (C) SUMMARY: Former Gyeonggi Governor and presidential 
candidate Sohn Hak-kyu met with the Ambassador on May 7 to 
discuss his planned May 9-12 trip to North Korea, where he 
hopes to discuss his proposed 10-year reconstruction plan for 
the North. He hoped his visit would contribute to the 
development of better North-South and DPRK-U.S. relations. 
Sohn, who left the Grand National Party in March to form a 
new \"political coalition\" and run for president, said the 

next ROK president could contribute to peace on the 
Peninsula, lead attempts to form a peace regime, and even 
spearhead de facto economic unification of the two Koreas. 

He stressed the need for close cooperation between the ROK 
and the U.S. to accomplish any of this and agreed 
denuclearization must occur first. Sohn suggested that after 
the BDA issue was resolved, the ROK and the U.S. could work 
together to assuage North Korea\'s concerns on its access to 
international banks. Regarding the presidential elections, 
Sohn said he would form a political party in June, separate 
from the Uri Party and other progressives, but that in the 

fall, all the non-GNP candidates would merge and support a 
single candidate. END SUMMARY. 


2. (C) Over coffee with the Ambassador on May 7, Sohn said 
his planned May 9-12 trip to North Korea was at the North\'s 
invitation and arranged by a South Korean Buddhist monk. 

Also closely involved was former Minister of Culture Song 
Tae-hyun, who went to Kaesong in late April to arrange 

details of the visit and then met DPRK counterparts again in 
South Korea on May 1 during Labor Day festivities. Sohn has 
requested Yonhap reporters accompany him North, but so far 
the DPRK has not granted them permission to join the trip. 
Sohn claimed the DPRK was favorable toward him because of the 
rice farming project he instituted as Gyeonggi governor. 

When he visited as governor, he never requested meetings with 
high-level DPRK officials, which also worked in his favor. 

Sohn reminded the Ambassador that he cancelled his October 
2005 trip to Pyongyang because he refused to attend the 
Arirang Festival celebration. 


3. (C) Sohn said that for North-South relations to improve, 
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close cooperation between the U.S. and the ROK was vital. 

One reason the Kim Dae-jung and Roh Moo-hyun governments did 
not advance inter-Korean relations further was due to lack of 
sincere cooperation and close dialogue with the U.S., Sohn 

said. He hoped his trip would help North-South relations. 


4. (C) During a meeting with a high-level former government 

official, the former official (NOTE: We presume this to be 

former President Kim Dae-jung. END NOTE) asked Sohn how much 
money he gave the North Koreans to arrange the trip. When he 
responded that he was not paying any money to arrange the 

trip, the former official was very surprised since almost all 

visits to the North by prominent South Koreans had been 

facilitated by gifts of cash. 


5. (C) The Ambassador asked if Uri Lawmaker Kim Hyuk-kyu, 
who just returned from North Korea, had paid to go North. 

Sohn said he did not know and also noted Kim had inter-Korean 
economic projects to propose during his visit, so gifts may 

not have been necessary. Due to the nature of Sohn\'s planned 
visit, he would not be able to talk directly about the 

nuclear issue, but he would tell the North Koreans that they 
should act with more flexibility. Sohn would visit the rice 

project site he began as governor and would also talk about 

his proposed 10-year reconstruction project for North Korea. 
Sohn said his proposal was detailed and sincere and therefore 
the North would be interested in hearing further details. 


6. (C) The Ambassador suggested that apart from urging 
flexibility, Sohn should tell the North Koreans that they 

should keep their promises, such as the 1992 promise to keep 
the Peninsula nuclear-free, and their commitments in the 
Six-Party Talks. The Ambassador, citing A/S Hill's recent 
speech in Washington, said that the U.S. was interested in a 
comprehensive solution to the North Korean problem during the 
remainder of President Bush\'s term in office that included 
establishment of a peace regime, economic support for the 
North Korean people, and normalized relations between the 
DPRK and the U.S. However, all of these goals depended upon 
North Korean denuclearization. 


7. (C) Sohn said he was a long-term supporter of engagement 
and welcomed U.S, rapprochement with North Korea. The 
current peace movement\" could go no farther until there was 
an established peace system on the Peninsula. In the future, 
DPRK-U.S. normalization could contribute to the institution 

of a peace regime. Peace would lead ultimately to reform and 
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opening of the North, Sohn asserted. 


8. (C) Sohn asked for an update on the BDA case. The 
Ambassador said the U.S. had shown much patience on the BDA 
issue, and we hoped it would be resolved soon. While the 
North had stretched out the process of solving the BDA 
problem for several weeks, it was \"time to get to work." 

Sohn asked if the USG could guarantee financial transactions 
for North Korea. The Ambassador stated that we were working 
on solving the specific problem of transferring the accounts 

in BDA. North Korea could only solve its larger financial 

issues by abiding by international banking rules. In 

agreeing to resolve BDA, the Ambassador emphasized, we did 
not agree to give a seal of approval to North Korean 

financial activities. Sohn agreed with the Ambassador that 

the USG was showing amazing patience on the BDA issue and 
said that after denuclearization, the U.S. and ROK should 

work together to solve North Korea\'s larger financial and 
international banking access problems. 


9. (C) The Ambassador asked Sohn the status of his 
presidential campaign and new party formation. Sohn said 
that President Roh was helping his cause by drawing a clear 
distinction in public statements between Uri Party 

politicians and him. Sohn said he had to form a new, 
centrist political coalitionW and had founded the 
Advancement and Peace Forum composed of scholars, artists, 
lawyers and doctors one week ago. A political party will 
follow in early June, he noted. Sohn said his message to 
traditional Uri Party politicians was that reorganization 
similar to the old political groupings based on regionalism 
would not work and that new politics were needed if the 
progressives were to have a chance in December. 


10. (C) The Ambassador asked if Uri defectors were moving 
toward Sohn\'s camp or if there was a danger the progressive 
camp would fracture further. Sohn said that whatever 
happened, however many new parties were formed, the 
progressive parties and candidates would merge in the fall. 
Roh would form a party, Kim Han-gill would form a party 
(NOTE: Kim formed a party on May 7. END NOTE) and others 
could also form a party. All of these movements would help 
create a new political ground. If these developments give 


Column 3 

birth to new ideas and policies, people will support him, but 
if people don\'t see a clear vision for a better future from 
the new politics, the GNP would win. He added there was 
confusion in the GNP and it was not clear if the GNP could 
stay united until the election. 


11. (C) The next ROK administration was very important, Sohn 
said, because U.S.-DPRK relations could change during the 
next administration -- normalization could occur and the 

region could move toward a peace regime. Also North 
Korea-China and North-South relations could develop 
significantly in the next five years. Since changes were 
coming, the ROKG and ROK businesses should be more involved 
in reconstructing North Korea. This process could help ROK 
businesses as well as the North Korean people, Sohn said. If 
this process went forward, there could be a de facto economic 
unification on the Peninsula in the near future. 


12. (C) The Ambassador said the potential transformation of 
the region was exciting, but we could not forget the present 
situation. For any transformation to occur, denuclearization 
had to come first. This should be emphasized to North Korea 
at every opportunity. If North Korea can obtain rewards 
without denuclearizing, then the U.S. and the international 
community will lose leverage. Sohn agreed that the North 
should give up the thought they could obtain rewards without 
denuclearization. The Ambassador emphasized the U.S. could 
not have normal relations with a nuclear North Korea. 


13. (C) Sohn said whoever the next president of Korea may 
be, he/she could not go against the \"stream of peace" and 
would work toward a nuclear-free Peninsula. The process of 
denuclearization would also help South Korea-Japan relations. 
The task for the next government was to cooperate with all 
the regional actors to strengthen peace. Sohn said he was 
proud he had supported the KORUS FTA from the beginning; 
agreements like the FTA would help peace in the region. 
Through coordination, the Peninsula can become an economic 
and political buffer zone in Northeast Asia against a rising 
China. 


14. (C) Sohn remains a long shot to win the presidency, or 
even the progressive candidacy. Although he remains the 
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leading progressive candidate, his single-digit percent 
support pales against the 40-45 percent support for Lee 
Myung-bak and 20-25 percent support for Park Geun-hye. 
VERSHBOW 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 5/8/2017 

TAGS: PGOV, PREL, KIRF, SOCI, PINR, VM 

SUBJECT: ARREST AND DEFROCKING OF ETHNIC KHMER BUDDHIST MONKS IN THE 
MEKONG DELTA 


REF: A) PHNOM PENH 342, B) HO CHI MIN 234 


CLASSIFIED BY: Seth Winnick, Consul General, EXEC, State. 
REASON: 1.4 (b), (d) 


1. (C) Post has confirmed recent incidents of detention and/or 
defrocking of ethnic Khmer Buddhist monks in two Mekong Delta 
provinces, despite official denials (Ref B). Venerable Tang No, 
head monk of Kleang pagoda in Soc Trang (strictly protect), 
confirmed to us in early May that three monks -- Kim Muon, Ly 
Suong and Thach Thuong -- were defrocked and have been in police 
custody since February 8 for their affiliation with an 
\"overseas-based anti-GVN\" organization, the New Jersey-based 
Khmer Kampuchea Krom Federation (KKF). According to No, the 
three monks \"took advantage\" of an altercation between some 
Khmer monks and local traffic police to claim the GVN was 
repressing religious freedom by preventing Khmer monks from 
practicing their daily food-begging. They incited students from 

the local Buddhist Seminary to protest. 
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2. (C) Venerable No said that two other monks -- Ly Nau and Son 
Thanh Phia -- were interrogated by police on April 19 for their 
participation in the February 8 incident. They were released by 
police but later defrocked. Another monk from Wat Sam Rong 
pagoda in Soc Trang confirmed the defrocking of two more monks, 
Ly Hoang and Ly Tang Thong. 


3. (C) Kim Hong Danh, the Chief of Staff of the Tra Vinh 

Provincial Committee on Ethnic Minority Affairs (strictly 

protect), confirmed that three ethnic Knmer monks -- Thach 

Thanh, Son Lum An and Son Cheng Cheon -- have been under pagoda 
arrest in Tra Vinh since January 19. Our contact said that 

Thach Thanh was picked up by police in January when he was 
transporting anti-GVN materials prepared by a Khmer Krom 
organization from Cambodia to Tra Vinh via Soc Trang. Danh said 
the monk was riding on a bus with two cameras and \"anti-GVN 
materials hidden in an instant noodle box.\" The official said 

that, during his detention in January, Thanh telephoned a number 

of young Khmer student monks from the local Kompngchray pagoda 
and urged them to protest his arrest. The students \"caused a 
disturbance\" at the police station while filming their protest. 

Thanh was later sent to a pagoda where the provincial Monks 
Solidarity Association would \"re-educate\" him. Danh said that 

this was the second time Thanh was interrogated for circulating 
anti-GVN Khmer Krom materials. Danh said Son Lum An and Son 
Cheng Cheon were among the leaders of the monks who came to the 
protest at the police station. According to the official, the 

three monks are restricted to their pagoda and are to be 
reprimanded by the Khmer Buddhist authorities. 


4. (C) Comment: Despite official denials, a crackdown against 
some ethnic Khmer Buddhist monks and acolytes in the Mekong 
Delta appears to have occurred. In addition to the ten ethnic 
Khmer Buddhists we have identified, the KKF claims another five 
monks -- Thach Do, Ly Thanh Suoi, Thach Xuan Hien, Tang Phien 
and Thach Phun -- were defrocked or are under house arrest. 
Although we have been unable to confirm this information -- 
abbots of the pagodas to which these monks were affiliated would 
not discuss the matter with us -- we believe the KKF information 

to be accurate. 


5. (C) Comment Continued: The Khmer Krom are Theravada 
Buddhists while ethnic Vietnamese Buddhists generally follow the 
Chinese Mahayana tradition. As in Cambodia and Thailand, 
Buddhist temples are at the heart of ethnic Khmer society, so it 

is not surprising that unrest would involve the community\'s 
monks. The GVN action appears to be aimed more at a perceived 
threat of ethnic separatism than at suppressing religious 

belief. There are, however, strong indications that the 

U.S.-based KKF advocates Khmer separatism. The KKF website, 
, is replete with references that 
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would alarm the GVN and lead it to conclude that the KKF is 
challenging Vietnam\'s territorial integrity. The website 

contains phrases such as the Khmer Krom have \"rightful ownership 
of the land\" and that the ethnic Khmer \"illegally lost control\" 

of the Mekong Delta to the Vietnamese \"invaders.\" The website 
calls for the international community to recognize a right of 
self-determination for the ethnic Khmer of the Mekong Delta. We 
can expect the GVN to continue to move vigorously against any 
individual or organization that it believes is separatist. 

However, we have seen no evidence of a generalized crackdown or 
discriminatory policies against the ethnic Knmer community in 

the Mekong Delta. End Comment. 


WINNICK 
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E.O. 12958: N/A 

TAGS: PHUM, MARR, MOPS, PINR, PINS, JA 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING FOR 
U.S.-SPONSORED TRAINING: NATIONAL WAR COLLEGE 


1. This is an action request. Please see paragraph 3. 


2. Pursuant to the Leahy Act and Foreign Assistance Act, 
Post requests the Department\'s assistance in screening the 
following candidate of the Japan Self Defense Force who has 
been nominated for training in the United States. Post has no 
derogatory information. 


3. Please vet the following candidate: 


Name: KAKIHARA, Kuriharu 

Position: Colonel (O-6), JASDF, Air Staff College 
Service Number: AO26-164542 

DOB: 1964 Dec 01 
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POB: Kanagawa, Japan 

Type of Training: National War College, International Fellow 
Location of Training: National Defense University, Fort 
McNair, Washington D.C. 

Dates of Training: June 11, 2007 - June 12, 2008 


4. Post appreciates the Department\'s assistance. 
DONOVAN 
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E.O. 12958: DECL: 05/08/2017 
TAGS: PGOV, PINS, PINR, IZ 
SUBJECT: CHALABI AIDE DISCUSSES DETAINEES, VIEWS ON GOI 


Classified By: Deputy Political Counselor Charles Blaha for reasons 1.4 
(B) and (D). 


1. (C) Summary: An aide to Ahmad Chalabi, chairman of popular 
mobilization for the Baghdad Security Plan (BSP), told PRToff 
May 7 that Chalabi has received permission from the Ministry 

of Defense (MOD) to place four lawyers each in three MOD 
detention facilities in the greater Baghdad area. He also 

said that Chalabi,s office has heard that Prime Minister 

Maliki has fallen out of favor with Iran and that Iran would 

like Deputy Prime Minister Adel Abdel Mehdi (SCIRI) to 

replace him. End summary. 


Chalabi to Post Lawyers in Three Baghdad Detention Facilities 


2. (C) An aide to Ahmad Chalabi, chairman of popular 
mobilization for the Baghdad Security Plan (BSP), told PRToff 
May 7 that Chalabi has received permission from the Minister 
of Defense to post four lawyers each in three MOD detention 
facilities in the greater Baghdad area. The aide, Wameed 
Al-Mekhlibe, said the lawyers will start working next week at 
the Rostumiya facility in Mada,in, the Adala facility in 
Kadhimiya, and a third facility in Mahmoudiya. Al-Mekhlibe 
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added that Chalabi,s staff has received complaints that MOD 
staff at these facilities are committing human rights abuses 
and holding detainees for ransom. 


3. (C) Al-Mekhlibe said Chalabi is trying to secure 
permission to post lawyers in Ministry of Interior (MOI) 
detention facilities but that the MOI is not cooperating. 


4. (C) Comment: The Minister of Human Rights has expressed 
her displeasure to Embassy PolOff concerning Chalabi,s BSP 
popular mobilization strand prison inspections, which she 
views as political grandstanding. However, in her last 
meeting with PolOff on April 24, she said that there would 
soon be a new committee to address detentions center 
overcrowding, and this effort would include MoHR, Moy, the 
Higher Juridical Council -- and Chalabi would be included, 
while Mol would be consulted. Chalabi,s scheme for posting 
lawyers in MoD detention facilities could be a legitimate 

part of this effort; however, Embassy will ask our rule of 

law and and MoD experts to verify. 


Aide Claims Iraqi Commandos Executed Sunnis in Amel 


5. (C) Al-Mekhlibe said Chalabi,s office has received 
&credible8 reports that Iraqi commandos from the Wolf 
Brigade executed eight Sunni civilians after a raid in the 

Amel neighborhood of the Rashid district May 4. He said that 
the commandos falsified an order to carry out a raid in the 
area and entered the neighborhood with American forces, who 
apparently believed the order was legitimate. Al-Mekhlibe 
said Kurdish Army units operating in the area believed the 
order to be legitimate due to the presence of U.S. forces. 

He said the joint force arrested 12 Iraqis and the U.S. 

soldiers left the area with the 12 in the commandos\' custody. 
He said the commandos took the 12 to a mosque; shortly 
thereafter, gunshots were heard. Neighbors later found eight 
of the 12 dead in the mosque. The other four were nowhere to 
be found. 


Chalabi Aide Discusses GOI Leaders 


6. (C) Al-Mekhlibe claimed Chalabi,s staff has heard that 
Prime Minister Maliki has lost favor with Iran and that Iran 
may try to force Maliki to step down and allow SCIRI Deputy 
Prime Minister Adel Abdel Mehdi to become Prime Minister. 
Al-Mekhlibe said Iran,s preference for Abdel Mehdi has 
caused a rift between the Prime Minister and his deputy. 


7. (C) When asked what he thinks about the GOI lifting 
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parliamentary immunity for Tawafuq member Adnan Al-Dulaymi, 
Al-Mekhlibe said he welcomed the development because 
Al-Dulaymi &has links to Sunni insurgents.8 Al-Mekhlibe 

said Chalabi,s office has received complaints that 

Al-Dulaymi,s guards have carried out dozens of kidnappings 
and killings in the Adel neighborhood. 


8. (C) Al-Mekhlibe said he expects that the GOI will 

eventually lift parliamentary immunity for another Tawafuq 
member, Mohammad Al-Dayani. He said Al-Dayani is believed to 
have links to Al-Qaeda in Iraq. 
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ARTICLES: 
(1) Poll: 51% favor constitutional revision, 19% opposed 


MAINICHI (Top play) (Full) 
May 3, 2007 


The Mainichi Shimbun conducted a telephone-based nationwide public 
opinion survey on April 28-29. In the survey, respondents were asked 

if they thought it would be better to revise the Constitution. In 

response to this question, 51% answered \"yes,\" with 19% saying \"no\" 
and 22% \"don\'t know. Among those who answered \"yes,\" nearly 80% 
cited the passage of 60 years since the Constitution came into 

effect when asked why, with less than 10% saying that is because it 
was imposed by the United States or noting a gap between the 
Self-Defense Forces\' existence and Constitution Article 9. Among 
those opposed to constitutional revision, a total of 70% said it 

could lead to rewriting Article 9 or it has yet to be fully 

discussed. 


The proportion of those in favor of revising the Constitution topped 

50% for the first time in a Mainichi poll. The results of previous 

polls and the one taken this time cannot be simply compared due to 
different polling methodologies. In a previous survey conducted in 
September 2004, however, pro-revision respondents accounted for 46%. 
In the breakdown of their reasons, 49% said it no longer meets the 
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times, with 28% saying it has never been revised. In light of 
another question, more than 80% of those in favor of revising the 
Constitution say the Constitution has considerably or somewhat 
contributed to postwar Japan. They seem to think it would be all 
right to renew the Constitution along with the changes of the times, 
rather than to say there is something inconvenient in concrete 
terms. 


Among other reasons given by pro-revision respondents, 9% said that 
was because the Constitution was imposed by the United States, with 
9% saying there is a gap between what the SDF is doing and Article 
9, and 4% saying individual rights are overrespected. 


Prime Minister Shinzo Abe, who makes it a goal for his government to 
revise the Constitution, has been taking the position that Article 9 

is now outdated. The ruling Liberal Democratic Party, in its draft 

of a new constitution, argues that the Constitution was imposed by 

the United States. However, both the prime minister and the LDP have 
a perception gap with most of those in favor of revising the 
Constitution. 
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In the breakdown of reasons given by those against constitutional 
revision, 46% said that was because it could lead to rewriting 

Article 9. Among other reasons, 24% said it has yet to be fully 
debated, with 16% saying there is no positive reason and 10% citing 
the possibility of individual rights being restricted or obligations 

being stipulated. There are also opinions that passively affirm the 
Constitution as is. The proportion of those who positively defend 

the Constitution was only 2%, saying that is because the 

Constitution meets the times. Those who answered they \"don\'t know" 
accounted for 22% when asked whether they would like the 
Constitution to be revised, marking the lowest figure since the 

1980s. However, the proportion of anti-revision respondents was 

lower than even the proportion of those who could not answer one way 
or the other. 


(2) Poll on constitutional revision, political parties 


ASAHI (Page 5) (Full) 
May 2, 2007 


Questions 8 Answers 
(Figures shown in percentage, rounded off. Bracketed figures denote 
proportions to all respondents.) 


Q: Which political party do you support now? 
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Liberal Democratic Party (LDP) 31 
Democratic Party of Japan (DPJ or Minshuto) 14 
New Komeito (NK) 4 

Japanese Communist Party (JCP) 3 
Social Democratic Party (SDP or Shaminto) 2 
People\'s New Party (PNP or Kokumin Shinto) 0 
New Party Nippon (NPN or Shinto Nippon) 0 
Other political parties 0 

None 41 

No answer (N/A) + don\'t know (D/K) 5 


Q: The Constitution of Japan turns 60 on May 3. Do you usually talk 
about the Constitution at your home or workplace? (One choice only) 


Often 4 
Sometimes 30 
Almost never 43 
Not at all 23 


Q: Constitution Article 9 stipulates that Japan renounces war and 
will never maintain war potential. Over the past 60 years, Japan has 
been at peace without going to war. Do you think Constitution 
Article 9 has contributed to this? 


Yes 78 
No 15 


Q: Then, do you think Constitution Article 9 has contributed to 
peace and security in East Asia? 


Yes 58 
No 27 


Q: There is an opinion saying the Self-Defense Forces is 
unconstitutional, and there is also an opinion saying the SDF is not 
unconstitutional. To which opinion do you agree? 
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Not unconstitutional 60 


Q: The Constitution describes nothing about the SDF. Do you think 
the SDF should be described in the Constitution? 


Yes 56 
No 31 
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Q: The LDP announced its draft of a new constitution the year before 
last. The LDP draft version of a new constitution clearly describes 
that Japan will have \"armed forces!" for self-defense, and it renames 
the SDF accordingly. Aside from whether to describe it in the 
Constitution, do you think it appropriate to do so? 


Yes 18 
No 70 


Q: How far do you think the SDF should be allowed to act overseas? 
Which opinion is closest to yours? (One choice only) 


The SDF should not be allowed to act overseas at all 10 

The SDF may be allowed to act overseas if it does not use armed 
force 64 

The SDF should be allowed to use armed force if necessary 22 


Q: Do you think it would be better to rewrite Constitution Article 
9? 


Yes 33 
No 49 


Q: There is an opinion saying the Constitution was imposed by 
America. Which opinion is closest to yours? (One choice only) 


Imposed 21 
Not imposed 14 
Can\'t say which 63 


Q: Do you think the Constitution should be revised on the whole? 


Yes 58 
No 27 


Q: (Only for those who answered \"yes\") Why? (One choice only) 


Because we want to create a new constitution ourselves 
7(4) 

Because Article 9 is problematical 

6(4) 

Because new rights and systems should be incorporated 

84(48) 


Q: (Only for those who answered \"no\") Why? (One choice only) 


Because it has taken root in the nation and has no problems to 
revise 

33(9) 

Because Article 9 may be rewritten 
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39(11) 

Because it has contributed to freedom and rights guaranteed 
25(7) 
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Q: Do you think it realistic to revise the Constitution, or do you 
otherwise think it\'s still in the way ahead? 


Realistic 59 
Way ahead 31 


Q: Prime Minister Abe has clearly said he would go for 
constitutional revision. Would you like the Constitution to be 
revised under Prime Minister Abe? 


Yes 40 
No 42 


Q: Do you think constitutional revision matters much to you? 


Yes 57 
No 35 


Polling methodology: The survey was conducted April 14-15 over the 
telephone on a computer-aided random digit dialing (RDD) basis. 
Respondents were chosen from among the nation\'s voting population on 
a three-stage random-sampling basis. Among randomly generated 
telephone numbers, those actually for household use with one or more 
eligible voters totaled 3,330. Valid answers were obtained from 

1,807 persons (54% ). 


(3) Upper House election: LDP, Minshuto aim to win floating votes 


ASAHI (Page 4) (Slightly abridged) 
May 8, 2007 


The ruling Liberal Democratic Party (LDP) and the leading opposition 
party, Minshuto (Democratic Party of Japan) yesterday shifted gears 
upward in the campaign for the House of Councillors election. The 
LDP decided to give Prime Minister Shinzo Abe the go ahead to give 
street-corner speeches as early as this month in order to win over 
unaffiliated voters. Minshuto as started to discuss ways to look for 
campaign issues in addition to the current one on rectifying the 
income gap in society. President Ozawa yesterday stumped in election 
districts in the urban areas. Competition between the two parties 

will likely intensify with an eye on scoring points with nonaligned 
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voters. 


LDP stepping up measures to win votes in regional areas under Abe\'s 
lead 


Abe told LDP Secretary General Hidenao Nakagawa at noon yesterday: 
\"In the Upper House election, | want to bring up global warming and 
the environment as campaign issues.\" He intends to play up the 
importance of local areas with an eye on single-seat districts in 

the prefectures. Abe\'s aide said, \"The prime minister will give a 

street corner speech every week in June.\" 


Global warming is one of the issues that Abe plans to discuss at the 
2008 G-8 Summit to be in the Lake Toya area, Hokkaido. He will take 
a strategy of playing up his own policy agenda in campaigning for 

the Upper House election, calling for the need for constitutional 
reform. 


The approval rating for the Abe cabinet has recently been on the 
increase in the polls. Abe\'s aide said, \"The prime minister should 
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display his own identity rather than taking makeshift measures. \" 
When visiting Qatar on May 1, Abe clearly stated: \"| have no 

intention to take special measures to win the floating votes. | will 

give voters simple and honest explanations about my policies and 
implement them. The words \"simple and honest\" will be his strategy 
to score with unaffiliated voters. 


Secretary General Nakagawa gave a pep talk at a general meeting on 


SIPDIS 
April 29 of the LDP Kochi chapter: We must win in the battle of one 
thing in mind, creating a new constitution." 


However, the prime minister\'s aides do not think that they will be 
able to overcome the current political situation. Although the 
Koizumi cabinet had public support ratings at the 50% level, it 
suffered a setback in the 2004 Upper House election. Abe, who was 
chief cabinet secretary at that time, is calling for strengthening 

the party\'s organizational strength. 


Nakagawa called in three candidates-to-be to LDP headquarters 
yesterday. According to one of the three, Nakagawa told them, "| 
want you to make efforts to obtain support from female voters.\" 


Minshuto groping for better campaign issues than social divide 
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Acting President Naoto Kan: \"There are such issues as medical, 
pension, welfare, a change of government, and waste of tax money. We 
should discuss the environment problem, including agriculture.\" 


President Ozawa: \"We must delve deeper into the social divide issue, 
since it is so abstract.\" 


Ozawa, Kan, and Secretary General Yukio Hatoyama held a meeting on 
May 7 at party headquarters. The three agreed that the party would 

hasten to come up with new campaign issues that would be easy to 

convey to voters, while assessing the will of the voters. After the 

meeting, Hatoyama stressed: \"We have to come up with campaign themes 
that are easy to be understood by the public and will have an impact 

on them.\" 


On May 7 Policy Research Committee Chairman Takeaki Matsumoto and 
other committee members met at party headquarters and conducted 
intensive debate for about seven hours on a plan to draft a 

manifesto (set of campaign pledges) for the Upper House election. 

The party reportedly wants a manifesto of 10 to 15 items, including 

the pension issue, lraq, bid-rigging and amakudari (golden parachute 
system), employment, medical service, education and agriculture. 


Minshuto has determined that it cannot defeat the LDP with only 
measures to narrow the income gap. Ozawa, who toured the prefectures 
where single seats are up for reelection, made his position clear 
that his party would place priority on scoring with unaffiliated 

voters. He visited Chukyo Women\'s University, whose president will 
run in the Upper House race on Minshuto ticket for the Aichi 
constituency. Minshuto apparently will be filing two candidates each 
in Saitama, Chiba, Kanagawa, and Aichi prefectures. It will be 
difficult for the party to win two seats in each constituency with 

the conventional support layer, including labor union votes. 
Therefore, it plans to focus on the floating votes and measures to 
capture some of the multiple seat districts up for election. 


(4) New Komeito President Ota: Party aims to hold on to 13 seats in 
election by showing achievements 
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TOKYO SHIMBUN (Page 2) (Full) 
May 8, 2007 


-- How many seats is the party aiming at (in the upcoming House of 
Councillors election)? 


We aim to secure our current 13 seats, with eight proportional 
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representation seats and five in prefectural constituencies. With 
this number, the coalition will be able to maintain its majority. 


-- A fierce battle is expected in constituencies, isn\'t it? 


Our party has fielded candidates in five constituencies. In four of 

the five electoral districts, excluding Tokyo, the number of seats 

is three. In Saitama, Kanagawa, and Aichi of the four, Minshuto 
(Democratic Party of Japan) has put up two candidates. But we aim to 
desperately defend one seat in each constituency. 


-- What if the coalition fails to keep its majority? 


A volatile political situation will unavoidably have a negative 
impact on the nation\'s economy, although it has recovered to this 
far. In such a case, Japan probably will be thrown into confusion. 


-- What issues will the party focus on in the Upper House election 
campaign? 


Our party\'s attention-grabbing message is \"politics that takes 
responsibility for the future.\" Eight years have passed since the 
New Komeito became a member of the Liberal Democratic Party-led 
coalition government. During this period, the economy returned to a 
recovery path, and it became possible to envision the future of 
Japan. Our capability to map out a future vision for Japan will be 
tested. 


-- What theme are you going to give priority to? 


We give priority to the capability to translate policy plans into 

reality. We will show our past achievements and a course of action 
for the future. During the seven months after | assumed office as 
party head, the government implemented such specific measures as 
expanding the scope of those eligible for child allowance and 
increasing budgetary allocations for small businesses. Opposition 
parties did nothing.\" 


-- The LDP plans to bring up a revision of the Constitution as the 
central issue in the campaign, doesn\'t it? 


| do not think it will be focused on in the campaign. It is more 
important to present future options and a specific vision for this 
nation, rather than discussing constitutional clauses. Focusing on 
essential points in the challenges facing this nation, such as 
social security, environmental protection, security and safety, 
politicians should forge ahead with political agenda items. 


-- You seem to have a different view from the prime minister on a 
review of the government\'s interpretation of the right to collective 
self-defense. 
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The prime minister has clearly said (to me): WI have no intention of 
reinterpreting the Constitution.\" Regarding national basic issues, 
It is important to take the stance of aiming at hitting the ball to 
center, instead of aiming at doubling to right field. The New 
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Komeito, as the party of peace, might be expected to apply the 
brakes when (the prime minister) is about to go too far. 


-- Minshuto is grilling the ruling coalition over social 
disparities. 


It is imperative to take specific measures to prevent the existing 
gaps from expanding and being fixed. The New Komeito has most 
contributed to implementing specific measures. 


-- Isn\'t there any possibility of the New Komeito buried between the 
two big political parties, the LDP and Minshuto? 


Adopting a two-party system is no longer a global trend. Many have 
begun to regard the third and fourth parties as important. It is 

essential to have a variety of people\'s intentions reflected in 

politics. Since the New Komeito, which understands the feelings of 

the common people, small- to medium-sized companies, and people in a 
difficulty, is a member of the ruling camp, the ruling coalition has 

been able to take well-balanced policies. 


(5) ADP annual meeting: Difficult to balance environment and 
development 


TOKYO SHIMBUN (Page 9) (Full) 
May 8, 2007 


The 40th annual meeting of the Asian Development Bank (ADV), which 
was held in Kyoto, ended yesterday, completing a two-day session. 
President Haruhiko Kuroda made a closing speech on the evening of 
the same day. In the speech he indicated the bank\'s policy of aiming 
at economic growth in Asia and a reduction of poverty, while giving 
consideration to the environment. 


Kuroda explained, \"Member nations have agreed that growth in Asia 
must be sustainable.\" To be precise, they confirmed the need for 
mutual cooperation for the promotion of the use of clean and 
efficient energy. 


Member nations have also confirmed that the ADB should make efforts 
to improve the environment, noting that such efforts are beneficial 
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to the education and health of developing countries. 


The next annual meeting will be held in Madrid, Spain, next May. 
Progress made for establishment of ADV fund 


The meeting took place at the venue where the Kyoto Protocol was 
adopted 10 years ago. Some progress has been made, as can be seen in 
that Japan has come up with a proposal for establishing a fund to 

spread energy-conservation as a measure to prevent global warming, a 
key agenda item. An environmental protection group criticized the 

ADV for continuing providing loans for development of energy using 

fossil fuels, arguing that such loans will accelerate global 

warming. 


ADB President Kuroda during the meeting made a speech, noting, We 
should think that we are responsible for protecting the environment 

not for the sake of cost but for the sake of investment in the 

future.\" Finance Minister Koji Omi explained to participants from 
various countries that cutting carbon emissions is unavoidable, 
indicating the outlook that energy consumption in Asia will double 

from the present level in 2030. 
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The ADB at present extends loans worth 1 billion yen a year for 
environment-related projects, including the introduction of 
energy-conserving technology and the promotion of hydroelectric 
generation and wind-power generation. It plans to continue providing 
loans worth more than 1 billion yen a year. It will also focus on 
providing knowledge and technology for protection of the environment 
as a hub of expert knowledge. 


In the meantime, the ADB will continue to depend on fossil fuels, as 
can be seen in its decision to finance the construction of a coal 
thermal power station in India. According to Greenpeace, an 
environmental protection group, the total amount of loans the ADB 
has provided for the construction of coal thermal power stations 
over the past five years is six times larger than the amount it 
provided for the use of clean energy, such as wind-power 
generation. 


The person in charge of an environment-related section at the ADB, 
said, \"We respect the views of nongovernmental organizations as well 
as those of developing countries.\" There are still 600 million 

persons in Asia who live on less than one dollar a day. 

Infrastructure has yet to be consolidated there. He explained the 
reality of Asia: \"Poverty must be eliminated through power 
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generation. If a country has rich oil reserves and the cost of using 
such resources is cheap, it is bound to depend on coal.\" 


(Corrected copy of the Index from Morning Highlights dated May 8, 
2007) 


Prime Minister Abe offered gift to Yasukuni Shrine during spring 
festival in April in lieu of paying homage at the shrine 


Abe first prime minister to make offering to Yasukuni during 
shrine\'s spring festival since Nakasone 


ASAHI (Page 1) (Excerpts) 
May 8, 2007 


Prime Minister Shinzo Abe made an offering to Yasukuni Shrine using 
his title as \"prime minister\" on the occasion of the shrine\'s spring 
festival from April 21-23. Abe has become the first Japanese prime 
minister to make an offering to the shrine since Yasuhiro Nakasone 
did so about 20 years ago. Abe has been elusive about visiting 
Yasukuni Shrine, telling people, \"| have no intention of saying 
whether or not I will visit or have visited the shrine.\" Abe 

apparently showed some consideration to the shrine by making an 
offering instead of visiting. 


According to a shrine source, Abe offered a potted masakaki plant 2 
meters tall. The pot is now lined with other masakaki plants 
alongside the wooden steps leading to the inner shrine. The pot 
carries a wooden label that says \"prime minister.\" 


Such persons as the Lower House speaker and the chairmen of the 
Japan War-Bereaved Association and the Association to Acknowledge 
the Divine Spirits of the Dead have offered masakaki plants to the 
shrine annually. But no prime minister has made an offering since 
Nakasone. When former Prime Minister Junichiro Koizumi visited 
Yasukuni, he offered flower wreaths. 


The shrine sent a letter to Abe asking for his attendance at its 
spring festival and an offering, and in response Abe paid 50,000 yen 
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for the plant. 

Yasukuni Shrive invites guests to its April and October festivals, 
which carry greater importance than the August 15 end-of-the-war 


anniversary. The spring festival this year occurred just after 
Chinese Premier Wen Jiabao\'s visit to Japan. 
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The shrine source welcomed Abe\'s offering, saying: \"I think Mr. Abe, 
who has been abstaining from visiting the shrine since becoming 
prime minister, showed his feelings. We appreciate it.\" 
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E.O. 12958: DECL: 05/07/2017 

TAGS: PHUM, PREL, UNHRC, EUN, JA 

SUBJECT: JAPAN WANTS ALL UNHRC SPECIAL RAPPORTEUR MANDATES 
RETAINED 


REF: STATE 60672 


Classified By: Acting Political Minister Counselor Carol T. Reynolds fo 
r reasons 1.4 (b) and (d). 


(C) Embassy Political Officer delivered reftel demarche May 
8 to MOFA Human Rights Division Principal Deputy Director 
Yoriko Suzuki. Suzuki said that Japan wants the UNHRC to 
maintain all the country-specific mandates left over from the 
Human Rights Commission. Although the Japanese government 
cannot determine its position until specific proposals have 
been tabled in the sixth session, it will definitely oppose 

any deal that eliminates the mandates for Cuba and Belarus. 
Japan has already begun to lobby some HRC countries to 
support retaining the mandates, and will do so more actively 
once the proposals are tabled, stated Suzuki. 
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TAGS: PARM, KNNP, KS, IS 

SUBJECT: ROK SHARES CONCERNS ON UNSC-DESIGNATED IRANIANS 
REF: STATE 61222 


Classified By: A/POL Brian McFeeters. Reasons 1.4 (b/d) 


Column 3 

1. (S) On May 8, A/POL conveyed reftel points highlighting 

the costs of allowing individuals designated under UNSCRs 
1737 and 1747 to travel to or through their territories to 

Park Chul-min, MOFAT\'s Disarmament and Non-Proliferation 
Division Director. Park said that the ROKG recently held an 
inter-Agency meeting to discuss issues related to the travel 

of UNSC-designated individuals associated with Iranian 
proliferation-related activities and had disseminated their 
findings throughout the ROKG. Seoul shared USG concerns and 
likewise wanted the international community to deliver a 

unified message that Iran needed to come into compliance with 
its international nuclear obligations, he said. 


2. (S) On a more tactical level, Park stated that the ROKG 
would appreciate more information on individuals designated 
by UNSCRs 1737 and 1747, such as date of birth or other 
identifying specifics, so that Seoul would be better prepared 
to exercise its due vigilance and restraint. While Park 

noted that the ROKG was doing all it could to monitor the 
potential travel to or overflight of Korea by designated 
individuals, Park appeared reluctant to take action to 
encourage Russia to exercise more restraint. 

VERSHBOW 


107156 

OO RUEHWEB 

DE RUEHUL #1364 1280808 

ZNY CCCCC ZZH 

O 080808Z MAY 07 

FM AMEMBASSY SEOUL 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 4397 
RUEHBJ/AMEMBASSY BEIJING 2489 
RUEHRL/AMEMBASSY BERLIN 1471 
RUEHBR/AMEMBASSY BRASILIA 0168 
RUEHBU/AMEMBASSY BUENOS AIRES 0104 
RUEHLO/AMEMBASSY LONDON 0925 
RUEHMO/AMEMBASSY MOSCOW 8028 
RUEHOT/AMEMBASSY OTTAWA 2165 
RUEHFR/AMEMBASSY PARIS 1542 
RUEHPG/AMEMBASSY PRAGUE 0510 
RUEHSA/AMEMBASSY PRETORIA 0168 
RUEHKO/AMEMBASSY TOKYO 2600 
RUEHVI/AMEMBASSY VIENNA 0173 
RUEHUNV/UNVIE VIENNA 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/02/2017 


Column 3 
TAGS: ENRG, IR, KNNP, MNUC, PARM, KS 
SUBJECT: ROKG ON IRANIAN INVITATION FOR REACTOR BIDS 


REF: STATE 61194 
Classified By: A/POL Brian McFeeters. Reasons 1.4 (b/d) 


1. (C) A/POL delivered reftel demarche to Ministry of Foreign 
Affairs and Trade Director for Disarmament and 
Non-Proliferation Park Chul-min on May 8. Park indicated 
that his office was aware of the Iranian invitation to bid 

and agreed with reftel points that the nuclear power plants 
were an effort to circumvent the spirit of UNSCR 1737 and 
1747. He said that he would need to share reftel concerns 
with others in the ROKG before responding; he would also 
consult colleagues working with the ROK nuclear industry. 


2. (C) Park asked for reactions from other demarched 
governments to reftel points, and suggested that the USG 
devote special attention to Russia as a potential supplier of 
further nuclear technology to Iran. 

VERSHBOW 


107157 

PP RUEHWEB 

DE RUEHUL 1365/01 1280816 

ZNY CCCCC ZZH 

P 080816Z MAY 07 

FM AMEMBASSY SEOUL 

TO RUEHC/SECSTATE WASHDC PRIORITY 4398 
INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 2490 
RUEHMO/AMEMBASSY MOSCOW PRIORITY 8029 
RUEHKO/AMEMBASSY TOKYO PRIORITY 2601 
RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 
RHMFISS/COMUSKOREA J5 SEOUL KOR PRIORITY 
RHHMUNA/CDR USPACOM HONOLULU HI PRIORITY 
RHMFISS/COMUSKOREA J2 SEOUL KOR PRIORITY 
RHMFISS/COMUSKOREA SCJS SEOUL KOR PRIORITY","C ON FIDEN TIAL SEOUL 001365 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 01/23/2027 

TAGS: PREL, PREF, PGOV, PINR, KS, KN 

SUBJECT: PROMINENT NK DEFECTORS FORM RADICAL NGO 


Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b/d). 


SUMMARY 


Column 3 

1. (C) "Aquariums of Pyongyang author Kang Cheol-hwan, 
former DPRK inner-circle member Hwang Jang-yop and other 
prominent North Korean defectors have formed a new 
organization, the Committee for Democratization of North 
Korea (CDNK). lts main goals are to topple the DPRK regime 
and organize defectors to aid in the transition to a post-Kim 
Jong-il environment. One of the few political organizations 
founded by and for North Korean defectors, CDNK is likely to 
be one of the most extreme of the ROK\'s conservative, 
anti-DPRK groups. END SUMMARY. 


DEFECTORS WANT ROLE IN UNIFICATION 


2. (SBU) Claiming to represent the over 10,000 resettled 

North Koreans in the ROK, the newly formed CDNK aims to 
support awareness of human rights in the DPRK, push for the 
collapse of Kim Jong-il\'s regime, and prepare for the 

post-Kim Jong-il era. At the group\'s April 10 opening 
ceremony, CDNK President Hwang Jang-yop told attendees that 
\"defectors must play a pivotal role in enabling the flower of 
freedom to blossom in North Korea.\" Former President Kim 
Young-sam, CDNK\'s honorary chairman, said that \"defectors 
must win the battle for democratization of North Korea. | 

hope that they will become proud heroes of a new history.\" 
CDNK has 20 member organizations, including NKGulag, Free NK 
Radio and the North Korean Defectors Association, and 1,000 
individual members. 


3. (C) The driving force behind this group is \"Aquariums of 
PyongyangW author Kang Cheol-hwan, who serves as CDNK 
Chairman and works from a small office across the street from 
the Ministry of Unification. Kang told us on May 7 that 

there is an evolving consensus among North Korean defectors 
that not only is the DPRK regime in danger of imminent 
collapse, but also that defectors should play a major role in 
building a unified Korea. A banner hanging in the office 

said \"Topple the Kim Jong-il Regime\" in red lettering. 


4. (C) Kang said that defectors, with their understanding of 
North Korea and their networks in the DPRK, are best 
positioned to ensure that the next generation in North Korea 
is prepared to open up and introduce reforms. Kang said 
defectors could serve as an important bridge in unification. 
Anti-ROK sentiment is so high among North Koreans that ROK 
officials will have difficulty being effective in the North. 
South Koreans lack credibility and legitimacy because of 
their willingness to follow Americans and their failure to 
stand up for DPRK human rights, Kang said. They have no 
legitimacy. 


Column 3 


SIGNS OF DPRK COLLAPSE 


5. (C) Kang predicted that the DPRK will fall when the 

number of defectors in the ROK, currently at 10,000, reaches 
100,000. As signs of imminent collapse, Kang pointed to the 
increased flow of information along the North Korea- China 
border and the routine movements of North Koreans 
back-and-forth between the two countries. Kang said that it 

is becoming increasingly apparent that the DPRK central 
government is losing control of the local governments. For 
example, he said, although the central government has ordered 
border provinces to close the borders, guards there continue 

to accept bribes (usually between USD 50 and USD 100) and 
allow people to cross. Kang reported that there is growing 
sentiment among guards that one would be a fool not to accept 
money from border-crossers. 


6. (C) Kang said that the central government, increasingly 
desperate to stop this activity, has begun to execute 

military officials who have accepted bribes along the border. 
Under past practice, Kang said, the regime executed only 
civilians. 


CDNK TO HASTEN COLLAPSE 


7. (C) To hasten a collapse of the DPRK, CDNK intends to 
organize defectors to raise awareness about human rights 
issues, push China not to repatriate North Koreans, and 
distribute radios in North Korea. The radios will be 
distributed from safe houses along the China border where 
traders, defectors and smugglers regularly meet. Kang is 
confident that the radios will be disbursed throughout the 
country and into Pyongyang. The radios could easily be 
smuggled to Shinuiju, where it is possible to meet traders 
from Pyongyang. Even if the bulk of the radios stay around 
the border, Kang said, it would still be worthwhile. There 
are 300,000 North Korean soldiers amassed along the 
DPRK-China border with nothing to do at night. With radios, 
they would at least begin to understand the outside world. 


8. (C) Although continued pressure, such as the BDA 
investigation, could be fruitful, Kang said that the U.S. did 
not have to anything to bring about a collapse of North 
Korea; it would just fall on its own, he said. 


PROMOTING HUMAN RIGHTS FOR DEFECTORS 


Column 3 

9. (C) CDNK will also promote the human rights of defectors 
in South Korea. In particular, Kang said that CDNK would 
address the issue of Korean citizen identification cards, 
which indicate by numeric code whether the holder is a 
resettled North Korean. According to Kang, potential 
employers have broken this code and reject resettled North 
Korean applicants. China has also discovered the code and 
subjects defectors traveling in China to surveillance and 
other harassment. Another objective of CDNK is to form an 
experts group of high-level defectors. 


SKELETONS IN BLUE HOUSE CLOSETS 


10. (C) Kang said that attempts to cooperate with the Blue 
House have been unsuccessful. Kang said that the current ROK 
leadership can be divided into two camps. The first consists 
of people who have either been bribed by the DPRK or have 
something to hide from their days as student activists. Kang 
explained that in the 1980s, it was fashionable among 
activists to study \"juche\" philosophy and be acknowledged by 
the DPRK, sometimes through trips to Pyongyang. Fearing 
leaks to the media, officials with this background advocate a 
soft line with the DPRK even if they do not still support the 
DPRK. The other group, smaller than the first, is comprised 
of those who really share the juche ideology. 


11. (C) Kang said that he was disappointed that the Grand 
National Party was reconsidering its North Korea policy. 
However, he wondered whether it was merely an election year 
ploy to attract more progressive voters. Kang said that CDNK 
leadership was still debating the group\'s political role in 

the upcoming presidential election. He said that if one 
includes family members of defectors, CDNK could command 
between 20,000 and 30,000 votes. 


COMMENT 

12. (C) Kang has long been associated with NKGulag, a 
defectors\' human rights organization that advocates a 
hard-line view towards North Korea. We understand that 
Kang\'s anti-DPRK politics became too extreme even for 
NKGulag, which edged Kang out of its leadership circle over 
the past year. We expect CDNK to be a vocal and harsh critic 
of the DPRK and the ROK political rush to capitalize on 
thawing inter-Korean relations. While most South Koreans 
will not be sympathetic to CDNK\'s confrontational tactics, 

the approach could resonate among the North Koreans resettled 
in the South, especially as more of them find themselves cut 
out from the mainstream South Korean society and economy. 
This risk will grow correspondingly with the size of the 
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North Korean population in the South. 
VERSHBOW 
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RR RUEHWEB 

DE RUEHBK #2562 1280818 

ZNR UUUUU ZZH 

R 080818Z MAY 07 

FM AMEMBASSY BANGKOK 

TO RUEHC/SECSTATE WASHDC 6716 

RUEHLM/AMEMBASSY COLOMBO 3437","UNCLAS BANGKOK 002562 


SIPDIS 
SIPDIS 
STATE FOR lO 


E.O. 12958:N/A 
TAGS: PREL, AORC, TH 
SUBJECT: THAILAND UNSURE OF COLOMBO PLAN PICK 


REF: STATE 58691 


1. On May 8, Econoff contacted the Ministry of Foreign Affairs 
International Organization Partnership Bureau regarding Thailand\'s 
short list for the position of Colombo Plan Secretary General. Mr. 
Thirat of the IO Bureau said the MFA had yet to solidify its 

position on which candidates it would support for the position. 
However, at the working level, he believed the RTG would lean toward 
one of the more well-off countries on the list as they presumed the 
country providing the new Secretary General would provide financial 
support for the organization. 

BOYCE 
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OO RUEHWEB 

DE RUEHTC #0867 1280820 

ZNR UUUUU ZZH 

O 080820Z MAY 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9091 
INFO RUEAIIA/CIA WASHDC PRIORITY 
RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY 
RHEBAAA/DEPT OF ENERGY WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 
RHEHNSC/NSC WASHDC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 


SIPDIS 


Column 3 


SENSITIVE 
SIPDIS 


STATE FOR ISN/CB, VCI/CCB, L/ACV, IO/S 
SECDEF FOR OSD/ISP 

JOINT STAFF FOR DD PMA-A FOR WTC 
COMMERCE FOR BIS (GOLDMAN) 

NSC FOR LEDDY 

WINPAC FOR WALTER 


E.O. 12958: N/A 

TAGS: PARM, PREL, CWC 

SUBJECT: CHEMICAL WEAPONS CONVENTION (CWC): WRAP-UP FOR THE 
WEEK ENDING MAY 4 


This is CWC-40-07. 


1. (U) The Technical Secretariat held a regional workshop of 
the National Authorities of the GCC States on the practical 
implementation of the CWC April 29-May 2 in Kuwait City. All 
GCC States were scheduled to attend. Four of these States - 
Bahrain, Kuwait, Qatar, and the UAE - are of high priority 
under the Padilla initiative because of their chemical 

industry and transshipment importance. Also, several of 
these States Parties approached the U.S. representatives that 
attended the regional meeting held in Jakarta last fall, 
expressing an interest to begin a dialogue regarding industry 
implementation of the CWC. 


2. (U) With this in mind, the Del approached the TS earlier 
this year about the possibility of attending the workshop to 
facilitate outreach to these SPs. The TS agreed with this 
plan and even asked the Del to make certain presentations 
during the workshop. However, the TS insisted that final 
approval for U.S. attendance would have to be granted by the 
Kuwaiti hosts once the details were finalized. 


3. (U) Unfortunately, the Kuwaitis did not give final 

approval to the details of the workshop, including the dates, 
until April 20. Ambassador Javits immediately attempted to 
contact the Kuwaiti ambassador in The Hague to formally 
request permission for the U.S. to attend. As the Kuwaiti 
ambassador was out of the country, a written request was 
presented to the Kuwaiti embassy, which they forwarded to 
capital. Several days later, the Del received a response 
from the Kuwaitis stating that the request could not be 


Column 3 
accommodated by their National Authority due to the short 
notice. 


4. (SBU) In further discussions with Sergei Kisselev, the TS 
coordinator for the workshop, he speculated that the reason 

for the Kuwaitis turning down the request may have included 
other reasons. Jordan and Yemen, which are not GCC members, 
attended last year\'s GCC workshop, and the TS had asked 
Kuwait to consider inviting them this year. Kuwait declined. 

The implication was be that, given that Kuwait turned down 

these other requests for participation, they felt in a 

difficult position to honor the Del request. 


5. (U) Del will continue to look for other opportunities to 
work bilaterally with these States Parties. 


6. (U) Javits sends. 
ARNALL 
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OO RUEHWEB 

DE RUEHKL #0817 1280838 

ZNR UUUUU ZZH 

O 080838Z MAY 07 

FM AMEMBASSY KUALA LUMPUR 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9188 

INFO RUEHUNV/USMISSION UNVIE VIENNA IMMEDIATE 0110 
RUCNDT/USMISSION USUN NEW YORK IMMEDIATE 1018 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR IO/RHS, DRL/MLGA, EUR/PGI 


E.O. 12958: N/A 

TAGS: PREL, PHUM, UNHRC, MY 

SUBJECT: DEMARCHE DELIVERED: UN HUMAN RIGHTS COUNCIL 
CANDIDACY OF BELARUS 


REF: STATE 58054 


(SBU) We delivered reftel demarche on May 8 to the Ministry 
of Foreign Affairs Multilateral Affairs Bureau, Principal 
Assistant Secretary for Human Rights issues, Astanah Banu 
Shri Abdul Aziz. Astanah assured us that the Government of 
Malaysia would consider the points raised in reftel regarding 
Belarus\' candidacy and expressed hope that indeed a third 
nation would come forward as a alternative. 


Column 3 
LAFLEUR 
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OO RUEHBC RUEHCHI RUEHDBU RUEHDE RUEHDT RUEHHM RUEHKUK RUEHLH RUEHNH 
RUEHPW RUEHROV 

DE RUEHKL #0818 1280842 

ZNY CCCCC ZZH 

O 080842Z MAY 07 

FM AMEMBASSY KUALA LUMPUR 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9189 

INFO RUEHGB/AMEMBASSY BAGHDAD IMMEDIATE 0084 
RUCNASE/ASEAN MEMBER COLLECTIVE PRIORITY 
RUCNISL/ISLAMIC COLLECTIVE PRIORITY 
RUEHBUL/AMEMBASSY KABUL PRIORITY 0040 
RHEHNSC/NSC WASHDC PRIORITY 

RHMFISS/CDR USCENTCOM MACDILL AFB FL PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 

RHHMUNA/CDR USPACOM HONOLULU HI PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RHMFISS/CDR USSOUTHCOM MIAMI FL PRIORITY 
RHMFISS/CDR USEUCOM VAIHINGEN GE PRIORITY 
RUEHMK/COMUSNAVCENT PRIORITY""CONFIDENTIAL KUALA LUMPUR 000818 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/08/2027 

TAGS: PREL, MARR, MASS, MOPS, EAID, KISL, 1Z, MY 

SUBJECT: IRAQ: MALAYSIAN FOREIGN MINISTERVS VISIT CANCELED 
DUE TO SECURITY CONCERNS 


REF: A. KUALA LUMPUR 811 
B. KUALA LUMPUR 812 


Classified By: Political Section Chief Mark D. Clark 
for reasons 1.4 (b and d). 


1. (SBU) MalaysiaWs Ministry of Foreign Affairs (MFA) West 
Asia desk advised us on May 7 that Foreign Minister Syed 
Hamid Albar has canceled his planned May 12 trip to Baghdad 
which we previously reported in ref A. Foreign Ministry 
officials commented that although the intent was to postpone 
the mission to a future date, no new date had yet been 
decided. The Iraqi Embassy confirmed with us on May 8 that 
the trip has been cancelled. 


2.(C) In a follow-up conversation, FM Hamid\'s personal 
private secretary (protect) informed us that the Minister\'s 
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trip was canceled at the request of the Prime Minister\'s 
office due to security concerns in Baghdad. Although the FM 
still hopes to go to Baghdad, his private secretary was 
unsure when or if the trip would be rescheduled. \"I was 
going to go, too,\" the private secretary said, \"but Baghdad 
itself is just dangerous now.\" 

LAFLEUR 
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RR RUEHHM 

DE RUEHHI #0836 1280849 

ZNR UUUUU ZZH 

R 080849Z MAY 07 

FM AMEMBASSY HANOI 

TO RUEHC/SECSTATE WASHDC 5287 

INFO RUEHHM/AMCONSUL HO CHI MINH 2986 

RHEHNSC/NATIONAL SECURITY COUNCIL WASHINGTON DC","UNCLAS HANOI 000836 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EAP/MLS AND DRL/AWH 
NSC FOR HOLLY MORROW 


E.O. 12958: N/A 

TAGS: PHUM, PREL, PGOV, VM 

SUBJECT: Triet Visit: MFA Confirms June 22 Meeting with President, 
Underlines Commitment to Successful Visit 


1. (SBU) Summary: President Nguyen Minh Triet has \"officially 
accepted\" June 22 as the date of his meeting with President Bush, 

and is also considering the MFA\'s recommendations that he stop in 
New York and Los Angeles and issue a Joint Statement with President 
Bush. Furthermore, the GVN is pulling out all the stops to ensure a 
successful visit, Americas Department DDG Nguyen Ba Hung told Pol/C 
on May 7. Vietnam hopes to sign official and commercial agreements 
in a number of areas, including Peace Corps and TIFA. However, Hung 
expressed concern that anti-Vietnam legislation and other actions in 

the United States will undermine the Triet visit. In response to 

Pol/C\'s observation that the ongoing human rights crackdown will 

also negatively impact the visit, Hung said that the GVN is 

\"seriously considering\" releasing Nguyen Vu Binh and will soon 
provide information on former NED fellow (and recent arrestee) Le 
Quoc Quan. End Summary. 


2. (SBU) MFA Americas Department DDG Nguyen Ba Hung called in Pol/C 
to discuss President Nguyen Minh Triet\'s upcoming visit to the 
United States. Although the Office of the President had at one 


Column 3 

point considered seeking to reschedule the date of the meeting with 
President George W. Bush from June 22 to June 21, President Triet 
has now \"officially accepted\" June 22, Hung said. The MFA has 
proposed to the Office of the President that, after Washington, 

D.C., Triet also visit New York and Los Angeles. MFA has also 
proposed to the Office of President that Presidents Bush and Triet 
have another Joint Statement (similar to those from President Bush\'s 
November 2006 visit to Hanoi and former Prime Minister Phan Van 
Khai\'s June 2005 visit to Washington). The MFA should hear soon the 
President\'s response to both of these proposals, Hung said. 


3. (SBU) The GVN is pulling out all the stops to ensure that the 
PresidentVs visit is a success, Hung continued. Vietnam hopes to 
sign agreements and contracts in a number of areas, including: a 
Trade and Investment Framework Agreement (TIFA); commercial 
agreements for companies such as Boeing, SSA and Gannon; Peace 
Corps; underwater recovery operations for missing personnel from the 
war (an \"MIA vessel,\" in Hung\'s words); and others. In response to 
Pol/C\'s question about PSI being another possible deliverable, Hung 
said that the GVN is \"thinking hard about it.\" 


4. (SBU) Education is another area in which the two countries can 
expand their cooperation, Hung noted. Replying to Pol/C\'s request 

for details about what exactly the GVN has in mind, Hung said 

Vietnam would like USG \"endorsement\" of American assistance for the 
construction of a world-class university, training for English 

language teachers and providing fellowships for university and other 
students. Turning to Peace Corps, DDG Hung noted that he will join 
representatives from the Ministry of Education and Training in a 

meeting with Embassy representatives on the subject on May 11. 


5. (SBU) Hung lamented that a number of recent actions in the United 
States threaten to damage America\'s image in Vietnam and cast a pall 
over the Triet visit. Among these are: the Oregon state 

legislature\'s recent endorsement of the old South Vietnamese flag as 
the flag of the Viet-Kieu community there (with even the Governor 
offering his support); the Committee on International Religious 
Freedom\'s call on the Department to redesignate Vietnam a Country of 
Particular Concern; and, the recent passage of H.R. 243 on the human 
rights situation in Vietnam. While the GVN understands that all of 
these are outside the control of the USG, they nonetheless could 
undermine the Triet visit. 


6. (SBU) Pol/C responded that Vietnam\'s ongoing human rights 
crackdown could also negatively impact the Triet visit, and that GVN 
steps to mitigate this and release prisoners and detainees would do 
much to improve things. DDG Hung replied that the GVN will release 
Phan Van Ban on May 9 and is \"seriously considering\" releasing 
Nguyen Vu Binh. Furthermore, a \"senior official" will soon be 

writing to concerned American officials about the case of former NED 
fellow Le Quoc Quan, laying out the GVNVs case that Quan is involved 


Column 3 

with the Viet Tan \"terrorist group.\" Pol/C urged Hung to provide us 
with whatever information and evidence the GVN has on this group, 
particularly as some in the government have made serious allegations 
about a Member of Congress\' involvement with this group. 


MARINE 
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PP RUEHWEB 

DE RUEHBW #0609 1280854 

ZNY CCCCC ZZH 

P 080854Z MAY 07 

FM AMEMBASSY BELGRADE 

TO RUEHC/SECSTATE WASHDC PRIORITY 0769 
INFO RUEHVJ/AMEMBASSY SARAJEVO 0338 
RUEHPS/USOFFICE PRISTINA 3692 


SIPDIS 


TERREP 
SIPDIS 


DEPT FOR DSS/ITA, DS/IP/EUR, EUR/SCE 


E.O. 12958: DECL: 1.6X6 
TAGS: ASEC, PTER, SR 
SUBJECT: Additional Information on Novi Pazar 


REF: Belgrade 372 


CLASSIFIED BY NEIL J. MACNEIL, REGIONAL SECURITY 
OFFICER U.S. EMBASSY BELGRADE FOR REASON 1.5 D. 


1. (SBU) RSO Met with Director of National Security 
Veljevic on April 2, 2007. RSO was meeting to discuss 
the possibility of Serbian security forces providing 
personal protection to the Mufti of Novi Pazar. The 

Mufti expressed concern for his personal safety to 

the Ambassador just days before a munitions cache was 
discovered outside of Novi Pazar (reported Ref). 


2. (SBU) National Security Director Veljevic 
appeared favorably inclined to provide protection to 
the Mufti. As expected, he indicated that this 
request would need to be approved by Interior 
Minister Jocic. 


3. (C) National Security Director Veljevic provided 
some additional information on the weapons, and their 
discovery. 
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a) (C) The cache was found in part due to information 
provided by an ?ethnic Muslim? police officer in Novi 
Pazar, who reportedly had two sons involved in the 
group. The police officer was concerned for his 
sons. 


b) (C) A small gorge near the weapons cache site 
showed signs of weapons training (targets and spent 
shell casings). 


c) (C) The cache of weapons and material included a 
laptop computer which contained instruction videos on 
the conduct of suicide bombings. Some of the 
material found on the laptop was reportedly of Afghan 
and Pakistani origin, possibly from Al Q?aeda. 
Veljevic stated (as reported reftel) that the central 
Mosque in Novi Pazar would be the likely target of 
these attacks. 


d) (C) Veljevic said materials found at the site also 
indicate that some the members of this group may be 
training to fight in Iraq of Afghanistan, but did not 
elaborate. 


e) (C) Director Veljevic believes that the material 

made its way to Novi Pazar through the Muslim regions 
of Bosnia, following the same route as the illicit 

drug trade from Central Asia. 


f) (C) Director Veljevic indicated that he believes 

that some members of the group are operating in 
northern Kosovo and that he has had discussions with 
UNMIK security forces. (RSO Note: There was no 
additional information provided as to why Veljevic 
would believe this, and it may be speculative on his 


part) 


4. (C) Director Veljevic stated, as indicated in 

Reftel, that this is a small ?Wahabbist? group, but 

is dangerous nonetheless. Veljevic asked to keep the 
information in above Para in the strictest confidence 
as the investigation is ongoing and the details of 

the case have not been disseminated. 


5. (C) RSO requested that the MUP provide any 
identifying information on the possible MANPADS found 
at the second cache site (Para 4 of reftel). 

Veljevic promised to provide whatever information he 
can. 
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6. (C) On April 17 RSO Met again with Veljevic on a 
separate matter. Mr. Veljevic provided several 

photos and a listing of the material found at the 

site. The photos show AK-47/AKM rifles and several 
RPG launchers, along with associated ammunition. 
Veljevic conformed that no/no MANPADS were found at 
the scene. RSO will have the material list 

translated into English and forwarded SepTel. 


POLT 
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OO RUEHWEB 

DE RUEHJA #1296 1280856 

ZNR UUUUU ZZH 

O 080856Z MAY 07 

FM AMEMBASSY JAKARTA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 4638 
INFO RUEHBY/AMEMBASSY CANBERRA IMMEDIATE 0731 
RUEHML/AMEMBASSY MANILA IMMEDIATE 3056 
RUEHNE/AMEMBASSY NEW DELHI IMMEDIATE 1290 
RUEHOT/AMEMBASSY OTTAWA IMMEDIATE 1316 
RUEHUL/AMEMBASSY SEOUL IMMEDIATE 4063 
RUEHKO/AMEMBASSY TOKYO IMMEDIATE 0511 
RUEHWL/AMEMBASSY WELLINGTON IMMEDIATE 1489 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EAP/MTS 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, KDEM, XB, ID 

SUBJECT: DEMARCHE TO INDONESIA ON \"ASIA DEMOCRACY 
PARTNERSHIP\" 


REF: STATE 56424 


1. (SBU) We met with Ms. Trini Gunarti, Deputy Director of 
the Department of Foreign Affairs Office of North and Central 
American Affairs, to outline our ideas for creation of an 

Asia Democracy Partnership (reftel). We pointed out that 
Indonesia\'s experience in transitioning to democracy meant 
that it had much to offer others in the region. 


2. (SBU) Ms. Gunarti responded that Partnership would be of 
interest of Foreign Minister Wirajuda, and asked whether the 
United States was proposing to fund it. She also expressed 


Column 3 

some concern as to whether participation in the partnership 
was compatible with Indonesia\'s strong commitment to ASEAN. 
We responded that at this point, we were proposing more 
intensive consultations and soliciting input from prospective 
partners. Ms. Gunarti undertook to share the proposal with 
Minister Wirajuda\'s staff as well as the Department\'s Human 
Rights and Inter-Regional Partnerships Directorate. 

HEFFERN 
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PP RUEHWEB 

DE RUEHBK #2565/01 1280859 

ZNY CCCCC ZZH 

P 080859Z MAY 07 

FM AMEMBASSY BANGKOK 

TO RUEHC/SECSTATE WASHDC PRIORITY 6717 
INFO RHHMUNA/CDR USPACOM HONOLULU HI 
RHEFDIA/DIA WASHDC 

RHEHNSC/NSC WASHDG 

RUEAIIA/CIA WASHINGTON DC 
RUEKJCS/SECDEF WASHINGTON DC"","C ONFIDENTIAL BANGKOK 002565 


SIPDIS 
SIPDIS 
DEPT FOR EAP/MLS 


E.O. 12958: DECL: 05/08/2017 

TAGS: PGOV, PREL, KDEM, TH 

SUBJECT: PREPARING FOR THE REFERENDUM IN NORTHEASTERN 
THAILAND 


Classified By: Political Counselor Susan M. Sutton. Reason 1.4 (b,d) 


1. (C) Summary. While the Bangkok elite are heavily focused 
on the draft constitution and preparations for the September 
referendum, voters in the poor, rural northeast are not. 
Indeed, while some local officials are attempting to build 
public support for the draft charter in the countryside, 
their activities do not appear to have produced much success. 

Instead, both elected and NGO leaders in the northeastern 
province of Ubon Ratchatani judge that the powerful patronage 
networks of provincial politicians--most importantly current 
and former members of Thaksin\'s Thai Rak Thai party--will 
play the most important role in directing people how to vote. 

End Summary. 


2. (C) Poloffs traveled to the northeastern (Isaan) province 
of Ubon Ratchatani May 2-3 to discuss local political 
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sentiment and preparations for the September constitutional 
referendum with local contacts. Ubon, which borders Laos and 
Cambodia, is the eastern-most province in Thailand and serves 
as an administrative and commercial hub for Isaan. While 

still dominated by agriculture, Ubon is relatively well-off 

when compared to other northeastern provinces. Ubon has the 
fourth largest number of voters in the country, and in the 

2005 parliamentary election, 64 percent supported candidates 
from deposed PM Thaksin\'s Thai Rak Thai party. Prime 
Minister Surayud Chulanont traveled to Ubon April 21 to build 
support for his government and listen to local concerns. 

Septel will outline political dynamics in Ubon and local 

reaction to the PM\'s trip. 


PREPARING FOR THE REFERENDUM 


3. (C) In a meeting with poloffs on May 3, Wichai Sangsri, 
Secretary of the Ad Hoc Committee on Public Opinion and 


SIPDIS 

People\'s Participation--the group charged with educating the 
public on the draft charter--outlined a process that appears 
more focused on soliciting feedback from local elite than 
educating voters on the new constitution. Wichai explained 
that his 21-member committee had been selected by local 
representatives to the 1000 member Constitutional Drafting 
Assembly (CDA) in Bangkok. In phase one of the process, this 
21-member body had studied the draft constitution, focusing 
in particular on the differences between this charter and the 
1997 constitution. 


4. (C) Wichai explained that his group was now engaged in 
phase two of the process, holding public hearings on the 

draft charter to solicit feedback. His committee has held 

two rounds of these hearings so far: each round entails six 
separate locations with 2-300 participants at each. These 
sessions last all day. Participants are selected based on 13 
different professions, including agriculture, local 

businesses, government workers and security officials. These 
representatives are then given a handbook outlining the 15 
major differences between the draft charter and the 1997 
constitution. Wichai admitted that that the first round of 

public hearings took place before the full text of the draft 
charter was publicly released. Feedback from each public 
hearing is organized by the Ad Hoc Committee and forwarded to 
the CDA in Bangkok. According to Wichai, the top three 
subjects of discussion at the public forums have been: new 
limits on the authority of elected representatives, larger 

voter constituencies and expanded oversight of government 
officials. Wichai emphasized that the public hearing 
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campaign is designed to educate the crucial five percent of 
citizens who are leaders in their communities. Conducting 
forums at the village level, in his opinion, is not feasible, 
given the breadth of the countryside and short period of time 
before the vote. 


5. (C) Wichai was less confident when he described plans for 
phase three: educating the population on the finalized 
charter ahead of the September referendum. The plan and 
budget for phase three have not yet been finalized. When 
pushed, Wichai admitted that he does not expect to hold any 
more public hearings on the charter. Instead, his committee 
will likely focus on using local media to raise public 
awareness of the draft constitution. 


6. (C) Wichai is guardedly optimistic that the referendum 
will pass. In his view, the new constitution will strengthen 
the people at the cost of politicians, and participants at 
the public hearings he has organized agree with this 
approach. The problem, according to Wichai, is that most 


people in the countryside do not think about national-level 
politics, and those that do want to know how the new 
constitution will benefit them. In a comment echoed by all 

of our contacts in Ubon, Wichai emphasized that the support 
of local leaders--village and district headmen--will be 

crucial to the charter\'s passage. 


7. (C) In a separate meeting, Ubon Governor Sutee Markboon 
gave a less-detailed, though complimentary, brief on 
preparations for the referendum. Sutee professed optimism on 
the referendum\'s passage, with one of his Vice Governors 
adding that local citizens are looking forward to elections 

in December. Sutee also expressed confidence in the ability 
of the Ad Hoc community to use local media to build public 
support for the draft charter. Later on the same day, 

officials from the Ubon election commission--who will 

actually administer the referendum--explained that 
preparations for the vote are already under way. Although 
this is the first national referendum in Thai history, 

election officials noted that they will use the same 
administrative set-up used in national and local elections 

and foresee no major problems. 


FALLING ON DEAF EARS? 


8. (C) A range of contacts from local NGOs and local 
administrative organizations painted a much different picture 
on the draft charter. Several village-level leaders 

described a rural population focused on local concerns and 
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basic subsistence, uninterested and barely informed on 
national level politics. Somparn Kuendee, Coordinator for 

the Assembly of the Poor\'s Pak Mun Damn Community, a local 
grass-roots NGO, said that \"these are big subjects, politics, 
laws...poor people don\'t even think about these things.\" At 

a roundtable of village headmen, organized by Saman Taweesri, 
Chairman of the Village and District Headman Association, one 
village chief complained how hard it was to follow these 
subjects, \"we don\'t have the education or training,\" to deal 
with these issues. \"Most people don\'t talk about it.\" Local 
leaders are \"confused\" on the subject. According to this 
group of headmen, village leaders like themselves attend 

these mandatory public forums organized by the Ad Hoc 
Committee, but come away with little confidence in their 
understanding of the draft charter. 


9. (C) Even more well-informed local leaders admitted that 
they are struggling to understand the draft constitution. 
Pongsak Saiwan, Coordinator for the Ubon Community Network, 
another grass roots NGO, said that he had been following 
press reports on the new constitution and proudly produced a 
dog-eared, pocket-sized copy of the 1997 charter. A big part 
of his job, he said, was advising local people on their 

rights under the constitution and building increased 

political consciousness. Pongsak said that his group is very 
much focused on the potential expansion and protection of 
specific individual and community rights in the new charter, 
but expressed frustration that his group had not yet received 
a copy of the current draft. Contrary to assertions of 

public disinterest in the new constitution, Pongsak said that 
\"people are interested, but uninformed.\" 


WHAT MATTERS IN THE END 


10. (C) While unwilling to offer predictions on the outcome 

of the referendum, all of these local leaders agreed that the 
passage or failure of the draft charter in Ubon will depend 

on the support of village and district headmen. According to 
one village headman, \"people vote as ordered, good or not, 
thats the way it is.\" When asked how local leaders will 
decide which way to direct their people to vote, another 
headman explained that, in Ubon, province-level political 
leaders will make the decision, based on guidance from their 
national political party. According to this account, party 
decisions on the referendum easily trump central government 
guidance. \"The government cannot compete with the party.\" 
These local officials say that they have no guidance from 
senior politicians on the charter yet. 


COMMENT 


Column 3 


11. (C) While politicians and academics in Bangkok are 
threatening that the constitution is \"doomed,\" the majority 
of voters in rural areas seem genuinely undecided. In an 


eerie analytic echo, both a university professor and a 

village headman with a high-school education labeled the key 
political dynamic behind the success or failure of the 
referendum as \"feudal.\" Whatever its label, it is not clear 
whether central government officials in Bangkok recognize 
that their current efforts to sell the draft charter in the 
countryside are not yet bearing fruit. Then again, as 

several of our contacts asked, since when have the leaders in 
Bangkok cared about what the people in Ubon think? 

BOYCE 
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PP RUEHDE RUEHDIR 

DE RUEHYN #0852/01 1280908 

ZNY CCCCC ZZH 

P 080908Z MAY 07 

FM AMEMBASSY SANAA 

TO RUEHC/SECSTATE WASHDC PRIORITY 7032 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE PRIORITY 
RUEHLO/AMEMBASSY LONDON PRIORITY 0199 

RUEHTV/AMEMBASSY TEL AVIV PRIORITY 0232 

RHMFISS/CJTF HOA PRIORITY 

RHEHNSC/NSC WASHINGTON DC PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 

RUEKDIA/DIA WASHINGTON DC PRIORITY","C ON FIDENTIAL SECTION 01 OF 03 SANAA ( 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/05/2017 

TAGS: PHUM, PREL, PREF, IS, YM 

SUBJECT: JEWISH COMMUNITY\'S SECURITY PERCEPTIONS 
INCREASINGLY PESSIMISTIC 


Classified By: DCM Nabeel Khoury, for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: On April 30 - May 1 Damon Stevens, from the 
Office of the Special Envoy to Monitor and Combat 
Anti-Semitism, conducted separate meetings with members of 
the Jewish communities from Saada and Reyda, who expressed 
serious concern about the deteriorating security situation in 
northern Yemen. For the first time ever, the Reyda 

community suggested they may need U.S. assistance to move to 


Column 3 

the United States, United Kingdom, or Israel if the security 
situation in their immediate area declined. Also marking a 

big change from their previous views, the Saada families, now 
living in Sanaa, were adamant that they would not return to 
Saada under any circumstances, certain that they would be 
targeted by al-Houthi sympathizers for revenge killings. 
Stevens also met with the Minister of Human Rights, a Colonel 
from the Ministry of Interior in charge of handling the 

affairs of the Saada Jewish community, and the Minister of 
Religious Affairs (see septel). ROYG representatives 
expressed their seriousness about ensuring the continued 
safety and well-being of the displaced Saada Jewish 
community, which will be tested as Yemen looks for a durable 
solution for this group. END SUMMARY 


Reyda Community Fears Escalation of Conflict 


2. (C) Stevens and emboffs met with 25 men from the Reyda 
community on April 30 in Amran city, an hour\'s drive north of 
Sanaa. Their spokesman, Mr. Faiz al-Geradi, provided an 
overview of the Yemeni Jewish community, stating that there 
are a total of 362 total persons broken down into three 
communities: 45 families consisting of 300 persons in the 
Reyda community, four families consisting of 45 persons from 
the Saada community now living in Sanaa, and one family 
consisting of two persons (husband and wife) living in Arhab. 


3. (C) Al-Geradi stated that they felt safe with President 
Saleh and plan to remain in Yemen as long as they receive 
protection, but they are concerned that the security 

situation has the potential to deteriorate further. If it 

does, he said the Reyda Jews would ask for US assistance to 
move to the United States, United Kingdom, or Israel (Note: 
This is a significant change for the Reyda Jewish community, 
which has historically asserted that they would never leave 
Yemen. End Note). 


4. (C) Al-Geradi described the al-Houthi rebels in Saada as a 
\"disease that might be contagious,\" and feared that they may 
be receiving growing support in the Saada governorate and 
beyond. He also described the plight of two families living 

in the tribal village of Haifa, near Reyda. Three months 

ago, the families received threats from fellow villagers they 
believed to be supporters of either the al-Houthis or an 
Islamist political party. The families were ordered to leave 

the village within three days by a crowd of more than one 
hundred \"extremists.\" Prominent tribal sheykhs attempted to 
mediate and neutralize the \"extremists,\" but to no avail. 

One sheykh insisted that the homes of the families should be 
purchased, even for a small price, insisting that they could 


Column 3 
not be stolen. 


5. (C) In effect, one family sold their home for the price of 
one million Yemeni riyals (USD 5076), estimating the fair 
market price to be four million Yemeni riyals (USD 20305), 
and moved to Reyda. The Reyda community representatives 
further explained that the rural areas devoid of government 
authority, such as Haifa village, were \"anarchic\" and the 
Jewish community could not rely on any protection there, 
other than that of a sheykh. Reyda Jews, by contrast, 
benefit from the presence of a central authority, 

specifically the police, which reassures them of their 
safety. 


Saada Jews: \'We Will Not Go Back to Saada\' 

6. (C) On May 1, Stevens and emboffs met with 26 men and 
women from the Saada Jewish community at Sanaa\'s Tourist City 
Apartment Complex. The community leader, Yahya Yousef 
Moussa, reviewed the events that caused them to leave their 
homes in the al-Salem district: the receipt of a threatening 

letter from an al-Houthi supporter that gave them 10 days to 

leave their homes, their hasty departure at night leaving 

their possessions behind, and the details of their arrival 
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and stay at Saada city, where they lived at a local hotel for 
15 days before moving to Sanaa. 


7. (C) The group characterized relations with their Muslim 
neighbors as good until the emergence of the al-Houthi 
movement. He explained, along with others, that Muslim 
friends and neighbors attempted to protect them, but 
regretted that they were too weak against the threat of the 
al-Houthis. Those same neighbors, however, continue to be 
loyal to their Jewish brethren by taking care of their 

livestock and property. 


8. (C) Moussa put the al-Houthi threat in a tribal context 

and identified four major tribes in the al-Salem area: 
Magahima, al- Ulay, Dhu Husayn, and the Dhu Qulayb. He 
opined that the Magahima and al- Ulay had no al-Houthi 
supporters, but the Dhu Husayn had some, and the Dhu Qulayb 
had numerous al-Houthi supporters. Moussa did not know the 
number of al-Houthi fighters or supporters within the Dhu 
Qulayb or in the Al Salem district. He identified the Dhu 
Qulayb sheikh, Naji Bin Saleh Bakhtan, as the local al-Houthi 
leader in the al-Salem area who had threatened them, allowed 
people to fire at their homes during the 2004 and 2005 rounds 
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of fighting, set fire to his car in 2005, and was actively 
recruiting on behalf of the Houthis in the governorate in the 
current campaign. In response to a question on the alleged 
presence of Iranians in al-Salem, Moussa responded that he 
was unaware of any lranian presence in the area. 


9. (C) Moussa, with unanimous support from the group, stated 
that under no circumstances would they return to Saada and 
planned to remain in Sanaa indefinitely. \"We have lost any 
hope of going back. We have no hope of security,\" he said. 

In response to a question outlining a scenario in which the 
government defeats the al-Houthis and restores order in the 
governorate, Moussa insisted they could not return even under 
those conditions, because he was certain they would be 
targeted for revenge killings by family members who lost 
relatives in the war. 


Minister of Human Rights Meeting 

10. (C) On May 30, the Charge, accompanied by Stevens and 
poloff, met with the newly appointed Minister of Human 
Rights, Dr. Huda al-Ban. The Minister welcomed Stevens and 
explained that the Jewish community in Yemen are Yemenis, 
above and beyond any religious affiliations. She stated that 
constitutionally, they are allotted full rights as equal 

citizens. In regard to Saada, she said that the ROYG would 
compensate the displaced Jewish community for any property 
damage during the conflict, commenting that the Jewish 
community is benefiting from ROYG services \"as much as other 
Yemenis, if not more.\" 


Ministry of Interior Meeting 

11. (C) On May 1, Stevens and emboffs met with MOI Colonel 
Ahmed al-Jarbani at Tourist City to assess the status of the 
Saada Jewish community residing there. Al-Jarbani expressed 
the ROYG\'s humanitarian interest in caring for its Jewish 
citizenry, commenting that the Jews of Saada were used as 
pawns by the Houthis to challenge the ROYG\'s authority and 
enflame the conflict. He detailed that the ROYG is providing 
lodging and meals for the families, costing three million 
Yemeni riyals per month, in addition to providing them with 
pocket money totaling 300,000 Yemeni riyals per month. The 
ROYG has also coordinated with a Sanaa primary and secondary 
school, which the community\'s children now attend. 


Comment 


12. (C) COMMENT: Throughout Stevens\ visit, ROYG officials 
showed cooperation and were anxious to hear his feedback on 
their management of the Jewish communities difficulties in 
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Saada. Poloff received a phone call from al-Jarbani 

following Stevens\' visit to ask whether he was pleased with 
what he saw, and wanted to make sure that the Office to 
Monitor and Combat Anti-Semitism recognized the ROYG\'s 
serious efforts at protecting and assisting their Jewish 

citizens. It must be noted as well, that no officials from 

the Political Security Office (PSO) were present during 
meetings with the Yemeni Jews, which is unusual for a meeting 
between poloffs and Yemenis, particularly outside Sanaa. 
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13. (C) COMMENT CONTINUED: Both Jewish communities\' openness 
in discussing security issues and their generally negative 
prognosis is a marked departure in tone from our previous 
meetings. The prolongation of the Saada conflict has had a 
serious impact on the Saada and Reyda communities views\' of 
their status in Yemen. Their fear that the al-Houthis are 
gaining support and that the conflict may spread is shared by 
non-Jewish Yemenis inside and outside the Government. This 
is the first time, however, that Yemen\'s remaining Jews have 
communicated a willingness to consider a range of options, to 
include emigration and resettlement. The Saada community 
faces a challenging transition if they choose to resettle in 
Sanaa, and we do not anticipate that the ROYG would be able 
to finance their expenses indefinitely. Post assesses the 
Reyda community will base a decision to emigrate on their 
perception of the durability of the Saleh government, and on 
any spillover from the Saada conflict in areas closer to 

Reyda. END COMMENT 


14. (C) Stevens did not have the opportunity to clear this 
cable before departure. Names within should all be strictly 
protected. 

KRAJESKI 
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OO RUEHBC RUEHDE RUEHKUK RUEHROV 

DE RUEHKU #0716 1280910 

ZNR UUUUU ZZH 

O 080910Z MAY 07 

FM AMEMBASSY KUWAIT 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9040 
RUEKJCS/SECDEF WASHDC IMMEDIATE 
RHEHAAA/WHITE HOUSE WASHDC IMMEDIATE 
RUEHEE/ARAB LEAGUE COLLECTIVE IMMEDIATE 
RHWSMRC/USCINCCENT MACDILL AFB FL//CCPA// IMMEDIATE","UNCLAS KUWAIT 000716 


SIPDIS 


Column 3 
SIPDIS 


STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, R/MR, l/GNEA, 
B/BXN, B/BRN, NEA/PPD, NEA/IPA 

LONDON FOR TSOU 

PARIS FOR ZEYA 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, XF, KU, MEDIA REACTION 


SUBJECT: KUWAIT MEDIA REACTION - IRAN, AND IRAQI DEBTS 


Block Quotes 


Tuesday, May 08, 2007 


-- Liberal Mohammed Musaed Al-Saleh commented in progressive Arabic 
daily Al-Qabas under the title "Bush, the DaViah [a person who 
attempts to convert others to Islam]\" (05/08): 


\"Contrary to what some Salafists are saying about there having been 

a conspiracy contrived in the darkness of night to bring women into 
politics in order to corrupt them and the nation, women\'s suffrage 

was decided upon by the National Assembly in broad daylight. Both 
Salafist and Ikhwan members of parliament were present. America had 
no role in the affair.\" 


-- \"Not Our War and It Shouldn\'t Be\" was the title under which Saud 
Al-Asfour wrote in moderate Arabic daily Al-Qabas (05/08): 


\"He who believes that the Bush administration will not have the 
courage to attack Iran while still stuck in Iraq should take a look 

the history of the United States. In the past, American policy 
depended heavily on external wars as a distraction when internal 
crises overwhelmed the American president or his party. A war with 
an external enemy is the best escape out of the internal crisis, 
whether political or economic.\" 


-- Under the title \"On the Iraqi Debt Issue\" liberal Nabil Al-Fadhil 
stated in conservative Arabic daily Al-Watan (05/08): 


\"Kuwait is different from other Irag-debtor countries because no 
other such nation has been invaded, occupied, looted, and destroyed 
by Iraqi hands.... lraq\'s debt to Kuwait is 13 billion dollars plus 
interest. This is Kuwait\'s largest debt owed and it is a lot for 

the economy of a state its size. Therefore, neither morals nor 
economics make the write off of Iraqi debts an imperative.\" 
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Column 3 
For more reporting from Embassy Kuwait, visit: 
http://www .state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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RR RUEHHM RUEHLN RUEHMA RUEHPB RUEHPOD 
DE RUEHBJ #3058 1280914 

ZNR UUUUU ZZH 

R 080914Z MAY 07 

FM AMEMBASSY BEIJING 

TO UEHC/SECSTATE WASHDC 7600 

INFO RUEHZN/ENVIRONMNT SCIENCE AND TECHNOLOGY COLLECTIVE 
RUCPDOC/SDOC WASHDC 

RUEHGH/AMCONSUL SHANGHAI 7571 
RUEHSH/AMCONSUL SHENYANG 7940 
RUEHCN/AMCONSUL CHENGDU 8264 
RUEHGZ/AMCONSUL GUANGZHOU 2870 
RUEHHK/AMCONSUL HONG KONG 9310 
RUEHIN/AIT TAIPEI 6442" "UNCLAS BEIJING 003058 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR OES/ETC - A. COVINGTON 

STATE ALSO FOR OES/EGC/VALDEZ AND EAP/CM 
DOE FOR INTERNATIONAL/PUMPHREY 

USDOC FOR NOAA/OFFICE OF GLOBAL PROGRAMS 
EPA FOR INTERNATIONAL - NGUYEN AND CHENG 
STATE PASS TO CEQ CONNAUGHTON AND NSC PEEL 


E.O. 12958: N/A 
TAGS: SENV, PREL, ENRG, KSCA, CH 
SUBJECT: New Ministers of Water and Land Resources Named 


1. (U) China announced the selection of Xu Shaoshi as the new 

Minister of Land and Resources and Chen Lei as Minister of Water 
Resources following confirmation by the Standing Committee of the 
National People\'s Congress April 27. Minister Xu was previously 

Deputy Secretary General of the State Council, where he was a 
coordinator of the Strategic Economic Dialogue team on the Chinese 
side. He graduated from the Environment and Resources Department of 
Jilin University. 


Column 3 

2. (U) Minister Chen returns to Beijing following two years as 

Executive Vice Chairman of the Xinjiang Uygur Autonomous Region, the 
kind of brief provincial posting that would indicate that Chen was 

being groomed for future promotion. He is a hydraulic engineer with 
over 20 years of government experience, including ten at the 

Ministry of Water Resources. Minister Chen was previously Vice 
Minister of Water Resources from 2001 to 2005. 


Comment 


3. (SBU) Our contacts at MWR as well as on the NGO side said they do 
not believe Minister Chen, who has worked his way up MWRVs ladder, 
will take a different track with the United States than that taken 

by his predecessor, former Minister Wang Shucheng, who had good 
relations with his U.S. government counterparts at the Environmental 
Protection Administration and the Bureau of Reclamation. 


4. (SBU) We have little direct experience with Minister Xu; as SED 
coordinator, he primarily worked behind the scenes. 


RANDT 
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OO RUEHCN RUEHGH RUEHVC 

DE RUEHBJ #3060 1280916 

ZNY CCCCC ZZH 

O 080916Z MAY 07 

FM AMEMBASSY BEIJING 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7602 
INFO RUEHOO/CHINA POSTS COLLECTIVE 
RUEHAH/AMEMBASSY ASHGABAT 0697 
RUEHTA/AMEMBASSY ASTANA 0001 
RUEHEK/AMEMBASSY BISHKEK 1288 
RUEHTA/AMEMBASSY DUSHANBE 
RUEHBUL/AMEMBASSY KABUL 0333 
RUEHNT/AMEMBASSY TASHKENT 1114 
RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL 
RHHMUNA/USCINCPAC HONOLULU HI 
RUEHNO/USMISSION USNATO 0669 
RUEHNO/USMISSION USNATO BRUSSELS BE" "CONFIDENTIAL BEIJING 003060 


SIPDIS 

SIPDIS 

STATE FOR SCA, EAP/CM 
E.O. 12958: DECL: 05/08/2017 


TAGS: PREL, PTER, AF, ZK, KG, CH 
SUBJECT: SHANGHAI COOPERATION ORGANIZATION SUMMIT 


Column 3 
INVITATIONS PENDING; AFGHANISTAN WILL BE INVITED 


Classified By: Political External Unit Chief Edgard Kagan. 
Reasons 1.4 (b/d). 


1. (C) Shanghai Cooperation Organization (SCO) Secretariat 
political staff member Li Yan confirmed to poloff May 8 that 
invitations for the August 15-16, 2007 summit meeting of SCO 
heads of state in Bishkek, Kyrgyzstan have not yet been 
issued. Separately, Chinese Foreign Ministry Deputy Director 
for SCO Affairs Yan Wenbin told poloff that Afghan President 
Karzai will be invited to the summit, consistent with 
Afghanistan\'s liaison relationship with the SCO. Heads of 
State of the six SCO member nations and four admitted 
observers (Iran, Pakistan, Mongolia and India) would also be 
invited, Yan said. 


2. (C) MFA\'s Wen said SCO members continue to discuss whether 
to invite representatives of other entities who participated 

in last year\'s fifth anniversary SCO summit, such as the 
Commonwealth of Independent States or the European Union, and 
how to involve others that have requested, but have not yet 
received, observer status. SCO Secretariat official Li told 

poloff that invitations would be issued soon, but that the 

process would be handled by the Kyrgyz hosts. 

RANDT 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, KPAO, TW 

SUBJECT: MEDIA REACTION: U.S.-TAIWAN RELATIONS, U.S.-JAPAN SECURITY 
PACT 


1. Summary: Taiwan\'s major Chinese-language dailies focused news 
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coverage May 8 on a DPP press conference Monday, in which all the 
party\'s presidential contenders vowed to support former Premier 
Frank Hsieh as the party\'s presidential candidate for the 2008 
presidential election. The pro-status quo \"China Times\" carried an 
exclusive news story on page eleven with the headline \"Lee Jye 
Speaks out against the United States\' Opposition to [Taiwan\'s 
Development of] Offensive Missiles.\" 


2. In terms of editorials and commentaries, an op-ed in the 
mass-circulation \"Apple Daily" discussed the U.S.\' Taiwan policy and 
said \"even though the United States extended a goodwill gesture 
toward China over the Taiwan issue, it does not mean that for 
Washington, Taiwan\'s strategic importance is reduced.\" An editorial 
in the limited-circulation, conservative, pro-unification, 

English-language \"China Post\" commented on the U.S.-Japan security 
pact and said the two countries \"are growing reluctant to be drawn 

into a conflict with China over Taiwan\'s push for statehood.\" End 
summary. 


3. U.S.-Taiwan Relations 


\"Small Changes in the United States\' Taiwan Policy, but General 
Direction Remains Unchanged\" 


Nan Hua University\'s Department of International Studies Director 
Emerson Chang opined in the mass-circulation \"Apple Daily\" 
[circulation: 520,000] (5/5): 


\"Is there any change in the United States\' policy toward Taiwan? 

The three big actions recently taken by the State Department for 
three consecutive days starting May 1 have drawn people\'s attention: 
First, the 2005 statement regarding Vencouraging that all 

cross-Strait related issues be resolved peacefully via dialogueY was 
scrapped from the joint declaration following the U.S.-Japan 

Security Consultative Committee meeting in 2007. Second, Deputy 
Secretary of State John Negroponte, when testifying before the House 
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Foreign Affairs Committee, said without following his prepared 
speech text that [some] political actors in Taiwan try in some way 

to change the status quo by name change, calling for referendums or 
changing the constitution.\ Third, AIT Taipei Director Stephen 
Young pointed out in his press conference that \'the United States 
does not support Taiwan\'s development of long-range offensive 
missiles.\' Regarding the aforementioned developments, political and 
academic circles in Beijing believe that they were results of 

improved Beijing-Washington relations and Beijing-Tokyo ties. But 
this writer sees it exactly the opposite way and believes they were 
the result of increasing tension in China-U.S. relations. ... 


\"Both Washington and Beijing are now trapped in a security impasse, 


Column 3 

and the evidence included: for the sake of the war on terrorism, 

the United States has extended its power into West and Central Asia 
via the war in Afghanistan. China, citing the war on terrorism as 

its justification, also established the Shanghai Cooperation 
Organization and invited Russia and some Central Asian countries to 
join the organization. Later on, the United States further used the 
war on terrorism as an excuse to launch a war in Iraq, in an attempt 
to gain control of the oil resources in the Mideast. China, on the 
other hand, started a pearl chain strategy to ensure the safety of 

oil transportation from the Indian Ocean to South China Sea. ... 


\"Second, a security impasse will deteriorate into a crisis and 
further into a conflict. Washington believes that China\'s strategic 
planning will put both sides in the face of a major crisis in the 
future, particularly when it comes to cross-Strait issues. ... 

Given the fact that the situation\'s development may some day lead 
both sides to catastrophic destruction, the United States is 
obviously unwilling to engage in a race with China over Taiwan, as 
it does not concurQith U.S. interests. Washington therefore sought 
to cool the situation and resolve China\'s hostility before the 

latter starts deployment based on its anti-interference strategy. 

The approach Washington adopted was to reduce the stimulus of the 
Taiwan issue toward China, and that is why we saw the three big 
actions being taken [by Washington]. Last, even though the United 
States extended a goodwill gesture toward China over the Taiwan 
issue, it does not mean that for Washington, Taiwan\'s strategic 
importance is reduced. ...\" 


4. U.S.-Japan Security Pact 
\"US-Japan Pact Expanding\" 


The conservative, pro-unification, English-language \"China Post\" 
[circulation: 30,000] editorialized (5/8): 


\"Japan is ready to become a \'normal country\' by amending its antiwar 
constitution with the approval of the U.S., the original writer of 

that charter. Meanwhile, concerns regarding Taiwan, always a factor 
PACT 


in U.S.-Japan security planning, were dropped for the first time in 
their talks last week in Washington. It\'s not as if the two allies 

no longer care about Taiwan\'s security, but they are growing 
reluctant to be drawn into a conflict with China over Taiwan\'s push 
for statehood. ... \" 


YOUNG 
107171 


PP RUEHBC RUEHDE RUEHKUK RUEHROV 
DE RUEHMS #0452/01 1280933 


Column 3 

ZNR UUUUU ZZH 

P 080933Z MAY 07 

FM AMEMBASSY MUSCAT 

TO RUEHC/SECSTATE WASHDC PRIORITY 8194 

INFO RUEHEE/ARAB LEAGUE COLLECTIVE 

RUEHLO/AMEMBASSY LONDON 0484 

RUEHFR/AMEMBASSY PARIS 0376 

RHMFISS/CDR USCENTCOM MACDILL AFB FL","UNCLAS SECTION 01 OF 02 MUSCAT 000452 


SIPDIS 
SIPDIS 


STATE FOR NEA/ARP, NEA/PPD, NEA/PI, AND INR/R/MR 
STATE PASS USTR FOR N. MOORJANI, J. BUNTIN 
LONDON FOR TSOU 

PARIS FOR ZEYA 

USCENTCOM FOR PLUSH 

FOREIGN PRESS CENTER FOR SILAS 


E.O. 12958: N/A 

TAGS: OIIP, KPAO, KMDR, MU 

SUBJECT: MEDIA REACTION: SHARM EL-SHEIKH IRAQ SUMMIT, HAMAS 
SANCTIONS, EU-GCC RELATIONS 


1. SUMMARY: Government-owned \"Oman\" says that regional cooperation 
is \"vital\" to stop violence in Iraq, and said that lifting the 

\"blockade against the Palestinians\" can advance the Peace Process. 
Privately owned \"Al-Watan\" calls on the EU to be \"more 

understanding\" of Arab political concerns, more independent, and 

less subject to \"American pressures\" on developments in Palestine, 

Iraq, and Lebanon, among other issues. END SUMMARY. 


2. On May 4, state-owned daily \"Oman\" (circulation 38,000) published 
an editorial called WSharm al-Sheikh and the Situation in Iraq": 


\"The situation in Iraq is tense and presenting a huge dilemma to the 
American administration, which in turn is facing continuous 
pressures from the Democratic majority in the Congress. This means 
that President Bush is looking to the Sharm al-Sheikh summit for the 
support of the neighboring countries, especially Iran and Syria, to 
stop the violence that has been occurring in lraq since the American 
invasion in April 2003. The American losses in this war are 
increasing and are expected to reach 4,000 by the end of the year. 
Regional cooperation is a vital issue and it seems that the American 
administration has realized that there is no other alternative. 
Therefore, regional cooperation to bring peace, security, and 
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stability in Iraq is the main goal for the stability of the whole 
region.\" 


3. On May 6, \"Oman\" also ran an editorial entitled, \"The Urgent 
Need to End the Blockade in Palestine\": 


\"It seems [the lifting of the blockade against Palestinians] will 

not take place soon. Israel\'s policies and destruction of the 
Palestinians\' infrastructure leads to results that are even worse 
than the blockade. Yet, as some EU countries have started to make 
calls on ministers of the current Palestinian government, they 
should acknowledge the importance of lifting the political and 
economic blockade for the sake of advancing the Peace Process, 
securing regional stability, and enhancing the relations between the 
Palestinians and other international parties. It is also worth 

noting that the suggestions given by the American administration to 
facilitate the Peace Process in the Middle East, provided that 

Israel is committed to implementing international resolutions, will 
certainly contribute to creating a proper environment for advancing 
the Peace Process.\" 


4. On May 7, \"Al-Watan\" (circulation 42,000) wrote about the 
importance of the seventeenth EU-GCC ministerial meeting, to be held 
in Riyadh on May 8, under the headline \"Europe Needs to Be More 
Understanding\": 


\"The GCC\'s relations with the European Union are long-standing and 
quite important, and the GCC countries continuously strive towards 
developing these relations, especially in the areas of economics and 
politics. Here, the importance of the seventeenth GCC ministerial 
meeting (to be held tomorrow in Riyadh) becomes evident... Despite 
the active EU-GCC relations, Europe doesn\'t share the GCC\'s concern 
with the steps being taken to stabilize [the Middle East]. This is 
despite the EU\'s power as a united block under one political 

umbrella, which has the potential to give it power and independence 
from foreign influences...but American pressures don\'t leave the EU 
any opportunity to take a more positive or independent position, 
particularly in regards to Palestine or Iraq... Europe needs to take 

a greater interest in the political side of things than it does now. 

The EU doesn\'t seem to realize the interest that GCC countries take 
in settling the security situation in the Middle East... Europe 
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should be more cautious in attempting to divorce the political and 
economic tracks. Because Europe and the GCC share an interest in 
protecting their energy supplies, Europe should be more 
understanding and positive when it comes to dealing with the sources 
of Arabs\' concerns, especially regarding political and strategic 
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SUBJECT: HUMAN RIGHTS: GVN PROPAGANDA AGAINST JAILED DISSIDENTS 
INCREASING 


HANOI 00000839 001.2 OF 003 


Summary 


1. (SBU) Over the weekend, Vietnam aired two television reports on 
jailed dissident lawyers Nguyen Van Dai and Le Thi Cong Nhan, 
respectively. The Dai expose was unusual for its inclusion of a 

long \"interview\" with Dai himself in prison in which he tearfully 
admitted to taking money from foreign-based \"anti-GVN 
organizations.\" The Nhan piece was shorter and did not include an 
interview with her, but said that she is more defiant towards her 
captors and accused her of planning to sabotage the May 20 National 
Assembly elections. Neither report linked either dissident with USG 
funding or with the activities of religious groups. Both made 
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propaganda points which are proving effective in shaping attitudes 
among the general Vietnamese population here, which continues to be 
exposed to news reporting on a broad \"terrorist\" movement to 
destabilize Vietnam. End Summary. 


2. (SBU) On May 4 and May 6, 2007, Vietnam Television (VTV) aired 
two lengthy television stories on its flagship evening news program 
detaining charges against jailed dissident lawyers Nguyen Van Dai 
and Le Thi Cong Nhan (full transcripts in paragraphs 5 and 6). Both 
pieces explicitly claimed to respond to recent House of 
Representatives! criticism of the GVN\'s crackdown on political 
dissent. The introduction for the Dai piece asserted that \"Vietnam 
consistently respects the rights of democratic freedom and that 
there are none in Vietnam arrested for reasons of expressing their 
opinions or practicing religions...only violators of the laws are 

dealt with in accordance with Vietnam\'s regulations.\" In addition, 
the Dai expose was unusual for its inclusion of a prison \"interview\" 
with Dai himself in which he admitted wrongdoing. The Nhan piece 
was shorter and did not include an interview with her, although it 
included footage of her under interrogation in her prison garb. The 
report noted that Nhan is \"defiant\" towards her captors and was 
planning to sabotage the upcoming (May 20) National Assembly 
elections. 


3. (SBU) Both pieces gave detailed accounts of the individuals\' 
arrests, as well as accounts of the monies they received from 
\"anti-GVN organizations\" based in the United States and elsewhere. 
Neither report attempts to link either dissident with USG funding or 
with the activities of religious groups like the Evangelical Church 

of Vietnam (ECVN). However, the report on Dai did make references 
to specific U.S. non-governmental organizations, such as Boat People 
S.0.S. 


Comment 


4. (SBU) To the Western mind, these reports appear as heavy-handed 
propaganda. To the Vietnamese, however, the drumbeat of \"evidence\" 
of foreign involvement, especially in financial support, is proving 
effective at shaping attitudes here against those recently arrested 
during the current crackdown. By targeting the premier concern of 
ordinary Vietnamese -- stability and continued economic growth -- 

and by portraying those arrested as part of an international plot to 
destabilize the nation, the regime is scoring some points. Dai\'s 
tearful \"confession,\" in particular, is useful in that regard. So 

far, with one exception, Vietnam\'s national propaganda apparatus has 
stopped short of trying to directly tie USG programs to those 

arrested in the crackdown. This, we assess, is consistent with a 
desire of Vietnam\'s top leaders to avoid \"demonizing\" the United 
States due to a recognition of the serious damage that could do to a 
very important bilateral relationship, especially in advance of 
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President Triet\'s scheduled visit to the United States in June. 


Transcripts 


5. (SBU) Begin transcript of May 4, 2007, VTV news report on Nguyen 
Van Dai: 


-- Lately, there were a number of elements taking advantage of their 
democratic rights to violate the laws and policies of the State of 
Vietnam, undermining social security and stability. The following 
coverage will help us understand better the true nature of the acts 
of Nguyen Van Dai, one of such elements to be brought to court in 
the coming time. 


-- This is the image of investigation authorities enforcing the 

order to put Nguyen Van Dai in temporary detention on March 6, 2007 
for his propaganda acts against the Socialist Republic of Vietnam. 

At Dai\'s office and residence, the authorities seized many 
propaganda materials which libel the people\'s government, distort 
the nation\'s history of revolutionary cause and orientation and 
policies of the State and the Party and call for undermining acts 
against the Twelfth National Assembly election. 
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-- In his detention, Nguyen Van Dai admitted his wrongdoings. (Film 
of Nguyen Van Dai) \"I wrote some articles, including VRight to Form 
a Party\' and \'People\'s Knowledge,\' which were posted on the BBC 
website. And when responding at some interviews, | expressed my 
concerns. | also held a number of classes on human rights for 
students and people that | know. This is just because of my 
concerns. | did all these without being duly aware that such acts 
would undermine the State. And | see that the way | expressed my 
opinion to contribute to the country is not appropriate.\" 


-- Although he admitted his acts like that, Dai still intentionally 
concealed his true motives. Not having a due awareness of the 
matter cannot make a good excuse as Dai is a lawyer himself. 
Furthermore, he was holding the head position of the Thien An Law 
Office based in Hanoi when he was arrested. 


-- This is the letter that Dai wrote requesting extremist and 
reactionary elements to provide funds as a swap for his joining with 
them, the Vietnamese reactionaries in exile, to undermine the State 
of Vietnam and for turning his law office into a reactionary post. 


-- Collected data show that Nguyen Van Dai has received a total of 
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USD 60,000 from organizations such as Vietnam Human Rights Network, 
Democratic Gathering and U.S. based Commission of Vietnamese Boat 
People Relief (Note: This is likely S.O.S. Boat People Vietnam. 

End Note.) The Thien An Law Office has not conducted any court 
services since its establishment. Dai, however, still got the 

salary of USD 700 every month. These figures show that Dai\'s true 
motive is to earn money from reactionary acts against the State. 


-- Dai\'s acts received no support from the public. This is a 

meeting of residents of Back Khoa Ward, Dai\'s neighborhood. Even 
normal people could recognize that Dai\'s points are distorted ones. 
(Film of \"a resident\") 

\"The information that he provided is all negative. Some of them 
might be true, but are purely minor. The rest are dishonest. As a 
saying goes, half a loaf of bread is bread, yet half a truth is a 

lie. His points are less than half of the truth. But they were 
exaggerated and distorted before he disseminated them both at home 
and abroad for reactionary purposes.\" 


-- Regardless of advice from his neighbors and of education efforts 
given to him by relevant authorities, Nguyen Van Dai plunged himself 
into breaching the laws. Being arrested and brought to court is an 
obvious consequence for him. 


End Nguyen Van Dai transcript. 


6. (SBU) Begin transcript of May 6, 2007 VTV news report on Le Thi 
Cong Nhan: 


-- On March 6, security officers arrested Nguyen Van Dai and Le Thi 
Cong Nhan for their propaganda acts against the Socialist Republic 
of Vietnam. Dai and Nhan\'s violations of the laws are apparent. 
They negated what they have benefited from the nation and the 
society and made use of their democratic freedom to undermine the 
State. Le Thi Cong Nhan, born 1977, grew up in a peaceful time of 
the country. She was educated to become a lawyer. However, she 
wrongfully used the title to conduct acts to damage the security and 
stability of Vietnam. 


-- Le Thi Cong Nhan was arrested after being caught in the act when 
she was using Thien An Law Office to conduct illegal propaganda of 
human rights and democratic freedom values to a number of students 
and young people, compile and disseminate materials distortedly 
condemning the State and the Party of violating democratic and human 
rights and repressing political dissidents and call for acts of 

sabotage on the occasion of the 12th National Assembly election. 


-- In her detention, Le Thi Cong Nhan still maintained her defiant 
attitude towards Vietnamese law protection authorities. She called 
herself \"democratic activist\" and took it as an excuse for her acts 
which opposed the State and threatened social security. Nhan was 
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one of the first to join the reactionary 8406 Group established by 
(Father) Nguyen Van Ly. She volunteered to be spokesperson for the 
Vietnam Progression Party and induced her friends and relatives to 
participate in various political organizations formulated by 
Vietnamese reactionary exiles or domestic opponents. Incomplete 
statistics collected by security authorities revealed that Nhan 

received USD 2,300, 300 Australian dollars, 200 Euros, 2 million VND 
and a quantity of medicine and other equipment from Vietnamese 
exiled reactionaries. By and large, her motive is no different from 
that of other elements that were already kept in detention for their 
opposing acts against the State of Vietnam such as Nguyen Van Dai 
and Nguyen Van Ly. 


End Le Thi Cong Nhan Transcript. 
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Summary: Mission Nigeria submits five proposals for 
consideration for Economic Support Fund (ESF) and 
International Narcotics and Law Enforcement (INCLE) funding. 
Nigeria is a Tier 2 country making progress to combat its 
Trafficking in Persons (TIP) problem. Because of the 

nation\'s poverty, sizable population, and porous borders, 
Nigeria\'s trafficking problem remains considerable. G/TIP 
funding for even parts of these proposals can assist Nigerian 
government agencies and non-governmental organizations combat 
trafficking. The following proposals are in order of post\'s 
ranking. End summary. 


Proposal 1: WOCON-Sensitization 
And Reintegration Program 


1. Name of Applicant: Women\'s Consortium of Nigeria (WOCON) 
Executive Director, Bisi Olateru-Olagbegi 


2. Requested funding amount: $101,890 
3. Project title: Sensitization and Reintegration Program 
4. Project duration: 2 years 


5. Proposal abstract: The Women\'s Consortium of Nigeria 
(WOCON) is an advocacy group that works on a variety of 
women\'s issues. The WOCON proposal targets two trafficking 
issues, public sensitization and victims\' rehabilitation. 

The sensitization project focuses on key stakeholders in the 
community as well as the general public. The proposal 
establishes consultative forums involving these stakeholders. 
The sensitization project also includes advocacy, public 
enlightenment, and skills training. The rehabilitation 

project trains mental health service providers to work with 
trafficking victims and has a vocational skills component to 
train these victims. The project will focus on the Southern 
states of Ogun, Ebonyi, Kwara, Akwa lbom and Edo states. 


The WOCON proposal ranks highest because it provides 
sustainable ideas to handle trafficking. The proposal 
provides for the training of victims and trainers, and 
organizes the community in forums in order to discuss the 
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trafficking issue. WOCONVs experience will be a key factor. 
If successful, this model could be replicated in other 

regions of the country. 


1. Name of Applicant: Child Development Focus of Nigeria 
(CDFON) 
Organization Director, Shem Shehu 


2. Requested funding amount: $93,800 


3. Project title: Strengthen Effort to Combat Human 
Trafficking and Forced Labour in the Middle Belt of Nigeria 


4. Project duration: 1 year 


5. Proposal abstract: The Child Development Focus of Nigeria 
(CDFON) focuses on trafficking in North Central Nigeria, an 
area from which post receives few proposals. The CDFON 
proposal covers awareness programs, advocacy visits to 
traditional rulers in these states, and a skills acquisition 
program for victims. The CDFON proposal covers the states of 
Kaduna, Plateau, Nassarawa, and Bauchi states. 


The CDFON proposal\'s has some excellent objectives, including 
victim protection, criminal justice assistance, and training 
security agencies on trafficking. CDFON also focuses in an 

area that has received less attention than southern Nigeria. 
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However, the proposal, at present, does not provide 

sufficient detail as to how to achieve all its objectives, 
particularly on how it will work with victims. Poloff is not 
familiar with CDFON\'s capacity and would recommend working 
with CDFON to refine the proposal prior to any funding. 


Proposal 3: NAPTIP-Investigation, 
Training, and Rehabilitation 


1. Name of Applicant: National Agency for the Prohibition of 
Trafficking in Persons and Other Related Matters (NAPTIP) 
Head of Lagos Zonal Office, Godwin Morka 


2. Requested funding amount: $722,600 


Column 3 
3. Project title: Investigation, Training, and Rehabilitation 
4. Project duration: 2 years 


5. Proposal abstract: The National Agency for the 

Prohibition of Trafficking in Persons and Other Related 

Matters (NAPTIP) is the primary government agency tasked with 
with TIP issues. NAPTIP\'s proposal is a request for 

training, equipment, and funding for investigation, capacity 
building, and rehabilitation of victims. The NAPTIP proposal 
includes support for investigators in the form of equipment 

and training, the training of law enforcement officers and 
caregivers, and the training and rehabilitation of victims. 

The NAPTIP proposal will cover the six states of the 
Southwest, including Lagos, Ogun, Oyo, Osun, Ondo, and Ekiti. 


The proposal could help NAPTIP improve its investigation 
techniques. However, the proposal is weighted toward 
equipment requests and short on training and capacity 
building. The proposal also has inflated numbers, including 

a large sum allocated for a daily subsistence allowance (DSA) 
for investigators. We should avoid funding these allowance 
requests but some sections of the proposal can be considered, 
including the proposed training for trafficking victims. 


Proposal 4: Idia Renaissance- 
Training and Awareness Program 


1. Name of Applicant: Idia Renaissance 
Executive Director, Eki Igbinedion 
Program Officer, Nwoha Roland 


2. Requested funding amount: $473,708 


3. Project title: Proposal to Address Identified Trafficking 
Problems in Edo State 


4. Project duration: 2 years 


5. Proposal abstract: Idia Renaissance works on combating 
trafficking and training of youth. IdiaWs proposal requires 
expanding and equipping Idia\'s training facilities at the 
resource center, and reintegrating trafficking victims 
through this center. Idia will also conduct advocacy and 
awareness programs, and hold vocational training for young 
people considered at risk for trafficking. 


IdiaWs youth center attracts a large number of trainees, and 
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the facilities are popular. IdiaWs proposal includes a 

significant percentage for trainer salaries and microcredit 
requests. Idia has not worked with microcredit before, so it 

is difficult to see Idia handling such a large sum without 
previous experience. The requests to fund victim 

rehabilitation and training by better outfitting the resource 

center deserve consideration, though Idia should be 
encouraged to work through and support the NAPTIP Benin City 
shelter. 
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Proposal 5: Royal Pearls Foundation- 
Sensitization and Training 


1. Name of Applicant: Royal Pearls Foundation (RPF) 
Chairperson, Eno Otu 


2. Requested funding amount: $60,618 


3. Project title: Trafficking in Persons-Advocacy Against, 
Protection and Support of Victims; Prosecution of Offenders 


4. Project duration: 2 years 


5. Proposal abstract: The Royal Pearls Foundation (RPF) is 
a faith-based organization based in the Niger Delta. The 
proposal has three components. RPF will sensitize potential 
victims and community leaders to the dangers of trafficking. 
RPF will establish community skills acquisition centres and 
training and grant micro credit to qualified trainees to 

start small scale businesses. RPF will also establish 

referral centres for registration of trafficked cases for 
investigation. The project targets eight local government 
areas, four in Akwa Ibom and four in Cross-River states. 


The Royal Pearls has worked with G/TIP small grant funds 
before. The proposal largely focuses on sensitization and 

training. While one of the proposal\'s objectives is to work 
rescuing and empowering trafficking victims, the proposal 

provides few details on how to do this. 
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DEPARTMENT FOR AF, AF/E, AND S/CT:B.PHIPPS 
LONDON, PARIS, ROME FOR AFRICA WATCHER 
CJTF-HOA FOR POLAD 


E.O. 12958: DECL: 05/08/2017 

TAGS: PREL, PBTS, PTER, EAID, KDEM, ET, SO, DJ 

SUBJECT: SOMALILAND FOREIGN MINISTER REVIEWS COOPERATION 
WITH ETHIOPIA AND EXTERNAL RELATIONS 


REF: A. ADDIS ABABA 1308 
B. ADDIS ABABA 420 
C. ADDIS ABABA 68 
D. ADDIS ABABA 60 


Classified By: ERIC WONG, DEPUTY POL-ECON COUNSELOR. REASON: 1.4 (D). 


1. (S/NF) SUMMARY. On May 4, Somaliland Foreign Minister 
Abdillahi M. Duale updated Ambassador and poloff on his 
recent visit to Europe to promote Somaliland\'s external 
relations with potential donors, and ongoing consultations 

with Ethiopia on cross-border counter-terrorism cooperation. 
FM Duale asserted that Sweden would relate to Somaliland as 
Va self-governing state!" for foreign assistance activities, 

and appealed for the USG and other donors to help Somaliland 
sustain its democratization and economic development. 
Somaliland sought support for a visit by an AU political 
mission, and objected to a recent EU report on Somalia. 

Duale requested USG assistance in having international fora 
affirm that the \"de facto status\" of Somaliland should be 
addressed by dialogue; and that the peace, security, and 
tranquillity of Somaliland should be preserved. On bilateral 
issues with the U.S., Duale said President Kahin would comply 
with a USG request to release a prisoner recently convicted 
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of terrorism (ref C), and appealed for USG technical 
assistance to help Somaliland\'s Ministry of Religious Affairs 
to register mosques. Noting that \"the security of Ethiopia 

is our security,\" Duale highlighted counter-terrorism 
cooperation with Ethiopia at the ministerial and local 

levels, and condemned the April 24 Ogaden National Liberation 
Front (ONLF) attack on a Chinese oil facility near Ethiopia\'s 
border with Somaliland (ref A). He concluded by observing 
that relations with Djibouti remained strained, and by 
questioning the political legitimacy of Puntland. END 
SUMMARY. 


2. (SBU) Reporting on recent consultations in Europe, Duale 
said he had met with authorities in Denmark, Germany, and the 
UK, and that Sweden had now decided it would relate to 
Somaliland as \"a self-governing state,\" at least in terms of 
development and democratization activities. Duale appealed 
for the USG and other donors to help Somaliland sustain its 
democratization and economic development. An \"infant 
democracy\" whose parliament was controlled by the opposition 
by a nine-vote margin, Somaliland could be an effective 

partner in promoting security, development, and transparency 
for the region, Duale said. In June, a German firm would 

begin operations to produce cement, gypsum, and coal, which 
was expected to boost job creation. Somaliland was a 
constitutional state devoted to secularism; Duale said BBC 
Somali Service had misquoted him saying Somaliland was led by 
an \"infidel\" administration, a mistake corrected in 

subsequent broadcasts on Hargeisa television. 


3. (C) Of concern to Somaliland, however, was the last 
European Union report on Somalia, which insinuated that 
Somaliland destabilized Djibouti, Duale said. Duale said he 
had protested to the EU about the characterization of 
Somaliland being synonymous with the Issak clan. 


4. (C) Noting that the USG was chairing the UN Security 
Council in May, Duale appealed for USG support to have 
international fora (including the AU, EU, IGAD, UN, and the 
International Contact Group on Somalia) affirm that: 

-- the peace, security, and tranquillity of Somaliland should 

be preserved; and that 

-- the \"de facto status\" of Somaliland should be addressed by 
dialogue. 

According to Duale, Ethiopian State Minister of Foreign 

Affairs Tekeda supported both points, and bilateral 
consultations between Duale and Tekeda would continue through 
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SOMALILAND WILL RELEASE DETAINEE TO USG 
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5. (S/NF) Regarding a detained Somalilander whom Somaliland 
President Kahin had pledged to release at the request of the 
USG (ref C), FM Duale reiterated Somaliland\'s commitment to 
releasing him, saying Wa promise is a promise. Somaliland 
would comply with the USG\'s request, despite the detainee\'s 
recent conviction among other terrorists,\" and some 
parliamentarians\' opposition to his release. President 

Kahin had pushed the case \"to the limit,\" Duale said, having 
convened Supreme Court justices to hear the case in Berbera 
(as the jail in the capital, Hargeisa, was under renovation), 

in order to render the judicial process complete. Having 
convicted him, Somaliland could now exfiltrate him without 
public attention. The prisoner\'s release, at the request of 

the USG, was \"a foregone conclusion;\" only the \"technical 
issue of removing him\" from Somaliland remained, Duale said. 
Ambassador underscored the priority of securing the 
individual\'s release. 


6. (C) Citing examples of support for counter-terrorism, 
Duale said Somaliland welcomed its \"\"strategic friendship\" 
with the USG. Ambassador noted shared concerns about 
security and stability, and urged Somaliland authorities to 
share information on suspected terrorists that may be 
transiting Somaliland. Duale requested USG assistance with 
the following: 

-- Capacity-building for Somaliland\'s Ministry of Religious 
Affairs was a priority, as the government sought to emulate 
Turkey and register mosques, particularly those receiving 
foreign support that were \"installed without 

accountability.\" 

-- USG advocacy could help convince the African Union Peace 
and Security Council (PSC) to send a mission to Somaliland. 


7. (C) Somaliland had recently decided to replace its 
ambassador to Ethiopia, due to Ethiopia\'s strategic 
importance, Duale said. Noting that \"the security of 
Ethiopia is our security,\" FM Duale underscored 
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Somaliland-Ethiopia cooperation on border security and 
counter-terrorism: 

-- Somaliland had previously arrested Ogaden National 
Liberation Front (ONLF) insurgents \"red-handed\" in a safe 
house, and had established a bilateral mechanism with 
Ethiopia for the exchange of information. Somaliland had 
expressed condolences for the \"deplorable\" April 24 ONLF 
attack on a Chinese oil facility in Ethiopia\'s Somali Region 
(ref A). 

-- For its own national security as well as that of the 

region, Somaliland had established a commission to study the 
\"exodus\" of individuals fleeing through Hargeisa from 
(southern) Somalia. Many were \"common people\" accompanied by 
family members, Duale said, noting that the magnitude of the 
exodus had driven up the cost of housing, schools, and 
commodities in Hargeisa. 

-- At the national level, Somaliland and the GOE had 
established an interministerial committee to regularly 
discuss security issues; links would also be established 
between local Hargeisa authorities and local administrators 
in Dire Dawa and Ethiopia\'s Somali Region. Joint 
GOE-Somaliland delegations had met with Somali Region 
officials to discuss inter-tribal fighting in the Region, 

Duale said, where some Somaliland-registered vehicles had 
been attacked. 


8. (C) In contrast, Somaliland had serious problems with 

Djibouti and Puntland, Duale said. Recognition of Puntland 
would set a poor precedent for the African Union and 

encourage separatist movements by other ethnic groups, Duale 
claimed, such as in Rwanda. \"Puntland is a gimmick: one 

tribe who lives on both sides of the border,\" Duale said. 

Duale claimed that the GOE was aware that Bosasso authorities 
(i.e., in Puntland) collected a levy on livestock that 

benefited the ONLF. Asserting that Puntland was a creation 

of Transitional Federal Government of Somalia (TFG) President 
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Abdullahi Yusuf, Duale said Somaliland would \"hold him 
accountable\" for all these \"provocations.\" 


9. (C) Duale noted strained relations with Djibouti\'s 

President Guelleh, perhaps motivated by fear that Berbera 
port operations would undercut Djibouti\'s. Somaliland 
believed ports in the region could complement each other, and 
had discussed the viability of a \"Berbera corridor\" with the 
EU, Duale said. 


10. (C) COMMENT. While FM Duale objects to the EU\'s 
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characterization of Somaliland as a majority Issak region, he 
highlights the ethnic basis of Puntland\'s claim to 
sovereignty. Somaliland\'s close cooperation with Ethiopia, 
in contrast to its strained relations with Puntland and with 
the TFG in the south, highlights Ethiopia\'s central political 
role in the region, as Ethiopia maintains close relations 

with all three estranged Somali entities. The recent ONLF 
attack on a Chinese facility near Ethiopia\'s border with 
Somaliland (ref A) underscores the strategic importance of 
Somaliland\'s security linkages with Ethiopia and the value of 
enhancing counter-terrorism cooperation with Somaliland 
authorities. END COMMENT. 

YAMAMOTO 
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E.O. 12958: DECL: 05/08/2017 

TAGS: PREL, UN, IZ 

SUBJECT: UNAMI - AN OPPORTUNITY TO REPLACE LEADERSHIP AND 
MANDATE 


REF: A. A) BAGHDAD 1432 
B. B) BAGHDAD 1434 
C. C) USUN 325. 


Classified By: Classified by Ambassador Crocker for reasons 1.4(b) and 


(d). 


1.(S) Summary. The August renewal of the United Nations 
Assistance Mission for Iraq (UNAMI) mandate and expiration of 
Special Representative to the Secretary General (SRSG) Ashraf 
Qazi\'s third term in office provide an opportunity to expand 
UNAMI\'s contribution to reconciliation, especially in the 

areas of constitutional review, Kirkuk, disputed border 
resolution, and national dialogue. The UNAMI mandate should 
explicitly reference these new missions, while continuing 
existing capacity building and reconstruction in the areas of 
electoral assistance, civil society, rule of law, and 

humanitarian aid. In selecting the leader for this renewed 
effort, a non-Muslim SRSG may be the best positioned to 
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escape perceptions of bias and gain the confidence of the 
Government of Iraq (GOI). 

End Summary. 


2. (S) SRSG Qazi\'s UNAMI mission has had a rocky presence in 
Iraq over the past three years. In August 2004 SRSG Qazi 
inherited a UNAMI still reeling from the shock of the August 

19, 2003 Canal Hotel bombing which killed 22 people, 
including SRSG Sergio Vieira de Mello. Under Qazi\'s cautious 
hand, UNAMI provided limited assistance to the GOI in five 
core areas: (1) technical assistance to the Constitutional 
Review Committee (CRC), (2) electoral assistance to the 
Independent High Electoral Commission (IHEC), (3) 
humanitarian aid and protection to IDPs and refugees, (4) 
protection of human rights and rule of law, and (5) 
development and reconstruction of civil society. 


3. (S) Unfortunately, UNAMI activities have stagnated over 

the past two years as enthusiasm has evaporated. Staffing 

was reduced from 104 to 55 in the fall of 2006, UNAMI 
headquarters were split between Amman and Baghdad, and most 
humanitarian and civil society functions have been moved to 
Amman. Although technical assistance to the CRC and IHEC 
continue, humanitarian efforts, capacity building and 
reconstruction of civil society have all but vanished. There 

has also been a lack of political will at UNAMI to actively 

pursue or attempt to broaden their mission. 


4. (S) UNAMI has the opportunity to play a much more 
substantive role in Iraq by tackling in a constructive manner 
some of the most sectarian issues dividing the country. 
These include some or all of the following: (1) arbitrate the 
status of Kirkuk, (2) arbitrate provincial border disputes 
beyond Kirkuk, (3) broker the constitutional review, (4) 
guide a national dialog on reconciliation, and (5) engage in 
governorate capacity building. Deputy SRSG for Political 
Affairs Michael Schulenburg has drafted several papers 
proposing these areas of engagement. 


5. (S) When pressed on the staff drawdown and missed 
opportunities, UNAMI interlocutors revealed a number of 
issues they feel block greater engagement. These include an 
outdated and soon expiring mandate that focused primarily on 
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the transition period prior to GOI sovereignty, a perception 

of antagonism from the GOI for the scandal-ridden Oil for 
Food program, a perception by Iraqis that UNAMI has a Sunni 
bias, low risk tolerance at the Department of Political 

Affairs at UN headquarters in New York, logistical 

difficulties to travel around the country, the lack of 

permanent facilities, a headquarters function split between 
Amman and Baghdad, conflict between the Deputy SRSG for 
Humanitarian Affairs and UNDP Iraqi leadership, and an SRSG 
who is completing a three year tour, making him the longest 
serving SRSG at any UN mission. 


6. (C) In recent weeks UNAMI momentum has been further 
disrupted with the resignation of Deputy SRSG for 
Humanitarian Affairs Jean Marie Fakhouri and the mishandling 
of the release of the first quarter 2007 Human Rights Report. 


7. (S) However, a number of supposed obstacles cited by SRSG 
Qazi are not credible and would not block efforts backed by 
sustained political will. For example, Chief Electoral 

Advisor Sandra Mitchell is leading the largest engagement of 
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electoral assistance and capacity building for the IHEC, 
despite the clear expiration of UNAMIVs previous mandate to 
support the 2005 elections. Mitchell operates under a GOI 
letter of invitation from Council of Representatives Speaker 
Mashhadani, which she secured on her own initiative. 
Mitchell surmounts the UNAMI staffing cap by entering into 
arrangements to place excess team members in local NGOs. 


8. (S) Post and our colleagues at the UK Embassy agree that 
an opportunity now exists to address some of these obstacles 
to a more robust and constructive UNAMI engagement. 
Specifically, it may be productive to pursue changes in the 
UNAMI mandate and install fresh leadership. This may unleash 
a stronger political will within UNAMI that should overcome 
many of the remaining perceived obstacles and heal the 
distrust by the GOI for greater UNAMI engagement. 


9. (S) The current UNAMI mandate (UN Security Council 
Resolution 1700) expires August 10, 2007. A new mandate 
should expand UNAMI\'s role to focus on more substantive 
issues of national reconciliation, as well as continue 
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current electoral assistance, humanitarian aid, and civil 
society reconstruction. National reconciliation 

opportunities exist to broker the constitutional review 
process, arbitrate provincial boundary disputes, and lead a 
national dialog on reconciliation. UNAMI could also play a 
useful role in finding a solution to Kirkuk, if Iraqi 

political parties allow it. SRSG Qazi has repeatedly told 
poloffs, however, that he will not pursue these topics unless 
they are explicitly affirmed in a new mandate. To be 
effective, any renewal or expansion of UNAMINs mandate should 
be preceded by a letter of invitation from the GOI. 


10. (S) SRSG Qazi\'s current term expires on August 10, 2007. 
First appointed on July 14, 2004, Qazi\'s three years make him 
the longest serving SRSG in any UN mission. However, post 
and our UK colleagues observe that Qazi\'s risk aversion has 
grown as his term has progressed. UNAMI staff members told 
poloffs that Qazi repeatedly squashes attempts to increase 
project staffing, and Deputy SRSG Schulenburg has stated that 
UNAMI \"does not have a vision." In addition, the mishandling 
of the UNAMI human rights report reinforced the Prime 
Minister Office\'s impression that UNAMI has a pro-Sunni bias 
and that Qazi may not have full control over his 

organization. The recent resignation of Deputy SRSG for 
Humanitarian Affairs Jean Marie Fakhouri revealed that the 
Amman portion of the UNAMI mission operates amid considerable 
internal dissension and accusations of pro-Sunni bias. 


11. (S) The expiration of Qazi\'s term and renewal of the 
UNAMI mandate present an opportunity to install fresh 
leadership, which could heal the rift between UNAMI and the 
Government of Iraq. Prime Minister advisors have told 
poloffs that only a non-Muslim SRSG will fully escape 
perception of sectarian bias. 

SPECKHARD 
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E.O. 12958: DECL: 05/04/2017 

TAGS: PREL, PGOV, PHUM, CU, LU, EU 

SUBJECT: LUXEMBOURG CONCERNED ABOUT CUBA\'S LACK OF PROGRESS 
ON HUMAN RIGHTS 


REF: STATE 52623 
Classified By: DCM Steven H. Kraft for Reasons 1.4 (b) and (d) 


1. (C) SUMMARY: Luxembourg is concerned about the EU\'s lack 
of progress with Cuba on the subject of human rights but 

still favors an \"open, constructive and comprehensive 

dialogue\" with Cuba. In the past, Luxembourg has played a 
constructive role within the EU in finding compromises but it 

does not believe it can play that role now. In both its 

bilateral and EU dealings with Cuba, Luxembourg\'s priority 
remains the release of political prisoners. END SUMMARY. 


2. (C) Pol/Econ officer delivered points contained reftel 19 
April and discussed them further with the MFA Desk Officer 
for Latin America on 2 May. He said that Luxembourg was 
concerned about Cuba\'s lack of progress on human rights 
issues and wondered if the EU\'s current approach had been 
effective. He confirmed the huge divide within the EU that 
we have heard from other Member States. One side, led by 
Spain, advocating increased engagement and the other side, 
led by \"East European members, advocating a harder line. 
While reminding us that Luxembourg played a key role in 
finding a compromise on the issue during its 2005 EU 
presidency, he said that he did not believe Luxembourg could 
do it again in this instance. 


3. (C) Despite its doubts about the effectiveness of the EU\'s 
current policy, the desk officer said that both on the EU and 
bilateral level, Luxembourg remained in favor of an \"open, 
comprehensive and constructive dialogue\" with Cuba. He added 
that this dialogue should be a \"frank\" one which included 
discussions of human rights and, in particular, the release 

of political prisoners. Looking to the future, he said that 
Luxembourg believed that Raul Castro wanted to open up Cuba 
economically. Pol/Econ officer noted the upcoming European 
visits of Cuba Transition Coordinator Caleb McCarry and WHA 
DAS Kirsten Madison and the MFA officer said that 
Luxembourg\'s EU delegation would likely attend one of EU\'s 
meetings with McCarry and/or Madison in Brussels. 

WAGNER 
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DOC FOR 4212 MAC/EUR/OEURA 
STATE PLS PASS TO USTR FOR JASON BUNTIN 


E.O. 12958: N/A 

TAGS: ETRD, ECON, KIPR, NO 

SUBJECT: AMBASSADOR CONVEYS IPR CONCERNS TO NORWEGIAN TRADE 
MINISTER 


REF: A) OSLO 449 B) STATE 56556 C) 2006 OSLO 811 


1. (SBU) Summary: On May 4, the Ambassador discussed 
intellectual property right problems in Norway 

with Minister of Trade and Industry Dag Terje Andersen. 
Topping the list was Norway\'s weak system of patent 
protections for pharmaceuticals, the focus of recent 
high-level letters from U.S. officials and the industry\'s 
Special 301 complaint against Norway. Ministry officials 
defended Norway\'s IPR system and, with respect to the 
pharmaceutical patent matter, passed the buck to the Health 
Ministry. End summary. 


Norway\'s Strengths and Weaknesses 


2. (SBU) The Ambassador met on May 4 with Norwegian Minister 
of Trade and Industry Dag Terje Andersen to discuss economic 
innovation and intellectual property rights issues, including 
Norway\'s weak patent protections for pharmaceuticals (refs A. 

B). The Ambassador described his recent trade promotion 

visit to the United States, telling Andersen that American 

venture capitalists were well aware of technological 

innovation in Norway and counted among the economy\'s 
strengths its educated work force transparency and low 
corruption, and such cultural similarities as 
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straightforwardness in business dealings. On the other hana, 
American venture capitalists expressed two major concerns 
about Norway -- that it lacked strong, highly motivated 
entrepreneurs and that it did not appear committed to 
protecting intellectual property rights. 


Serious IPR Deficiencies 


3. (SBU) The Ambassador stressed the importance of strong 
IPR protections to Norway\'s reputation as a good place to do 
business. The Ambassador pointed out a number of serious IPR 
problems in Norway, including the lack of injunctive relief 
against internet pirates, overly broad \"private use\" 

exceptions to copyright protections, excluding U.S. artists 

from the government\'s copyright compensation fund, attacks on 
Apple iTunes\' business model for allegedly violating 
consumers\ rights (ref C), no customs authority to seize 
counterfeit goods at the border, and weak patent protections 

for pharmaceuticals. 


4. (SBU) The Ambassador noted that the pharmaceutical patent 
issue was attracting more high-level attention in Washington, 
citing the recent discussion of Norway\'s possible inclusion 

on USTRVs \"Special 301\" list (refs A. B) and letters from 
Senator Lugar to Foreign Minister Stoere and from Commerce 
Under Secretary Lavin to Andersen. He added that poor patent 
protections were hurting Norway as well, in lost jobs and 
potential investment. Local managers of American 
pharmaceutical companies report that their ability to draw 
company resources to Norway is diminishing because of the 
patent problem. The Ambassador concluded that this 
continuing commercial irritant was not good for our bilateral 
relationship and hampered his ability to attract new U.S. 
business to Norway. 


5. (SBU) Andersen replied that the Health Ministry is the 
lead decision-maker on the pharmaceutical patent issue and 
that he gave U/S Lavin\'s letter to the Health Minister for 
action. (Note: During a recent courtesy call on the Health 
Minister, the Minister told the Ambassador to take the issue 
up with the Trade Minister. In Post\'s experience, this 
\"passing the buck\" on trade and commercial irritants is 
common. End note.) Andersen noted his ministry was also 
very interested in IPR issues, however, and that spurring 
innovation is one of its top current priorities. The 
Ambassador and Andersen discussed a possible visit by 
American venture capitalists to support the Ministry\'s 
efforts. 


6. (SBU) With respect to broader IPR issues, the Ministry\'s 
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Secretary General, Per Sanderud, took up the defense. 


SIPDIS 

Sanderud claimed that Norwegian legislation is working well 
and meets all Trade-Related Aspects of Intellectual Property 
Agreement obligations. He noted that Norway would join the 
European Patent Convention this year and was working on 
legislation to grant customs authorities power to seize 

pirated goods. He called the action against Apple ¡Tunes Wan 
issue of ownership,\" i.e. ensuring the ability to play 
downloaded music on a variety of devices, rather than an IPR 
issue, and (in another instance of buck passing) said the 


Consumer Ombudsman, not the Trade Ministry, is the 
responsible agency. 


7. (SBU) Andersen said Norway was also experiencing IPR 
problems, e.g. with China stealing its proprietary ship 

building technology and manufacturing knock-offs of high-end 
Ekornes furniture. He urged that the U.S. and Norway work 
together to strengthen IPR protections in China, India and 
other emerging markets. 


Comment: No Giving Up 


8. (SBU) The basic point that the Ambassador has conveyed to 
senior Norwegian officials with whom he has discussed the 
pharmaceutical patent issue is, \"We\'re not giving up.\" 

Neither are the local offices of American and other foreign 
pharmaceutical firms, nor their home offices. The U.S. firms 
are lobbying harder on the issue in Washington, resulting in 

the two recent letters from Senator Lugar and Commerce Under 
Secretary Lavin on the issue. The Embassy recently hosted a 
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meeting of representatives of other missions whose companies 
are affected, including the U.K, Switzerland, Denmark, the 

EC, and others. Some, like the U.K. and Swiss, favor 
continuing to press the issue. The French are on the fence 

but increasingly concerned, the others hesitant. Interest in 

the issue is rising in many quarters, however, guaranteeing a 
lively year ahead. 

WHITNEY 
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DEPT PASS USTR 


USDOC 4322/MAC/OLAC/JAFEE 

E.O. 12958: N/A 

TAGS: KMDR, OPRG, OIIP, ETRD, BR 

SUBJECT: MEDIA REACTION: EUROPE: FRANCE PRESIDENTIAL ELECTION; SAO 
PAULO 


1. "Elected To Change" 


Liberal, largest national circulation daily Folha de S. Paulo (5/8) 
editorialized: \"Conservative candidate Nicolas Sarkozy obtained a 
clear victory in the French presidential elections. As a result, the 
Socialist Party had its third consecutive defeat in presidential 
elections. The 6 percent difference, however, shows that France 
continues to be a nation deeply divided between the left and the 
right wings. Sarkozy brings the winds of change.... What remains to 
be seen is whether these changes will really occur or if they will 

be no more than simply media effects produced by the campaign. There 
is no reason to doubt Sarkozy\'s intention to modernize France.... 
Part of the problem is that a significant number of French citizens 

- including Sarkozy\'s voters - oppose changes in the nation\'s 
generous system of social benefits.\" 


2. \"Sarkozy\'s Victory" 


Center-right national circulation daily O Estado de S. Paulo (5/8) 
commented: \"The 38 million French who voted Sunday divided the 
nation into two parts - one left, another right.... No other French 
president believed, as Sarkozy does, in the qualities of modern 
capitalism.... There cannot be any doubt of what Sarkozy thinks 
about an open economy - except for the agribusiness sector.... One 
may question, however, if the new president will be able to start a 
profound reform in the French model - ¡.e., if an excessively 
supported society will accept changes that will alter its way of 

life.\" 

McMullen 
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E.O. 12958: N/A 
TAGS: CJAN, KTIA, EN 
SUBJECT: STATUS OF EXTRADITION AND MLAT AGREEMENTS 


REF: SECSTATE 56255 


Per reftel, Post reports that Estonia\'s Extradition and 

Mutual Legal Assistance Treaties were signed by the US 
Ambassador and the GOE on February 8, 2006. The Estonian 
Parliament ratified the treaties on October 18, 2006. 

PHILLIPS 
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TAGS: PREL, ETRD, SU, JA, KN, CA, PM, MX, IV, RW, VM 

SUBJECT: MAY 8 MFA PRESS BRIEFING: ARMS SALES TO SUDAN; 
JAPAN PM\'S SHRINE GIFT; UNREST IN MACAO, MILAN, BARCELONA; 
BDA; TAINTED PRODUCTS; FM Ll RETIREMENT; VISITS 


1. Key points at the May 8 MFA Press Conference made by MFA 
Spokesman Jiang Yu were: 


-- The MFA said arms sales to Sudan are limited to 
conventional weapons and such sales to African nations are 
generally \"small-scale.\" 


-- In light of PM Abe\'s reported gift to the Yasukuni Shrine, 
China hopes Japan can follow consensus between the two 
countries on developing healthy bilateral relations. 


-- China supports the Macao SAR government in handling recent 
protests over poor social conditions and the influx of cheap 
Mainland labor. 


-- Technical problems involving the Banco Delta Asia issue 
are being resolved. 


-- The spokeswoman avoided questions about contaminated 
pharmaceuticals, referring reporters to health and consumer 
safety agencies. 


-- Former FM Li Zhaoxing was replaced because of the 
\"retirement age.\" 


-- The Presidents of Vietnam and Rwanda, as well as the Cote 
d\'Ivoire Foreign Minister, will visit China in May. 


Sudan: Weapon Sales, Peacekeepers 


2. At the May 8 regular press briefing, MFA Spokeswoman 
Jiang Yu said Chinese weapons sales to Sudan have been 
limited to conventional weapons and that arms sales to Africa 
generally are of a \"small-scale.\" She called an Amnesty 
International report criticizing China for weapon sales to 
Sudan \"groundless,\" adding that China takes a cautious, 
responsible approach to arms sales. 


3. In response to questions on China\'s contributions to 
peacekeeping troops in Darfur, Jiang stated that more than 

400 Chinese peacekeepers are already on the ground and have 
extended their tours for six months. The spokeswoman added 
that China will send a team of engineers to support the UN 
force during the second phase of the Annan plan. All parties 
should stick to the \"double-check\" strategy in supporting a 
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political solution in Darfur, said Jiang as she warned that 
no actions should be taken to further complicate the 
situation there. 


Japan and Yasukuni Shrine 


4. The Yasukuni Shrine issue is important and sensitive and 
China hopes Japan will abide by the consensus recently 
reached between the two countries on developing healthy 
relations, said Jiang when asked for China\'s reaction to PM 
Abe\'s offering of a plant at the shrine. 


Nothing New on Six-Party Talks, BDA 


5. Jiang offered no new information in response to questions 
about Banco Delta Asia and restarting of the Six-Party Talks. 
Relevant parties are currently working to resolve the 
remaining technical problems, she said. 


Protests in Macao 


6. China supports Macao SAR government efforts to maintain 
stability and prosperity in accordance with the law, Jiang 

said in response to a question on May 1 demonstrations in the 
region the reporter said were over poor social conditions and 
the influx of cheap Mainland labor. 


Overseas Chinese Should be Good Global Citizens 
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7. Reporters asked about reports of recent unrest in Chinese 
communities of Barcelona, Spain and Milan, Italy. Jiang said 
China requests that its citizens abroad contribute to local 
society while respecting local laws and hopes foreign 
governments will safeguard the rights and interests of 
resident Chinese citizens and local citizens of Chinese 
ethnicity. 


Contaminated Food and Drug Exports 


8. China has strict regulations governing its pharmaceutical 
industry and the materials it uses, said Jiang when asked to 
comment on a case of tainted drug products in Panama. The 
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China State Food and Drug Administration (CSFDA) investigated 
this case last year at the request of the United States FDA 

and found the relevant Chinese company was not a certified 
medical producer, Jiang added. She referred all questions 
regarding the melamine import case, FDA inspectors in China, 
the arrest of Mao Li and deaths of Guangzhou pigs to the 
CSFDA and relevant local authorities. 


Li Zhaoxing Retirement Due to Age 


9. The spokeswoman pointed to the \"retirement age!" 
restrictions when asked why former FM Li had been replaced by 
new FM Yang Jiechi. Jiang added that Li had made great 
contributions to and would continue to support China\'s 

foreign affairs. 


Canada FM Visit, Huseyin Celil Case 


10. FM MacKay of Canada met with FM Yang and State Councilor 
Tang Jiaxuan during a recent visit to China, confirmed Jiang. 
Asked about Canadian consular access to Uighur-Canadian 
Huseyin Celil, who was convicted in Urumqi on terrorism 

charges, Jiang said Celil is a Chinese citizen according to 
international law and was an integral member of an 

international terrorist organization. China hopes the two 

countries can properly handle such disputes for the good of 

the long-term bilateral relationship. 


Reeducation-Through-Labor Camps 


11. China opposes interference in China\'s internal affairs 

by the German government, said Jiang when asked for comment 
on a possible German government resolution condemning China\'s 
reeducation-through-labor camps. China\'s use of the camps 

has a legal basis and serves to reduce crime and protect the 

legal rights and interests of the Chinese people. 


Mexico Trade Dispute Needs Fair Resolution 


12. China resolves trade disputes based on equality and 
mutual benefit, said Jiang responding to the ongoing WTO 
dispute between Mexico and China over high Mexican tariffs on 
Chinese textile imports. Jiang referred specific questions 

to the Ministry of Commerce. 


Visits: Vietnam, Rwanda, Cote d\'Ivoire 
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13. At the invitation of President Hu, Vietnam President 

Triet will pay a state visit to China May 15-18 as will 

President Kagame of Rwanda May 13-18. The Cote d\'lvoire FM 
will pay an official visit May 9-18. Premier Wen will attend 

the Asia Development Bank 2007 Shanghai meeting May 16-17 
where he will deliver a speech. 

RANDT 
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Classified By: CDA Kevin Milas; reasons 1.4 (b) and (d). 


1. (C) Summary. In April 24-26 meetings with Prime Minister 
Masimov, other Kazakhstani government officials, and private 
sector representatives, Special Representative for Commercial 
and Business Affairs J. Frank Mermoud discussed the 
Kazakhstani government,s fast-evolving approach to economic 
diversification and opportunities for bilateral engagement in 
the framework of the Public-Private Partnership Initiative. 
Masimov outlined the GOK,s latest plans to shift its focus 
away from further development of the oil sector toward 
domestically-driven diversification. He presented the new 

&30 corporate leaders of Kazakhstan8 strategy, the GOK,s 
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own public-private initiative, and expressed interest in 
exploring ways to create links with the proposed U.S. 
initiative. Representatives of the private sector emphasized 
tax and customs administration, along with a rule of law 
deficit, as key obstacles to sustainable business and 
economic development. They expressed hope that the 
Public-Private Partnership Initiative can become a vehicle 
for addressing these concerns. Ref A reports Masimov,s and 
Sagadiyev,s remarks on the GOK;,s current plans for the oil 
sector. Please see action request in paragraph 25. End 
summary. 


2. (SBU) Special Representative Mermoud met the following 
representatives of the Kazakhstani government and the 
business sector: 


April 24: 

-- Raimbek Batalov, President of the Forum of Entrepreneurs 
-- Arman Moldakhmetov, Vice President of the National 
Innovation Fund 

-- Courtney Fowler, Partner - Pricewater House Cooper 

-- Kenneth Mack, Partner - Chadbourne & Parke, President of 
the American Chamber of Commerce 


April 25: 

-- Serik Akhmetov, Chairman of the Association of Financiers 
of Kazakhstan 

-- Yerlan Sagadiyev, Advisor to the Prime Minister 

-- Nurlan Kapparov, President of Kazinvest Bank 


April 26: 

-- Azat Peruashev, President of the &Atameken8 Union of 
Entrepreneurs 

-- Ulf Wokurka, Deputy Chairman & CFO of Samruk State Holding 
Co. 

-- Karim Masimov, Prime Minister 

-- Alikhan Smailov, Chairman of Managing Board ) &KazAgro8 
National Holding Co. 

-- Askar Batalov, Vice Minister of Industry & Trade 

-- Serik Akhmetov, Minister of Transport & Communications 


Shifting Focus Away from Oil( 


3. (C) On April 26, Prime Minister Masimov provided Special 
Representative Mermoud and the Ambassador with some 
background on the GOK,s current economic thinking. 
President Nazarbayev, Masimov said, attached a lot of 
importance to economic diversification even in the early days 
of Kazakhstani independence. &Back then,8 Masimov mused, 
&we were hoping for a Marshall Plan.8 &Unfortunately,8 
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he continued, Kazakhstan is &most interesting8 to foreign 
investors as a supplier of oil, not ¿other things.8 Now, 

the Prime Minister stated, the government has decided to take 
action into its own hands. &Before, we focused on selling 
natural resources. Now we want to sell products.8 


4. (C) In an earlier meeting, Masimov,s Advisor Yerlan 
Sagadiyev expressed the view that the GOK,s spending of its 
oil windfall is crowding out the desired private investment 

in the non-extractive sector. Kazakhstan,s corporations, he 
said, are directing their investment abroad as they flee the 
uncertainty created by the GOK,s heavy-handed involvement in 
a wide range of sectors. He explained that the challenge is 
to delineate the separation of the government,s and the 
private sector,s roles in the economy. The idea, Sagadiyev 
stated, is for the state to inform the private sector what it 

will do and what the state expects from the private sector. 
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And Toward a New Vision: the Thirty Corporate Leaders 


5. (C) The new plan, Masimov explained, rests on a 
Kazakhstani-driven pursuit of diversification. The idea is 

to appoint 30 domestic corporations as &corporate leaders8 
or &national champions8 and entrust them with large-scale 
investment projects. &Our financial system is strong and 
lets us take much of the risk ourselves,8 Masimov stated, 
&(what we need (from abroad) is the know-how.8 The three 
areas of focus, he said, are education, healthcare, and 
transportation infrastructure. 


6. (C) Sagadiyev provided some of the practical details. On 
April 20, President Nazarbayev met with some of the top 
representatives of the Kazakhstani business world (Ref B). 
The meeting was a prelude to the identification of 30 
large-scale investment projects to be assigned to these 
corporate leaders. &Thirty,8 explained Masimov to S/R 
Mermoud and the Ambassador, &is because twenty is too few, 
and forty is too many.8 Vice Minister of Industry and Trade 
Askar Batalov told S/R Mermoud that each project will range 
in size from $500 million to $1 billion. (Note: According 

to a posting on the Presidential Administration website, each 
project will have a minimum implementation cost of $100 
million. End note.) 


7. (C) The next steps, Sagadiyev explained, are for the 
government to identify the 30 corporate leaders and have 
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relevant ministries sign memoranda of understanding with 
them. &Not all ministries,8 Sagadiyev remarked, &are 
sincere in pursuing in this.8 The plan, then, is to start 

with two: Industry and Trade, and Agriculture. Sagadiyev 
added that it was his job to find the corporate champions: 
&it has been five days, and we have been traveling 
heavily.8 He alluded repeatedly to using Britain,s 
privatization experience as a guide in pursuing this vision 
and, particularly, in drafting the MOUs: &we have a sample 
from Britain signed by Thatcher during energy 
privatization.8 The first MOU is to be signed in about a 
month. U.S. consultants, Sagadiyev added, are being used 
extensively in implementing this vision, including on the 
issue of the public-private partnership. 


A Role for Foreign Investors? 


8. (C) While presenting his government,s new economic plan 
as partly a reaction to the failure of foreign investors to 
sufficiently embrace opportunities existing in Kazakhstan,s 
non-extractive sector, Masimov stressed the vision,s 
welcoming orientation toward foreign participation. &We 

will have open, clean tenders,8 he assured S/R Mermoud and 
the Ambassador. &lf foreign investors are interested, they 
are more than welcome,8 continued Masimov, and &if not, 
that,s okay.8 But, he concluded, &conferences and good 
economic relations are not enough.8 Sagadiyev took the 
same results-oriented approach: &We are seeking specific 
projects. We have passed the stage of understanding; we need 
to do things.8 Masimov cited GE,s locomotive-building 
operation near Astana and the Fed Ex operations in Almaty as 
the kind of &good projects8 the GOK is seeking. 


9. (C) Both Masimov and Sagadiyev expressed appreciation for 
the potential role that the U.S. technical expertise could 
play. &We do not have enough experience and technology; 
this is where we are looking for Western participation,8 
stated Masimov. He called the U.S. number one8 in 
technology and economic development and pointed out two 
specific areas with particular promise for collaboration: 
agriculture (8 very good discussions with Secretary 
Johanns8) and alternative energy. Sagadiyev explained that 
current electricity tariffs, &a killer8 to alternative 

energy, will be increased. &At 7-8 cents (per kw/hr),8 he 
mused, &alternative energy will make sense.8 The U.S., he 
added, is quite advancedß in this area. 


10. (C) Batalov also emphasized that the plan presents an 
invitation to foreign investors, describing the 
identification of 30 domestic leaders as a &signal8 to 
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foreign companies of who their Kazakhstani partners should 
be. He also mentioned the idea of creating consortia with 
the participation of international financial institutions 

(IFI,s) and the notion that private companies are better 
vehicles for conducting tenders than the government. The 
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thirty leaders will choose their partners among domestic and 
foreign companies. Furthermore, Batalov stressed, 
Kazakhstan,s Law on Investments provides the same legal 
treatment to foreign and domestic investors. Still, Batalov 
was clear about the strong domestic orientation of the GOK,s 
current vision: &This is about proposing to domestic 
companies projects that would, in the past, be offered to 
foreign investors( The thirty will take the projects. This 

is what protectionism is.8 


11. (C) Batalov was both candid and vague on the precise 
relationship the government will have with the corporate 
leaders. He echoed Sagadiyev,s description of a quid pro 

quo arrangement in which the government provides 
&facilitation8 (e.g. engineering platforms, the legislative 

base, WTO accession), and the &leaders8 will commit to 
carrying out their projects. He mentioned another reason for 
entrusting the &breakthrough projects8 exclusively to 

domestic companies. &We cannot tell foreign investors, go 
there and do this,,8 stated Batalov, &but we can say this 

to domestic companies.8 He summed up the philosophy of the 
vision as &ninety percent economics, ten percent national 
pragmatism.8 Batalov acknowledged S/R Mermoud,s cautionary 
note on the risk of creating monopolies. &We are familiar 

with the experience of South Korean chaebols as well as the 
British experience,8 Batalov said. Describing the South 

Korean scenario as &too extreme,8 he remarked, &we will be 
somewhere in the middle.8 


Business Climate ) the View from Within 


12. (C) The themes raised by GOK officials had little in 

common with the concerns S/R Mermoud consistently heard from 
representatives of the Kazakhstani private sector. Raimbek 
Batalov, President of the Forum of Entrepreneurs ) an 
Almaty-based NGO which positions itself as the genuine 

national voice of small- and medium-sized business as well as 
regional and industry business associations ) outlined four 
government failures as the primary obstacles to economic and 
business development in today,s Kazakhstan. The GOK,s key 
failures, Batalov said, are in the areas of tax policy, 
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customs policy, rule of law, and trade policy. (Note: 
Raimbek Batalov is not known to be related to Vice Minister 
Batalov. His focus on trade policy appears to stem from his 
role as the CEO of a major retail chain. End note.) 


13. (C) These policy and enforcement failures, according to 
Batalov, are driving an untold portion of the country,s 
economic activity into the shadow economy. Much of the 
trend, Batalov explained, starts at Kazakhstan,s borders. A 
regulatory loophole for small- and medium-sized businesses, 
combined with customs officials, notoriously corrupt ways, 
leads to a situation where most goods entering Kazakhstan do 
so &under the radar.8 Importers break up their wares into 
smaller portions and &misdeclare8 them at the customs 
control, relying on the customs officials, incompetence and 
venality. Thus escaping the tariff system, such goods 
directly proceed to enter Kazakhstan,s shadow economy via 
bazaars, where they reach the consumer without ever being 
subjected to taxation, standardization or other regulations. 
(Note: In September 2006, Lubov Khudova, Chairwoman of 
Kazakhstan,s Light Industry Association, described to 
Econoff precisely the same phenomenon and partly blamed it 
for the spectacular decline of Kazakhstan,s textile 
manufacturing. Ref C. End note.) Batalov concluded that 
the Business Forum,s research indicates that over 60% of all 
business activity in Kazakhstan takes place in the shadow 
economy, far above official estimates of 24%. 


14. (C) Courtney Fowler, Partner of Price Waterhouse Coopers, 
and Kenneth Mack, Partner at Chadbourne & Park and President 
of AmCham Kazakhstan, firmly confirmed Batalov,s emphasis on 
corruption as the key impediment to business development in 
Kazakhstan. Fowler stressed that tax administration ) 

marred by corruption, incompetence, and a lack of proper 
accounting practices ) places a tremendous burden on 

business. On the corporate side, she told S/R Mermoud, the 
situation is also troubling. It is common for companies to 

keep two sets of (unmatching) books ) one for accounting 
purposes, the other for taxes. Heads of auditing 

departments, Fowler added, are frequently not accountants, 

let alone auditors. Echoing Batalov,s message on the shadow 
economy, she remarked that &no one bats an eye when you pay 
for something with $200,000 cash.8 Fowler lamented the 

GOK;s failure to address the &systemic8 issues and cited 
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the rule of law deficit as a major problem: &if foreign 


investors cannot trust their Kazakhstani partners,8 she 
mused, &Kazakhstan will never achieve diversification.8 
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15. (C) Serik Akhanov, Chairman of the Association of 
Financiers of Kazakhstan, presented to S/R Mermoud a rather 
optimistic view of the country,s financial system and 
macroeconomic situation. He named inflation as a principal 
macroeconomic risk but stressed that the central bank remains 
watchful in guarding against it. He stated that the 

Kazakhstani private sector,s mushrooming external borrowings 
are creating a vulnerability to external shocks, particularly 

to rising interest rates, but explained that Kazakhstan,s 
financial institutions are turning abroad due to a lack of 
long-term capital at home. While lauding Kazakhstan,s 
banking sector as highly developed and operating on par with 
international standards, Akhanov said that the insurance and 
pension industries continue to lag. He appeared largely 
unperturbed by the rapid expansion of the real estate sector, 
saying that only the &elite8 top 2% of the housing market 

was showing significant signs of speculative activity. 


Inside the State Holding Companies 


16. (C) Arman Moldakhmetov, Vice President of the National 
Innovation Fund (NIF), briefed S/R Mermoud on the Fund,s 
approach to spurring diversification. The NIF is a component 
of the Kazyna Fund for Sustainable Development, a state 
holding company currently encompassing 14 development 
institutions. The NIF,s model is based on equity 

participation in high-tech, &knowledge-economy8 projects. 
This participation ranges up to 49% ownership, since ) 
Moldakhmetov explained ) &we do not want to manage.8 The 
NIF sees its key role as bringing together the government, 

the academia, and the corporate sector. &Kazakhstan,8 he 
remarked, &is full of money. The shortage is of good 
projects.8 Moldakhmetov mentioned the NIF,s involvement in 
three &technoparks8 established in Uralsk, Karaganda, and 
Almaty to provide infrastructure for entrants into the 
knowledge economy. These, he said, &are not doing well. 
There is furniture, nothing else. No one is working.8 


17. (C) Samruk State Holding Company CFO Ulf Wokurka briefed 
S/R Mermoud on Samruk activities within the framework of the 
holding companies, &three principal activities8: 

improving corporate governance, helping to develop 
Kazakhstan,s domestic capital market, and facilitating 

&select investment opportunities.8 Expanding on the third 
topic, Wokurka explained that in May, Samruk would establish 
a fully-owned &investment subsidiary,8 which would 
coordinate targeted infrastructure projects, addressing such 
issues as project finance, until the point in which the 

projects could be &handed over8 to interested private or 


Column 3 

state entities. Wokurka mentioned the construction of a 
combined heat and power plant near Balkash (Ref D) as an 
example. 


18. (C) Wokurka explained that in order to facilitate 
development of a domestic capital market, the Prime Minister 
had directed Samruk, along with the other state-holding 
companies, to develop further candidate companies for IPOs, 
in accordance with the rules establishing the Almaty Regional 
Financial Center. To this end, Wokurka said, Samruk was 
steering its companies toward financing by means of debt 
instruments, in addition to the more-customary commercial 
loans. Wokurka told S/R Mermoud that Samruk,s next IPO (of 
the Mangistau oblast electrical grid operator) would occur in 
late 2007. The GOK had planned to transfer to Samruk another 
fifteen companies, Wokurka said, but Samruk had asked that 
the transfer be delayed while the holding company better 
assimilated its existing holdings. Wokurka also confirmed 
that a new company, &Samruk Energy,8 would soon be 
established to manage Samruk,s five power generating 
companies. 


19. (C) Alikhan Smailov, Chairman of the Managing Board of 
the newly created state agricultural holding company 
&KazAgro,8 briefed S/R Mermoud on his organization,s 
plans. KazAgro, he explained, currently incorporates seven 
of the GOK,s agricultural companies, whose missions range 
from intervention in grain markets to providing microcredits 
to rural communities to purchasing and reselling livestock 
products. KazAgro,s overall mission, Smailov said, is to 
manage the state,s agricultural assets in accordance with 
corporate management standards as well as national goals. 
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The plan, he explained, is to increase these assets, value 

by &taking some corrective measures to establish proper risk 
management, internal control, etc.8 The next step would be 
to privatize some of the holdings. &This,8 Smailov summed, 
&is our approach, and it has been approved by the Prime 
Minister.8 


20. (C) Smailov spoke extensively about KazAgro,s plans in 
the ethanol market. The vision is to construct bioethanol 
plants to produce ethanol for export and achieve production 
levels of 3 billion liters per year. Large-scale beef and 

dairy farms are also planned, and KazAgro is expanding grain 
export infrastructure by building terminals on the Caspian. 

He noted that KazAgro is seeking foreign investors, interest 
in these projects, particularly in bioethanol. What is 
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needed from foreign partners, Smailov said, is &modern 
equipment at reasonable prices8 and help with marketing 
these products abroad. 


Prospects for the Public-Private Partnership 


21. (C) S/R Mermoud received wide-ranging input from his 
interlocutors on the possible directions of the bilateral 
Public-Private Partnership Initiative (PPPI). Masimov 
expressed an interest in proceeding with the Initiative. He 
named Sagadiyev as the primary Kazakhstani interlocutor on 
the issue and suggested that Sagadiyev travel to Washington 
in June to explore the avenues the PPPI may take. Minister 
of Transport Serik Akhmetov told S/R Mermoud that his 
ministry has a great interest in developing international 
contacts and attracting foreign investment. The $30 billion 
Transportation Strategy passed last year, Akhmetov said, 
provides for some of the funding to come from &non-budget8 
sources, such as foreign investment. 


22. (C) Business sector representatives ) Fowler, Mack, and 
the Forum,s Raimbek Batalov ) focused on the PPPI,s 
potential in addressing the &systemic8 issues (e.g. tax and 
customs administration, the rule of law) currently getting 

short shrift from the GOK. Batalov and Mack, in particular, 
expressed a strong interest in establishing collaboration 
between the Entrepreneurs Forum and the AmCham. Both Batalov 
and Mack held the view that organizing a discussion of ) and 
proposing solutions to )&systemic8 issues in a PPPI forum 
could spur the GOK to much-needed action. Fowler suggested 
building links between U.S. and Kazakhstani business schools 
as a way to rectify the shortage of management expertise. 

The Financiers Association,s Akhanov likewise expressed 
interest in fostering exchanges among corporate leaders at 
varying levels. The Innovation Fund,s Moldakhmetov offered 
to provide input on any future plans or ideas in the context 

of the PPPI. Azat Peruashev, Chairman of the&Atameken8 
Union of Entrepreneurs, which purports to be Kazakhstan,s 
official national business association, expressed a strong 
interest in building links with U.S. counterparts. 


Comment 


23. (C) The fact that the proposed bilateral PPPI coincides 
with the GOK,s own public-partnership program presents 
opportunities as well as potential challenges. The GOK,s 
new approach is unapologetically focused on domestic 
companies and highly results-oriented. Kazakhstani 
officials, underlying question seems to be: how can the PPPI 
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fit into Kazakhstan,s own public-private program and what 
concrete results (i.e. investment commitments) can it bring 

in the foreseeable future? The GOK,s intensity may be 

partly explained by practical considerations: Masimov 

recently told Ambassador Ordway that his government will only 
have two to three years to achieve its goals. 


24. (C) The GOK,s 830 corporate leaders8 program, while an 
outgrowth of the macroeconomically sound desire to diversify 
the economy away from the extractive sector, is fraught with 
risks. Without proper safeguards, the vision may well lead 

to creation of more monopolies, a phenomenon already plaguing 
a range of key economic sectors such as telecommunications 
and civil aviation. In any case, the policy signals the 

GOK,s continued adherence to a &top-down8 approach to 
economic diversification and an apparent lack of urgency in 
confronting the &systemic8 issues that are the main 

concerns of the business sector. Notably, the business 
representatives, hopes for the PPPI were that the Initiative 
would specifically address the problems the GOK is continuing 
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to ignore. End comment. 


25. (SBU) Action request: Post requests Department guidance 
regarding next steps on the Public-Private Partnership 
Initiative, as well as clarification of which office will 

have the lead. 


26. (U) This cable has been cleared by S/R Mermoud. 
MILAS 
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RUEHBI/AMCONSUL MUMBAI 0032","UNCLAS KYIV 001076 


SIPDIS 


SIPDIS 
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DEPT FOR EB/ESC/IEC RGARVERICK 

DOE PLEASE PASS TO LEKIMOFF, CCALIENDO 
MUMBAI FOR KLEIN 


E.O. 12958: N/A 
TAGS: ENRG, EPET, ECON, UP 
SUBJECT: UKRAINE: GAS PIPELINE EXPLODES--SUPPLIES TO E.U. STABLE 


1. On May 7 a large explosion hit the Urengoy-Pomary-Uzhgorod 
natural gas pipeline in the Tarashcha Region, about 100 km south of 
Kyiv, at 14:12 p.m. The explosion took out 30 m of the pipeline 

built in 1983, which is capable of shipping more than 30 billion 

cubic meters of Russian gas annually to countries in the EU. 
Officials from the state-owned gas pipeline company, Ukrtranshaz, 
immediately shut off the gas to the affected area and rerouted the 
E.U.-destined gas through other pipelines. An interagency meeting 
was held today to investigate possible causes of the explosion. 


2. Ihor Ponomarenko, Director of Foreign Relations for Ukrtranshaz, 
told us that gas was rerouted through the Progress and Soyuz 
pipelines, but was unable to say when the damaged portion of the 
pipeline would be repaired. Russian language newspapers, however, 
have quoted an unnamed Ukrtranshaz official as stating the repairs 
could take a week. The Ministry of Emergencies reported that the 
explosion caused a fire that was extinguished within two hours and 
but that there were no reported injuries from the blast. Although 

gas supply to the EU has been virtually uninterrupted, over 32 
villages in the region around the blast remain without gas. 

Ukraine\'s national oil and gas company, NaftoHaz, promised to have 
supplies to villages restored by May 9. 


3. The Ukrainian press also reported that EU Energy Commissioner 
Andris Piebalgs spoke on the phone with Ukrainian Fuel and Energy 
Minister Yuri Boiko, and was assured by Boiko that gas supplies to 
Europe will not be suspended. Boiko said that in addition to 
re-routing gas supplies, Ukraine would use underground gas supplies, 
if needed, to ensure uninterrupted gas flows to the E.U. (Comment: 
Ukraine\'s gas storage facilities are primarily located in the 

western part of the country, so their capability to supply European 
customers, if needed, would be unaffected by this blast located 
farther to the east.) 


4. Minister of Transportation and Communications Mykola Rudkovsky 
and Speaker of Parliament Oleksandr Moroz both suggested that the 
explosion may have been connected to a recent train derailment near 
Kyiv and could be politically-motivated sabotage intended to 
destabilize Ukraine. No other officials have publicly offered this 
opinion. Energy experts hypothesized, that since the explosion 
occurred near the Stavyshche Compressor Plant, it is possible that a 
spark from the compressor caused the explosion, and neglected 
maintenance and corroded pipes may well have contributed to the 
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blast. A Gazprom spokesperson stated that the investigation was a 
Ukrainian matter and expressed confidence the Ukrainians authorities 
would determine the cause of the explosion soon. 


TAYLOR 
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RR RUEHWEB 

DE RUEHKU #0719/01 1281119 
ZNR UUUUU ZZH 

R 081119Z MAY 07 

FM AMEMBASSY KUWAIT 

TO RUEHPH/CDC ATLANTA GA 
RUEHC/SECSTATE WASHDC 9042 


SIPDIS 
SIPDIS 


STATE FOR NEA/ARP, OES 
DEPT PASS TO HHS FOR STEIGER OGHA 


E.O. 12958: N/A 

TAGS: AMGT, APER, CDC, KSCA, KU, OTRA, COUNTRY CLEARANCE 
SUBJECT: KUWAIT COUNTRY CLEARANCE GRANTED FOR IBRAHIM 
PARVANTA, MAY 25-JUNE 1 


REF: ATD # 1462 


1. Embassy Kuwait welcomes and hereby grants country 
clearance for Ibrahim Parvanta, Health Scientist, NCCDPHP, 
CDC, HHS, to travel to Kuwait from May 25-June 1, 2007 to 
participate in a WHO/HHS/CDC expert meeting on flour 
fortification. 


2. This clearance is not/not valid for entry into Iraq; you 
must apply for Iraq clearance through Embassy Baghdad. 


3. Embassy Point of Contact: Chris Green, Economic Officer. 
Phone: 965-259-1373. Fax: 965-259-1051. Email: 
GreenCR@state.gov. 


4. No embassy assistance has been requested. 


5. Following is post\'s standard guidance for visitors to 
Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry 
visas to American citizens on arrival, upon presentation of a 
valid passport. There is a processing fee of three (3) 
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Kuwaiti Dinar (KD 3.000, approximately USD 10.50) for each 
visa issued. The fee may be paid either in KD or USD. Post 
strongly advises travelers to carry some documentation on the 
purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side 

of the airfield and passports have to be carried to a 

different location at the airport for processing. Airport 

visas are valid for 90 days after arrival; anyone staying 
beyond this period must obtain an extension, which should be 
requested 2 weeks prior to visa expiration. Anyone departing 
Kuwait who has overstayed the visa will be charged a fine of 
KD 10.00 (USD 35.00) per day at the airport. All travelers 
planning to visit Iraq should make sure that they obtain the 
required exit/entry stamps for each transit through Kuwait, 
and be aware that they will need to obtain a new Kuwaiti visa 
upon return, even after a day trip to Baghdad. Failure to do 
so can result in heavy fines. If possible, travelers should 

try to obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of alcohol, 
pork products, personal firearms, and any 
suggestive/pornographic materials (videotapes, magazines or 
books) is strictly prohibited by Kuwaiti law. Kuwait is 
still clearing mines and munitions. Visitors must remain on 
major paved roads when traveling in Kuwait. Travel north of 
Jahra toward the Iraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. The time 
difference with the East Coast of the United States is EST 
plus 8 hours. The Embassy switchboard number is (965) 
259-1001, and the IVG number is 4950000. The after hours 
number which rings at Marine Guard post one is (965) 
538-2098. The mission duty officer can be reached through 
the embassy switchboard, Post One, or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, 
Dulles, VA 20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and 
the military threatcon is currently Charlie. We have 
increased security precautions at official U.S. installations 
in Kuwait and recommend that all Americans in Kuwait remain 
alert to their surroundings and review their personal 
security practices. 


e. Health Advisory for Kuwait: April through October is 
the hot season in Kuwait. Temperatures reach 120-140F in 
summer. Caution should be taken to prevent dehydration and 
heat exhaustion by 1) drinking plenty of fluids and 2) 
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staying indoors, especially during peak temperature hours of 
12:00-15:00. Low humidity coupled with high temperatures 
creates excessive moisture loss from evaporation. It is 
necessary to drink 2-4 quarts of water daily to prevent 
dehydration. Visitors in November through March can expect 
cold winds and at times heavy rains. Light winter clothing is 
suitable for Kuwait during these months. At this time 
allergies and colds are more common. Persons traveling to 
the area are advised to have over-the-counter medications, 
such as Tylenol, Ibuprofen, cold and cough medications with 
them for self-treatment. 


f. Money: Credit cards are widely accepted in hotels, 
restaurants and other establishments throughout Kuwait and 
ATM machines are also readily available. For travelers on 


official orders, the Commercial Bank of Kuwait can provide 
accommodation services (cashing a personal check drawn on a 
U.S. bank into local currency) up to a maximum of USD 300.00 
per day from noon to 2:00pm, Saturday through Wednesday. At 
the current rate of exchange, one Kuwaiti Dinar (KD) is 
equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the attention 
of the RSO, and include the level of their clearance. The 
cable should include the visitor's Social Security Number, 
and the name of the agency granting the clearance. Cables 
should include the ASEC tag to ensure distribution to the RSO 
office and the Marine Security guard at post one. 


h. Computer and Electronics usage: Sensitive military 
information has been discovered recently on business center 
computers at local hotels in Kuwait City. All U.S. 

Government personnel and contractors must remember that it is 
their responsibility to observe good computer and information 
security practices. Information processed on computers in 
hotel business centers, through email correspondence or 
document creation, is highly exploitable. Public computers 
located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or 
disseminate sensitive information. Compromise of sensitive 
government or military information can result in serious 
damage to national security. Compromises of sensitive 
personal data can result in significant personal and 

financial hardship. Random checks are conducted by Embassy 
personnel on public PC\'s. Breaches in COMPUSEC will result 
in the violator receiving security infractions and/or 

security violations. Inter-agency security standards 

prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell 
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phones, palm pilots, radios and other convenience electronics 
are prohibited in all secure areas of the mission. 


i. Photography: Tourist photography is encouraged in 
Kuwait. However, it is strictly forbidden to photograph 
public buildings, economic infrastructure, or military and 
other security-related facilities and personnel. 

Confiscation of film and camera and even arrest may result 
from doing so. A good rule of thumb: If there is any doubt 
as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length 
of stay, must bring or forward fiscal data to pay for direct 
costs of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed to 
their visit. Direct charge costs include, but are not limited 
to: American and LES staff overtime (e.g., expeditor, 
accommodation exchange, representational event support), 
field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all 
other costs that are directly attributable to the visit. If 
fiscal data on visitor\'s travel authorization is to be used 
for this purpose, this information must be spelled out in the 
travel orders and sufficient funding must be provided to meet 
these expenses. In addition, for TDYers over thirty (30) 
days, there will be a charge for ICASS support services. If 
your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. 
The agency should provide post with written communication, 
generated by the traveler\'s headquarters, that confirms the 
agency will pay ICASS charges for the TDYer, provide the 
agency ICASS billing code for the TDY support to be provided, 
and authorize the traveler to sign the ICASS invoice 
generated by the TDY module. When travel is urgent, TDYers 
should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not 
provide any services to a TDYer staying in excess of 30 days 
without having received this documentation prior to day 31 of 
the TDY. 


k. Visit Kuwait\'s unclassified intranet website at 
http://kuwait.state.gov. 


6. This cable was last updated on October 30, 2006. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 
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Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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RR RUEHWEB 

DE RUEHMS #0453 1281125 

ZNR UUUUU ZZH 

R 081125Z MAY 07 

FM AMEMBASSY MUSCAT 

TO RUEHC/SECSTATE WASHDC 8196 

INFO RUCNDT/USMISSION USUN NEW YORK 
RUEHGV/USMISSION GENEVA 0146 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR IO/RHS, DRL/MLGA, EUR/PGI AND NEA/ARP 


E.O. 12958: N/A 
TAGS: PHUM, PREL, UNHRC, MU 
SUBJECT: BELARUS CANDIDACY FOR UN HUMAN RIGHTS COUNCIL: OMAN 


REF: STATE 58054 


(SBU) The Ambassador raised reftel points on May 1 with 
Ministry of Foreign Affairs (MFA) Under Secretary Sayyid Badr 
al-Busaidi and urged Oman not to vote for Belarus in ¡ts bid 

for a seat on the UN Human Rights Council. Post also 

delivered this information via formal diplomatic note to the 

MFA. Any substantive response from the Omani government will 
be reported septel. 

GRAPPO 
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PP RUEHCI 

DE RUEHKT #0914 1281129 

ZNR UUUUU ZZH 

P 081129Z MAY 07 

FM AMEMBASSY KATHMANDU 

TO RUEHC/SECSTATE WASHDC PRIORITY 5839 
INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 5695 
RUEHLM/AMEMBASSY COLOMBO PRIORITY 6000 
RUEHKA/AMEMBASSY DHAKA PRIORITY 1222 
RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 4023 
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RUEHLO/AMEMBASSY LONDON PRIORITY 5315 

RUEHNE/AMEMBASSY NEW DELHI PRIORITY 1398 

RUEHCI/AMCONSUL KOLKATA PRIORITY 3440 

RHEHNSC/NSC WASHDC PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RHEFDIA/DIA WASHDC PRIORITY 

RUEKJCS/SECDEF WASHDC PRIORITY 

RHMFIUU/CDR USPACOM HONOLULU HI PRIORITY","UNCLAS KATHMANDU 000914 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PINR, EAID, NP 

SUBJECT: FAR-LEFT LEADER APPOINTED MINISTER FOR HEALTH AND 
POPULATION 


People\'s Front Gets Health Ministry -- Again 


1. (SBU) On April 29, Prime Minister Girija Prasad Koirala 
appointed People\'s Front Nepal (PFN) leader Giriraj Mani 
Pokharel as Minister for Health and Population. Although the 
Seven-Party Alliance and the Maoists had agreed that the 
far-left party would have two representatives in the Interim 
Cabinet -- including one minister and one state minister -- 
the PFN, which is split into three factions, initially 

refused to propose any candidates for the posts. Outgoing 
Deputy Prime Minister and Health Minister Amik Sherchan was 
reportedly angry that the PFN did not retain a deputy 
premiership in the new government. As a result, for nearly a 
month, Prime Minister Koirala held the Health portfolio 
himself. 


Comment 


2. (SBU) What difference, if any, the switch in leadership 
will make for the functioning of the Health Ministry is not 

yet clear. Sherchan\'s status as Deputy Prime Minister did 
not appear to give his ministry any more clout or resources. 
Pokherel\'s appointment leaves three positions, all state 
ministerships, in what is now a 23-person cabinet still 
unfilled: one each for the Prime Minister\'s Nepali Congress, 
the Maoists and the People\'s Front. 


Biographic Information 


Column 3 


3. (SBU) New Minister for Health and Population Giriraj Mani 
Pokherel is one of the two PFN party vice presidents, but he 

is not one of the nine PFN MPs in the Interim Parliament 
established on January 15, 2007. Pokherel was awarded a 
Master\'s degree in Commerce in 1982 and a Bachelor\'s degree 
in Law in 1985 from Tribhuvan University in Kathmandu. He 
started his political career in 1980 as a member of the All 
Nepal National Free Student Union, a student wing of the 
Communist Party of Nepal. In 1984, he participated in the 

14th convention of the Communist Party of Nepal. He was 
active in the 1990 Peoples Movement as a Central Committee 
Member of the United Left Front. Pokharel was born in the 
Khotang District in 1959, a district in the eastern hills. 

His current home district is the Morang District, in the 

eastern Terai. 

HUGINS 
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ZNY CCCCC ZZH 
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FM AMEMBASSY KATHMANDU 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5840 
INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 5696 
RUEHLM/AMEMBASSY COLOMBO PRIORITY 6001 
RUEHKA/AMEMBASSY DHAKA PRIORITY 1223 
RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 4024 
RUEHLO/AMEMBASSY LONDON PRIORITY 5316 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 1399 
RUEHCI/AMCONSUL KOLKATA PRIORITY 3441 
RUEKJCS/SECDEF WASHDC PRIORITY 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 2655 
RHEFDIA/DIA WASHDC PRIORITY 

RHMFISS/CDR USPACOM HONOLULU HI PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY","C ON FIDENTIALKATHMANDU 000915 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 05/07/2017 

TAGS: PGOV, PTER, PINR, EAID, KWMM, KOCI, CVIS, NP 
SUBJECT: MAOIST TAKES THE HELM AT MINISTRY OF WOMEN, 
CHILDREN AND SOCIAL WELFARE 

REF: KATHMANDU 763 


Classified By: Charge dW Affaires Robert Hugins. Reasons 1.4 (b/d). 
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New Maoist Minister Plans to Restructure Ministry 


1. (C) In a recent meeting with Prem Shukla (please protect), 
an Indian national and the Country Director of Plan Nepal, 

the new Minister of Women, Children and Social Welfare, 
Khadga Bahadur Bishwokarma, explained that he wanted to 
restructure the ministry to ensure that the maximum amount of 
benefits and resources reached those most in need. (Note: 
Plan Nepal is part of Plan International, an international 
humanitarian, child-centered, development organization 
registered in the U.S. and headquartered in the United 
Kingdom. It is a recipient of USAID assistance. End note.) 
Bishwokarma, who is one of five Communist Party of Nepal 
(Maoist) ministers in the Interim Government formed April 1, 
also told Shukla that he wanted his ministry to become more 
\"people friendly.\" Bishwokarma informed the Country Director 
that all donors and International Non-Government 
Organizations (INGOs) in particular would be asked to provide 
the ministry a complete accounting of their resources. 


Comment 


2. (C) There is considerable anxiety within the development 
community over what it will mean to have a Maoist at the helm 
of the Ministry of Social Welfare. Particularly those INGOs 
whose periodic re-certification is pending are concerned 
whether they will be allowed to continue operating in Nepal. 
Despite his fine rhetoric with Shukla, Bishwokarma\'s public 
denials of the presence of any minors in the UN-monitored 
Maoist cantonments, despite overwhelming evidence to the 
contrary, has revealed a striking, but sadly, unsurprising, 
lack of regard for Nepali children. The Social Welfare 
Minister has already agreed to meet with the Chief Executive 
Officer of Plan International, former U.S. Ambassador Tom 
Miller, during Miller\'s upcoming visit to Kathmandu. Post 
should have a better understanding of Bishwokarma\'s 
intentions after that meeting. 


Biographical Information 


3. (SBU) Prime Minister G.P. Koirala appointed Khadga Bahadur 
Bishwokarma as the Minister of Women, Children and Social 
Welfare in the Interim Government formed on April 1, 2007. 
Bishwokarma is an alternate Politburo Member of the Communist 
Party of Nepal (Maoist) and is also the Chairman of the 

Maoist Bheri-Karnali Regional Autonomous PeopleWs Government 
(a Maoist parallel government structure.) Bishwokarma is the 
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officer-in-charge of the Maoist Bheri-Karnali Regional Bureau 
and Chief of the Maoist Central Dalit Department. In 1988, 
after completing his Proficiency Certificate Level in 
Education, equivalent to a high school diploma, he joined the 
youth league of the Communist Party Nepal (Masal). When the 
Communist Party Nepal (Masal) splintered into two groups, 
Bishwokarma joined the Communist Party of Nepal (Maoist). 
Bishwokarma was born into a poor peasant family in Kalikot 
District on May 17, 1968. He is married and has two sons and 
one daughter. Biswokarma\'s English is marginal and he 
prefers to speak in Nepali or Hindi (Awadhi). 

HUGINS 
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PP RUEHWEB 

DE RUEHTV #1348/01 1281139 

ZNR UUUUU ZZH 

P 081139Z MAY 07 

FM AMEMBASSY TEL AVIV 

TO RUEHC/SECSTATE WASHDC PRIORITY 0973 
RHEHAAA/WHITE HOUSE WASHDC PRIORITY 
RHEHNSC/WHITE HOUSE NSC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 
RUEAHQA/HQ USAF WASHINGTON DC PRIORITY 
RUEADWD/DA WASHDC PRIORITY 

RUENAAA/CNO WASHINGTON DC PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 
RUEHAD/AMEMBASSY ABU DHABI PRIORITY 2123 
RUEHAS/AMEMBASSY ALGIERS PRIORITY 8859 
RUEHAM/AMEMBASSY AMMAN PRIORITY 2093 
RUEHAK/AMEMBASSY ANKARA PRIORITY 2926 
RUEHLB/AMEMBASSY BEIRUT PRIORITY 2123 
RUEHEG/AMEMBASSY CAIRO PRIORITY 9990 
RUEHDM/AMEMBASSY DAMASCUS PRIORITY 2866 
RUEHLO/AMEMBASSY LONDON PRIORITY 9759 
RUEHFR/AMEMBASSY PARIS PRIORITY 0235 
RUEHRB/AMEMBASSY RABAT PRIORITY 6841 
RUEHRO/AMEMBASSY ROME PRIORITY 4244 
RUEHRH/AMEMBASSY RIYADH PRIORITY 9145 
RUEHTU/AMEMBASSY TUNIS PRIORITY 3336 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 5263 
RUEHJM/AMCONSUL JERUSALEM PRIORITY 6757 
RHMFISS/CDR USCENTCOM MACDILL AFB FL PRIORITY 
RHMFISS/COMSOCEUR VAIHINGEN GE PRIORITY 
RHMFIUU/COMSIXTHFLT PRIORITY 


SIPDIS 
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STATE FOR NEA, NEA/IPA, NEA/PPD 


WHITE HOUSE FOR PRESS OFFICE, SIT ROOM 
NSC FOR NEA STAFF 


SECDEF WASHDC FOR USDP/ASD-PA/ASD-ISA 

HQ USAF FOR XOXX 

DA WASHDC FOR SASA 

JOINT STAFF WASHDC FOR PA 

CDR USCENTCOM MACDILL AFB FL FOR POLAD/USIA ADVISOR 
COMSOCEUR VAIHINGEN GE FOR PAO/POLAD 

COMSIXTHFLT FOR 019 


JERUSALEM ALSO ICD 

LONDON ALSO FOR HKANONA AND POL 
PARIS ALSO FOR POL 

ROME FOR MFO 


SIPDIS 
E.O. 12958: N/A 
TAGS: OPRC, KMDR, IS 


SUBJECT: ISRAEL MEDIA REACTION 


1. Mideast 
2. Iran 


3. PM Olmert\'s Performance 


Yediot, Israel Radio, and other leading media quoted State 

Department Spokesman Sean McCormack as saying in his daily briefing 
on Monday that he would not expect Secretary of State Condoleezza 
Rice to travel to Israel and the Palestinian territories on her 

upcoming trip next week as planned. McCormack mentioned the 
political situation in Israel. Israel Radio quoted senior GOI 

sources as saying that they were surprised by the cancellation of 
Secretary Rice\'s visit. The radio quoted one senior Israeli source 


SIPDIS 

in Jerusalem as saying that the cancellation is \"unprecedented\" and 
that people in the region might interpret the cancellation as 

evidence that, because of the situation in Israel, the US 
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administration does not believe that the diplomatic process can be 
moved forward. Israel Radio cited the belief of another GOI source 
that Secretary Rice\'s visit was postponed by a few weeks. 


IDF Radio quoted Dov Weisglass, who was former PM Ariel Sharon\'s top 
advisor, as saying that Rice \"has come to the conclusion that in the 
current situation, the government\'s ability to make decisions of 
significance is limited. She certainly does not want to waste her 

time and to create or to draw gratuitous attention. Danny Ayalon, 
formerly Israel\'s ambassador to the United States, told IDF Radio 

that Secretary Rice\'s \"disappointment is mainly with the 

Palestinians. But, of course, the lack of political clarity here 

does not contribute to the matter. 


HaVaretz reported that PM Ehud Olmert is conducting secret talks 

with PA Chairman [President] Mahmoud Abbas. The newspaper wrote 
that Olmert, in conversations with ministers and other political 

figures recently, has hinted that he and Abbas have been holding 

talks, but did not reveal the content or venue of the talks, or the 

level of those involved. According to HaVaretz, the people Olmert 

spoke to say he expects significant political progress this summer. 

The secret talks appear to be about state affairs, rather than 

confidence building measures such as removing roadblocks and opening 
passages. 


The Jerusalem Post reported that on Monday Olmert intimated to 
visiting German FM Frank-Walter Steinmeier that Israel would take 
widespread military action in the Gaza Strip if a Qassam rocket 

kills Israelis. Ha\'aretz reported that the IDFYs OC Southern 
Command, Maj. Gen. Yoav Galant, recently presented a contingency 
plan to the cabinet to counter the firing of Qassam rockets at 

Israel from the Gaza Strip and thwart Palestinian efforts to 
consolidate military power there. Palestinian militants have 

launched a number of rockets into Israel recently, one of them 

hitting a house in Sderot. The media reported that the IDF 
responded by striking a vehicle that Islamic Jinad used for firing 
rockets, wounding three militants. According to HaVaretz, the 
blueprint presented to the cabinet discusses engaging hostile forces 
near the security fence surrounding the Strip and employing 
remote-controlled weapons systems, rather than a ground operation to 
purge the cities and refugee camps in and around Gaza of militants. 
Galant reportedly listed five components for the plan: 1. Creating a 
buffer zone on the Palestinian side of the fence separating the Gaza 
Strip from Israel. 2. An escalation of retaliatory actions 

following the firing of Qassam rockets to render launching the 
rockets into Israel counterproductive by extracting a steep price 

from the Palestinians. 3. The renewal of aerial assassinations of 
high-ranking terrorists as well as Palestinians responsible for 

firing Qassam rockets and arms smuggling. 4. Developing improved 
technology for detecting and destroying tunnels employed for arms 
smuggling. 5. Reinforcing intelligence capabilities. HaVaretz 


Column 3 

said that PM Olmert did not approve the IDF\'s proposals. He only 
agreed to authorize a small expansion of the area within the Strip 

in which the IDF is allowed to operate. In addition, Olmert will 
convene the security cabinet next week for a hearing concerning the 
amassing of military power by the Palestinian organizations in Gaza, 
and the IDF\'s plans to counter it. HaVaretz quoted political 

sources as saying that the discussion was necessary because the 
cabinet might be asked to authorize action in Gaza \"at any given 
moment.\" For that purpose, the sources were quoted as saying, the 
ministers must be briefed in advance on the material. Yet senior 
officials in the defense establishment believe that extensive action 

in the Gaza Strip is unavoidable. HaVaretz cited the US 
administration\'s hope that the actions of Palestinian security 

forces loyal to Abbas to foil terrorist activity could help avoid 

this scenario. 

The Jerusalem Post reported that Austrian Maj. Gen. Wolfgang Jilke, 
commander of the UN force deployed along the Israeli-Syrian border, 
told the newspaper that , while Syria is repairing its military 

positions along the border with Israel, its army has not beefed up 

its forces on the Golan Heights. Jilke, commander of the United 
Nations Disengagement Observer Force (UNDOF) responsible for 
maintaining the cease-fire on the border, dismissed Israeli claims 

of an unprecedented military buildup within Syria. The Jerusalem 
Post reported that Israeli defense officials rejected Jilke\'s 
assessment. All media reported that on Monday the head of Israel\'s 
National Security Council, llan Mizrahi, told the KnessetYs Foreign 
Affairs and Defense Committee that Syria\'s move to restart the peace 
process was authentic. \"It is not clear whether they want peace or 
whether they just want the peace process,\" he was quoted as saying. 
\"They are still figuring out how it will best serve them, but the 

call for peace talks themselves is authentic.\" Maariv reported that 

a few days ago Farid Razeri (sp.), a Syrian exile in Paris, who is a 
strident opponent of Bashar Assad\'s regime, published a very 
pro-Israel article on the Internet. Maariv reported that Razeri 
confirmed his views in an interview to the newspaper, 


Maariv reported that the Foreign Ministry has been working 
stealthily on an \"international campaign against Iran,\" which is to 
be waged by Israeli diplomats across the world in keeping with a 

list of tasks and detailed instructions that will be received from 
Jerusalem. The campaign is currently in the final stages of 
preparation. The person behind the idea and its execution is Aharon 
Abramovitch, the Director General of the Foreign Ministry, who 
received FM Tzipi Livni\'s approval. The planned campaign was 
inspired by the international campaign that Israel waged against 
Hizbullah, which was declared a resounding success and resulted in 
Hizbullah being defined as a terrorist organization in many 

countries and by the European Union. 


HaVaretz quoted an Olmert associate as saying on Monday that if the 
Labor Party pulls out of the coalition after the May 28 party 
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primaries, Kadima will ask Likud to join if it agrees to an election 

date, which will apparently be set for the end of 2008. The comment 
came as Olmert and his aides begin preparing for the possibility of 

a Labor withdrawal. All media reported that on Monday the 

coalition survived three no-confidence votes, with some Kadima and 
Labor Knesset members abstaining or absenting themselves from the 
votes. HaVaretz reported that former PM Ehud Barak is contemplating 
joining Olmert\'s cabinet. HaVaretz reported that an internal survey 
among Labor members carried out by Barak\'s staff indicated that the 
party\'s members want to remain in the coalition. HaVaretz quoted 
senior Kadima members as saying that Olmert is weighing naming 
Construction and Housing Minister Meir Sheetrit (Kadima) finance 
minister. 


HaVaretz reported that FM Livni will head to Cairo on Thursday to 
meet with Egyptian and Jordanian leaders, who are interested in 
\"marketing\" the Arab peace initiative to Israel. During her visit, 

Livni is expected to meet with Egyptian President Hosni Mubarak. 
Media reported on Livni\'s talks with German FM Steinmeier. Livni 
mentioned the Qassam rocket attacks against Israel and Steinmeier 
was quoted as saying that Germany will do everything it can to 
advance the diplomatic process and minimize the scope of violence in 
the region. The Jerusalem Post reported that PM Olmert stressed 
Saudi Arabia\'s positive role to Steinmeier. 


The Jerusalem Post reported that Abbas has failed to persuade Hamas 
and most Palestinian factions to accept the latest US plan for 

easing restrictions and improving security for Israel. The 

newspaper wrote that the \"benchmark\" plan has also been rejected by 
some of Abbas\'s top aides and political allies. The Jerusalem Post 
reported that on Sunday Abbas praised the US plan. 


Yediot reported that Olmert will meet with Jordan\'s King Abdullah II 
in Petra next week. 


Maariv reported that, six years after the closure of the Moroccan 
representation in Israel, Morocco\'s King Mohamed VI recently 
appointed an unofficial ambassador to Israel -- Serge Berdugo, the 
head of Morocco\'s Jewish community and a former tourism minister of 
that country. Maariv also reported on growing Jewish and Israeli 
pilgrimages and tourist visits to Tunisia. 


Yediot and The Jerusalem Post quoted French president-elect Nicolas 
Sarkozy as saying on Monday, in a phone conversation with PM Olmert, 
that he is a friend of Israel, which can rely on his friendship. 

The Jerusalem Post reported that French Ambassador to Israel 
Jean-Michel Casa told the newspaper on Monday that, with Sarkozy\'s 
election, \"there will be new progress and new steps forward in 
French-lsraeli relations.\" The Jerusalem Post cited the French 

Foreign Ministry as saying that Sarkozy received a higher percentage 

of votes from French citizens in Israel than from expatriates in any 
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other country. The French ministry said that 90.7 percent of French 
citizens living in Israel outside of Jerusalem voted for Sarkozy, 
significantly higher than the 53 percent of the votes he garnered in 
France. The Jerusalem Post noted that 71.5 percent of the French 
voting in Lebanon voted for Sarkozy, an indication that just as 
Israelis view him as pro-lsraeli, French Lebanese seem to view him 
as pro-Lebanese. (In the US, Sarkozy won just under 64 percent of 
absentee ballots.) 


All media reported that on Monday the Hebrew University of Jerusalem 
announced that the grave and tomb of Herod the Great, the 
Roman-appointed king of Judea (3704 BCE), have been discovered at 
the fortress Herodian (or Herodium) in the Judean desert. 


All media reported on the recrudescence of anti-Semitic attacks in 
Russia and Ukraine over the past two weeks. 


All media (banner in Yediot) reported that on Monday the rate of the 

US dollar dropped to its lowest point in seven years: 3.998 shekels. 
Leading economic commentators called to detach common dollar-linked 
payments, such as real estate prices, from the US currency. 


HaVaretz presented the results of Tel Aviv University\'s Peace Index 
poll conducted among Israelis on April 30 and May 1: 

- The number of those in the Jewish public who now justify the 
Second Lebanon War is in fact lower than last summer, but a clear 
majority of 57 percent still define the war as justified (38 percent 
consider it to have been unjustified and the rest have no clear 
Opinion). 

- Asmall majority (52.5 percent) believes the main faults 

identified in the Winograd report will be addressed, whereas 38 
percent do not think so. However, the gap between those who think 
the report exposed all the main problems (46 percent) and those who 
believe it failed to address significant issues (88 percent) is not 
large. According to the survey organizers, this indicates a not 
inconsiderable degree of suspicion toward a commission appointed by 
the PM -- a suspicion apparently rooted in the profound distrust of 
the establishment and of the political leadership. Some 68 percent 
also believe that if those responsible do not resign willingly, 

there will be a wave of civil protest demanding their resignation. 
Furthermore, 38 percent -- an extremely high rate considering that 
it is usually a minority that participates in protests of this kind 

-- say they will take part in such a protest if it erupts (58 

percent say they will not participate). 


Column 3 


Former Israeli Ambassador to the UN and conservative contributor Dr. 
Dore Gold wrote in the mass-circulation, pluralist Yediot Aharonot: 
\"Like Israel, Saudi Arabia wants to curb the Iranian takeover of the 
region, but it is not prepared to strengthen moderate Palestinian 
elements at the expense of Hamas or to reach an open dialogue with 
Israel" 


Military correspondent Amir Rappaport wrote in the popular, 
pluralist Maariv: \"Israel has the moral obligation to make sure that 
every one of its citizens knows that its leaders did their utmost to 
prevent [war with Syria].\" 


Military correspondent Yaakov Katz wrote on page one of the 
conservative, independent Jerusalem Post: \"The growing consensus in 
the defense establishment is that Prime Minister Ehud Olmert will be 
extremely careful and hesitant before sending Israel back to war 

[with Syria].\" 


Block Quotes: 


|. \"Was There an Initiative?\" 


Former Israeli Ambassador to the UN and conservative contributor Dr. 
Dore Gold wrote in the mass-circulation, pluralist Yediot Aharonot 
(5/8): \"It may be assumed that the Olmert government, which is under 
heavy domestic pressure, will find a way to revive the diplomatic 
process -- among other reasons: to create a political agenda. The 
search for a diplomatic initiative is legitimate, provided it is 

based on a proper reading of the regional reality... [Saudi King 
Abdullah] has recently declined to meet with Iraqi Prime Minister 

Nuri Al-Maliki, thus again slapping in the face of the US 
administration, because Al-Maliki is considered a pro-American 
leader..... One must ask the question about how the United States 
can lead a diplomatic move between Israel and Saudi Arabia when 
Riyadh-Washington relations are so fragile. Furthermore, it is 
astounding to see how [Condoleezza] Rice has represented a Saudi 
stance that is open to negotiations with Israel, when the Saudi King 
has made strong anti-Western statements.... Indeed, like Israel, 

Saudi Arabia wants to curb the Iranian takeover of the region, but 


it is not prepared to strengthen moderate Palestinian elements at 
the expense of Hamas or to reach an open dialogue with Israel. 
Thus, the hope that the Saudi initiative could be adopted might 
fizzle.\" 
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Il. WYes, Talk with the Syrians\" 


Military correspondent Amir Rappaport wrote in the popular, 

pluralist Maariv (5/8): \"The answer to the dilemma of whether to 
respond affirmatively to the Syrian call for peace negotiations is 
simple..... Even prior to statements made [on Monday by the head of 
Israel's National Security Council, Ilan] Mizrahi, the balance of 
calculations was already in favor of holding negotiations. And the 
reason is not necessarily because there are high chances of 
achieving a peace agreement with Syria. On the contrary, [Mossad 
Director Meir] Dagan is probably right and Assad is interested in 
negotiations for the sake of the talks only and not for reaching an 
agreement. What counts is the damage: if we hold negotiations with 
Syria that do not lead anywhere, in other words, what is most likely 
to happen is that we will be back at the same point we are today, 

that is not as terrible as willingly passing on negotiations that 

have even the smallest chance of success, and then we reach going to 
war. Furthermore, if Israel is fated to fight another war with 

Syria, Israel has the moral obligation to make sure that every one 

of its citizens knows that its leaders did their utmost to prevent 

it.\" 


Ill. "Assessing SyriaWs True Intentions a Tricky Task\" 


Military correspondent Yaakov Katz wrote on page one of the 
conservative, independent Jerusalem Post (5/8): \"In Israel, there is 
a real concern about the prospects of war with Syria. Defense 
Officials are predicting that should another round with Hizbullah 
erupt, it would not remain isolated to Lebanon. And unlike last 
summer when it watched from the sidelines, Damascus will be forced 
to join the fray,... The growing consensus in the defense 
establishment is that Prime Minister Ehud Olmert will be extremely 
careful and hesitant before sending Israel back to war. While the 
Knesset announcement [made on Monday by the head of Israel\'s 
National Security Council, Ilan] Mizrahi, could be per Olmert\'s 
bidding as part of an effort to lay the ground for a new diplomatic 
initiative vis a vis the Syrians, it may also be an attempt on 
Mizrahi\'s part to prevent war and to urge his boss to answer the 
Syrian overtures.\" 


The conservative, independent Jerusalem Post editorialized: \"If 
France championed draconian sanctions against Iran, it could almost 
single-handedly lead Europe in avoiding both the need for Western 
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military action against Tehran." 


Block Quotes: 


\"Sarkozy\'s Opportunity 


The conservative, independent Jerusalem Post editorialized (5/8): 
\"The great majority of French Jews and French-Israeli dual citizens 
voted for the victor in Sunday\'s presidential runoff, Nicolas 
Sarkozy. It is not just the Jewish people, however, who should be 
encouraged by the results and wishing the president-elect every 
success, but the citizens of France and of all free nations.... The 
notion of the last few decades that France advanced its own 
interests by almost reflexively opposing the US and siding with the 
Arab world against Israel has not done well for France or for the 
world. It was a conceit more than a rational policy. Certainly, in 
today\'s world, it has shifted from being merely indulgent to posing 
real dangers for international security. Today, the Free World is 
facing a threat from Islamo-fascist regimes and their terrorist 

allies that demands solidarity among nations that are under attack. 
Sarkozy himself has said that an Iranian nuclear weapon is 
unacceptable, and that sanctions must be tightened.... France knows 
better than most nations the price of not standing up to aggressive 
tyrants in time. If France championed draconian sanctions against 
Iran, it could almost single-handedly lead Europe in avoiding both 
the need for Western military action against Tehran, and the threat 
of living under a growing nuclear and terrorist shadow. There is no 
better way to restore French leadership and pride.\" 


\"The Danger Inherent in Closing One\'s Eyes\" 


Senior columnist Dan Margalit wrote in the popular, pluralist 
Maariv: \"[The Israeli Left] does not care about the government 
having failed; about the fact that it went to a rational war but 
eroded Israel\'s deterrence because of its blinking policy.\" 


Block Quotes: 


\"The Danger in Closing One\'s Eyes\" 


Senior columnist Dan Margalit wrote in the popular, pluralist Maariv 
(5/8): \"[The Israeli Left] does not care about the government having 
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failed; about the fact that it went to a rational war but eroded 
Israel\'s deterrence because of its blinking policy: neither war nor 
peace, neither invasion nor restraint.... Neither does it care about 
how much corruption is piling up under the regime\'s desk.... The 
person who understood the significance of corruption in the collapse 
of the government is Arieh Eldad of National Union [a far-Right 
opposition party]. Speaking in Tel Aviv a week ago, the Professor 
and Knesset Member said that he had learned some lessons. He is 
unwilling to accept from a corrupt government even a decision to 
establish new settlements in Judea and Samaria [i.e. the West Bank], 
which he so fervently longs for. 
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USOSCE/ORM - JEFF VANDREAL 
EUR/PRM - RICHARD PROSEN 


E.O. 12958: N/A 

TAGS: ABUD, AFIN, EAID, ECON, KCRM, KJUS, OSCE, PHUM, PREL, 

KG 

SUBJECT: EMBASSY BISHKEKYS RECOMMENDATIONS FOR OSCE EXTRA 
BUDGETARY PROPOSALS 


REF: STATE 41062 


1. Embassy Bishkek would like to endorse the following 
extrabudgetary proposals: 


2. High Priority: 


-- Preparation of Guidebook for Controlled Deliveries (no 
project number): The issue of controlled deliveries is a hot 
topic in Central Asia, and is the most discussed aspect of 
any regional narcotics training conducted in the region. It 
is an important issue to understand as each Central Asian 
country has differing legislation concerning international 
controlled deliveries. Post would, therefore, support the 
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creation of a guidebook to help counternarcotics agencies 
decipher where and how they can conduct controlled deliveries 
in Central Asia. 


3. Medium Priority: 


-- Police Reform (5300036); Capacity Building (5300037); 
Improving Police Efficiency (5300038): All viable, important 
projects that, given their varying levels of funding 
requirements, might be better served if they were rolled into 
one, comprehensive police assistance project -- possibly in 
coordination with the police assistance program already in 
place. 


-- Labor Migration (5300066): Continues to be a hot topic in 
Kyrgyzstan and the region as a whole, due to the large number 
of labor migrants working abroad. Post supports this 

program, but would like to ensure that this project does not 
duplicate efforts undertaken by the International 

Organization for Migration (IOM) or the Eurasia Foundation. 


-- Anti-trafficking Project (5300093): Another important 
program that Post would support. However, as with the Labor 
Migration proposal, this project should be measured against 
IOM, Eurasia Foundation endeavors. 


4. Low Priority: 


-- Interim Police Assistance Program (5300007): This project 
may not be a priority, given other police assistance projects 
currently underway. 


YOVANOVITCH 
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E.O. 12958: DECL: 05/07/2017 

TAGS: PREL, PGOV, MOPS, MASS, FR, NG 

SUBJECT: NIGER: FRENCH AMBASSADOR ON THE SECURITY SITUATION 
IN THE NORTH 


NIAMEY 00000639 001.4 OF 002 


Classified By: Ambassador Bernadette M. Allen, reasons 1.4 (b/d) 


1. (C) Summary: The French Ambassador to Niger believes a GON 
attempt to defeat Tuareg dissidents risks turning bandits and 

drug smugglers into something much worse, possibly to include 
allies of AQIM. The Nigerien Armed Forces (FAN) cannot 

defeat the Mouvement des Nigerien pour la Justice (MNJ), but 
they may think they can. The GON may be involved in indirect 
negotiations with the MNJ through intermediaries, and the 

Libyan and Algerian governments. End Summary. 


2. (C) In a May 7 meeting with Ambassador Allen and the DCM, 
French Ambassador to Niger Francois Ponge said the Nigerien 
government was correct in characterizing those responsible 

for recent attacks in the North as bandits and drug 

traffickers, but added that Nigerien government mishandling 

of it could make the situation much worse. He said that 
President Tandja was personally handling the issue, and was 
siding with the military leadership on the need for a 

military solution. The Prime Minister was more inclined to 
negotiate. 


4. (C) Ponge does not believe the FAN is currently in a 
position to defeat the MNJ. Morale among the FAN rank and 
file is low as they have suffered casualties in the fighting 

and believe that some of their senior officers are getting 

rich through involvement in trafficking. The FAN is looking 

for materiel from China and elsewhere. It is particularly 
interested in helicopters. Ponge\'s fear is that the FAN 

thinks it can defeat the MNJ military, and in trying to do so 

it might create broader Tuareg support for the MNJ. 

Moreover, it risked creating an alliance between AQIM and the 
MNJ. There may be links to a former FAN officer who had been 
associated with former President Barre. The officer is not a 
Tuareg, but has been involved in smuggling in the Lake Chad 
area for some time. The conflict was linked with others in 

the region, including Darfur, Chad and the Central African 
Republic. Ponge said his government is urging negotiation. 


5. (C) Ponge dismissed most of the known MNJ leaders as not 
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particularly well educated or prominent. The most prominent 
is Aboubacar Alambo, who does not always get along with his 
younger brother, Agali, also an MNJ member. Amouman 
Kalakouwa has little education and has never been 
\"integrated\" in anything. Cherif is a crook who stole from 
every pot of money to which he had access. Ponge said that 
none of them could have authored the communique posted on the 
MNJ web site. Referring to MNJ claims that it has evidence 
linking senior GON officials to corruption, Ponge quipped 

that those claims may help prompt the GON to negotiate. 
Ponge compared negotiating with the Tuaregs to dealing with 
Corsican separatists; nobody speaks for all factions and 
there is a lot of overlap between political and criminal 
motivations. 


6. (C) Ponge alluded to GON negotiations with the dissident 
Tuaregs through intermediaries. He also noted Algerian and 
Libyan mediation efforts. While the GON claims that the MNJ 
is comprised of drug traffickers, Ponge said that a well 

known Algerian drug ring is responsible for most of the drugs 
trafficked through Niger, with Algerian government 

complicity. Moreover, the Algerian government has largely 
suspended military cooperation with Niger because of a 
Nigerien UN vote (on the Western Sahara). Libya\'s role is 
also problematic given its longstanding ties with various 
Tuaregs, but Ponge thought it may be playing a positive role 
now. He found it interesting the that there were many 
indicators of a Libyan involvement in the initial February 8 
attack on security forces in Iferouane, and speculated that 
another party may have staged it to look like Libya was 
involved to cover its own involvement. If Algeria or Libya 

are behind the MNJ, they may be creating something they can\'t 
control. 


7. (C) Ponge said the MNJ\'s complaints about how few Tuareg\'s 
were employed by the uranium mines were accurate, but largely 
the fault of the Tuaregs themselves; Tuaregs initially 

disdained working in the mines, forcing the mines to recruit 

in the south. Moreover, Tuaregs traditionally put little 

value on education, so there are not many Tuaregs with the 
qualifications necessary for the more skilled mine work. 
Security has been stepped up at the mines, with the 
construction of berms and the deployment of a detachment of 
FNIS (a paramilitary unit under the Interior Ministry) 

troops. 


8. (C) If the security situation is not resolved, it will 
devastate Niger\'s tourism industry (based largely in the 


NIAMEY 00000639 002.4 OF 002 


Column 3 


north) next season (beginning around November). Tourism has 
been good the last two years, and people in the north would 
suffer from a drop in tourists. (Unlike mining, tourism is a 
sector that employs a disproportionately large number of 
Tuaregs.) 


9. (U) Tripoli minimize considered. 
ALLEN 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, PINR, KDEM, TO 

SUBJECT: TOGO - PROGRESS IN PREPARING 2007 LEGISLATIVE 
ELECTIONS 


1. Summary: The GoT and the Electoral Commission, in 
consultation with the EU and UNDP, are moving ahead slowly 
with preparations for the legislative elections scheduled for 
June 24. According to the press, few believe the June 24 
date will hold. UNDP experts say elections are not possible 
before early September. End Summary. 


2. On April 5, the GoT approved the CFA 18 billion (USD 36 
million) legislative elections budget presented by the CENI. 
The CENI received technical assistance from the UN 
Development Program (UNDP). The GoT promised to cover about 
CFA 5 billion (USD 10 million) of the total amount, and the 
European Union promised Euros 12 million (USD 16 million). 
In addition, the National Assembly passed a bill that 

provides some financial support for political parties. It 

also stipulates that political parties will receive bonuses 

based on the number of their female candidates elected to the 
National Assembly. 
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3. In compliance with the Global Political Accord signed 

last August, the GoT signed agreements with the Benin 
government and UNHCR-Benin and with Ghana government and 
UNHCR-Ghana on April 11. With these agreements, the GoT 
promises to provide protection and community reintegration 
assistance to encourage the voluntary return of Togolese 
refugees, and to enable them to participate in the upcoming 
legislative elections. 


4. The CENI has been making significant progress in 
preparing for the elections. On March 8, in accordance with 
a point in the Global Political Accord, members of the CENI 
approved an internal election procedures manual. It requires 
that members seek consensus in decision-making, rather than 
using majority rule. Atthe end of March, 3,000 
computer-based electoral kits, borrowed from the Democratic 
Republic of Congo, arrived in Lome. On April 3 and 4, three 
Belgian technical experts familiarized CENI members with the 
operation of the kits. The instructors took them through 

each step of the registration process, from the arrival of 
voters at the registration center to the issuance of 
digitally-based paper voter registration cards. 


5. On AprilQ0, the CENI organized aQress conference to 
inform the public about the new registration process with the 
electoral kits. The process consists of entering the voter\'s 
information into the data base, taking a photograph and a 
fingerprint, printing the voter\'s registration card, 

protecting the card with lamination, and delivering it to the 
voter on-the-spot. The CENI stated that it should take less 
than 10 minutes to issue each voter\'s card. 


6. For the CENI, much work remains. The CENI will 
officially install and train the 279 members of the local 
electoral committees (CELIs) and a larger number of 
registration officers on how to use the electoral kits and 
issue voter registration cards. Training on registering a 
person will take about 45 minutes. The CENI specified that 
2,500 electoral kits would be earmarked for voter 
registration. The CENI believes that it could take about 
four weeks to issue cards to 2.3 million prospective voters, 
based on the number who voted in the April 2005 presidential 
election. (Note: Post thinks four weeks is extremely 
optimistic. End note.) The CENI will then need to train the 
CELIs and the voting office workers on how to administer a 
party-list representation system, to be used for the first 
time in Togo. 


7. On April 19 Ambassador attended a meeting of 
representatives of the EU, Germany and France called by the 
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Resident Representative of UNDP. UNDP election experts 
provided their candid assessment of the feasibility of having 
an election on June 24. They advised that it would be 
difficult to imagine holding an election before early 
September. 


8. Comment: The body politic does not seem to believe that 
elections will be held on June 24, nor does it seem 
particularly distressed at the possibility of slippage in the 
date. The mandate for the current National Assembly expires 
in October so a postponement of elections to September will 
probably be generally accepted. End Comment. 


DIFFILY 
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SUBJECT: EMBASSY BISHKEKYS RECOMMENDATIONS FOR OSCE EXTRA 
BUDGETARY PROPOSALS 


REF: STATE 41062 


1. Embassy Bishkek would like to endorse the following 
extrabudgetary proposals: 


2. High Priority: 


-- Preparation of Guidebook for Controlled Deliveries (no 
project number): The issue of controlled deliveries is a hot 
topic in Central Asia, and is the most discussed aspect of 
any regional narcotics training conducted in the region. It 
is an important issue to understand as each Central Asian 
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country has differing legislation concerning international 
controlled deliveries. Post would, therefore, support the 
creation of a guidebook to help counternarcotics agencies 
decipher where and how they can conduct controlled deliveries 
in Central Asia. 


3. Medium Priority: 


-- Police Reform (5300036); Capacity Building (5300037); 
Improving Police Efficiency (5300038): All viable, important 
projects that, given their varying levels of funding 
requirements, might be better served if they were rolled into 
one, comprehensive police assistance project -- possibly in 
coordination with the police assistance program already in 
place. 


-- Labor Migration (5300066): Continues to be a hot topic in 
Kyrgyzstan and the region as a whole, due to the large number 
of labor migrants working abroad. Post supports this 

program, but would like to ensure that this project does not 
duplicate efforts undertaken by the International 

Organization for Migration (IOM) or the Eurasia Foundation. 


-- Anti-trafficking Project (5300093): Another important 
program that Post would support. However, as with the Labor 
Migration proposal, this project should be measured against 
IOM, Eurasia Foundation endeavors. 


4. Low Priority: 


-- Interim Police Assistance Program (5300007): This project 
may not be a priority, given other police assistance projects 
currently underway. 


YOVANOVITCH 
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DEPT FOR EUR/AGS AND EUR/OHI 


E.O. 12958: DECL: 04/30/2017 

TAGS: GM, PGOV, PREL 

SUBJECT: ENCOURAGING GERMANY TO MOVE FORWARD ON HOLOCAUST 
ISSUES 


Classified By: Policical M/C John Bauman for Reasons 1.4 (b) and (d) 


1. (U) Summary: Special Envoy for Holocaust Issues J. 
Christian Kennedy met April 22 and 23 with German government 
officials to discuss three major Holocaust issues: \"ghetto 
pensions,\" restructuring of the slave labor foundation\'s 

Board of Trustees, and stolen art restitution. In each of 

these areas, the German government could do more to meet its 
moral obligations to victims of the Holocaust. Embassy 

Berlin is contacting appropriate parts of the German 

government to encourage forward movement, particularly on the 
pensions and Foundation Board issues. End summary. 


Progress Slow on Ghetto Pensions 


2. (C) Kennedy met with the Finance Ministry\'s Kurt Bley, 
Director for War-related Compensation Issues, to discuss how 
to deal with the 90 percent of pension claimants (out of 

70,000 total claimants) who have been rejected under 
Germany\'s 2002 law to provide pensions to certain workers in 
Nazi-era ghettos. Though the German government has 
acknowledged the need to do more, Jewish and survivor 
organizations see Germany\'s efforts as proceeding too slowly. 
The government appears to have rejected the idea of drafting 
new or amending the old legislation to accommodate the 
rejected claimants. The government\'s alternative approach, 
\"administrative\" solutions, has not yet begun in earnest and 
could take years to finalize -- beyond, perhaps, the 

lifetimes of remaining Holocaust survivors. The government 

is consulting the Jewish Claims Commission on how to proceed, 
but the two remain far apart. 


Foundation Board: If it Ain\'t Broke... 


3. (U) Kennedy met with Foreign Office representatives and 
leading parliamentarians on the issue of the German slave 
labor foundation (Remembrance, Responsibility, and Future 
Foundation), set up in 2000 to compensate Nazi-era slave 
laborers. The Foundation has been a major success, paying 
out Euros 5 billion to victims of the Holocaust. The 
Foundation\'s compensation andate is now completed, and it is 
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now shifting ocus to the administration of a Future Fund 

mean to provide Holocaust and tolerance education. Inview 

of this shift, the German government, suppoted by the German 
business group which funds half of the Foundation\'s work, has 
proposed changing he Foundation\'s Board of Trustees by 
concentrating all substantive policy-making in an 8-person 
all-German Board, assisted by an international advisory board 
with 19 members. 


4. (C) Kennedy raised his concern that the proposed changes 
might, by eliminating the international presence in the 
decision-making board, mar the success of the Foundation and 
result in ill-will toward the Foundation and Germany. The 
U.S. has in the past indicated a willingness to accept some 
changes/reductions, but has maintained that the international 
nature of the Board was key for the U.S. Furthermore, these 
changes could divert the Foundation\'s focus from Holocaust 
issues to unrelated ones. Although the Future Fund will deal 
with contemporary issues, the U.S. view has been that they 
should be problems that stem from and/or afflict the peoples 
affected by the Holocaust. Georg Witschel, MFA Director 
General for Legal Affairs, asserted that, since the 

Foundation is fundamentally German, any change in governance 
is a matter to be decided upon by the German parliament, not 
by the international community. Kennedy countered that the 
U.S. has a role in deciding the future of the Foundation and 
opposed unilateral changes. Kennedy said that he would 
consult and get back to Witschel about reaction in the U.S. 

to the proposed restructuring of the foundation,s governing 
body, adding that he thought the reaction might be quite 
negative. 


5.(C) The government proposal is not without critics within 
Germany. Some key parliamentarians agree with the U.S. 
perspective. Volker Beck (Greens) said to Kennedy, \"let\'s 
kill the proposal totally\" and that there is \"no need for 
change\" in the governance structure. Gert Weisskirchen (SPD) 
-- also the OSCE Chairman in Office,s Personal 
Representative for Anti-Semitism -- agreed with Kennedy and 
offered to advise Foreign Minister Steinmeier to oppose the 
proposal, despite the fact that one of its leading 

architects, parliamentarian Dieter Wiefelspuetz, is a member 
of his party. Kennedy promised to be back in touch with U.S. 
reactions after consultation. 
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Rightful Owners of Stolen Art Still Waiting 
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6. (C) Kennedy\'s specific purpose in coming to Germany was 
to speak at an April 23 Potsdam conference entitled \"A Debate 
Without End? Stolen Art and Restitution in the 
German-speaking Realm. The conference indicated the deep 
frustration on the part of original owners and their heirs 

with the slow pace of restitution. Sources of frustration 

include the expiration of statutes of limitations and the 

lack of a set of German laws specifically relating to art 
restitution during this period. In his remarks to the 

conference, Kennedy pointed out that the Washington 
Conference Principles of 1998 have encouraged disputing 
parties to seek expeditious out-of-court settlements as an 
alternative to lengthy and often fruitless legal battles. 
Conference participants resolved to support a follow-on 
Washington Conference in order to further develop the 
Principles. German Holocaust Commissioner Benedikt Haller 
endorsed this proposal in a private meeting with Kennedy and 
suggested it could take place in Germany. 


7.(C) Comment: Germany is moving too slowly on ghetto 
pensions, and its aims in changing the structure of the slave 
labor foundation are unclear. Nor has it acted expeditiously 

to resolve legal obstacles to the just restitution of 

Nazi-era looted art. Embassy Berlin has begun to engage 
contacts within the German government, encouraging them to 
move forward on these issues. Poloff raised our concerns 
with Guido Beermann (protect), Chief of Staff to Acting State 
Secretary Beus of the Federal Chancellery, who acknowledged 
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that the Chancellery pays relatively little attention to such 
issues. He did, however, promise to look further into the 
ghetto pensions and Foundation Board issues, but added that 
significant Chancellery intervention in the Foundation Board 
matter, an issue led by an SPD Foreign Minister, could be 
viewed as a breech of the Coalition Agreement. We will 
coordinate closely with EUR/OHI on specific approaches to be 
made. End comment. 
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E.O. 12958: DECL: 05/07/2017 

TAGS: PGOV, PREL, MARR, CASC, KG 

SUBJECT: KYRGYZ PEDESTRIAN DEATH FOCUSES ATTENTION ON U.S. 
AIR BASE 


BISHKEK 00000528 001.2 OF 003 


Classified By: Ambassador Marie Yovanovitch for Reasons 1.4 (b) and (d) 


1. (C) Summary: Late on May 7, a Kyrgyz pedestrian was 
struck and killed by a Kyrgyz automobile in a hit-and-run 
accident near Manas airport. A car carrying an Amcit 
contractor at the U.S. air base was also damaged apparently 
when the pedestrian\'s body hit the vehicle after being struck 
by the Kyrgyz vehicle. According to the Amcit and his Kyrgyz 
wife (the driver), the Amcit stopped to render CPR while the 
Kyrgyz vehicle, as well as another Kyrgyz vehicle traveling 

in convoy, sped off. The Amcit and his wife are being 
questioned by Ministry of Interior (MVD) officials in the 
presence of Embassy and base personnel. Initial media 
accounts blamed a U.S. military serviceman for the death. 
The Prosecutor General opened a criminal investigation into 
the incident, but assured the Ambassador that he would 
prevent any political overtones from developing from the 
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case. MVD officials may be attempting to steer the 
investigation to focus only on the Amcit vehicle, and find 

the driver guilty of manslaughter. Later Kyrgyz media 
accounts placed the Amcit\'s Kyrgyz wife behind the wheel, but 
not before Russian media began reporting the initial, 

incorrect version of the incident, claiming a U.S. serviceman 
had run over and killed a Kyrgyz citizen. End summary. 


Facts of the Matter 


2. (SBU) At approximately 23:40 on May 7, a Kyrgyz 
pedestrian (identified in the media as Zarylbek Askarbekov) 
was struck and killed on the main road leading from Manas 
airport to Bishkek. According to available information, 

Jason Friend (Amcit: please protect), his U.S. legal resident 
wife Olga Kolko, their child and her mother were traveling 
towards Bishkek when Askarbekov\'s body struck their vehicle 
after Askarbekov was hit by one of two other passing 
vehicles. Kolko, who was driving, stopped and her husband 
attempted CPR on Askarbekov for about eight minutes. (Note: 
Friend is a civilian contractor employed at the U.S. Manas 

air base. End note.) After onlookers arrived, they accused 
Friend of killing the Kyrgyz, and Friend and his family left 

the scene and traveled to Bishkek. 


3. (SBU) Air Force Office of Special Investigations (OSI) 
personnel contacted the Manas Village Ministry of Interior 
(MVD) Chief Telek about the incident. Subsequently, Friend 
and Kolko reported to a Bishkek clinic for a blood alcohol 

test, which they both passed. Later, Friend and Kolko 
traveled to the Manas MVD office for questioning in the 
presence of an Embassy ARSO, FSN and OSI representative. 


Kyrgyz Authorities Act 


4. (C) According to feedback from the U.S. observers, the 
preliminary investigation validated Friend\'s account of the 
incident. However, upon briefing more senior personnel, the 
MVD\'s Telek reported that the investigation had been halted 
and that the Kyrgyz Prosecutor General\'s office wanted to 
file a formal criminal investigation. (Note: The Prosecutor 
General later told the Ambassador this investigation is not 
directed at any specific individual. End note.) By this 

point, neither Friend nor Kolko had made an official 
statement. Kyrgyz Lt Col Moldaliev, who was chief 
investigator of the Hatfield shooting, has been assigned to 
lead this case. The vehicle driven by Kolko (which actually 
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is registered to another individual) has been seized as 
evidence. The investigation was transferred from Manas 
village to regional Sokuluk district authorities. MVD 
officials are now questioning Friend and Kolko in separate 
rooms. An Embassy employee overheard two senior MVD 
officials state that they wanted the investigation to focus 
on just one vehicle being involved in the accident, and that 
the autopsy report and police investigation report should 
both conclude that the victim was struck by only one car ) 
that driven by Kolko. 


Embassy/Base Response 


5. (C) After an initial telephone conversation, the 

Ambassador met Prosecutor General Elmurza Satybaldiev to 
discuss the case. Satybaldiev noted the Ambassadon\'s concern 
that media accounts and leaks had developed a political 
overtone. He promised to prevent any political overtones, 

and repeated that a criminal investigation is being launched 

into the accident, and not against Friend. Satybaldiev noted 
that Friend was a passenger and \"there is no law against this 

in Kyrgyzstan.\" However, he said Friend would be questioned, 
and wondered why Kolko, and not Friend, was behind the wheel. 


6. (C) The Ambassador also contacted Foreign Minister 
Karabayev, National Security Council Secretary Mamytov and 
Presidential Chief of Staff Sadyrkulov to discuss the 

incident. Karabayev complained that \"he was upset with yet 
another base incident taking place,\" and Mamytov urged the 
base to cooperate fully with the investigation. All the 
comments revealed a rapid rush to judgment ascribing guilt to 
the U.S. party. Karabeyev and Mamytov also questioned the 
relationship between Friend and Kolko. Minister of Interior 
Nogoibayev has been unavailable. Earlier in the day, the MFA 
advised the Embassy to prepare a press statement. Embassy 
has provided input into guidance base public affairs 

personnel have drafted. (Current draft will be e-mailed to 
PPD.) 


Press Begin Reporting 


7. (U) Initial press accounts reported that \"an American 
military serviceman\" killed a Kyrgyz citizen. Media reports 
identified the pedestrian as 50 year-old Zarylbek Askarbekov, 
who worked as a driver at Manas airport. Relatives 

reportedly took Askarbaekov\'s body home before investigators 
arrived on the scene. 
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8. (U) Subsequent Kyrgyz media accounts clarified that the 
American was not behind the wheel, and identified his wife 
(Kolko) as the driver. Sokuluk police station official 

Mirlan Termechikov informed the media that Friend was 
cooperating with the investigation. Russian media has picked 
up the story, reporting the initial incorrect version that a 

U.S. serviceman had killed a Kyrgyz citizen. 


9. (U) Embassy has fielded numerous calls, including from 
representatives of AP and Reuters. Inquiries have been 
forwarded to the base public affairs office. 


Comment 


10. (C) Initial media accounts of the incident immediately 
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blaming U.S. military forces for the death of a Kyrgyz 

citizen make it painfully clear what a fragile political 
environment the base operates in, and how quickly any 
incident, however tenuously connected to the base, can be 
twisted out of all proportion. While the facts may become 
apparent as the investigation continues, and some subsequent 
press reporting has been more accurate than the initial 
accounts, indications that the Kyrgyz police may manufacture 
a Case against the U.S. contractor\'s wife are alarming. 
Embassy will continue to work with the base and Kyrgyz 
officials to press for a fair investigation and factual 

reporting. Wednesday is a local holiday commemorating the 
end of World War Il. Embassy will continue to monitor 
coverage and developments. 
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SENSITIVE 

SIPDIS 

DEPT FOR EUR/SE AND OES/OA (JOHN FIELD) 


E.O. 12958: N/A 
TAGS: SENV, EFIS, KSCA, PRL, IWC, ETRD, CY 
SUBJECT: CYPRUS: WHALES - IWC MEMBERSHIP DEAMRCHE ON USG PRIORITIES 


REF: STATE 56397 


(U) This cable is sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) Per reftel request, Post delivered on May 3 demarche on the 
59th annual meeting of the International Whaling Commission (IWC) in 
Alaska from May 28-31 to Alexandros Zenon, Acting Permanent 
Secretary, Ministry of Foreign Affairs. We also sent copies to 
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Panicos Pouros, Permanent Secretary, Ministry of Agriculture, and 
George Georgiou, Director, Department of Fisheries. 


2. (SBU) Cyprus will be represented at the IWC meeting by Ms. 
Myrofora Hadjichristoforou, Senior Officer, Department of Fisheries 
and Marine Research. On May 8, Hadjichristoforou informed us that, 
generally, Cyprus was very pro-conservation on whaling issues and, 
thus, naturally inclined to side with the United States on most 

issues. The European Commission had recommended that all EU 
countries participating in the IWC come up with a common position on 
IWC agenda issues. Cyprus plans to honor whatever consensus 
position emerges from Brussels. Hadjichristoforou noted that the 
European Commission\'s Environment Directorate General (ENV) and 
Fisheries and Maritime Affairs Directorate General (FISH) were both 
vying for the leadership role on IWC issues. As part of a 
compromise, representatives from both DGs will attend the meeting. 


3. (SBU) Regarding the GOCVs position on the specific issues raised 
in our demarche, here are Hadjichristoforou\'s preliminary comments: 


-- Bowhead Whale Quota: Being the IWC\'s newest member, Cyprus cannot 
take a position on this without consulting with the rest of the EU 

first. Cyprus would normally vote for absolute protection of 

whales. However, Cyprus would be willing to go along with the five 

year, 280 bowhead whale quota, provided the scientific community and 

the rest of the EU accepted the U.S. and Russian position that such 

limited subsistence whaling poses no threat to the species. 
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-- Revised Management Scheme (RMS): Cyprus has full confidence in 
the IWC\'s leadership that it will overcome the present impasse. 
Cyprus has no specific suggestions at this point. 


-- Conservation Committee: Cyprus fully supports the U.S. position 
on this issue. 


SCHLICHER 
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DEPARTMENT FOR AF/SPG AND SE NATSIOS 


E.O. 12958: N/A 
TAGS: PINS, PHUM, KPAO, SCUL, KDEM, PGOV, PREL, SU 
SUBJECT: SUDAN - NUBIAN VIEWS ON NILE DAM PROJECTS 


REF: SECSTATE 56709 


1. (SBU) Summary and Comment: Poloffs met with two 
representatives of the Nubian Popular Committee, Dr. Sabbar 
and Mr. Faisal Barry, on May 1. Discussions confirmed that 
the Nubian community in Northern Sudan continues to oppose 
Government of Sudan intentions to construct two additional 
dams along the Nile River to the detriment of the resident 
Nubian population as well as ancient Nubian artifacts and 
culture. Recent demonstrations against these projects have 
turned violent and have been documented in local press, but 
poloffs assess that the claims of 15,000 to 20,000 attendees 
and the use of army units and helicopters at these mid-April 
demonstrations are exaggerated. Nonetheless, the GOS 
activities opposed by the Nubians are a legitimate concern 
for human rights, cultural, and archeological reasons. Work 
on one of the dams, Kajbar, had been suspended as a result of 
recent demonstrations, but on May 8, Northern State 
authorities announced that work will resume. End Summary and 
Comment. 
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2. (SBU) Two representatives of the Nubian Popular Committee, 
Dr. Sabbar and Mr. Faisal Barry, met with Political officers 

on May 1. They provided an historical overview of the 

situation in the Nubian area of northern Sudan. The Aswan Dam 
project in Egypt, completed in the 1960\'s, introduced a 
significant threat to the native Nubian culture along the 

Nile River and encouraged significant archeological activity 

in that region by international experts. New plans by the 
government in Khartoum to construct two more dams along the 
Nile north of Khartoum, as explained by Dr. Sabbar and Mr. 
Faisal, present identical threats to Nubian culture and spawn 
the same Nubian opposition. The Kajbar Dam project located on 
the Nile between Merowe and the Egyptian border will be the 
first of the two to be constructed. The Dahl dam project 

located at the top of Lake Nasir, in the far north of Sudan, 

will begin after the completion of Kajbar. Construction of 

these two additional dams would leave submerged nearly the 
entire traditional homeland of the Nubian people, according 

to Dr. Sabbar. Preliminary work started on Kajbar, but was 
halted in April 2007 due to demonstrations by local 

residents. On May 8, newspapers reported that work will soon 
resume. 


3. (SBU) President Bashir has appointed a special directorate 
to oversee implementation and development of these dam 
projects, according to Sabbar and Faisal. This directorate 
reports to the President personally with no outside oversight 
and operates with his full authority. According to the two 
Nubian representatives, it is a separate entity from the 
Ministry of Irrigation, which would be expected to have 
oversight of dam projects. This directorate has employed the 
National Intelligence and Security Service (NISS) at previous 
Nubian demonstrations to violently obstruct the 
demonstrators, according to Sabbar and Faisal. The Nubian 
movement against the construction of these dams and the 
groups associated with it are all peaceful, according to 
Sabbar and Faisal. 


4. (SBU) Dr. Sabbar said that the Nubian movement has not 
attempted to take legal action against the Khartoum 
government to prevent these dam projects from going forward 
and has made minimal attempts to engage the international 
community to address the issue. Sabbar conceded that the 
international community is otherwise occupied with many 
problems in Sudan, but observed that the government\'s intent 
to displace and effectively obliterate Nubian culture through 
the destruction of these areas was tantamount to ethnic 
cleansing in his opinion, however peaceably it might occur. 


5. (U) Under treaties dating from 1929 and 1959, Egypt has a 
say in the construction of new dams on the Nile in Sudan. Dr. 
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Sabbar said that Egypt is willing to allow the construction 

of the two additional dams because they will furnish 

irrigation water to Egyptian farmers. Sabbar insisted that 
Nubians dislocated by the construction of the new dams would 
not be allowed to resettle in the areas of new irrigation. 


6. (SBU) Dr. Sabbar claimed that the construction of the two 
dams would cause the dislocation of 74,000 Nubians. He said 
further that he is convinced that the Khartoum government 

would not compensate those dislocated. Populations of 

Nubians deplaced from previous dam construction have not been 
compensated, he stated, but rather have been moved to areas 
where they are under threat of being assimilated into the 

Arabic speaking population. 


7. (SBU) The two representatives claimed that 15,000 to 
20,000 Nubians demonstrated against the Kajbar dam project in 
April. They stated that three Nubians had been injured by the 
police in the course of the demonstration. When pressed, they 
confirmed that the population of the villages in the area is 

only in the range of 3,000 to 4,000. But they said that buses 

had been organized to bring Nubians in from Khartoum. When 
asked who had paid for the buses, food and accommodation, 
they replied that the people involved had paid themselves. 
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E.O. 12958: DECL: 05/07/2017 

TAGS: AM, KDEM, PGOV, PHUM 

SUBJECT: GEGHARKUNIK MARZ PREPARES FOR ELECTIONS 
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Classified By: lO Liz Zentos, reasons 1.4 (b,d) 
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1. (C) Post dispatched two officers on April 26 and 27 to the 
Gegharkunik region, which wraps around Armenia\'s largest body 
of water -- Lake Sevan. Gegharkunik region, like every other 
region of Armenia outside of the capitol, is in dire economic 
straits. Summer tourism to Lake Sevan, potato farming, and 
poaching what remains of the lake,s depleted fish stock 
makes up the region,s economy. Residents planned to vote, 
but had little hope that the elections would change their 

living conditions. While government representatives told us 
everything was going smoothly and they had received no 
complaints, opposition leaders reported that they faced 
various obstacles in advance of the elections. Virtually 
everyone told us that the biggest problem facing the region 
was the socio-economic situation, but candidates lacked 
specific plans for how to fix the situation. END SUMMARY. 


2. (C) Virtually all government representatives we met with 
assured us the election would be free and fair and that no 
violations had been reported in the region. The mayor of 
Sevan told us that the situation in his district was calm and 
that he had received no complaints from any parties or 
candidates. Similarly, one of the local election commission 
chairmen repeatedly assured us that everything was going 
according to schedule and the vote would be free and fair. 
He profusely thanked the United States and international 
observers for their work, and declared that, in order to be a 
great country, Armenia needed clean elections. Regional 
marzpet (governor) Arsen Grigoryan commented that the 
population was interested and that the turn-out would be 
normal, but that the losers would undoubtedly file complaints 
after the elections were over. 


3. (C) Gavar\'s opposition leaders told us that the election 

could already be considered unfair. During a joint meeting 

with a number of opposition members, including 
representatives of Stepan Demirchian\'s People\'s Party of 
Armenia, Artashes Geghamian\'s National Unity party, and Aram 
Karapetian\'s New Times Party, we were told that Gavar TV had 
denied opposition parties air time, that people\'s passports 

were being collected to intimidate them into voting for the 
Republican Party, and that the election lists had been not 

been changed since the previous elections. The 
representatives were short on details to support these 
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allegations, however. When asked whether Gavar TV had 
registered to air election advertisements, the 

representatives responded that they believed they had seen 
advertisements for pro-government candidates on the station. 
(NOTE: Gavar TV told us they had not registered to air 
political advertisements, and had accordingly aired none. END 
NOTE.) The opposition activists could not estimate how many 
passports had been collected. Asked whether they had 
registered a complaint about the situation, they said they 

had reported the problem to their party headquarters and were 
awaiting further instructions from their leadership. When we 
compared their copies of voter lists for this election and 

the last one, we saw that the numbers were very similar, but 
not identical as they had claimed. We also asked whether the 
local opposition parties were working together. We were told 
they were, but the party members could not provide us with 
any details. 


4. (C) Once of the most savvy and experienced party members 
we met with was Artur Lalazarian, a member of the opposition 
Republic Party. Artur recounted at length problems he had 
witnessed during previous elections, including policemen 
turning back buses carrying Republic Party members, and party 
representatives being denied venues for meetings. However, 
when we asked about this election, Lalazarian said that while 
he expected the situation to worsen in the days leading up to 
the election, the party had not experienced any major 
problems yet in the region. What problems they had 
experienced, he said, were a result of residual fear from 
previous fraudulent elections, and not the product of an 

order from above. For example, he said the Republic Party 
had had trouble finding office space because people were 
scared to rent to the party, but not because they had been 
ordered not to provide them with space. Lalazarian also told 


YEREVAN 00000585 002.2 OF 002 
us that he believed the opposition was not ready for a 


revolution, but that he hoped it would unite and be ready for 
one by the time of the 2008 presidential election. 


5. (C) People on all sides of the political spectrum agreed 
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that voters were better informed about the procedure to check 
their names on the voter registration list, and that more 

voters were checking their registration. Governor Grigoryan 
told us voters had actively been checking the lists. The 
mayor of Sevan said his office had purchased television 
advertisements urging people to check the registration list, 
and that several people had already reported problems with 
the list, meaning that many people were checking their 
registration. 


6. (C) A second issue on which virtually all of our 

interlocutors agreed was that the biggest problem in the 

region was the socio-economic situation. When we approached 
citizens of Gavar and Sevan, the first thing we were told was 
that the socio-economic situation was awful, and that 

everyone was leaving to work abroad. A group of elderly men 
in Gavar told us that the economy was non-existent, and that, 
though there had been 10 factories in the region, none of 

them were operational. They told us they would definitely 
vote, but that they had not decided for whom, since there was 
no chance the election would change anything, and it was hard 
to choose among the more than 20 parties running. Three 
older women running a stand at a local Sevan market had very 
similar complaints. They too told us the economic situation 
was abysmal, and complained that all of their family members 
had left to work abroad. They too said that they would vote, 
but that they did not believe the election would improve the 
situation. 


7. (C) Party representatives and government officials also 
pointed to the socio-economic situation as the biggest 

problem in the region, but none were able to provide us with 
details on how they planned to improve the situation. The 
Sevan mayor had more of a plan than most -- he said he wanted 
to develop tourism associated with the lake. However, when 
asked how he would do this, he could not provide details. 

The Prosperous Armenia representatives in Sevan also pointed 
to the socio-economic situation as the region\'s largest 
problem. When asked what the party planned to do about the 
situation, he said it would make Armenia \"prosperous.\" When 
pressed for specifics, the representative leafed through his 
copy of a standard Prosperous Armenia brochure, and 
fruitlessly tried to find an answer there. 
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8. (C) Although opposition parties repeated the now-familiar 
mantra of allegations against pro-governmental forces for the 
abuse of administrative resources--which doubtless contain 
elements of truth--we were struck by how vague and 
unsubstantiated these arguments were. More noteworthy still, 
perhaps, was that the veteran hardline opposition Republic 
Party campaigner had nothing specific to report by way of 
election irregularities this cycle, contenting himself with 
recycling (legitimate) old grievances. The clearest message 
of the visit was that the socio-economic situation in 
Gegarkhunik is in dire straits; a situation about which all 
political parties were surprisingly silent. Voters, 

accordingly, were non-plussed by the choices available to 
them at the ballot box; planning to vote more out of civic 
obligation than any expectation that it would make any real 
difference to them who controls the parliament. 

GODFREY 
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E.O. 12958: N/A 
TAGS: ENRG, ECON, PGOV, CG 
SUBJECT: KINSHASA INCREASINGLY IN THE DARK 


1. (U) Summary. Increasingly frequent power blackouts and 

water shortages are plaguing Kinshasa and other provinces in 

the DRC, sparking growing public unhappiness. Poorly 

maintained equipment, insufficient capital investment and 
mismanagement are among the causes cited. In late March 
Parliament summoned the executives of the national 

electricity and water authorities (respectively SNEL and 
REGIDESO) for questioning about these problems, and on April 

28, the GDRC dismissed these management teams. End Summary. 
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2. (U) For at least the past six months, power outages have 
become increasingly severe in Kinshasa, particularly during 
the weekends. Congolese media has also reported frequent 
outages in nearly all other provinces, although only an 
estimated six to seven percent of the Congolese population 
even has access to electricity. Electrical cuts occur 

several times per day in all parts of Kinshasa; one Econ LES 
counted more than eight outages in his home during the May 
5-6 weekend. Further, these outages normally do not follow 
the schedule that the DRC\'s electricity parastatal (SNEL) 
occasionally announces in advance. Water shortages and 
decreased water pressure are also increasing in Kinshasa and 
throughout the DRC. For example, an Econ LES often only has 
running water in his home between 2 and 3 am, and in April 
parts of Kinshasa went several days without water. There is 
growing public and private criticism of the situation in 
Kinshasa, reflecting popular frustration that nothing seems 

to be happening in the post-election period to bring 
improvements to the general population. 


3. (U) SNEL officials attribute these problems to aging and 
vandalized equipment and inadequate funds to replace or 
restore equipment and renovate and construct hydroelectric 
plants and distribution stations. Electricity shortages in 

turn reduce REGIDESO\'s capacity to treat and distribute 
water, which is then exacerbated in Kinshasa by an ongoing 
donor-funded renovation of a processing and purification 
plant. Both SNEL and REGIDESO are indeed dealing with 
decrepit infrastructure, suffering from decades of neglect. 
Both are also characterized, like other state enterprises, by 
a long history of poor management and corruption. 


4. (U) In response to the growing power and water shortages, 
National Assembly members held a hearing at the end of March 
to question the SNEL and REGIDESO CEOs and Boards of 
Directors. The management teams were unable to satisfactorily 
respond to the Parliamentary inquiry, according to contacts 

of an AID LES, and on April 28, the Ministers of Portfolio 

and Energy (the ministries have political and technical 

oversight of these agencies) replaced the parastatal\'s 
management teams with interim leadership. 


Comment 


5. (U) Sacrifice of the management teams was clearly designed 
to respond to public unrest. Inevitably, rumors also abound 
about the reasons for the abrupt dismissals, the first of 

their kind in a very long time. The upper management of both 
companies, like other parastatals, was set during the DRC 
Transition, which allocated slots to the various Transition 
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parties. It is no coincidence that the dismissed management 
teams were dominated by members of parties not affiliated 
with he governing presidential coalition or Prime Minister\'s 
office. The GDRC clearly wants to convey a message it is now 
holding officials accountable for their actions and failures, 
particularly in priority sectors. Broad reforms to the 

public sector companies, however, will be required to effect 
needed change. Follow-up actions regarding these two 
highly-visible and important companies will be an indicator 

of the new post-election governmenti\'s will and ability to 

start to come to grips with fundamental issues. End comment. 
MEECE 
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E.O. 12958: N/A 

TAGS: OPRC, KPAO, AU 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: May 08, 2007 


Minister Believes Eurofighter Will Fail Major Test 


1. Austrian Defense Minister Norbert Darabos from the Social 
Democrats says he is convinced that the Eurofighter interceptors for 
the Austrian armed forces will fail a major quality control test, 

which will be carried out by Defense Ministry officials next week. 
Although he did not go into detail, the Minister stressed his 
assessment applied to both the software releases and the quality of 
the product. Darabos also described as \"juvenile\" the ongoing 
quarrel between Eurofighter producer EADS and the Austrian 
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government over AustriaWs push to cancel the purchase deal. 

ORF online news reports that Defense Minister Norbert Darabos caused 
quite a stir on Monday with his statement before the parliamentary 
investigative committee, which is looking into the Eurofighter deal 

that in his opinion the interceptor will fail a major Defense 

Ministry test regarding the required releases and the quality of the 

jets. This could mean that the first jets will not arrive in Austria 

in late May, the Minister said - a statement that was \"met with 

surprise" from the OeVP and the BZOe, according to ORF online news. 
Darabos also admitted the dispute between Austria and EADS had 
reached a \"somewhat juvenile level," where neither side is willing 

to take the first step towards reconciliation. Meanwhile, 

mass-circulation tabloid Oesterreich speculates that the 

disagreement between the OeVP, under whose government the jets were 
ordered initially, and the Social Democrat Defense Minister, who has 
said he is pushing for a cancellation of the deal, could seriously 

threaten the SPOe-OeVP coalition government. 


Truck Tolls to Rise on July 1st 


2. Toll charges for heavy trucks on Austrian roads are to be raised 

by 4.2 cents per kilometer as of July 1st, in agreement with EU 
authorities. The deal for the increase was announced on Monday by 
Chancellor Alfred Gusenbauer and Transport Minister Werner Faymann 
(SPOe). 

Reporting on the upcoming increase in toll charges for heavy trucks 

on Austrian roads, semi-official daily Wiener Zeitung reports that 

the EU Commission had originally resisted a 4-cents-per-kilometer 

rise, quoting uniform road pricing guidelines throughout the EU. The 
rise will bring Asfinag, the company managing Austrian roads, an 

extra 115 million Euros per year. Liberal daily Der Standard in a 
front-page report quotes Chancellor Alfred Gusenbauer as emphasizing 
that Brussels had accepted the toll increase in the end. The 
breakthrough on the issue came after difficult and drawn out 
negotiations, and was achieved as a result of \"Austria having 
presented a united front in the matter, and because of the ongoing 
climate protection debate," Gusenbauer said. Mass-circulation 

tabloid Kronen Zeitung quotes Transport Minister Werner Faymann as 
saying that the higher toll will hopefully reduce the huge numbers 

of trucks passing through Austria. 


Political Leaders Welcome Sarkozy\'s Victory 


3. Austrian President Heinz Fischer has joined leaders from around 

the world in congratulating France\'s President-elect Nicolas Sarkozy 

on his election victory. Meanwhile, Austrian Chancellor Alfred 
Gusenbauer of the Social Democrats said he hoped for new dynamism in 
the EU because of Sarkozy\'s victory, while Vice-Chancellor Wilhelm 
Molterer, the head of the People\'s Party, said Sarkozy\'s decisive 
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victory was a basis to overcome the major challenges facing France\'s 
next leader. 

Like many political leaders from around the world, Austrian 

President Heinz Fischer, Chancellor Alfred Gusenbauer and 
Vice-Chancellor Wilhelm Molterer have congratulated Nicolas Sarkozy 
on his victory in the French presidential elections last Sunday. 

Fischer said Austrian-French relations had a long history and that 

the two countries shared an interest in closer EU integration, 
semi-official daily Wiener Zeitung writes. Independent provincial 

daily Salzburger Nachrichten quotes Austrian Foreign Minister Ursula 
Plassnik, who stressed the vote was not only a very important one 

for France, but for all of Europe. France\'s position remains highly 
significant for the future of the European integration process and 

for Europe\'s role in the world: \"Sarkozy\'s election paved the way 

for France to address decisive issues with a new dynamism, 

including, first and foremost of all, the EU Constitution, the 

Western Balkans, as well as issues such as growth and employment,\" 
Plassnik emphasized. She considers it a positive signal that Sarkozy 
is pushing for quick agreement on the matter, the daily quotes the 
Foreign Minister. 


France Preparing for New Era 


4. Frace is preparing to enter a new political era, one ay after 
choosing Conservative UMP candidate Niclas Sarkozy to be the 
country\'s next President. arkozy has pledged to boost the economyby creating jobs, to liberalize emph 
and control immigration. On Monday, the President-elect revealed 
that his choice of Prime Minister will be Frangois Fillon, currently 

his senior political adviser. Sarkozy is also expected to quickly 

name a new cabinet for the start of his five-year term in office. 

The first key hurdle for the new President, who officially takes 

over from Jacques Chirac on May 16, will be the nationwide 
parliamentary elections in June. Meanwhile, police clashed with 
protesters in Paris and some other cities for a second night in a 

row after Sunday\'s run-off vote. 

All Austrian media continue to report on the French presidential 
elections. According to centrist daily Die Presse, President-elect 
Nicolas Sarkozy can be expected to push both a conservative as well 
as pragmatic agenda. One of the cornerstones of his policy will 

likely be a radical reform of France job market, adds the daily. The 
Presse does not believe that Sarkozy\'s victory will necessarily 

bring about a strengthening of the Conservative agenda all over 
Europe, nor kick off new right-wing trends in the EU. Liberal daily 

Der Standard meanwhile saysthe EU institutions appear to be pleased 
with the outcome of the French election, and consider Sarkozy the 
\"lesser evil\" compared to Sgolhne Royal. His pragmatic approach 
could help solve the EU\'s constitution crisis. The daily\'s foreign 
affairs writer Christoph Winder in an analysis says that Sarkozy\'s 
opponents tried to paint him as \"incorrigibly pro-US,\" and as 
someone who would Wunquestioningly submit to Washington. A premature 
diagnosis,\" according to Winder, who does not think Sarkozy will 
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turn out to be a WFrench George Bush,\" as some have already 
predicted. It would be \"better to wait for the new French 

PresidentVs first signals indicating which political course he 

intends to follow regarding the US; given the significance of the 
French-US relations, they can be expected soon enough,\" Winder 
believes. In contrast, another foreign affairs writer for the 

Standard, Thomas Mayer, harshly criticized Sarkozy: \"It is hard to 
believe how many people actually assume that a former Minister of 
the Interior, who acted as a right-wing populist and tough 
law-and-order advocate, will be good for the European Union. Sarkozy 
is an unabashed EU opportunist, whose campaign style does not differ 
from that of Silvio Berlusconi (...).\" 

McCaw 
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E.O. 12958 N/A 
TAGS: EWWT, lO, ECON, SA 
SUBJECT: SAUDI ARABIA REQUESTS USG VOTE FOR IMO COUNCIL 


REF: A) Ross-Shukan/Jachim e-mail 8 May 2007, non-paper on Saudi 
Arabia\'s role in the IMO 
1. (U) This is an action request. Please see para 3. 


2. (U) Post received a diplomatic note numbered 42867/25/97 on 8 
April from the Saudi Ministry of Foreign Affairs requesting USG 
support in 2008 for the SAG to be re-elected as a member of the 
International Maritime Organization Council in the Category \"C.\" 
Following is the text of the note: 


Begin text: \"The Ministry wishes to inform the Embassy that the 
Kingdom of Saudi Arabia plans to nominate itself for re-election to 
Category \"C\" of the International Maritime Organization Council 
(IMO) for a 2-year tenure during the 25th General Assembly scheduled 
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November 15-30, 2007. 


The Saudi Government\'s position is based on a growing interest in 
promoting its active participation in the IMO\'s main and secondary 
committees in an effort to further the Organization\'s objectives. 

The Saudi Government believes in the role that IMO plays in maritime 
safety, raising maritime performance standards, protecting marine 
environment, and protecting lives. 


Saudi Arabia is strategically located on international marine 

routes. Saudi Arabia has eight major ports equipped with the latest 
technology on international trading and shipping lines. The Saudi 
Government has focused its attention and resources on making all 
necessary navigational aid equipment available to ensure the safety 
and security of maritime traffic. 


The Ministry hopes that the Government of the United States will 
support Saudi Arabia\'s re-election to Category \"C\" of the IMO 
Council based on Saudi Arabia\'s unwavering commitment to IMO\'s 
principles and objectives and the special ties that exist between 
Saudi Arabia and the United States. Saudi Arabia believes that its 
membership in the IMO Council will allow it to contribute to 
promoting the Organization\'s objectives. Attached is a non-paper 
about Saudi Arabia\'s role in the IMO.\" End text. 


3. (U) Post would appreciate Departmental guidance on responding 
to this note. 


FRAKER 
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YEREVAN 00000586 001.2 OF 002 
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Classified By: GSO Trevor Boyd, reasons 1.4 (b,d) 


1. (C) SUMMARY. Characterizing the pre-election campaigning 
as \"boring,\" governmental, non-governmental, political party 
and international observers in the Aragotsotn region of 

Armenia foresee a parliamentary election devoid of 

significant fraud in their area. Interlocutors tell us that 

there was a clear message from the President\'s office in 
Yerevan to conduct clean elections. With the district 

already a stronghold of support for the ruling Republican 

Party, no one, it seems, appears to want to risk provoking 

ire from Yerevan with Election Day tomfoolery. END SUMMARY. 


2. (C) Though only thirty minutes from Yerevan, the 
Aragotsotn region is among the most rural of Armenia\'s eleven 
regions. The region, constituting nearly ten percent of 

nation\'s territory, is home to less than five percent of its 
population. Once a center of science in Soviet Armenia, 
Aragotsotn is now known for its agriculture production and 
animal husbandry. 


3. (C) Two Emboffs visited the region on April 30 and 

conducted meetings in the regional capital of Ashtarak with 
Siraznik Hovsepyan, regional coordinator of the NGO \"Its Your 
Choice,\" Gabriel Gyozalyan, Governor and regional Dashnak 
Party Chairman, Manas Arakelyan, Regional Board Member of the 
Prosperous Armenia Party, Sargis Sahakyan, Deputy Governor 
and Chairman of the Ashtarak branch of the Republic Party, 

and Tayo Oke and Trudy Hughes, OSCE long-term observers. 


4. (C) Characterizing the campaigning as \"boring,\" Canada\'s 
Trudy Hughes and Britain\'s Tayo Oke, OSCE long-term observers 
in Ashtarak, told us that they\'ve heard of no significant 

violations since their March 22 arrival. The region, they 

said, is firmly Republican Party territory and, with the 

region\'s electoral support \"sewn up,\" there should be few 
instances of \"unnecessary\" fraud on election day. 


5. (C) Siraznik Hovsepyan, regional coordinator of the NGO 
Vlts Your Choice\" concurred, noting that his watchdog 
organization has received \"no alarming\" calls regarding 
electoral hijinks. What calls they have received, he said, 
were aesthetic-related complaints from private citizens 
regarding the placement of campaign material on buildings. 
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6. (C) Given its proximity to Yerevan, Ashtarak has hosted 
visits from the leadership of all of major political parties. 
Regional Governor Gabriel Gyozalyan told us that his office 
has coordinated closely with the Mayoralty to ensure that 
every political party and individual candidate has received 
permission to campaign in the region, including holding 
rallies in the central square. 


7. (C) A Peace Corps volunteer told us that the citizens in 
his village are actually disappointed that no one has tried 
to buy their votes. In previous elections, parties plied 
voters with flour, oil, and other basic necessities. 

Villagers, he said, have come to rely upon these incentives 
each electoral cycle, and are angry that they are not getting 
the goods this time. 


8. (C) All interlocutors note that President Kocharian\'s 

office has been heavily involved in promoting a \"No Fraud" 
election. Gyozalyan noted that he and the two Chairmen of 
Aragotsotn\' Territorial Election Committees were \"summoned\" 
on short notice to Yerevan on a Sunday to have a private 
meeting with the President\'s Deputy Chief of Staff. At this 
meeting, he said, they were told that the regional 

leadership, who are appointed by the President, would be held 
\"personally liableW should there be any fraud from their 

region. Fraud, he said he was told, was to be minimized. 
Gyozalyan noted that the anti-fraud focus was a result of the 
President\'s office fearing the loss of Millennium Challenge, 
Lincy Foundation and World Bank monies. He was going to pass 
this message, he said, to the regions precinct election 
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9. (C) Interlocutors highlighted concerns with the list of 
eligible voters as the most likely place for fraud to occur. 
Like most of Armenia, upwards of twenty percent of 
Aragotsotn\'s registered voters work abroad, most in Russia. 
Armenian legislative changes preclude absentee or 
Embassy-based voting. With less than ten percent of the 
Aragotsotn citizenry formally affiliated with a party, the 

pool of the potential supporters is immense. All 
interlocutors noted that they are working with the Police\'s 
OVIR division to update the voter rolls. 


10. (C) Political party and non-governmental observers will 
swamp polling places on election day. Hovsepyan said that 
\"Its Your Choice\" will send two observers to each of the 
region\'s 163 precincts. Gyozalyan, Arakelyan, and Sahakyan 
noted that they will each deploy similar numbers of partisan 
observers who should further deter chicanery on May 12. 


11. (C) OSCE reports from recent elections, which have been 
critical of Armenia\'s electoral performance, have never 
singled out Aragotsotn as a place of concern. Given its 
tradition as a stronghold of Republican Party support, fraud 
appears unlikely. Actually running a clean poll may be the 
path of least resistance in Aragotsotn. END COMMENT. 
GODFREY 
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E.O. 12958: DECL: 05/05/2017 

TAGS: PTER, KTFN, EFIN, KPAO, AF 

SUBJECT: AFGHANISTAN TERROR FINANCE - DISRUPTING EXTERNAL 
FINANCING TO THE TALIBAN 


REF: A. STATE 54915 
B. KABUL 725 
C. KABUL 339 
D. 06 KABUL 5921 


KABUL 00001555 001.2 OF 004 


Classified By: DCM Richard Norland for reasons 1.4(d)&(e). 
SUMMARY 


1.(S/NF) Afghanistan is actively engaged in the effort to 

disrupt Taliban financing. New cash courier procedures are 
being incrementally implemented and the central bank is 
increasing pressure on hawalas to register and to report 

their transactions to the Financial Transactions Reports 

Analysis Center of Afghanistan (FinTRACA). FinTRACA expects 
to sign intelligence sharing MOUs with counterpart Financial 
Intelligence Units (FIU) in Russia, Belarus, and Kyrgyzstan 

soon and hopes their completion will stimulate China and the 
UAE to sign intel-sharing MOUs. Work on charities regulation 

is just beginning. We believe Afghanistan\'s requesting 
assistance from its Islamic neighbors against Taliban 

financiers will apply great pressure for action. 

Furthermore, FinTRACA\'s membership in the Egmont Group and 
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similar multilateral institutions would strengthen this 

strategy. Cooperation between the Pakistani and Afghan 
central banks is another essential element for success. NATO 
and U.S. troops should be trained to involve FinTRACA and 
other responsible Afghan authorities in all cases involving 
financial intelligence and suspected violations of the Afghan 
Anti-Money Laundering (AML) and Combating the Financing of 
Terrorism (CFT) laws. END SUMMARY 


CASH COURIERS 


2.(SBU/NF) Afghanistan enacted its AML and CFT Laws in 2003. 
The central bank has issued implementing regulations 

covering prohibited and authorized activities, foreign 

exchange dealers, and money service providers. The central 
bank has begun implementing new rules on cash couriers. Cash 
declaration forms are now being circulated and collected at 
Kabul International Airport, although Ariana (the national 

airline) and KamAir (Afghanistan\'s only private airline) have 

so far declined to distribute cash declaration forms on their 
aircraft. The central bank is considering the possibility of 
stopping their flights, as authorized under the Anti-Money 
Laundering law, if the two airlines do not begin cooperating 

with the authorities. 


3.(S/NF) Licensed cash couriers are reporting their shipments 
to the central bank, and the central bank is cooperating with 
the counter-narcotics police in developing a random search 
capability at the airport. Recent searches turned up two 

cash couriers that had failed to report their shipments. One 
was verified as a licensed Kabul Bank courier and the second 
was also determined to be legitimate. 


CHARITIES 


4.(S/NF) Post is in the process of identifying which GOA 
ministries are responsible for charities oversight. The 
Ministry of Economy, which has responsibility for registering 
NGOs, and the ministry of Haji and Islamic Affairs are the 
most likely candidates. We would appreciate receipt of 
information on charities regulation to provide to the 
appropriate GOA officials. (See also para 6) 
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HAWALAS 


5.(S/NF) The central bank issued a new regulation on money 
service providers in October 2006. Implementation began in 
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December (ref D), and the authorities took their first action 
against an unlicensed hawaladar in January (ref C). 
Hawaladar registration under the new regulation increased in 
Kabul following the action. Some hawaladars located in the 
provinces have begun registering their companies. During the 
week of April 28 - May 3, a team from the central bank, 
police, and attorney general\'s office swept through Kabul\'s 
hawaladar market seeking proof of registration from 
hawaladars. The purpose of the action was to induce further 
hawaladar registration. We understand the Governor of the 
central bank is prepared to close and seal the facilities of 
hawaladars that have not registered. 


INTELLIGENCE SHARING 


6.(S/NF) FinTRACA expects to conclude financial intelligence 
sharing MOUs with Russia, Belarus, and Kyrgyzstan during the 
next EAG meeting, and it hopes that the conclusion of these 
MOUs will spur China and the UAE to sign intelligence sharing 
MOUs soon afterwards. FinTRACA is considering proposing the 
negotiation of a financial intelligence sharing MOU with 

Saudi Arabia. These agreements would cover the sharing of 
intelligence on hawala transfers. FinTRACA is also planning 

to apply for observer status with MENA/FATF, whose acceptance 
would facilitate dialogue and information sharing between 
Afghanistan and the Gulf States. FinTRACA and FINCEN need to 
sign an intelligence-sharing MOU before FINTRACA can legally 
share its financial intelligence with the United States. 

FINTRACA has negotiated two financial intelligence sharing 
MOUs with domestic law enforcement entities, and will 

negotiate additional MOUs as needs dictate. Should Post 
receive specific intelligence on Taliban abuse of charities 

for financial transfers, we would inform Washington agencies 
and be prepared to pass the intelligence to appropriate GOA 
authorities subject to Washington agencies\' guidance. 


COMMENTS ON THE DEFT STRATEGY ELEMENTS 


7.(S/NF) Post welcomes the opportunity to provide a few 
selected comments on the elements of a wide-ranging strategy 
document. Here are some recommendations keyed to the 
objectives listed in ref A. 


|.A.1) EMBASSY COMMENT: We should encourage the GOA to 
approach Saudi Arabia (KSA) on these actions, including the 
sharing of financial intelligence developed by FinTRACA with 

the Saudis. Thus, we also need to push the Saudis to 

conclude a financial intelligence sharing MOU with FinTRACA. 
We may wish to consider joint or group demarches on selected 
Taliban donors. Embassy Riyadh may need to coach the Afghan 
Embassy to the KSA on this issue. 
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1.4.2) EMBASSY COMMENT: Likewise, we should encourage the 
GOA to approach the UAEG on the list of actions in this 

section and encourage the UAEG to conclude the financial 
intelligence sharing agreement with FinTRACA as soon as 
possible. When appropriate, we should invite the Afghan 
Embassy in Abu Dhabi to participate in joint/group demarches 

on this issue. Embassy Abu Dhabi may need to coach GOA 
officials from the Afghan Embassy on this issue. With 

respect to recommendation 1.A.2.8, we suggest inviting the 

GOA to participate in the JTFCC discussions related to DEFT. 
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We would appreciate Embassy Abu Dhabi\'s and Consul Dubai\'s 
opinions as to whether FinTRACA should negotiate a financial 
intelligence sharing MOU with the Dubai Financial Harbor 
regulatory authorities. 


I.C) EMBASSY COMMENT: We recommend adding a new item 
1.C.1.12: Encourage the Pakistan central bank to establish 
cooperative links with the Afghan central bank including 
information sharing, targeting and joint action against 

Taliban financiers, cash couriers, and Hawalas. We should 
encourage Pakistan\'s FIU to approach FinTRACA to negotiate a 
financial intelligence sharing MOU. 


II.A) EMBASSY COMMENT: Please delete Afghanistan from item 
I].A.2.2. It has put in place the legal and regulatory 
authorities to address the cash courier challenge and is 
taking action. We welcome the proposal in II.A.2.3 and look 
forward to reviewing project proposals as soon as they are 
developed. Item II.A.2.4 should be deleted. There are no 
U.S. and NATO forces assigned to the Border Management 
Initiative. With respect to the items listed under II.A.3, 
FinTRACA would need to conclude financial intelligence 
sharing MOUs to share information with the potential partners 
listed here (see above). 


II.B) EMBASSY COMMENT: Please delete Afghanistan from item 
11.B.1. It has put in place the legal and regulatory 

authorities to address the abuse of Hawalas and is taking 

action. In Afghanistan, our emphasis has been and should 
continue to be on Action I1.B.3. With respect to item 

11.B.4, FINTRACA will need to sign financial intelligence 

MOUs to share information with neighbors and partners. 


I.D) EMBASSY COMMENT: We recommend adding an item II.D.3 - 
Facilitate FinTRACAYs membership in the Egmont Group and 
similar multilateral institutions. Afghanistan\'s ability to 
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raise issues multilaterally in these groups would enhance our 
mutual effort to disrupt Taliban financing. 


IILA) EMBASSY COMMENT: While we have no problem with item 
111.A.1, we have serious concerns about items IIl.A.2 and 

III.A.3. Afghanistan remains a cash economy. Large amounts 
of legal currency are transported around this country every 

day. For example, in February, the central bank branch in 
Mazar-i-Sharif loaded millions of dollars into the trunk of a 

car and drove these legal funds to Kabul by road. We would 
recommend modifying these two actions to say that U.S. and 
ISAF forces should be trained to involve immediately Afghan 
authorities responsible for enforcing Afghan laws on illicit 
finance whenever suspicious information or individuals are 
encountered. Only the central bank and FinTRACA will have 
the expertise to evaluate such cases. With respect to 

III.A.4, FinTRACA would need to negotiate an MOU on financial 
intelligence sharing with NATO/ISAF to effect this objective. 


COMMENT 


8.(S/NF) Now that we have a comprehensive set of tasks, we 
will need to link, prioritize, and sequence them. 

Coordination of this undertaking will be a serious challenge. 
Embassy looks forward to participating in this process. We 
also want to stress the importance of involving the Afghans 
in diplomatic efforts to influence neighbors to be more 
aggressive with their activities to constrain Taliban 

financing. We believe that requests for action against known 
Taliban financiers from Afghanistan, an Islamic country, will 
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put great pressure on Islamic neighbors to respond favorably. 
END COMMENT. 
WOOD 
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E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR MAY 08, 2007 


This is the Southeastern Turkey press summary for May 08, 2007. 
Please note that Turkish press reports often contain errors or 
exaggerations; AmConsulate Adana does not vouch for the accuracy 
of the reports summarized here. 


POLITICAL: 


SABAH (GUNEY): The controversy over who will be the next 
mayor of Karatas district is still grabbing the headlines of the 
local dailies (see press summaries for April 27 and May 1). 
Elections were renewed in the district municipality assembly on 
May 2 because the former mayor was disqualified by the 
subgovernor\'s office when controversy erupted about the validity 
of his former assembly membership. Ali Bayrak (from CHP) won 
the race on May 2. However, this time the toppled former mayor 
objected to the elections on grounds quorum was not reached 
during the election. 


GUNDEM: \"Co-chairmen\" concept, which was first introduced in 
Turkish political life by DTP, is now on the agenda of DP 
(Democrat Party), a party which will be formed under alliance of 
DYP (True Path Party) and Motherland Party. The daily reminds 
that, back in time, the Supreme Court\'s Chief Prosecutor issued 
a warning against DTP for the co-chairmanship structure it 
adopted on grounds that it was not conforming to the Political 
Parties Act. DTP had to amend its charter accordingly following 
the warning, but the co-chairmanship title was continued de 

facto in the party circles. 


GUNDEM: Diyarbakir police detained 43 people suspected and 
against whom search order was issued in the Diyarbakir province. 
The grounds for their detention were not specified on the 
newspaper report. Meanwhile, 5 of the 15 people detained by 
Van\'s Anti-Terror Police during a raid at a cultural venue, 

where an author was signing his books, have been released. The 
detention grounds were cited as the detainees\' membership in an 
outlawed organization called YOGEH. 
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SECURITY: 


RADIKAL / GUNDEM / EVRENSEL: It is reported that intense 
clashes are taking place during military operations going on in 
Sirnak\'s Cudi and Gabar Mountains. Thousands of soldiers and 
village guards are taking part in the operations, and, conflict 
zones are reportedly being bombarded by F-16 war planes and 
helicopters. Meanwhile, the large-scale operation that was 
started in Hatay\'s Amanos Mountains have been going on since 
April 22. The other military operation locations are cites as 
follows: the rural sections of Diyarbakir, Agri, Hakkari, Van, 
Tunceli, Bingol, Elazig and Siirt. 


ZAMAN / GUNDEM: Two police officers were wounded during a 
rocket attack that hit a residence building of the Security 
Directorate in Diyarbakir\'s Kulp district the previous day. 
Zaman daily reports the number of casualties as one, and the 
attack was carried out by hand grenades. Following the attack, 
the security officers conducted a raid at two houses in Kulp. 
One of the two persons detained during the raid has been 
released, the other detainee is being held at the police 

station. 


ECONOMY 


SABAH (GUNEY) / GUNDEM / ZAMAN: On May 11, the OIB 
(Privatization Administration Board) is expected to sign an 
agreement that would transfer the operation rights of the 
Mediterranean port of Mersin for 36 years to the private sector. 
OIB will earn a total of 755 million USD from the port\'s 
privatization. 


SABAH (GUNEY) / GUNDEM / HURRIYET (CUKUROVA) / ZAMAN: 


growers in Mersin\'s Silifke district are reported as pleased 
with the high prices their products are sold for in the market. 
It is estimated that a total of 56,000 tons of strawberry yield 
will be harvested this year on a total of nearly 3,500 acres of 
land. 


EVRENSEL / GUNDEM: The sugar beet growers in Bitlis\'s Ahlat 
district are frustrated over the quota the government imposed on 
the sugar beet production. 


SABAH (GUNEY): Gaziantep Governor Suleyman Kamci said in a 
press announcement held at Gaziantep Chamber of Industry that 
they had settled all the details about the upcoming Second 
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Strawberry 
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International Iraqi Fair which will be held between May 23 and 
27 in Gaziantep. 


CRIME AND LAW ENFORCEMENT 


SABAH (GUNEY): In several anti-drug operations carried out in 
Mersin, the police seized a total of 7 kilograms of hashish, 
cracked down on an illegal group trading drugs and arrested 15 
of the 25 people detained. In a press announcement following the 
operations, Mersin Governor Huseyin Aksoy asked for help and 
cooperation from the families in their fights against 
drug-trafficking. 


BOLGE / ZAMAN: Police found and seized 65 kilograms of 
hashish in hidden parts of a truck in Gaziantep. The truck 
driver has been arraigned and arrested. 


CULTURE / SOCIETY / ENVIRONMENT 


GUNDEM: Two male PKK members, who were reported as killed in 
a military operation in Hatay\'s Hassa district (see press 

summary for May 7), are being kept at the mortuary of the Adana 
Forensic Authority. Identity of the PKK members have not been 
announced yet, reports the daily. Separately, the daily notes 

that a tent has been set up in Van for the family of the PKK 
member, killed in Sirnak\'s Beytussebap district on April 28, to 
receive condolences from people visiting them. Van\'s Bostanici 
District Mayor and DTP provincial and district officials paid 

visits and extended condolences, as well. 


ZAMAN / GUNDEM / RADIKAL: The funeral of one of the jandarma 
commandos who died in a conflict in a section of Sirnak\'s Besta 

area (see press summary for May 7), was held in a village of 

Kars\'s Kagizman district. Family members of the commando, 

Sarikamis 9th Motorized Infantry Brigade Commander, Provincial 
Jandarma Commander, Kars Mayor and Kagizman Subgovernor attended 
the funeral. 


GUNDEM / ZAMAN: A crisis desk established under Adana 
Governor\'s Office shall monitor the efforts to clean and protect 
the Seyhan Dam against oil spill from the the Ceyhan-Kirikkale 
pipeline caused by an accident during construction activities 
going on on a highway last week (see press summary for May 1). 
The Governor, the Mayor, the Provincial Environment and Forests 
Director, and BOTAS (Petroleum Pipeline Corporation) Regional 
Director paid a visit to the site where cleaning activities are 

under way. Meanwhile, Zaman daily criticizes the small amount of 
the fine issued against the company that caused the accident on 
the pipeline and ensuing environmental damage. 


EVRENSEL /GUNDEM: Seasonal agricultural workers in the 
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southeastern region started hitting the roads to find employment 
and earn their livelihood in western provinces of Turkey. The 
daily points out the poor conditions those people are suffering 
from during their travel, during the process of finding a paying 
job, and, the difficult working conditions they are finding 
themselves in later. 


EVRENSEL / GUNDEM: Itis reported that infectious diseases 
may threaten the health of people, especially kids, in Sirnak\'s 
Cizre district, which was hit by flooding towards the end of 

April; because the water supply network, which was damaged 
during the disaster, could be contaminated. Teams from the 
Provincial Health Directorate have not identified such an 
epidemic yet, but, they are cautioning the people that diseases 
may erupt at a later time. 


EKSPRES: Adana Governor made a call to the notable and 
influential businessmen and industrialists of Adana who were 
raised here and who were once operating their businesses in 
Adana to resume their support and advocacy for the province. 


ZAMAN / HURRIYET (CUKUROVA) / EKSPRES: A 3.8-magnitude 
earthquake shook Adana yesterday morning at 1.55 a.m. No 
casualties or material damage was reported. 

GREEN 
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E.O. 12958: DECL: 11/22/2016 

TAGS: PHUM, PGOV, KJUS, CO 

SUBJECT: DISPLACED FAMILIES PLAN RETURN TO SAN JOSE DE 
APARTADO 


Classified By: Political Counselor John S. Creamer. 
Reason: 1.4 (b,d) 
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1. (C) Over 1,300 displaced families plan to return to San 
Jose de Apartado in light of improved security. Local 
authorities and community leaders told Poloff the families 
have growing faith in the GOC\'s ability to provide security 
and basic government services. Remaining challenges include 
reintegrating over 3,000 former paramilitaries into the 
communities, and building residents\' confidence in the 
security forces and judicial system. Despite improvements, 
residents remain reluctant to be identified with the military 
due to resentment over harassment by soldiers and fear of 
FARC retaliation. End summary. 


2. (U) Uraba, which contains San Jose de Apartado, serves as 
an strategic corridor for narcotrafficking, weapons, 

smuggling, and human trafficking. It is a nexus of former 
paramilitaries, FARC, narcotraffickers, and new criminal 
groups. It is also an important export hub for legitimate 

crops, including bananas and African palm. 


3. (U) On April 30, Poloff met in San Jose de Apartado with 
leaders of some 1,300 displaced families, as well as 
representatives of Accion Social, the Defensor del Pueblo, 

the Church, and MAPP/OEA, during a public, day-long meeting 
focused on the families\' return to the region. Community 
leaders said security had improved substantially, since the 
paramilitary demobilization. They also recognized they would 
not would not have been able to openly discuss their security 
and victims\' claims in the past for fear of retaliation by 

former paramilitary groups. Accion Social representatives 

and the Defensor spoke to community leaders about their needs 
and their priorities for reintegration. Community leaders 
recognized the GOC\'s provision of basic services, and urged 
the GOC to ensure its presence in the area was permanent. 
MAPP/OEA representative Eleuterio Cahuec del Valle told 
Poloff business could now be conducted in markets and people 
could travel more freely. 


Column 3 

4. (U) Accion Social officials said locals were still 

developing trust in the GOC, which explained Accion Social\'s 
\"hearts and minds campaign to address basic needs. The 
leaders of the various San Jose displaced communities said 
they needed more extensive provision of basic services, 
especially health care and education. The Defensor also 
outlined a series of programs to improve local economic 
development, nutrition, health care, and educational 
opportunities, stressing the need for community involvement 
in these programs. Catholic Church representatives said 
increasing recreational opportunities would also be 
important. All agreed playgrounds, recreation centers, sports 
teams and art would help teach children cooperation and 
leadership skills, providing alternatives to violence. 


5. (U) MAPP/OEA representative Cahuec del Valle stressed the 
GOC had at most a year to figure out how to adequately 
reintegrate former paramilitaries into the community. The 
Bloque de Bananeros demobilized in November 2004 and began to 
receive GOC reintegration assistance. In late 2006, the 

former members of the Bloque finished their 2 years of 
designated assistance and were now looking for what to do 
next. Cahuec del Valle staff said some former paramilitaries 
had joined narcotrafficking groups in the region due toa 

lack of employment. The region has strong economic potential 
in agricultural and as a port, but these have not yet 

translated into more jobs on the ground. 


6. (C) Local Defensor del Pueblo (Human Rights Ombudsman) 
Ruben Dario Diaz told poloff he shared MAPP/OEA\'s concerns 
the GOC reintegration process was failing. It would be 

difficult to reintegrate more than 3000 former paramilitaries 

into a region that had suffered greatly from paramilitary 


violence over the last decade. Moreover, he said the GOC 
would be hard-pressed to meet victims\' expectations. The 
over 2600 victims who have filed declarations with GOC 
authorities in the Uraba region under the Justice and Peace 
Law process are concerned the National Prosecutor\'s Office 
will not follow through and prosecute those responsible. 


7. (C) Diaz told Poloff privately urban and rural residents 

of San Jose de Apartado appreciate GOC efforts to provide 
them access to social services/infrastructure and understand 
the increased state presence needs to be accompanied by GOC 
security forces. Even members of the Holandita Peace 
Community--which continues to refuse direct contact with the 
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GOC--use the health clinic in the nearby urban center. 

Still, Diaz said local residents, especially in rural areas, 

do not want to be identified with the military because of 
resentment over harassment by troops in the field and fear of 
FARC retaliation. Many rural residents also have relatives in 
the FARC. 


8. (C) He said the 17th Brigade\'s current leadership was 
significantly better than in the past in insisting that 

troops respect local civilians, but said poorly educated 
recruits often treat rural residents badly (harassment of 
women and peasants at checkpoints, petty theft, use of 
civilian homes for cooking and protections, etc.). The 
attitude of individual unit commanders is key to minimize 
such problems. Still, Diaz stressed Apartado is calmer than 
it has been for years. Little by little, the public is 

gaining confidence in the GOC presence. 


9. (C) Diaz said the ICRC has communicated with the FARC 
about local residents\' planned return to areas around San 
Jose de Apartado, and the FARC has said it will not oppose 
them. Diaz said he was held for two hours by the FARC last 
November near Los Mulatos. The FARC questioned him 
extensively about GOC social and economic development 
projects in the region, with a focus on their funding. The 
FARC claimed they would not destroy development projects, but 
would attack any projects funded by paramilitaries or aimed 
at \"the paramilitarization of San Jose de Apartado\'s 
economy.\" 


10. (C) Both the MAPP/OEA and Ruiz voiced concerns over the 
17th Brigade\'s incorporation of former paramilitaries into 

the its red de cooperantes (a formalized information network 
whose members are unpaid, and unarmed, but provide 
information to the military or police.) Cahuec del Valle 

said the Brigade has allowed a private group, Servicios 
Especiales, to take over the red de cooperantes. They said 
community leaders had expressed fear that Servicios was a 

front for former paramilitaries who have continued criminal 
activities. Diaz said other former paramilitaries, who have 
created a new criminal group known as Renacer, are members of 
an army-managed red near San Pedro de Uraba and Necocli. The 
Renacer members are not in uniform, but are armed. 

Drucker 
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DEPT FOR AF/E AND A/S FRAZER 


E.O. 12958: DECL: 05/08/2017 
TAGS: PGOV, PREL, PTER, MOPS, SO, ET 
SUBJECT: Somalia-Telcon with NGRC Chairman Ali Mahdi 


Classified by PolOff Hodan Hassan. Reasons 1.4 (b) and (d) 


1. (SBU) On May 3, Somalia Political Unit staff had a conference call 

with National Reconciliation and Governance Committee (NGRC) Chairman 
Ali Mahdi on current developments in the planning for the upcoming 
National Reconciliation Congress. 


2. (SBU) In the conversation, we emphasized that with the cessation 
of fighting, this is an opportune time to shift the focus back to 
reconciliation and dialogue. We urged the NGRC to make public a 
tentative agenda and details on the selection process for the 
Congress scheduled on June 14. We also inquired about reports that 
the Transitional Federal Parliament and several cabinet members are 
trying to push through legislation that would remove the independent 
status of the NGRC. 


3. (SBU) The Chairman explained that preparations for the Congress 
are well underway. The committee, which includes an executive board 
and secretariat, met in Baidoa several weeks ago and divided 
themselves into three groups to work on different phases of the 
Congress. Mahdi stated that there are plans to send teams to the 18 
regions of Somalia to explain the goals of the Congress and encourage 
participation. (Comment: \"18 regions\" includes Somaliland. End 
Comment) He blamed part of the slow pace of developments on lack of 
immediate resources from the international community. 


4. (C) Mahdi reported he had positive discussions on plans for the 
Congress with elders from various clans in Mogadishu. He stated both 
TFG President Yusuf and Speaker of Parliament Adan Madobe reaffirmed 
their support for the Congress in a joint meeting last week. Mahdi 
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also stated that contrary to recent reports, the Parliament does not 
intend to challenge the independence of the NGRC. (Comment: We have 
subsequently learned that on May 1 the Parliament provided Mahdi with 
a letter that confirmed Parliament\'s support for the NGRC and its 
mandate; oddly enough, also on May 1 Parliament passed a resolution 
on the \"Final Reconciliation Conference of Somalia\" -- a name not 
heard before -- in which no mention is made of the NGRC. End 
Comment) Mahdi promised to keep in communication with the Embassy 
and stated his appreciation for USG support for the Congress. 
RANNEBERGER 
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E.O. 12958: DECL: 05/09/2017 
TAGS: PREL, PGOV, GG 
SUBJECT: ANTI-AIRCRAFT MISSILE FOUND IN SOUTH OSSETIA 


Classified By: Ambassador John F. Tefft, for reasons 1.4 (b) and (d) 


1. (C) Summary: On May 7, Noah Lane, Security Officer for 
the OSCE reported that a joint OSCE-Joint Peacekeeping Force 
(JPKF) monitoring team found a South Ossetian ZU-23 
anti-aircraft gun and an Igla (or SA-7) surface-to-air (SAM) 
missile between the villages of Nikozi and Avnevi, in the 

Zone of Conflict. Lane said that armed South Ossetian 

militia at the scene fired shots into the air and forced the 

OSCE monitors and the Russian and Georgian peacekeepers to 
lie face down on the ground. He said that the OSCE monitors 
and the JPKF were released without further incident, but were 
not able to confiscate the either the ZU-23 or the Igla, 

which are prohibited under existing agreements. Also on May 
7, Georgian State Minister for Conflict Resolution, Merab 
Antadze, went to Tskhinvali to discuss this incident with 

Boris Chochiev, South Ossetian Co-Chair of the Joint Control 
Commission (JCC). End Summary 


2. (C) On May 7, Lane reported that a joint OSCE-JPKF 
monitoring team discovered a ZU-23 anti-aircraft gun between 
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the villages of Nikozi and Avnevi, in the Zone of Conflict, 
attended by several armed South Ossetian militia. He said 
OSCE military observers also reported finding a tent near the 
anti-aircraft gun where an Igla SAM was hidden. When the 
observers found the SAM, he said, the South Ossetian militia 
panicked, firing shots into the air and forcing the OSCE 
monitors and the Russian and Georgian PKFs to lie face down 
on the ground. Lane said that one of the militia attempted 

to strike the Georgian peacekeeper with the butt of his 

rifle, but was stopped by an Ossetian peacekeeper from the 
monitoring team. The monitors were released without further 
incident. Lane noted that it was unprecedented for the South 
Ossetian militia to treat a Russian peacekeeper in this 
manner, adding that although the situation was calm at the 
moment, the South Ossetians seemed \'nervous\' and further 
incidents could rapidly escalate tensions. 


3. (C) Ruslan Abishidze, Deputy State Minister for Conflict 
Resolution, told us May 8 that the meeting between Antadze 
and Chochiev had largely consisted of Chochiev restating 
de-facto president Kokoiti\'s demand that the GoG stop all 
contact with South Ossetian \"alternative president\" Dmitry 
Sanakoyev. Abishidze also said that the commander of the 
Georgian PKF in South Ossetia recently sent a letter to JPKF 
commander Kulakhmetov reiterating the GoG\'s call for the 
establishment of a JPKF checkpoint at Didi Gupta. 


4. (C) Comment: The latest discovery of prohibited weapons 
in the conflict zone is yet more proof that the South 

Ossetians are continuing to bring weapons into the ZOC in 
violation of existing agreements. It also further 

underscores the need for a JPKF checkpoint at Didi Gupta that 
could deter the flow of illegal arms into the ZOC. The rough 
treatment of a Russian peacekeeper by members of the South 
Ossetian militia is surprising and suggests underlying 

tensions between the de-facto authorities and their longtime 
patrons in Moscow. 

TEFFT 
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SIPDIS 


E.O. 12958: DECL: 5/8/2017 
TAGS: PTER, SOCI, MARR, IZ 
SUBJECT: POLICE CHALLENGE VBID, EXPLOSION ENSUES 


CLASSIFIED BY: Mark G. Davison, Team Leader, Provincial 
Reconstruction Team, DOS. 
REASON: 1.4 (b), (d) 


1. (U) This is a PRT Najaf/Diwaniyah Cable. 
VBID EXPLODES IN KUFA 


2. (C) Our locally engaged staff in Najaf report that, on May 

8, 2007 at approximately 1015, a device identified by Iraqi 
Security Forces as a vehicle-borne improvised explosive device 
(VBID) detonated near the Sherhistani Square in Kufa City, 
causing death, injury and property damage. Accurate figures of 
fatalities and casualties are as yet difficult to obtain -- the 
Provincial Director General for Health reported to the press the 
figures of 16 dead and 70 injured; later, the Mayor of Kufa was 
quoted as numbering 20 dead and 40 injured. These discrepancies 
are likely due to the fact that the injured have been taken to 
both South-Central Hospital and the Teaching Hospital. The 
severity of the injuries will likely cause the ultimate number 

of casualties to increase. 


MASSIVE EXPLOSION 


3. (C) Based on damage to an adjacent building, which had 
partially collapsed, the explosion was a powerful one. The 
explosion took place during the mid-morning period of high 
pedestrian traffic. Heavy foot traffic was swelled by students 
who attend various colleges in the area and casual laborers who 
congregate in the Square to be contacted by daily employers. 


SECURITY SCRUTINY -- KUFA BRIDGE NOT LIKELY THE TARGET 


4. (C) Eyewitness report that the driver of the vehicle had 
stopped in front of a restaurant, about 30 feet from the Square 
itself. Iraqi traffic police, who check vehicles at that 

location, challenged the driver of the vehicle and the vehicle 
detonated. 


5. (C) IP have informed our LES that the vehicle was a 
Chevrolet Caprice with forged license plates. This latter 
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aspect could well have raised the suspicions of the traffic 
police. Iraqi Police (IP) headquarters sources question whether 
the driver himself was intent on being a suicide bomber or not. 
The IP discount the concern that nearby Kufa Bridge was the 
actual target for the VBID, stating to us that it was more 

likely that the incident was designed to target the public in a 
way to produce the maximum number of deaths and injuries. They 
argue against the bridge as target (recalling the recent attacks 
on bridges in Baghdad) by pointing to the larger number of 
checkpoints necessary for the vehicle to pass to reach the 
bridge. In contrast, the site of the explosion at the Square 

itself was the first area of vehicle search encountered. 


6. (C) Following the explosion, the Deputy IP Chief visited 
the area. IP have increased checkpoints both in Kufa and in 
nearby Najaf. 


COMMENT -- TRAIN AND EQUIP 


7. (C) This is not the first time that Sherhistani Square has 
been the site of an explosion -- there have been several, 
including in April, 2006 when the perpetrator was killed there 
by an outraged public while trying to escape the scene. The 
incident demonstrates the continuing need of the IP to be 
further trained and equipped, so that their initial challenge to 
suspicious vehicles is not so catastrophic. The Governor of 
Najaf continues to make this point in his contacts with the 
Ministry of the Interior and with Coalition senior 
representatives. 


DAVISON 
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E.O. 12958: DECL: 05/08/2017 

TAGS: PREL, PGOV, PINR, ENRG, EPET, MNUG, IR, IN 
SUBJECT: IRAN ENCOURAGES INDIAN ELITE TO GET BACK TO 
BUSINESS 


REF: NEW DELHI 2142 
Classified By: PolCouns Ted Osius for Reasons 1.4 (B,D) 


1. (C) SUMMARY: Left-wing think-tanker Professor S.D. Muni 
told PolCouns May 7 about his trip to Iran, fully paid for 

and sponsored by the Government of Iran, in which he and 13 
Indian academics, former diplomats, journalists and 

scientists visited the Arak heavy water complex and met the 
Minister of Energy and two deputy foreign ministers. Muni 
said lran was angry at India for its growing relationship 

with the U.S., but said he thought Iran had \"a genuine desire 
to make up\" with the U.S. The proposed Iran-Pakistan-India 
(IPI) natural gas pipeline was a frequent topic of 

conversation during the trip, Muni said, suggesting that the 
Americans should consider how India would meet its energy 
needs if not through Iranian gas. Congressman Lantos\' letter 
to Prime Minister Singh criticizing Indo-Iranian relations 

had been counterproductive, opined Muni, who felt it boxed in 
the United Progressive Alliance government. END SUMMARY. 


Visit to Arak Heavy Water Facility Highlights Trip 


2. (C) Professor S.D. Muni, prominent left-wing strategist 

and former Ambassador to Laos, was one of fourteen Indians, 
including academics, former diplomats, two journalists and a 
scientist, invited by the Iranian government to visit Iran\'s 

heavy water complex in Arak and meet with government 

officials April 28-May 4 (see reftel). As guests of Iran\'s 

Minister of Energy, Parviz Fatah, the group also met two 

deputy foreign ministers, one of whom was a former Ambassador 
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to India, Muni told PolCouns May 7. Using Tehran as a base, 
the group visited the Nar natural gas field, the city of 

Esfahan and the island of Kish, said Muni, where they viewed 
a desalinization plant which supplied water to the island. 

Muni described the visit to the Arak facility as the 

highlight of the trip, claiming that it was the first time 
foreigners had visited the complex. (Note: Journalists on 
the trip wrote high profile articles in The Hindu\" and the 
\"Asian Age.\" End note.) 


Iran\'s Motivation - India Needs to Get Back to Business with 
lran 


3. (C) Describing the Iranians as confident, Muni suggested 
Iran\'s motivation for hosting the delegation was to convey a 
message to India that \"the two nations should get back to 
business.\" Iran was angry with India over its votes in the 
International Atomic Energy Agency, Muni said, but added that 
he felt Iran had Wa genuine desire to make up\" with the 
United States. The Iranians didn\'t care about UN Security 
Council Resolution sanctions, according to Muni, contending 
that the Iranians \"knew the European Union was not 100% 
behind\" the sanctions. 


Don\'t Mention the IPI 


4. (C) Muni said the subject of the IPI natural gas pipeline 

had \"come up everywhere." and suggested that progress in the 
negotiations was seen by the Iranians as indicating the 

status of its relationship with India, calling it part of 

Iran\'s \"look East policy,\" just as, he said, becoming an 

observer in the South Asian Association for Regional 

Cooperation (SAARC) had been. Referring to Congressman Tom 
Lantos\' recent letter to Prime Minister Singh objecting to 
Indo-Iranian defense and economic ties, Muni asserted that 

the U.S. should not bring up the subject of the IPI. \"If you 
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speak less about it, it can be quarantined as an issue,\" 
argued Muni, adding that discussions were more productive 
when they were quiet. Muni challenged that the Chinese and 
Pakistanis were allowed to do business with lran freely, \"and 
no one writes to President Musharraf.\" 


5. (C) PolCouns countered that India, as a democracy and 
world power, should recognize the negative signal engagement 
with Iran sends when the international community is insisting 
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on compliance with UN Security Council resolutions 1737 and 
1747. Muni maintained that India\'s energy requirement was 
both a serious and sensitive domestic issue, contending that 
the lranian nuclear program would not benefit from India 
buying Iranian natural gas. Muni further argued that the 

U.S. did not stop Japan from investing in China, although 
China\'s military buildup would eventually benefit from 
Japan\'s investment. If India did not get gas to meet its 
energy needs from Iran, where did the U.S. propose India get 
energy, Muni wondered, noting that the civilian nuclear deal 
would only meet 7% of India\'s energy needs, and that not 
until the year 2020 or later. 


Muni: \"Lantos Letter Was Counterproductive\" 


6. (C) Turning back to the Lantos letter, Muni complained 
that the letter had been counterproductive, and had \"given a 
handle\" to both the rightist Bharatiya Janata Party (BUP) and 
the Left Front. \"It leads the Government of India to the 
exact opposite of what (the U.S.) wants,\" underlined Muni, 
adding that the letter had made it harder to negotiate, 
compromise and be flexible. The linkage the letter made to 
the 123 Agreement had been unfortunate, noting that the 
average Indian newspaper reader did not understand the 
nuances of the civil nuclear agreement. 

PYATT 
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E.0.12958: N/A 
TAGS: ECPS, ECON, AF 
SUBJECT: AFGHANISTAN FOLLOW-UP REGIONAL TELECOM POLICY FORUM 


REF: STATE 54097 


1. (U) The GoA has confirmed its interest in participating in a 
follow-up conference in late summer to define a regional fiber optic 
network project as proposed reftel. The Ministry of Communications 
has informed us that it will send a delegation of at least three 
persons - one from the ministry, one from the Afghanistan 
Telecommunications Regulatory Authority, and one from Afghan 
Telecom. 


2. (SBU) Afghanistan is already committed to building its own 
national fiber ring with connections envisaged to its neighbors; 
providing a forum for coordinating this effort with other regional 
efforts would be useful to all parties. As we approach the 
conference, we should factor into our preparations the fact that the 
GoA has not yet developed plans for ownership and operation of the 
system. The system is being built at public expense by the Ministry 
of Communications, and we have seen early indications that the 
Chinese contractor, ZTE, is already falling behind on its ambitious 
schedule. A similar slip in the cost estimates may throw the 

project open to re-bidding and reconsideration of the means of 
financing it. The follow-on conference may be an opportunity to 
educate the GoA about best practices for developing, managing, and 
regulating this type of network at a particularly opportune time. 


WOOD 
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CENTCOM FOR CG CJTF-82, POLAD, CSTC-A, SOUTHCOM, JTF-GTMO 


E.O. 12958: DECL: 04/03/2017 

TAGS: KAWC, MARR, PTER, PGOV, PINS, PREL, AF 

SUBJECT: DETAINEE LEGAL FRAMEWORK: GOA OFFICIALS OUTLINE 
VIEWS ON SECURITY DETENTION DURING ADVANCE TEAM VISIT 


REF: A. KABUL 01220 
B. KABUL 01078 
C. KABUL 00956 
D. KABUL 0806 
E. KABUL 0652 
F. KABUL 0558 
G. KABUL 0369 
H. KABUL 0068 
|, KABUL 05958 
J. KABUL 05615 


Classified By: Political-Military Affairs Counselor Carol A. Rodley; re 
asons 1.4(b) and (d) 


1. (S/NF) Summary and Action Request: Please advise 
regarding Post\'s paragraph 9-13 suggestions on possible legal 
vehicles and next steps. Building on reftel efforts, Post has 
continued, ahead of and during the 1-3 May advance team visit 
of L/PM Attorney Adviser Eric Pelofsky and OSD Global 
Security Affairs Officer Anthony Ricci, to press the GOA to 
identify a legal mechanism for security detention of 

detainees to be transferred to the Afghan National Detention 
Facility (ANDF) from Guantanamo Bay (GTMO) and Bagram Theater 
Internment Facility (BTIF). Some options were identified 
during meetings with the Deputy National Security Adviser, 
Deputy Minister of Justice, and Detainee Review Board 
representatives. To prepare GOA interlocutors for future 
discussions with a high-level USG delegation, Post welcomes 
receipt of a revised non-paper on security detention as well 

as identification of specific cases for which security 

detention is likely required. End Summary. 
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2. (S/NF) While awaiting word from the Afghan Detainee Review 
Board (DRB) on the prosecutorial disposition of the first 12 
detainees transferred to the Afghan National Detention 

Facility (ANDF) in April, Post has continued to press the GOA 
to identify a legal mechanism for security detention of other 
detainees who may be transferred to ANDF from Guantanamo Bay 
(GTMO) and Bagram Theater Internment Facility (BTIF) in the 
future. Citing President Bush\'s recent telephone conversation 
with President Karzai on security detention, we have 

reiterated our concern that despite GOA assurances that all 
transferred cases can be handled via a prosecution model 
(reftel C), it may not be possible to meet the evidentiary 

burden for some cases of concern to both governments. 
Because there may sometimes be insufficient evidence or 
because the US may be unable to pass all evidence to the GOA 
due to intelligence sources/methods concerns, we have argued 
that security detention for the duration of the conflict 

remains a necessary option. We have noted that we understand 
an Afghan Presidential Directive is no longer a viable option 

for a legal mechanism. 


3. (S/NF) Post and the L and OSD/GSA visitors have cited the 
May 2005 Joint Declaration of the United States-Afghanistan 
Strategic Partnership and the August 2005 Afghan diplomatic 
note on detainee transfers when stressing to GOA 
interlocutors the responsibility the GOA has accepted for 
\"detention, investigation, and/or prosecution\" of detainees 
returned to GOA custody and for taking Wall steps necessary 
and appropriate under Afghan law and applicable international 
obligations\" to prevent detainees from posing a continuing 
threat. As the L/PM representative outlined to the DRB, we 
see a need for four potential actions regarding enemy 
combatants during the present conflict: Killing on the 
battlefield, prosecution, security detention, and 

reconciliation. 


4. (S/NF) At the Office of the National Security Council 
(ONSC) on May 2, Deputy National Security Adviser Engineer 


Ibrahim Speenzada, Director of Internal Policy Abdullah 

Popal, and Director of External Affairs Sayeed Najeeb Tahmas 
met with the Deputy Chief of Mission, deputy polmilcouns, 
polmiloff, CSTC-A\'s Chief of Operational Law, L/PM\'s Attorney 
Adviser Eric Pelofsky, and OSD Global Security Affairs 

Officer Anthony Ricci. DSNA Ibrahim identified detainee 

issues as one of the GOA\'s highest priorities and stressed 

both the Information Operations (lO) value of returning 
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detainees to GOA custody and the need to arrive at a mutually 
acceptable solution on security detention. Ibrahim discussed 
the Vvery painful pressure\" ONSC experiences when officials 
are unable to tell families about the status of detainees and 

the likelihood that the lack of information on a detainee may 
prompt an entire family to sympathize with the enemy. 

External Affairs Director Tahmas emphasized the \"big plus\" to 
the GOA of having detainees in GOA custody. DNSA offered to 
exert any pressure needed to speed up processes related to 
detainees\' return. 


5. (S/NF) Later on May 2, a special meeting of DRB attended 
by the GOA and US participants listed at the end of 
paragraph six was convened; no Ministry of Justice (MOJ) 
representative attended. On April 30, Polmiloffs had briefed 
ONSC Director of Policy and Oversight Malik Quraishi on the 
need for this special DRB, which he pulled together on short 
notice and chaired. During more than two hours of discussion 
on how to handle detainees returned to GOA custody from GTMO 
and BTIF to ensure they do not threaten GOA or coalition 
forces for the duration of the conflict, GOA participants 
repeatedly reiterated their intention to prosecute. Ministry 

of Interior (MOI) representative General Jamaluddin 
emphasized that those involved not only in suicide bombings 
and terrorist activities but also in lesser offenses will be 
prosecuted. National Directorate of Security (NDS) Legal 
Adviser Rasoli said that the GOA can never detain 
indefinitely without prosecution and suggested a draft law on 
security detention be prepared for review by the National 
Assembly. Chief Judge of the Appellate Court for the Afghan 
National Army General BG Abdul Majeed Khawari said that if an 
individual threatens national sovereignty, he can be 

detained, but he must also be held responsible before a 
national security, military, or civil court. 


6. (S/NF) An extensive, rapid-fire debate then erupted at a 
pace that could not be interpreted and was not summarized. 
Ministry of Defense (MOD) legal adviser Nezami then noted 
that the DRB had previously relayed its stance on the need to 
hold detainees responsible for crimes against internal and 
external security. Several attendees emphasized human rights 
concerns. Supreme Court Justice Barakzai stressed that the 
provisions of the law cannot be exceeded and that \"whatever 
our losses, we must apply it.\" He said that Afghan law is 

quite different from international law and said the factor of 
individual rivalries must be taken into account when cases 

are investigated in order not to rely on possibly falsified 
information. In response to a US question on whether Karzai\'s 
authorities as Commander in Chief (CinC) allow him not only 
to order troops to kill but also to detain in order to avoid 

killing, Justice Barakzai responded that current law 
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emphasizes the rights of the individual and that Wwe cannot 

hold innocent people for years.\" He observed that 

battlefield crimes would merit a maximum six-year sentence 

and observed, \"wouldn\'t the war be over in six years" 
Regarding CinC authorities, he stressed that while the 

president can order an attack to kill the enemy, he cannot 

order detention of the enemy because Wwe have prosecutors and 
others to deal with them.\" 


GOA Attendees: 


Director of Policy and Oversight, ONSC, Malik Quraishi 
Director, External Affairs, ONSC, Mr. Sayeed Najeeb Tahmas 


Supreme Court Justice Mohammed Barakzai (substituting 
for Justice Rashid) 

Deputy Attorney General Shinwari 

NDS Legal Advisor Rasoli 

MOI Deputy Director of Intelligence General Jamaluddin 


MOD Legal Advisor General Mohammed Yousef Nooristani 
MOD Chief Judge of Appellate Court, Afghan National 
Army General BG Abdul Majeed Khawari 

MOD Legal Affairs Department Mr. Abdul Qayoum Nezami 


US Attendees: 

L/PM Attorney Adviser Eric Pelofsky 

OSD Global Security Affairs Officer Anthony Ricci 

CSTC-A Chief of Detainee Operations COL James Harrison 
CSTC-A\'s Chief of Operational Law 

Deputy polmilcouns and polmiloff 

CSTC-A interpreter 


7. (S/NF) Later on May 2, State and OSD visitors, CSTC-A\'s 
Chief of Operational Law, and polmil officers engaged Deputy 
Minister of Justice Dr. Mohammed Qasim Hashimzai in a 
90-minute discussion on security detention options. When 
asked about CinC powers to order lethal force and detention, 
Hashimzai said that battlefield rules apply when lethal force 

is ordered but that when someone is captured, different rules 
apply. He noted Afghan lawyers are \"stuck\" since the Afghan 
Supreme Court has not ruled on security detention. He 
eventually suggested that the Supreme Court could possibly be 
asked for a judgment on a broader interpretation of CinC 
powers to allow security detention. Like Justice Barakzai, 

Dr. Hashimzai alluded to rivalries--as well as 

corruption--and emphasized the need for investigation to 
ensure the capture of a detained combatant had been 
legitimate. He conceded that it is logical to suggest that 
enemy combatants should be detained, but he argued that 
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Afghan law does not allow that to be done without proceeding 
to investigate and prosecute. He was supportive of the option 
of passing a new law or regulation as outlined in paragraph 
ten below. 


8. (S/SF) L/PM and OSD visitors instead met with the ICRC\'s 
Head of Delegation Reto Stocker on May 3 and reviewed in 
general terms our current approach to the GOA on the legal 
framework. Stocker noted ICRC cannot advocate for any given 
position. 


9. (S/NF) DSNA Ibrahim has previously committed (per reftels 
C and D) to certifying that Afghan responses received to date 
on the six test cases judged prosecutable (reftel C) and the 
DRB\'s composition constitute a GOA response on a legal 
framework; his staff recently suggested Post provide a draft 
document for his signature. Post had previously asked that 
DNSA Ibrahim address security detention in this certification 
but is now refraining from pressing for this document pending 
further guidance from Washington on the desired vehicle to 
address security detention. 


10. (S/NF) Post now sees the following three options, listed 
in order of feasibility/desirability, as possible vehicles 

for addressing security detention; counterarguments are in 
parentheses: 


A. Guidelines signed by Defense Minister Wardak (Note any 
minister can be called before the National Assembly to answer 
for actions, and that Wardak, who has previously (reftel B), 
expressed reservations about MOD\'s role in regard to the 
ANDF, may not be willing to take this risk) 

B. A Supreme Court ruling that CinC powers extend to security 
detention (Noting the May 2 comments by Supreme Court Justice 
Barbakzai, post views this as an option that may not have the 
desired result) 

C. Amendments to the present draft Counterterrorism law or a 
draft new law to be introduced in the National Assembly (See 
reftel A on our view of the current parliamentary atmosphere) 


11. (S/NF) L/PM is currently revising the early May 
unclassified nonpaper; we suggest the nonpaper include case 
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SIPDIS 

citations documenting the US legal basis for security 

detention to aid Afghan understanding of our reasoning. If 

the high-level delegation visit remains on schedule for 
mid-May, we request the final version of the paper by our OOB 
on May 8 to allow adequate time for translation and quality 
checks. 


12. (S/NF) Post also requests that ahead of a high-level 
delegation visit, the Department identify at least five 

specific BTIF and GTMO cases for which we believe security 
detention will be required. Post will relay some case data 
received from CJTF-82 via CSTC-A to the Department via e-mail 
for possible discussion/selection. We also request that L/PM 
obtain from OSD the case material (Secret/Releasable to USA, 
AFG) on all Afghan GTMO cases that we received here in 
hardcopy only (92 pages) and ensure that at least three cases 
are drawn from these. We suggest that our reviewing specific 
material with GOA may assist in their recognizing a need for 
security detention. 


13. (S/NF) Post suggests that following receipt/translation 

of the nonpaper, we meet with DNSA Ibrahim to give him a 
readout of the advance team visit and to ask that he make 
good on his commitment to move us to a speedy resolution of 
the security detention issue. We believe we should suggest 
that an MOD vehicle could serve to extend President Karzai\'s 
CinC authority to include security detention. We suggest the 
USG provide suggestions on what should be included in an MOD 
vehicle addressing security detention during the present 
conflict. Finally, we suggest that if the MOD can be 
convinced, the Palace could, at an appropriately senior 

level, provide us with a letter or diplomatic note explaining 
that the MOD has issued guidelines for security detention and 
confirming that they and paragraph eight data constitute a 
collective GOA response on a detainee legal framework. 
WOOD 
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E.O. 12958: DECL: 05/08/2017 
TAGS: PREL, KWBG, IS, KPAL, PGOV, PTER 
SUBJECT: VIGILANTES TARGET GAZA BUSINESSES/INSTITUTIONS 


REF: A. 06 JERUSALEM 4874 
B. JERUSALEM 727 


Classified By: Consul General Jake Walles, for reasons 1.4 (b) and (d) 


1. (SBU) Summary. According to Palestinian media and 
security sources, militants in Gaza have damaged or destroyed 
at least five internet cafes, two music shops, one bookstore, 
and three other businesses, and attacked two schools in 
recent weeks. In most instances, an Islamist group or groups 
calling themselves, varyingly, the \"Swords of Right,\" the 
\"Swords of Islam,\" or the \"Islamic Swords of Right" left 
leaflets or publicly claimed responsibility, justifying these 
attacks to preserve public morals. There is a growing number 
of attacks on businesses and businessmen without any apparent 
religious/cultural motive as well, illustrating a general 

decline in personal/commercial security. USAID contacts and 
other U.S.-associated businesses and institutions express 
increasing worry about the declining security situation, and 

say attackers generally operate without fear of punishment in 
the absence of any effective police response. End summary. 


Internet, Music Shops Destroyed 


2. (SBU) Unknown militants used improvised explosives to 
destroy five internet shops on April 2-4 and 14. An Islamist 
group (or groups) calling themselves, varyingly, the \"Swords 
of Right" the \"Swords of Islam," or the \"Islamic Swords of 
Right\" left notes, describing internet cafes as places for 
immoral meetings and pornography. Several other internet 
cafes report receiving threats that they will be attacked if 
they do not close their businesses. In other April attacks 
using similar methods, unknown militants in Gaza City 
destroyed a Christian bookstore (funded by the Protestant 
Bible Society) on April 14 and a music shop on April 15. 
While police told Palestinian press they believe the Swords 
of Right were responsible, there was no claim of 
responsibility for the latter attack. 


American School Robbed, Bombed 
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3. (SBU) On April 21, unknown gunmen robbed the Gaza City 
American International School of its computers and office 
equipment, according to Palestinian security sources, before 
setting off explosives in the director\'s office and cafeteria 

and lighting a school building on fire. (Ref B). PA 

Information Minister Mustafa Barghuthi condemned the attack 
but no suspects have been arrested. (Note: Possible motives 
include the school\'s U.S. association and mixed-gender 
student body. End Note). 


UNRWA School Attacked for 
Holding Coed Sports Festival 


4. (SBU) Gunmen reportedly associated with a Salafist Muslim 
group attacked an UNRWA elementary school sports festival in 
Rafah on May 6, killing a bodyguard of Fatah PLC member Majid 
Abu Shammali and injuring seven others, including a child. 

The gunmen were protesting the festival, which they said was 
contrary to Islamic teachings due to its mixed-gender 

activities and part of a U.S. plot to spoil Palestinian 

teenagers\' morals. 


Other Businesses/Owners Attacked 


5. (C) In the following additional incidents, businesses and 
their owners were targeted by Islamist vigilantes. (Note: 
Some of these incidents were reported in Ref B. End note): 


-- UN Gaza Security officers reported that gunmen 
kidnapped Hasan Abu Sharkh from his electrical appliances 
shop April 22 west of Jabaliya and subsequently killed him. 
The \"Swords of Islam\" issued a statement apologizing for the 
killing, saying that Abu Sharkh was mistakenly targeted. 


-- Militants fired 40 bullets into the vehicle of 
ConGen/USAID contact Ali al-Hayak, Deputy Chairman of the 
Palestinian Federation of Industries (PFI) and Chairman of 
the Contractors Union April 22. (Note: PLO Negotiations 
Chief Sa\'eb Erekat suggested to ConGenOffs April 27 that 
al-Hayak was targeted because he is a member of the Crossings 
Steering Committee, and certain entities are unhappy with 
Karni/al-Mintar crossing reforms that negatively impact their 
interests. End note). 


-- Militants bombed the car of a prominent Gaza 
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restaurant chain owner, Muna Ghalayni, on April 17. There 
was no claim of responsibility or apparent motive for the 
attack, but one of her restaurants, called Y Roots," is often 
frequented by Western diplomats and aid workers. 


-- Militants bombed a mobile phone shop in Khan Yunis 
on April 18 and destroyed a barber shop in Bayt Lahiya (north 
Gaza) on April 19. Police blamed the \"Swords of Right,\" but 
there was no clear motive or claim of responsibility for 
either attack. 


Lack of Police Response 
Unnerves Gazans 


6. (C) There has been no effective security response to the 
attacks on businesses and business owners, according to Gaza 
contacts and security sources. USAID contacts and other 
U.S.-associated businesses at the first Gaza Overseas 

Security Advisory Committee (OSAC) meeting on May 2 expressed 
increasing worry about the declining security situation, and 

said attackers generally operate without fear of punishment 

in the absence of any effective police response. In multiple 
phone conversations, Gaza National Security Forces (NSF) 
commander Jamal Kayyad told Poloff that police are 
investigating the attacks but have not detained any suspects 

or identified who the \"Swords of Right\" are. Gaza-based PLC 
member Rawiya al-Shawwa told Poloff May 2 that most Gazans 
are horrified by the bombings and kidnappings and lack of 
effective security response. She added, however, that she 
expects such attacks to increase as poor economic conditions 
and movement restrictions increase the appeal of extremist 
organizations. 


WALLES 
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E.O. 12958: N/A 
TAGS: PTER, PGOV, PREL, PHUM, AF 
SUBJECT: EMBASSY SUPPORT FOR WORLD PRESS FREEDOM DAY 


REF: A. STATE 55366 
B. KABUL 1332 


SUMMARY 


1. (U) While freedom of the press is currently a 

highly sensitive issue in Afghanistan, World Press 
Freedom Day provided the opportunity for Embassy Kabul 
to go on the record supporting media freedoms in 
Afghanistan. The Ambassador released a press 
statement on the issue, and the DCM attended a 
workshop for members of Parliament and journalists 
that included several high level GOA and international 
community officials. Interestingly, the controversial 
Minister of Information himself handed out 
certificates honoring courageous journalists to some 
of the very journalists who are criticizing him. End 
summary. 


AMBASSADOR WOOD ISSUES PRESS RELEASE 


2. (U) On May 3, the Embassy issued the following 
statement by the Ambassador on the issue of media 
freedoms in Afghanistan. The statement, which was 
also posted on the Embassy\'s public website, received 
limited coverage in the Afghan print and electronic 

media due to several high profile security incidents, 
including the assassination of a Senator and a bomb 
attack against an ANP bus, that captured significant 
media coverage during the day. The statement was read 
aloud by the Afghan master of ceremonies at the May 3 
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World Press Freedom Day event (para 4). 


3. (U) Begin text: On the occasion of World Press 
Freedom Day, | would like to underscore U.S. support 

for a free media around the world. The free and open 
exchange of ideas is the foundation of accountable 
governance. On World Press Freedom Day, we remember 
and mourn all of the journalists who have lost their 

lives in Afghanistan this past year. We will continue 

to support the Government of Afghanistan, journalists 

and civil society as they work together to foster a 

free and vibrant Afghan media. End text. 


EMBASSY SIGNALS SUPPORT AT SEMINAR ON PRESS FREEDOM 
4. (U) The same day the DCM and human rights officer 
attended a seminar on media freedoms attended by about 
150 members of Parliament, journalists, diplomats and 
NGO\'s. The seminar was organized by Internews, a 
media lobbying NGO, whose advocacy activities for 
freedom of the press in Afghanistan are partially 

funded by USAID. Parliamentarians who attended the 
seminar included members of Parliament\'s Commission on 
Religious and Cultural Affairs, which is responsible 

for drafting amendments to the Media Law currently 

being debated in Parliament. 


5. (U) Vice President Khalili and Minister of 
Information and Culture Khuram both gave remarks at 
the seminar. Both speakers asserted the GOA\'s 
commitment to ensuring freedom of the press in 
Afghanistan, with Khalili describing it as \"a gift 

from God,\" but both also spoke about the need for an 
Afghan media that is \"more professional" and that 
\"respects Islam and Allah.\" VP Khalili specifically 
noted that the significant gains in freedom of the 
press since the fall of the Taliban should be credited 
to the GOA, which he said was committed to the further 
expansion of \"information dissemination throughout 
Afghanistan.\" 


6. (U) Minister of Information Khuram acknowledged 
that, \"If there is no free media, democracy cannot be 
achieved,\" and that, \"Criticism of the government 
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plays a key role in correcting the government.\" 


However, he was careful to add that, \"If we do not 
regulate this freedom, it will explode and the country 
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will suffer.\" He then criticized the media, noting 

that its professional capacity needs to be increased 
in order to \"avoid misunderstandings\" (an indirect, 
yet clear reference to the recent incident between 
Tolo TV and Attorney General Sabit; reftel B). Noting 
that \"The news is now a source of power,\" Khuram 
likened it to \"an armed group with a different 
appearance\" and criticized the media community as 
having many unprofessional journalists who have not 
had proper education in journalism or who are 
unfamiliar with the laws regulating media activity. 


7. (U) Other speakers included chiefs of mission from 
the EU and EC (both of whom criticized the 
Parliament\'s recent decision not to convert Radio 
Television Afghanistan from a state-run media outlet 
into an independent public service broadcaster) and 
the Canadian Ambassador. Copies ofthe U.S. 
Ambassador\'s press release were distributed during the 
seminar. During the seminar, several journalists were 
presented awards by VP Khalili and Minister Khuram, 
including one that was given posthumously to Ajmal 
Nagshbandi, the journalist recently executed by the 
Taliban. Khalili and Khuram also presented awards to 
two journalists who were being recognized for bravery 
in the face of allegedly being beaten by Afghan 

security officials and the other for allegedly being 
imprisoned by the GOA for having contact with Taliban 
officials. (Note: It is unclear whether Khalili and 
Khuram had been briefed on who they would be issuing 
the awards to beforehand or whether they were aware of 
the irony of having such awards presented by the GOA. 
End note.) 


8. Comment: The event was an important occasion for 
the journalistic community to lay down a marker that 
press freedom is an international issue and how it 
plays out in Afghanistan is being monitored both 

inside and outside the country. At the same time, 
governmental spokesmen such as Minister Khoram, as 
well as media representatives themselves, were forced 
to confront the tensions between the value of a free 
media and the exigencies of fighting an insurgency. 
The result was one day of healthy dialogue on these 
important issues. 

WOOD 
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E.O. 12958: DECL: 05/09/2017 

TAGS: PREL, PGOV, GG 

SUBJECT: ZOURABICHVILI WORKING TO FORGE COMMON OPPOSITION 
PLATFORM FOR 2008 ELECTIONS 


Classified By: Ambassador John F. Tefft, for reasons 
1.4 (b) and (d) 


1. (C) On May 7, Ambassador met with Salome Zourabichvili, 
former Georgian Minister of Foreign Affairs and current 

leader of the opposition party \"Georgia\'s Way.\" 

Zourabichvili told the Ambassador that she was currently 
holding meetings with the leaders from all the opposition 
parties in Georgia in an attempt to forge a common set of 
policies in advance of the 2008 elections. She said she also 
envisioned the creation of an arbitration commission, 
comprised of international organizations and NGOs, that could 
actively present issues to the public in the year leading up 

to the elections and be aggressive in intervening with the 

GoG to ensure that the next elections are as free as 

possible. A common platform and arbitration commission would 
be the first step for the opposition, she said, followed by 

the selection of acommon presidential candidate (Note: In an 
aside she hinted that she thought she would be the opposition 
candidate. End note). Ambassador said that a group of 
western Ambassadors and the OSCE has already met with Speaker 
of the Parliament Nino Burjanadze to emphasize that the 
Central Election Committee needs to start working on the 
voters\' lists and preparing for the 2008 elections now. 


2. (C) Zourabichvili also told the Ambassador that she was 
concerned about the way the GoG is handling the situation in 
the conflict zones. She said she was particularly concerned 
about recent GoG rhetoric towards Abkhazia and the 
establishment of a youth \"patriot camp\" in the village of 
Mukhuri, a Georgian-controlled village on the opposite bank 

of the Enguri river. Most of that side of the Enguri is 
Abkhaz-controlled, and the camp will be very close to Abkhaz 
areas. She said that she recently tried to visit the camp, 

but was warned away by Georgian soldiers, who said it was too 
dangerous because Abkhaz criminal gangs frequently cross over 
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into the village. She said the GoG was \"playing games!" with 
Georgian youth by establishing this camp so close to the 
Abkhaz border. 


TEFFT 
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TRAINING: HOW TO HELP THE YEMENIS 
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Classified By: Ambassador Thomas C. KRAJESKI for reasons 1.4(b) and (d) 


1.(C) SUMMARY: Following President Saleh,s May 2 meeting 
with President Bush, during which he requested more military 
assistance, and in preparation for a Policy Coordination 
Committee meeting scheduled for May 10, post proposes several 
ideas in line with Yemen,s current and future security 

challenges. While President Saleh linked his requests to the 
events in Saada, the reality is that the conflict there may 

be resolved before any U.S. assistance could arrive and be 
made operational. The difficulty the Republic of Yemen 
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Government (ROYG) is having in resolving that conflict is, 
however, symptomatic of the challenges the Government faces 
elsewhere in the country now and in the future. 

Particularly, events of the past 18 months have demonstrated 
that the ROYG lacks the capability to deploy its forces 

quickly, securely, and reliably to all four corners of its 

territory to extend the rule of law over ungoverned spaces, 

and deter terrorist operations. 


2.(C) Post therefore proposes using Section 1206 funding to 
provide lightly armored but highly mobile vehicles and light 
reconnaissance aircraft. Emergency funding via the 
International Military Education and Training (IMET) program 
could be used to establish a long-term equipment maintenance 
capability, and quickly improve Yemeni officersY English 

skills -- critical components for any future assistance to be 
effective. END SUMMARY 


3. (C) The current conflict in Saada exemplifies the kind of 
challenge that the ROYG faces all over Yemen: geographically 
rough terrain inhabited by people who have virtually never 

been subjected to centralized rule, and who, thanks to poorly 
controlled borders, have an array of weaponry at their 

disposal. For centuries, Yemen\'s central governments have 
kept control over various regions through a complex system of 
tribal balancing, pay-outs, turning a blind eye to illicit 

activities, and ) on occasion ) military force. As the 

al-Houthis have demonstrated in Saada, however, when 
opposition to the Government runs deeply enough, the ROYG can 
have great difficulty in exerting meaningful military 

pressure. 


The Mobility Dilemma 


4.(C) One primary reason for this is the Yemeni Army\'s 
difficulty in deploying safely and quickly to remote, 
mountainous regions. In Saada, ROYG forces have suffered 
heavy casualties, mainly due to ambushes and snipers using 
armor-piercing ammunition against convoys. In late 
2005/early 2006, the ROYG took several weeks to resolve a 
tribal kidnapping of western tourists in Marib, partially due 

to the time required by the armed forces to deploy to the 
area and set up a security perimeter around where the 
kidnappers were holed up. 


5. (S) In this context, post has prepared a Section 1206 
funding proposal to provide wheeled improved infantry 
fighting vehicles (IFV) as part of the solution to the ROYG\'s 
mobility challenge. Post believes that wheeled IFVs, as 
opposed to tracked vehicles that could be procured through 
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the Excess Defense Articles (EDA) program, are more adapted 
to the Yemeni context for three reasons. First, an improved 
wheeled IFV, such as the Cougar or the High-Mobility 
Multi-Purpose Wheeled Vehicle (HMMWV), provides better 
protection against fifty caliber projectiles, which are a 

threat in Yemen. Second, wheeled vehicles provide better 
maneuverability in difficult mountain and desert terrain. 
Third, the ROYG,s security forces have a proven ability to 
provide for the basic repair, maintenance and service to 
wheeled vehicles. In addition, President Saleh personally 
identified this type of vehicle as a primary need for his 
armed forces during a meeting with Charge prior to his 
Washington visit. 


6. (S) Post estimates that 25 HMMWVs and 50 Cougars with 
logistics packages would cost around USD 40 million. These 
vehicles would be used to equip units in counterterrorism 
operations. 
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7.(C) Post also recommends that the USG continue to press 
the Saudis, Qataris, and Emiratis at the highest level, 

urging that they transfer excess armored vehicles from their 
own fleets as quickly as possible to the ROYG. 


Reconnaissance Aircraft 


8. (C) The second crucial element for the ROYG to be able to 
deploy its ground forces safely is an aerial reconnaissance 
platform. This would allow the ROYG to survey areas prior to 
deployment, and better monitor its borders to interdict large 
arms shipments and reduce illegal border crossings. The 
ROYG\'s small F-5 fleet at one time had reconnaissance 
capabilities, but their cameras are broken and would cost 
millions of dollars to repair, and pilot proficiency on these 
aircraft is increasingly difficult for the Yemenis to 

maintain. 


9. (S) Post's Section 1206 proposal, therefore, includes a 
request for AT-6 turbo-propeller aircraft. This platform is 
versatile and reliable, and is easier to fly and maintain 

than jet aircraft. The AT-6 can be used for low-altitude 
reconnaissance, and can also be mounted with weapons for 
close air support roles, which the Yemeni Air Force is 
currently unable to perform. Unlike traditional fighter 
aircraft, the AT-6 would not pose a threat to neighboring 
states, or likely raise their objections. Post estimates 
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that each aircraft, outfitted with a reconnaissance 
capability and with a logistics package, would cost 
approximately USD 10 million. 


10. (S) The ROYG requested imagery from an Unmanned Aerial 
Vehicle (UAV) flyover. In response, post provided the MOD 

with a questionnaire requesting information on times, 

locations and purpose for the flyover. The MOD has not 

returned a completed questionnaire at this time. Post will 

continue to work with the MOD, and will coordinate with 

CENTCOM once the questionnaire is made available. DAO SANAA 
plans to meet by May 11 with MOD officials to press for 

further details. 


IMET 


11. (C) Outside of Section 1206 funding, post believes that 
emergency IMET funds could be used to quickly address the 
MOD,s shortfalls in English-language capability. The lack 

of English proficiency in the MOD is a major obstacle to U.S. 
military assistance. Candidates with adequate English for 
senior and mid-level training can be difficult to identify 

and often require additional language training. Technical 
training teams always require interpreters, and manuals must 
be translated at great cost and expense. 


12. (C) To address this critical need, post has created a 
Foreign Military Financing (FMF) case to pay for 30 MOD 
members to receive English-language training. With 
additional IMET funding, post could significantly increase 
the number of trainees. 


13. (C) Language training, however, is only a stepping stone 
to meeting the MOD\'s more critical need: repair and 
maintenance of U.S.-provided equipment and vehicles. 
Emergency IMET funding should also be used to bring in 
Technical Assistance Field Teams capable of identifying, 
creating, and implementing a plan on how best to improve 
MOD,s ability to maintain EDA and other U.S. materiel 
assistance. MOD\'s inability to repair and maintain U.S. 
equipment and vehicles is a major hindrance to operational 
effectiveness, and remedying this shortcoming should be a key 
component of any long-term assistance plan. 


Helping Yemen Over the Long Term 


14. (C) No matter what security assistance package the USG 
decides on for Yemen, the reality is that the Saada conflict 
may be resolved before the first vehicle or trainer arrives 
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in country. This should not, however, deter us from 
implementing President Bush\'s directive to help the Yemenis. 
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The primary security challenges the ROYG faces in Saada are 
the same it would face elsewhere in the country: a lack of 
secure and reliable mobility, no aerial reconnaissance 
capability, and an MOD staff that has little ability to 

maintain equipment and vehicles that we donate. Taking the 
initiative now to fill these gaps will pay dividends later, 

when the ROYG faces threats to stability emanating from 
another of Yemen\'s ungoverned spaces. 


15. (C) As we look beyond the current problems of mobility 
and maintenance, the USG should also consider the reforms 
that Yemen\'s security institutions must undergo in order to 
make them more adapted to the threats that Yemen faces now 
and in the future, and to improve their ability to work with 

the United States and partner nations. Post will share its 
thoughts on these topics, from the perspective of the past 
seven years of security assistance, via septel. 

KRAJESKI 
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DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL 
JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
TUESDAY, MAY 8, 2007 


In Today's Papers 


Turkish Parliament Debates Constitutional Changes 

All papers report the Turkish High Election Board (YSK) rejected an 
appeal by a minor opposition party to move the date for general 
elections up to June 24, saying parliamentary polls would be held on 
July 22, the date set earlier. On Monday, the Turkish Parliament 
began debating an AKP proposal for changing constitutional 
provisions. The bill drafted by AKP proposes direct popular for the 
presidency and limiting the term of the president to two consecutive 
five-year terms instead of the existing one seven-year term. The 
package also envisions holding general elections every four years, 
reducing the government\'s term from five years to four, and 
decreasing the minimum age for election to parliament to 25. The 
provision pulling the age limit down to 25 has been dropped due to a 
writing error in the text. 


Despite the support of 19 Anavatan MPs, the AKP failed to reach the 
two-thirds majority needed to adopt the reforms without going to 
referendum. The second round in constitutional reform voting will 

be held on Thursday. TUSIAD, Turkey\'s elite business group, said it 
would be \"more healthy and ethical" if constitutional changes were 
handled by a new parliament. 


Turkish, EU Reaction to Sarkozy as French President 

All papers report Prime Minister Erdogan expressed hope that the 
anti-Turkey statements made by President-elect Sarkozy during the 
election campaign will not have an effect on Turkey-France ties. 
Mainstream Hurriyet quotes Turkish Foreign Ministry (MFA) officials 
as saying they believe Sarkozy used Turkey to attract votes in the 
elections, but just like German Chancellor Merkel, he will change 
his discourse once he assumes office. 


Papers report EU Enlargement Commissioner Olli Rehn told European 
Parliament\'s commission for foreign affairs, \"Turkey is undergoing a 
difficult but historic process of transformation. Europe needs to 

show patience and prudence with Turkey.\" He told lawmakers the most 
important thing now was to ensure that an early Turkish general 
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election set for July 22 was conducted freely and fairly, and that a 

new parliament revived Turkey\'s reform process to meet the EU 
membership criteria. Rehn also warned any member state which sought 
to cut the EU talks with Turkey would have to bear responsibility 

for the consequences. European Commission President Jose Manuel 
Barroso said it would be impossible for Sarkozy to end talks on 
Turkey\'s EU membership, as the majority in the EU favors the 
continuation of the negotiations with Ankara. 


Editorial Commentary on French President-Elect Sarkozy 

Sami Kohen writes in the mainstream daily Milliyet: \"If Sarkozy\'s 
strongly anti-Turkey stance during the campaign was reflecting his 
real intentions, Turkey-France relations as well as Turkey\'s EU 
process are about to enter a challenging period. It is also 

possible that Sarkozy made those remarks as part of election 
campaign populism, which means he may soften his position in the 
end. Although it has been the case for many politicians to revise 
their stances once they get to high level positions, many analysts 
do not think it will be the case for Sarkozy. Coming from an 
immigrant family, Sarkozy is believed to act to prove himself, 
emphasizing his French national identity. Sarkozy also believes 
that the EU should preserve its cultural identity and France can 
play a dominant role in that. Whether he is successful or not, it 

is clear that Sarkozy will do his best to adapt French politics to 

his way of thinking. He may face some opposition from the EU and 
from some of the French companies which are engaged in business with 
Turkey. But it is unlikely that those pressures will be strong 
enough to have him change his policy in the short run.\" 


Erdal Safak writes in the mainstream daily Sabah: \"Given Sarkozy\'s 
stance on Turkey, he has the power to block Turkey\'s EU negotiation 
process. The upcoming EU summit in June will serve as a litmus test 
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on whether Sarkozy will maintain his anti-Turkey stance. Even 

though the EU says that France does not have the power to stop 
negotiations with Turkey, the fact of the matter is that Sarkozy 

still has the power to block the process. He may simply object to 

the opening of chapters which would serve as a de facto stop to 
negotiations. As a French saying goes, no disaster comes alone. 
Along with the Sarkozy disaster, the British Premiership will go to 
Gordon Brown who does not even like the idea of the European Union. 
In other words, Turkey is losing its primary supporters of the EU 
engine: the UK, Germany and France.\" 


Hrant Dink Assassination Trial 

Sabah, Milliyet, Zaman, Bugun and Cumhuriyet: The trial for the 
murder of Armenian journalist Hrant Dink will begin July 2 in 
Istanbul. Because one of the suspects in the murder, Ogun Samast, 
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is not 18 yet, this trial will be closed to the press, report the 
conservative Bugun and the mainstream Sabah. Sabah also reports 
that the Court issued an invitation to author Orhan Pamuk to serve 
as a witness at the trial. 


Military Operation in Sirnak 

Milliyet, Sabah, Hurriyet, Vatan, Cumhuriyet and others: The 
Turkish Military started a 20,000-troop operation against the PKK in 
the mountains of Cudi, Gabar and Namaz in the Sirnak region, after 
four soldiers were killed in the last five days in the area. Air 

support was given to the operation by Sikorsky and Cobra type 
helicopters. Meanwhile, yesterday during the funerals of two of the 
soldiers crowds chanted anti-PKK slogans. 


TV Highlights 
NTV, 7.00 A.M. 


Domestic News 


- The Istanbul governor has set up a special commission to probe 
police brutality against demonstrators during May Day protests. 


- The main opposition CHP leader Deniz Baykal said CHP and the 
center-left DSP will form an election alliance without closing down 
the DSP. 


- Turkey\'s main Kurdish party DTP kicks off two-day meetings in 
Diyarbakir to determine its election strategy. DTP deputy chairman 
Osman Ozcelik believes his party might win 37 seats in the 
parliament through independent candidates. 


- Amass rally in support of the secular republic will be held in 
the Aegean port city of Izmir on May 13. 


International News 


- Dutch MEP Ria Oomen Ruijten, the new EP rapporteur for Turkey, 
said in her first statement Turkey should continue reforms. 


- Yerevan has denied visas to eight Turkish OSCE observers tasked to 
monitor the May 12 elections in Armenia, saying the two countries do 
not have diplomatic ties. 


- The Iranian Foreign Minister Manuchehr Mottaki told Time in an 
exclusive interview his country wants talks with US. 


- Human rights groups accuse Israeli Shin Bet security forces of 
using physical measures and torture against Palestinian prisoners. 


WILSON 


Column 3 

107215 

RR RUEHMA RUEHPA 

DE RUEHRY 0497/01 1281340 

ZNR UUUUU ZZH 

R 081340Z MAY 07 

FM AMEMBASSY CONAKRY 

TO RUEHC/SECSTATE WASHDC 1046 

RUEATRS/DEPT OF TREASURY WASHINGTON DC 

INFO RUEHZK/ECOWAS COLLECTIVE", "UNCLAS SECTION 01 OF 03 CONAKRY 000497 


SIPDIS 


TREASURY FOR OFFICE OF AFRICAN NATIONS 
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SENSITIVE 
SIPDIS 


E.O. 12598: N/A 

TAGS: EFIN, ECON, IMF, PGOV, GV 

SUBJECT: GUINEA MAKES FAVORABLE IMPRESSION DURING IMF TECHNICAL TEAM 
VISIT 


Ref: Conakry 1718 


1. (SBU) Summary. A nine-day visit by an IMF technical team ended 
May 4 with the new IMF team leader, Jean Le Dem, expressing optimism 
that Guinea may be on track to negotiate its return to a funded 
program. Le Dem and resident IMF representative Alvin Hilaire 
believe Guinea\'s FY 2007 macroeconomic objectives are both 
attainable and reasonable: 1.5 percent growth; inflation at or 

below 15 percent, and closing Guinea\'s 31 million USD funding gap. 
The donor community was decidedly less optimistic than the technical 
team, expressing concern over Guinea\'s exchange rate, which has 
fluctuated wildly for the past month, and raising questions about 
lingering corruption issues at the Central Bank. The next IMF 
technical team visit is not firmly scheduled, but a technical expert 

is to be dispatched to Guinea to provide assistance before the end 

of May. If directed by IMF headquarters, the full technical team 

may return as soon as late June or early July. End Summary. 


2. (SBU) In a May 4 meeting with members of donor community and the 
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World Bank, new IMF team leader Jean Le Dem shared the findings of 
what he characterized as a \"diagnostic missionA" The visit was the 
first since November 2006 (reftel), so the effects of the 
January-February 2007 strike and state of siege were factored into 

the teamVs assessment. The visit was also the first under the new 
Guinean government of broad consensus. The team\'s key interlocutors 
within the Ministry of Economy, Finance and Planning were led by 
Minister Ousmane Dore, a former IMF official. The four-member team 
evaluated the objectives of the new government, particularly in the 
areas of monetary and fiscal policy, transparency and good 
governance. 


3. (SBU) Le Dem said the technical team was optimistic that 
Guinea\'s stated FY 2007 macroeconomic goals are reasonable and 
attainable. (Note: Le Dem replaced the former IMF team leader 

Israel de la Piedra, whose November 2006 assessment of Guinea\'s 
macroeconomic performance was terse and far less optimistic. See 
reftel.) Three macroeconomic markers outline Guinea\'s basic 
monetary policy goals for FY 2007: 1.5 percent growth; inflation 

below 15 percent, and closing Guinea\'s 31 million USD financing gap. 


4. (SBU) On May 7, Econoff spoke with Guinea\'s resident IMF 
representative, Alvin Hilaire, who shares Le Dem\'s optimism. Citing 
Le Dem\'s written report, Hilaire gave the finer details of Le Dem\'s 
briefing. 


5. (SBU) Guinea\'s Budget is in shambles. There are two major 
issues that hinder Guinea\'s ability to present a balanced or even 
feasible budget: financing and balance of payments. Characterized 
as a \"budget of transition,\" Guinea\'s FY 2007 budget does not yet 
exist, even in draft form. The government will operate under a 
Continuing Resolution until at least June 2007. Although the 
government told the IMF team the donor community has pledged some 10 
million USD for electoral assistance, the projected income has not 
been accounted for. Stated priorities like necessary repairs for 
strike-related damaged infrastructure throughout the country have 
not been accounted for in projected spending. The Guinean 
government is in the process of prioritizing spending targets, but 
currently the Minister of Finance and Prime Minister address ad hoc 
appeals for money as they are brought before them. 


6. (SBU) The financing gap is a simple budget deficit that has 
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historically been caused by undisciplined government spending which 
the new government has curbed, but not stopped. Previous 
governments have made a habit of financing their high expenditures 
-- particularly on the military -- through the Central Bank. 

Complicating these matters is the fact that spending often occurs 
outside of the budget and budgetary process. Paying extra-budgetary 
expenditures from the Central Bank in is a breech of both the budget 
source, and process. The government told the IMF it has now 
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implemented more state control over spending. 


7. (SBU) The gap is being closed partially by higher receipts from 
the mining sector which had sufficient stores to continue export 
even during the strike. Tax revenue has also increased as the 
bauxite prices have increased worldwide. Still, there remains a 31 
million USD gap that Guinea must bridge in order to be fiscally 
solvent. Until these issues are addressed, the Central Bank will be 
obliged to maintain a heavily managed currency float, a longstanding 
Guinean monetary policy the Minister of Finance wants to abandon. 


8. (SBU) The government is establishing a system to have a daily 
diagnostic process to assess the reserves of the treasury. This is 
necessary as the Central Bank still has a tendency to debit the 
treasury in its accounting, which in turn upsets the reported 

balance of payments. There is a newly implemented commission to 
regularize all accounts and consolidate the debt at the Central 
Bank. 


9. (SBU) As for general monetary policy, the Central Bank lacks 
control of its balance sheet, that is to say, there are expenditures 

that are unaccounted for various reasons, including invocations of 
national security. The Finance Minister has deployed internal 
auditors to control this process, but some sectors, particularly the 
military, are resistant and have kept records closed. There is 

still a need for the \"cleaning\" of accounts within the Central Bank. 
The new government wishes to respect international conventions and, 
to that end, they have established a commission of experts to change 
the Central Bank statutes and methods of operation. However, 
Hilaire concludes that President Lansana Conte\'s influence is still 
strong and that he resists any action that hinders his unfettered 
access to money. 


10. (SBU) With regard to the exchange rate, the Minister of Finance 
wants to abandon \"managed float," but it is unfeasible to do so at 
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this time. After the IMF team\'s insistence, Dore conceded that any 
temporary benefits of the overvalued GNF are not in the long-term 
best interests of the economy. Le Dem reported that recent 
fluctuations are due to \"technical problems!" the details of which, 

for now, remain the purview of the Guinean government, the IMF and 
World Bank. The team concluded that, in addition, there in an 
insufficiency of physical currency. The current official rate does 

not necessarily reflect the actual value of the currency. They 

confirm that there are sufficient liquid reserves. The IMF believes 
the recent fluctuation is a temporary issue, partly caused by the 
strong demand for GNF. Le Dem told the donors they government is 
planning to import new bank notes and the problem should \"resolve 
itself.\" 


11. (SBU) The February reduction of the gas tax (to lower the price 
at the pump) remains in place. With the market price of oil down 
and the fixed price of fuel still relatively high, the government 
continues to take advantage of these receipts to make accelerated 
payments on the arrears owed Shell and Total. The February rice 
subsidy is also still in place. The government said it plans to 
contractualize this process, working with the importers and 
distributors to develop a plan of action. Authorities accept the 

idea that they should not be using their budget to pay for rice 
subsidies and report that they are not sure if they will apply the 
promised reduction of customs tariffs for the rice importers. The 
IMF realizes these concessions were used to broker an end to the 
strikes and concede it will be difficult to repeal or amend them in 
the short term. 


12. (SBU) On May 7, Econoff spoke with Ministry of Finance senior 
advisor Oumar Diakite. Diakite was ebullient about the IMF team 

visit and final assessment and asked Econoff \"Yes, that went well, 
don\'t you think?" Econoff asked Diakite what the government of 
Guinea would do in the aftermath of the team\'s visit. Diakite said 

the team left the government specific targets and structured goals, 

but declined to say what they were. When asked if all this positive 
news meant Guinea is moving towards a funded program, Diakite said 
he is hopeful. He also said the IMF team offered a shadow program, 
but the Minister of Finance refused such, preferring to wait for a 
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reassessment in June or July in hopes of reinstating a 
Staff-Monitored Program. Citing the IMFYs comfort with the new 
government and the new Minister of Finance in particular, Diakite 
concluded, \"Credibility was our problem, but that\'s not a problem 
anymore.\" 


13. (SBU) When asked by the donors if Guinea was close to a funded 
program, Le Dem emphasized that the IMF team was in Guinea on a 
diagnostic mission, not to negotiate a funded program. However, he 
conceded that they are technically able to react quickly and, if 
headquarters directed the start of negotiations, the IMF could 
theoretically return by the end of June for negotiations. Le Dem 
emphasized that this would all depend on the Prime Minister\'s visit 

to Washington at the beginning of June. Le Dem said the government 
will have the opportunity to explain its views and current position 

in Washington and any decision on a formal program would be made 
accordingly. Several of the G-8 Ambassadors urged the team to 
support Guinea\'s reform process by re-establishing a Staff Monitored 
Program or moving directly toward a formal program with the IMF. 


14. (SBU) The IMFVs assessment was both an admonition of Guinea\'s 
still weak fiscal and monetary policies, and a legitimization of the 

new direction of this government. Since 2003, the IMF has presented 
Guinea with a series of targets, and Guinea has generally complied. 
The notable exceptions were Guinea\'s stubborn adherence to managed 
float and its inability to bring transparency into the spending 

because of endemic corruption and entrenched interests. It is 

notable that this new team leader made no mention of the \"prior 
actions\" such as resolving the saga of accounts between the 
goverment and Futurelec. Perhaps the position of a former IMF 
colleague as Minister of Finance and the key arbiter of economic 
reforms has helped Guinea on its return to a funded program. 

Although many obstacles remain, clearly the IMF and World Bank feel 
they have a credible partner in Guinea\'s new government 


McDONALD 
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TO RUEHC/SECSTATE WASHDC IMMEDIATE 0050 

INFO RUEHRL/AMEMBASSY BERLIN IMMEDIATE 1931 
RUEHBR/AMEMBASSY BRASILIA IMMEDIATE 0283 
RUEHBU/AMEMBASSY BUENOS AIRES IMMEDIATE 0227 
RUEHLO/AMEMBASSY LONDON IMMEDIATE 1965 
RUEHOT/AMEMBASSY OTTAWA IMMEDIATE 2053 
RUEHFR/AMEMBASSY PARIS IMMEDIATE 1790 
RUEHPG/AMEMBASSY PRAGUE IMMEDIATE 0774 
RUEHSA/AMEMBASSY PRETORIA IMMEDIATE 0275 
RUEHUL/AMEMBASSY SEOUL IMMEDIATE 2667 
RUEHKO/AMEMBASSY TOKYO IMMEDIATE 4108 
RUEHVI/AMEMBASSY VIENNA IMMEDIATE 4438 
RUEHUNV/USMISSION UNVIE VIENNA IMMEDIATE 0480","C ONFIDENTIALMOSCOW 002° 


SIPDIS 
SIPDIS 
DEPARTMENT ALSO FOR ISN/RA (NEPHEW) 


E.O. 12958: DECL: 05/08/2012 
TAGS: KNNP, IR, MNUC, PARM, ENRG, RS 
SUBJECT: RUSSIA WILL NOT BID ON IRANIAN REACTOR TENDER 


REF: A. STATE 61194 
B. MOSCOW 1877 
Classified By: EST Counselor Daniel OVGrady. Reasons: 1.4 (b,d) 


1. (SBU) On May 8 we took advantage of a lunch with Aleksandr 
Shilin, the MFAVs point person for Iran issues in the 

Department of Security and Disarmament Affairs (DVBR), to 
discuss Russian intentions regarding Iran\'s tender to 

construct two new 1,000-1,600 MW nuclear power plants (REF 
A). Delivering REFTEL points, we urged that Russia, a 

nuclear supplier state, make clear that it will not respond 

to the Iranian tender. 


2. (SBU) Shilin repeated and amplified the assurance given by 
DFM Kislyak to A/S Rood during the U.S.-Russia Strategic 
Security talks on April 17 (REF B). Shilin told us that 
submitting a bid would violate both UNSCRs 1737 and 1747, 
resolutions that the Russian Goverment fully supports. 
Therefore, he said, neither Rosatom nor Atomstroyexport will 
provide any response to the Iranian invitation. The same 
holds for the new jointly held government-private enterprises 
that come under the Atomenergoprom umbrella, Shilin said. 


3. (SBU) We pressed Shilin further regarding whether 
enterprises that are 100 percent privately owned would be 
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prevented from responding to the Iranian tender. Shilin 
responded that although privately held firms may not be 
prevented from placing bids on portions of the Iranian 
project, those firms dealing with sensitive technologies 
would in fact be barred from participating. We asked how 
this would be done, to which Shilin replied that Russia\'s 
interagency committee on export licensing would not grant 
licenses for any sensitive technology to be exported to Iran. 
Such requests would be denied based on UNSCRs 1737 and 1747, 
notwithstanding those provisions that currently allow light 
water reactor technology to be exported for construction of 
the Bushehr nuclear power plant. We asked about firms that 
fill support roles that in fact have nothing to do with 

reactor technology. Shilin agreed with us that these are the 
only enterprises that could potentially have a role in any 

new Iranian project. 

BURNS 
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RUEHVEN/USMISSION USOSCE PRIORITY 1551 

RHMFISS/HQ USEUCOM VAIHINGEN GE PRIORITY 
RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK PRIORITY""CONFIDENTIALMINE 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 05/08/2017 

TAGS: PGOV, PHUM, BO 

SUBJECT: EMBASSY VISITS POLITICAL PRISONER 
REF: A. 06 MINSK 513 


B. MINSK 352 
C. MINSK 228 


Classified By: Charge Jonathan Moore for reason 1.4 (d). 


1. (C) DCM and Poloff met with opposition youth leader Artur 
Finkevich on April 26 in the eastern city of Mogilyov, where 
Finkevich is serving two years of internal exile on trumped 

up charges of malicious hooliganism and large-scale property 
damage (ref A). Upon our arrival at his detention facility, 
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correctional authorities questioned the purpose of the 

Embassy visit and insisted on observing our meeting, just as 
they had observed OSCE Ambassador Ake Peterson\'s March 23 
visit. Throughout the meeting, authorities frequently 

interrupted Finkevich and highlighted his numerous alleged 
\"violations\" of facility regulations, including several 

late-night attempts to leave his room to use the lavatory. 


2. (C) The facility commander - a police lieutenant colonel 

- and a plainclothes BKGB were present during our meeting, 
which took place in the commander\'s office. Reiterating EUR 
DAS David Kramer\'s recent strong message to GOB Presidential 
Administration Deputy Natalya Petkevich in Minsk, the DCM 
expressed to Finkevich the USG\'s moral support for him and 
Belarus! other political prisoners, encouraged him to apply 

to the GOB for amnesty, and reassured him that the Embassy 
would continue to follow his situation very closely (ref B). 

In response to a question from the DCM, Finkevich requested 
the Embassy to continue showing its support for five of his 
fellow opposition youth organization \"Malady Front\" members 
who face up to two years in prison (ref C). He thanked the 
Embassy for focusing international attention on his 

situation. 


Comment 


3. (C) During our visit, Finkevich understandably appeared 
subdued and wary of the intimidating presence and demeanor of 
the correctional authorities. Nevertheless, we were deeply 
moved by the youth leader\'s resilience and his single-minded 
concern for his fellow pro-democracy activists. We will 

observe their upcoming trial - scheduled for May 30 - and 
continue our efforts to visit other Belarusian political 

prisoners. 

Moore 
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SIPDIS 
SENSITIVE 


E.O. 12958: N/A 

TAGS: PTER, KGIT, PARM, PREL, PINR, PINS, KNNP, IS 
SUBJECT: ISRAELI POCS FOR GLOBAL INITIATIVE TO COMBAT 
NUCLEAR TERRORISM 


REF: A. STATE 41807 
B. STATE 58978 
C. STATE 57410 
D. STATE 50177 


1. (SBU) Responding to ref A request for Global Initiative 
(Gl) point-of-contact (POC) information, Israeli MFA 
Strategic Affairs Division Minister Counselor Eyal Propper 
informed polmiloff May 8 that Israel\'s points of contact for 
the Gl will be the following persons: 


A. Overall GOI POC / Diplomatic POC 
Ambassador Miriam Ziv 

Deputy Director General for Strategic Affairs 
Strategic Affairs Division 

Ministry of Foreign Affairs 

Phone: 972-2-530-3974 / 3276 

FAX: 972-2-530-3015 

E-Mail: miriam.ziv@mfa.gov.il 


B. Second POC / Substantive and Logistical Issues 
Eyal Propper 

Minister Counselor 

Ministry of Foreign Affairs 

Phone: 972-2-530-3073 

FAX: 972-2-530-3015 

E-Mail 1: eyal.propper@mfa.gov.il 

E-Mail 2: eyalpropper@gmail.com 


C. Third POC / Substantive and Logistical Issues 

Dr. Itshak Lederman 

Senior Director for CTBT Affairs and Special Projects 
Israel Atomic Energy Commission (IAEC) 

Phone: 972-3-646-2500 

FAX: 972-3-642-8616 

E-Mail: ilederman@iaec.gov. il 


2. (SBU) Embassy Tel Aviv\'s Gl Coordinating Officer (GICO) 
will be: 
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Michael C. Keays 

First Secretary for POL-MIL Affairs 
Political Section 

Phone: 972-3-519-7460 

FAX: 972-3-519-7484 

Unclassified E-Mail: keaysmc@state.gov 


SIPDIS 
Classified E-Mail: keaysmc@state.sgov.gov 


The back-up GICO will be: 


Peter Vrooman 

Deputy Political Counselor 

Political Section 

Phone: 972-3-519-7515 

FAX: 972-3-519-7484 

Unclassified E-Mail: vroomanp@state.gov 


SIPDIS 
Classified E-Mail: vroomanph@state.sgov.gov 


3. (SBU) Responding to ref B information on the 3rd Gl 
Conference scheduled to take place June 11-12 in Astana, 
Kazakhstan, Propper said that it is likely -- but not yet 
confirmed -- that MFA Deputy Director General for Strategic 
Affairs Ambassador Miriam Ziv will lead the Israeli 
delegation to conference. Propper promised to confirm 
Israel\'s participation and details as soon as possible. 


4. (SBU) Propper expressed appreciation for the information 
in refs C and D, observing that there are now 25 countries 
involved in the Global Initiative. He asked that we keep 
Ambassador Ziv, Dr. Lederman and him informed of Gl 
developments, and said that he looked forward to receiving 
from Washington the most current version of the Gl Plan of 
Work. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 
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SIPDIS 


DEPT IO/RHS, DRL/MLGA, EUR/PGI, USUN NEW YORK ANS US 
MISSION GENEVA 
ALSO DEPT AF/E FOR B YODER AND D MALAC 


E.O. 12958: DECL: 05/08/2012 

TAGS: PREL, PGOV, PHUM, TZ 

SUBJECT: TANZANIA TO VOTE AGAINST BELARUS ON UN HUMAN 
RIGHTS COUNCIL 


REF: STATE 58056 


Classified By: Acting Deputy Chief of Mission, Tulinabo Mushingi, for r 
eason 1.4 (b and d). 


1. (C) Ambassador Begum Taj, Head of the Multilateral 

Affairs Division at the Ministry of Foreign Affairs (MFA), 

told Poloff on May 8 that Tanzania would not vote for Belarus 

as a member on the UN Human Rights Council. \"The Government 
of Tanzania (GOT) is very sensitive on human rights. Ifa 

country is on record for failing to protect human rights, 

then we will not support them. In short, we will not vote 

for Belarus, Taj explained. 


2. (C) In addition, Ambassador Taj revealed to Poloff that 

in 2009, the GOT planned to run as a candidate for membership 
on the UN Human Rights Council. \"We were reluctant to seek 
membership this year because we felt it was too soon and we 
were concerned that the Council might end up as a defunct 
organization. If the Council proves effective, however, then 

we will most likely seek membership in 2009,\" Taj stated. 

Poloff noted that the U.S. had encouraged Tanzania to seek 
membership in 2007 due to the GOT\'s commitment to promoting 
human rights and, said that if such commitment continued, the 
U.S. would surely support Tanzania\'s candidacy in 2009. 
RETZER 
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SIPDIS 
SIPDIS 


STATE FOR EUR/UMB AND EB/TPP/MTA/IPC (JBOGER) 
STATE PLEASE PASS TO USTR FOR JGROVES/LMOLNAR 
USDOC FOR 4201/DOC/ITA/MAC/BISNIS 

USDOC FOR 4231/ITA/OEENIS/NISD/CLUCYCK 


E.O. 12958: DECL: N/A 
TAGS: ECON, ETRD, KIPR, UP 
SUBJECT: UKRAINE 2007 SPECIAL 301 NOTIFICATION DELIVERED 


REF: A. KENNEDY-KRAMER EMAIL OF 5/1 
B. STATE 56773 


1. Deputy Econ Counselor delivered ref B points and Special 301 
report language to Volodymyr Zharov, Deputy Chairman of the State 
Department of Intellectual Property, on May 8. Zharov thanked the 
USG for its recognition of progress made in recent years, and said 
he hoped the GOU\'s further efforts to improve IPR protection would 
soon result in Ukraine moving off of the Priority Watch List. He 

said he hoped Ukraine would have the opportunity to draw on U.S. 
technical expertise in effectively addressing difficult IPR 

problems, such as those identified in the Special 301 Report. 


2. Post understands that this information was also delivered by USTR 
to Deputy Minister of Economy Valeriy Pyatnytskiy during bilateral 
consultations in Washington on May 1 (ref A). 


TAYLOR 
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SIPDIS 
DEPARTMENT ALSO FOR ISN/CTR (CURRY) 


E.O. 12958: N/A 
TAGS: KNNP, MNUC, ASEC, ENRG, KCRM, PARM, TRGY, RS 


SUBJECT: RUSSIAN PARTICIPATION IN ITWG ANNUAL MEETING AND 
ROUND-ROBIN EXERCISE 


REF: A) STATE 49322 
B) STATE 57089 


1. (U) We delivered non-papers to Russian officials and entities 
encouraging participation in the annual meeting of the Nuclear 
Smuggling International Technical Working Group (ITWG) that will be 
held in Sweden, June 27-28, and an upcoming (date TBD) 
ITWG-sponsored round-robin exercise in the field of nuclear 
forensics. We delivered these non-papers to: A) Aleksandr Shilin 
and Mikhail Kondratenkov in the MFA\'s Department for Disarmament and 
Security Affairs; B) Alla Strelkova at Rosatom, who in turn passed 
them to Vladimir Ostripkov and Viktor Yerastov; and C) Mikhail 
Kriachkov, head of the International Department at the Bochvar 
Institute. 

BURNS 
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DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Portugal, Syria/Oman, Syria/France, Sharm al-Sheikh 
Conference, Mouallem-Rice Meeting, Winograd Report, Iraq, 
Palestinian Territories (5/8) 


1. Summary: Syrian papers on May 8 reported meetings on May 7 by 
President Asad and FM Mouallem with Portuguese FM Luis Filipe 
Marques Amado. Talks dealt with Syrian/Portuguese relations, the 
latest developments in the Middle East, the importance of boosting 

the European Union\'s role in dealing with regional issues, and 

Syria\'s relations with the European Union and means of boosting them 
through mechanisms based on mutual confidence. The Portuguese FM 
confirmed his country's intention, during its EU presidency next 
month, to work to boost its relations with regional states to enable 

itto play an active role in realizing security and stability in the 

region. 


On Syrian-Omani relations, papers reported President Asad\'s meeting 
on May 7 with Omani Minister of Information Hamad bin Mohammad bin 
Mohsen al-Rashedi. Both sides reiterated the importance of 
intensifying Arab efforts, particularly in the media field, to 

confront anti-Arab media campaigns. 


Papers also reported President AsadVs cable of congratulations to 
Nicolas Sarkozy on his election as President of France. President 
Asad expressed hope for improved relations between Syria and France 
to serve the interests of the peoples of both countries. 


End of summary. 
2. Selected Headlines: 


\"President Asad discusses Syrian-Portuguese relations and the EU 
role in the region with Portuguese ForeQn Minister Luis Filipe 
Marques Amado\" (Government-owned Tishreen, 5/8) 


\"President Asad confers with Omani Minister of Information Hamad bin 
Mohammad bin Mohsen al-Rashedi. 

President Asad reiterates the importance of intensifying Arab 

efforts, particularly in the media field, to confront media which 

harm Arabs and their just causes (Government-owned Al-Thawra, 5/8) 


\"President Asad congratulates Nicolas Sarkozy on his election as new 
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President of France (Government-owned Tishreen, 5/8) 


\"President of the Palestinian Authority Mahmoud Abbas calls on 
Israel to accept Washington\'s security suggestions\" 
(Government-owned Tishreen, 5/8) 


\"Israeli FM Livni holds consultations on the possibility of resuming 
peace talks with Syria\" (Independent al-Watan, 5/8) 


\"Solana: The Winograd Report might change the political situation 
in the region (Independent al-Watan, 5/8) 


\"The EU: We support participation of Iraq\'s neighboring countries 
in treating the situation in lraq\" (Government-owned Tishreen, 5/8) 


3. Editorial Block Quotes: 


Izz-al-Din al-Darwish, an editorialist in government-owned Tishreen, 
commented (5/8): \"In view of its enthusiasm in calling for the 

Sharm al-Sheikh meetings, its participation in these meetings at a 
high level, and its mobilization for their success, the Bush 
Administration has presumably realized that the deteriorating and 
catastrophic situation in lraq cannot be resolved without a 
comprehensive review of the foundations on which the occupation was 
based. After that, the US Administration must review its past 

stands, correct its mistakes, and make a connection among the issues 
and problems of the region in order to reach comprehensive and 
integrated solutions.... 


\"At the same time, Syria believes that it is high time for the US 
Administration to realize that its policies in the region and its 


unlimited support for Israel exacerbates the situation and prevents 
the resolution of the issues and problems of the region.... 


\"Therefore, Syria calls for balanced and constructive dialogue with 
the Americans and for US reasonableness in dealing with the 
region....\" 
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Dr. Buthaynah Sha\'ban, Expatriate Affairs Minister, commented in 
government-owned Tishreen (5/8): \"The United States, through the 
Sharm al-Sheikh conference, wanted the international community to 
bring it out of the bloody crisis in lraq.... US officials talk 

about security, border, and other issues without mentioning the real 
reason behind the tragedies, namely, the US occupation of Iraq, 
which is the reason behind all these bloody tragedies, which are a 
real holocaust. This tragedy will end only when occupation troops 
leave Iraq. Terrorism is a result of the war, and it came with the 
occupation.... 


\"The Sharm al-Sheikh conference represents an acknowledgement by the 
US Administration that it has failed miserably to find an exit from 

Iraq. But this acknowledgement has not reached the level of 

admitting military and political defeat and replacing the policy of 
arrogance, force, aggression, siege, and sanctions with a civilized 

policy based on dialogue. Everything that has befallen Iraq is a 

result of Bush\'s reckless war on this Arab country, which was safe 

and stable before Bush\'s war brought the tribulations of occupation, 

terror, killing, and torture of Iraqi civilians... 


\"The peoples of Palestine and Iraq are being subjected to collective 
punishment that is in fact a major crime the Bush administration is 
committing against their humanity. But the two Arab peoples will 
not rest before they regain their freedom and sovereignty over their 
land and resources....\" 


Muhammad Khair al-Jammali, an editorialist in government-owned 
Al-Thawra, wrote (5/8): \"The Winograd Commission\'s report is an 
explicit acknowledgement that Israel has failed to achieve its 
political and military objectives... 


\"The report is a condemnation not only of Israeli leaders, but also 
all those who played a secret or a public role in that war, from the 
US administration, which was the main party that decided the war, to 
the 14 February team in Lebanon, which took the side of the Israeli 
aggression....\" 
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SUBJECT: DOMINICAN REPUBLIC: NON-USG DONOR ASSISTANCE FOR 
ENVIRONMENTAL TRADE CAPACITY BUILDING 


REF: 07 STATE 54169 


1. Summary. Per reftel, emboff met with officials from the 
Secretariat of the Environment and Natural Resources 


SIPDIS 

(SEMARENA) to discuss environmental trade capacity building 
(TCB) projects in the Dominican Republic that are financed by 
non-USG donors. In total, there are nine major donors that 
support 32 major environmental TCB projects. Most projects 
are multi-year and the estimated amount is USD 160.8 million. 
The donor countries are Germany, Japan, Spain, Canada, and 
Switzerland. The multi-lateral institutions are the Inter 

American Development Bank (IDB), the European Union 
Commission (EU), the United Nations, (UN) Development 
Program (UNDP) and the UN Food and Agriculture Organization 
(FAO). Most of these projects will improve the Dominican 
Republic\'s capacity to implement and benefit from the 
Dominican Republic-Central America-United States (CAFTA-DR) 
regional free trade agreement. End Summary. 


2. The donors are broken out as follows: 


Countries 

-Germany, two donors: Gesellschaft fur Technische 
Zusammenarbeit (GTZ) and Deutscher Entwicklungsdienst (DED) 
-Japan: Japan International Cooperation Agency (JICA) 

-Spain: Spanish Agency for International Cooperation (AECI) 
-Canada: Canadian International Development Agency (CIDA) 
-Switzerland: Swiss Association for International Cooperation 
(HELVETAS) 
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Multi-lateral institutions 

-Inter American Development Bank (IDB) 

-European Union Commission (EU) 

-United Nations Development Program (UNDP) 

-United Nations Food and Agriculture Organization (FAO) 


3. The majority of the donor programs can be categorized 

under the four themes of the CAFTA-DR Environmental 
Cooperation Agreement (ECA). For clarification purposes, 

each program lists the donor, the program\'s focus, the 
program\'s name, a brief description of the program, the 

amount funded, and the length of the program. The programs 
included in this cable compliment many of the USAID CAFTA-DR 
projects in the Dominican Republic. USAID meets with donors 
semi-annually to ensure that there is no duplication or waste 

of resources. 


A) Institutional Strengthening for Effective Implementation 
and Enforcement of Environmental Laws 


1) (GTZ) Bilateral project - Natural Resources Management 
project: supports natural resource policy formulation, 
institutional strengthening, decentralization/municipal 
environmental management, watershed management, and 
development of sustainable/profitable natural resource 
management pilots, (USD 7.9 million), (3-yr, 2006-2009). 


2) (GTZ) Regional project (Dominican Republic and Haiti) ) 
The Artibonito river: promotes institutional strengthening 
and development of sustainable/profitable natural resource 
management pilots, (USD 2 million), (3-yr, 2004-2007). 


3) (GTZ/DED) Regional project (Dominican Republic, Haiti and 
Honduras) ) Fight against desertification: provides support 

to Technical Inter-Institutional Groups (GTI) and Local 

Working Teams (CTL); supports Development of National Action 
Plans (PAN) to combat desertification; supports civil society 
participation and institutional strengthening, (USD 1.4 

million) (5-yr, 2003-2008). 


4) (DED) Bilateral project ) Automation and documentation of 
experiments and methodologies: provides assistance in the 
preparation and automation of manuals and regulations; 
provides training on associated technical equipment, (USD 
14,960) (1-yr, 2005-2006). 


5) (DED) Regional project (Dominican Republic, Haiti and 
Honduras) ) Fight against desertification: supports 
coordination among government organizations and 
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non-government organizations (NGOs) to implement the United 
Nations Convention to Combat Desertification (UNCCD), (USD 
510,000) (4-yr, 2003-2008). 


6) (DED) Bilateral project ) Sustainable rural development 
in the Joca and Artibonito watersheds: develops community 


land-use plans, sustainable agriculture/soil conservation 
models and implements community reforestation projects, (USD 
204,000) (2-yr, 2004-2006). 


7) (DED) Bilateral project ) Strengthen municipal 
environmental management: provides policy assistance 
(national and local) for municipal environmental management, 
inter-institutional coordination, institutional 

strengihening, and decentralization, (USD 394,400) (4-yr, 
2003-2007). 


8) (DED) Bilateral project ) Municipal environmental 
management planning: provides planning assistance and 
training on municipal environmental management, institutional 
strengthening, and decentralization, (USD 503,200) (4-yr, 
2003-2007). 


9) (AECI) Bilateral project ) Water supply and sanitation: 
supports surface-water source protection, reforestation, 
agro-forestry, environmental education, institutional 
strengthening, and disaster mitigation, (USD 2.72 million) 
(4-yr, 2006-2010). 


10) (JICA) Bilateral project ) Sustainable management of the 
Upper Sabana Yegua Dam watershed: provides assistance in 
watershed management, agro-forestry, irrigated agriculture, 
prevention/control of forest fires, community participation 

in environment management, and GIS/GPS training, (USD 4 
million) (3-yr, 2006-2009). 


11) (JICA) Bilateral project ) Development study for the 
management of solid waste in Santo Domingo: supports 
public-private partnerships for waste management, which 
involves citizen participation; promotes hospital/natural 

disaster waste management, (USD 2 million) (2-yr, 2005-2007). 


12) (JICA) Bilateral project ) National Strategic Plan for 

the development of Ecotourism in the Dominican Republic: 
helps develop a national ecotourism strategy. (USD 2 million) 
(2006-TBD). 


13) (JICA) Bilateral project ) Environmental Information 
Center: promotes the development of a national center that 
provides environmental information and education to the 
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public, (funds and timeline - TBD). 


14) (JICA) Bilateral project ) Scholarship program: provides 
training on natural resource management, ecotourism 
planning/management, eco-construction, and capacity building 
on the Kyoto Protocol, (USD 40,000 per course) (1-yr, 
2006-2007). 


15) (FAO) Bilateral project ) Revision of the National 

Forestry Academy\'s curriculum: revises competence targets for 
technical-level participants and redesigns curriculum, (USD 
177,000) (2.5-yr, 2004-2006). 


16) (FAO) Bilateral project ) National Action Plan, the 

Fight against Desertification, and revision of operating 
procedures of the Dominican technical inter-institutional 
group (GTI): prepares training materials and modules, revises 
GTI procedures, and assists in the development of the 
National Action Plan (PAN), (USD 25,500) (1-yr, 2005-2006). 


17) (EU) Bilateral project ) Repair environmental damage 
caused by mining: provides technical assistance in repairing 
the Rosario gold mine\'s environmental damage, in mapping, in 
developing risk assessments of mining assets, in 

institutional strengthening, and in mining and protecting the 
environment, (USD 20.5 million) (5-yr, 2005-2010). 


18) (EU) Bilateral project ) Water sanitation program in the 
border region: promotes increased access to water and 
sanitation services and conducts risk management assessments 
in the Dominican Republic-Haiti border zone, (funds-TBD) 

(3-yr, 2006-2009). 


19) (IDB) Bilateral project ) Watershed and coastal zone 
management: provides loans in the planning stage; additional 
activities TBD (USD 50 million) (5-yr, 2007-2012): this 
project is currently in its development stages. 


20) (IDB) Bilateral project ) Prevention of disasters and 

risk management: provides risk prevention at the local level; 
incorporates risk into educational programs and national 
planning, (USD 5 million) (2.5-yr, 2006-2009). 


21) (CIDA) Regional project (Dominican Republic and Haiti) ) 
Watershed management of the Artibonito river region: supports 
poverty alleviation through sustainable natural resource 
management in the Artibonito watershed; foments watershed 
co-management initiatives; increases natural resource 
management capacity, and improves rural infrastructure, (USD 
9 million) (7-yr, 2004-2011). 
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B) Biodiversity and Conservation 


1) (HELVETAS) Bilateral project ) Sustainable use of natural 
resources: promotes biodiversity, soil conservation, water 

source protection and development, integrated natural 

resource management, ecotourism, and micro-credit development 
and planning, (USD 434,600) (3-yr, 2003-2006). 


C) Market-Based Conservation 


1) (DED) Bilateral project ) Commercialization of 
agro-forestry products in the buffer zones of the Loma 
Guaconejo Scientific Reserve: supports cocoa organic 
certification and quality improvements, cocoa/coffee/coconut 
commercialization, institutional strengthening, and 
environmental education, (USD 435,000) (3.5-yr, 2003-2006). 


2) (DED) Bilateral project ) Watershed protection in the 

Upper Yaque del Norte River Watershed: provides assistance in 
forestry/agriculture management and commercialization, 
community development, and organizational strengthening, (USD 
510,000) (2-yr, 2005-2007). 


3) (DED) Bilateral project ) Ecotourism in the Loma Quita 
Espuela Scientific Reserve: supports ecotourism marketing and 
infrastructure, and provides training to communities on 
ecotourism services and environmental education, (USD 17,700) 
(2-yr, 2004-2006). 


4) (DED) Bilateral project ) Commercialization of wood and 
agro-forestry products: provides technical assistance in wood 
processing and marketing, agricultural product 
commercialization, and institutional strengthening, (USD 
312,800) (2.5-yr, 2000-2006). 


5) (DED) Bilateral project ) Ecotourism in protected areas: 
promotes ecotourism marketing, a public monitoring system, 
inter-institutional coordination, and ecotourism training, 
(USD 69,360) (5-yr, 2002-2007). 


6) (AECI) Bilateral project ) Araucaria XXI 

Project/Enriquillo: provides training in the management of 

natural resources and protected areas, integrated 
micro-watershed management; supports sustainable development 
activities, institutional strengthening, and municipal 

environmental management, (USD 4.76 million) (4-yr, 
2005-2009). 
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D) Improved Private Sector Environmental Performance 


Non-USG donor programs do not have any projects in this area. 


E) The following programs are not directly related to the ECA: 


1) (GTZ) Bilateral project ) Prevention against natural 
disasters: provides assistance in the development of 
agro-forestry and reforestation systems, flood protection 
(construction of retaining walls), sustainable agriculture 

and water management, (USD 3.4 million) (2.5-yr, 2006-2008). 


2) (FAO) Regional project (Latin American and Caribbean 
countries) ) Development of a regional cooperation strategy 

for the prevention, control and combat of forest fires: 

promotes a regional forest-fire prevention strategy, control 

and combat plan; and establishes three regional forest-fire 
prevention networks (CAM, Caribbean and South America), (USD 
265,000) (1-yr, 2005-2006). 


3) (EU) Bilateral project ) Prevention of and preparedness 
for natural disasters: provides assistance in the development 
of a disaster prevention information network; promotes the 


increase of disaster management capabilities, and improves 
emergency management at the national level, (USD 8.84 
million) (4-yr, 2006-2010). 


4) (UNDP) Bilateral project ) Environmental sustainability 
management and risk management in the event of emergencies 
and disasters: helps establish a national risk management and 
disaster prevention/preparedness system; helps implement 
natural resource protection plans in degraded watersheds, and 
develops disaster prevention and awareness programs, (USD 
24.3 million, other agencies USD 8.27 million) (4-yr, 
2007-2011). 

BULLEN 
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BOGOTA PLEASE PASS TO D PARTY, STATE PLEASE PASS TO USOAS 
AND DRL 


E.O. 12958: DECL: TEN YEARS 
TAGS: PGOV, PREL, EC 
SUBJECT: CONSTITUENT ASSEMBLY RACE BEGINS 


REF: A. QUITO 768 
B. QUITO 957 


Classified By: PolOff Erik Martini for reasons 1.4 (b&d). 


1. (U) This message contains an action request for DRL and 
WHA/USOAS. See para 18. 


2. (SBU) Summary: With national constituent assembly 
elections officially announced for September 30, Rafael 
Correa\'s undiminished popularity makes his Alianza PAIS 
movement the party to beat. Although polling information is 
still sparse, the Ecuadorian public clearly has 

unrealistically high expectations about what the Assembly is 
likely to accomplish. Legal complexities and uncertainties 
continue to dog the process. Key unresolved issues are 
related to the apportioning scheme that will apply to the 
vote, and whether the Assembly will use its unlimited power 
to dissolve Congress or circumvent it by enacting its own 
laws while in session. 


3. (C) With democratic institutions already weak and 

damaged, most Ecuadorians are comfortable with the high risks 
of the assembly process as a chance for change. USG 
democracy interests will be supported by close electoral 
monitoring through the OAS mission and/or civil society 
organizations to promote an informed electorate and the most 
plural assembly possible. End Summary. 


Election Process Underway 
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4. (U) The Supreme Electoral Tribunal (TSE) on April 24 
convoked Assembly elections for September 30. The TSE has 
published signature gathering regulations and the 45 day 
period for gathering candidate signatures opened on May 5 and 
will close June 18. In a break with past practice, the TSE 

ruled that eligible voters may support with signatures as 

many candidates as they are eligible to vote for. For 

example, a voter from Pichincha province may sign the rosters 
of up to 24 national and 14 provincial candidates. (With a 

total of 130 assembly seats to be elected, 24 are elected 
nationally, 6 from abroad, and 100 seats are divided among 
the provinces based on population.) 


5. (U) Voting and vote counting procedures will be 
complicated by the expected plethora of candidates from which 
to select. If, as was the case during the 2006 congressional 
election, 17 political parties or movements were to present 
slates of candidates, in Pichincha province voters would 
select up to 38 Assembly members from among lists of 408 
national candidates and 238 provincial candidates. After a 
period of legal challenges, sometime in August the 45 day 
campaign period would open, ending shortly before elections 
on September 30. Under the electoral statute, public 
financing will be provided to guarantee candidates equal 
access to the media--private financing is banned. 


All Eyes on Alianza PAIS 


6. (U) Major polling firms have not yet tested the assembly 
election waters, since parties and movements have not yet 
announced and registered their candidates. However, a recent 
telephone poll by a lesser known firm put Alianza PAIS ahead 
in every province, capturing anywhere from 48% to 38% of 
voter preferences. The poll predicted that Alianza PAIS 

would win 84 seats in the 130 member Assembly. (Note: Under 
the Assembly statute only 66 votes are needed to pass any 
measure.) The respected CEDATOS/Gallup firm on April 24th 
showed President Correa\'s national approval rating at 76%, up 
from 69% before the April 15 referendum; negative opinions of 
Correa\'s performance were at only 17%. 


Major Problems Still Unresolved 


7. (C) The TSE has yet to define the \"proportional\" method 

of apportioning Assembly seats. Minister of Government 
Gustavo Larrea told the Ambassador on May 2 that the 
government has requested that the TSE depart from Ecuador\'s 
traditional system of proportional representation by 

prohibiting voting by lists and implementing a \"winner take 

all system. TSE International Affairs Chief Jose Teran told 
PolOff on May 4 that the issue would be decided in the coming 
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week. 


8. (C) Eliminating voting by party list (i.e. checking a box 
by the party logo instead of checking each individual 
candidate name or splitting one\'s votes between different 
party lists, all of which was permitted in the last election) 
would favor candidates with the greatest name recognition. 
Dropping proportional representation would greatly strengthen 
the position of the party winning a plurality in the 
Assembly, currently expected to be PAIS. Voting by party 
list is most prevalent in poor districts where voters who are 
less aware of candidate names choose the convenience of 
voting by party. 


9. (C) The electoral statute provides the Assembly with 

\"full powers to transform the institutional framework of the 
State and elaborate a new Constitution.\" This conceptual 
construct leaves room for interpretation, fueling debate over 
whether the Assembly would have the authority to immediately 
dissolve Congress and other democratic institutions. 

President Correa has generally avoided comment on whether the 
Assembly would dissolve Congress, except to deny that he 
intended to do the same. MinGov Larrea has been less 
circumspect, publicly asserting that the Assembly\'s unbounded 
power would extend to acting immediately to reform existing 
institutions, rather than waiting until the new constitution 

is approved by referendum. Most political actors, including 
some in the Correa administration, privately predict that an 
Assembly with a pro-government majority would dissolve 
Congress as a matter of course. 


10. (C) On May 4 TSE International Affairs Chief Jose Teran 
showed PolOff a proposal received by the TSE for consulting 
services from a group of political and election experts in 
Caracas. He has been instructed to evaluate it and make a 
recommendation to the TSE President. Teran showed PolOff a 
competing bid by IFES, which would have a better chance of 
winning, he said, if it were the low bidder. Teran said a 
decision would be made by the TSE this week. 


Candidates Emerging 


11. (SBU) With parties and movements still settling on their 
candidate lists and beginning to gather signatures, few 
national candidates have yet captured the public eye (Ref A). 
Some failed presidential candidates, (Leon Roldos from the 
RED movement and Gilmar Gutierrez of the PSP likely among 
them), are expected to mount credible campaigns for the 
national seats. PRIAN leader Alvaro Noboa is not expected to 
run. Patriotic Society Party leader Lucio Gutierrez is still 
barred from running-- but his brother Gilmar is expected to 
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head the PSP ticket. Democracy activists such as Humberto 
Mata, Cesar Montufar and Mae Montano have told EmbOffs that 
they will run for the national Assembly seats, presenting 
alternatives to the traditional parties and Alianza PAIS. 


12. (SBU) Current and former Congressional deputies who have 
not been affected by the Congress dispute, such as RED 
deputies Martha Roldos and Dolores Padilla, will also likely 
step down from Congress to run. Most of Alianza PAISVs 
well-known figures are already in government, and would also 
have to step down from office to run. Correa\'s relatives are 
interested in joining the bandwagon, with brother Fabrizio 

and sister Pierina initially forming a party with the acronym 
\"RCD\" (Citizen Revolution in Democracy--also the president\'s 
initials). Apparently they did not check with their brother 
beforehand. When press criticized the move, Correa publicly 
disavowed it and the RCD was stillborn. 


13. (U) An upcoming area of likely controversy will be the 
TSE\'s ruling on legal candidates. Many fear that potentially 


SIPDIS 

strong opposition candidates could be found technically in 
violation of enrollment and certification requirements, as 
the system does not currently provide a creditable and 
transparent process for these decisions or appeals. 


Electoral Observation Efforts Needed 


14. (U) The OAS and others are already embarked upon or 
planning election observation efforts. A perennial fraud 
concern is that partially marked ballots could be filled in 
fraudulently by corrupt local election officials. This 

concern is amplified by the large number of candidates and 
the likelihood that many voters will only mark the few 
candidates that they recognize among the sea of candidates 
they do not. The signature requirement, campaign spending 
limits, a complex quick count, qualification challenges, and 
a contentious campaign all offer potential for conflict. 


15. (C) Citizen Participation (PC), Ecuador\'s premier 

electoral watchdog with the largest election day observation 
coverage (3,000 volunteers in 2006, compared to approximately 
150 from the OAS), hopes to mount a broad election monitoring 
effort for the Assembly to address these problems. 
Unfortunately, USAID lacks funding to support such an effort. 
USG funding to the OAS could offer an alternative funding 
source, if the OAS is willing to share funds by contracting 

PC to organize the quick count. Others hope the EU might 
chip in with an observation mission of its own, as in the 

2002 elections. The British DCM in Quito told DCM on May 2 
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that there is little consensus within the EU Missions 

regarding support of observation efforts, but the EU might be 

persuaded to contribute to the OAS EOM. The Carter Center 
has been invited by the GOE to open an office to help monitor 
the elections and assist the Assembly. 


Comment and Action Request 


16. (C) Despite persistent political theater involving a 
disputed Congress (Ref B), the Assembly will have free rein 
to reform the Ecuadorian state once it takes office in 
October. With President Correa riding high in public 
opinion, early handicapping points to Alianza PAIS winning a 
dominant share of the Assembly delegates. Eliminating 
proportional representation would further consolidate PAIS 
dominance. With the traditional party opposition on the 
ropes after failing to delay the elections, there is limited 
room for new faces and movements to offer alternatives to 
PAIS\ blind support for Correa\'s (still undefined) 
institutional change agenda. 


17. (C) Given the Assembly\'s inevitability, USG democracy 
interests include a fair, transparent and inclusive election 
process, resulting in a more legitimate and representative 
Assembly. Though this would offer no guarantee of preserving 
other USG interests that could be affected by the Assembly\'s 
actions, USG support for the OAS mission, PC and other 
non-partisan civil society groups, would help ensure a result 
more likely to lead to democratic stability here, which has 

been elusive in recent years. 


18. (C) Action Request: We recommend the Department 
contribute to the OAS election observation mission and 
consider urging EU governments to contribute to OAS efforts 
in what will be a contentious and complex election. The OAS 
should be encouraged to collaborate with national observers 
to broaden its quick count coverage. We also request the 
Department consider allocating democracy contingency funding 
to take advantage of targets of opportunity to make the 
Assembly election and Assembly functioning more democratic. 
The immediate opportunity we see would be to partially fund 
IFES\' proposed technical assistance to the TSE, making it 
competitive with the Venezuelan competition. Post will email 
the IFES proposal to DRL and USAID. 


JEWELL 
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E.O. 12958: N/A 

TAGS: PGOV, TU 

SUBJECT: TURKISH PARLIAMENT HOLDS RAUCOUS DEBATE OVER 
CONSTITUTIONAL AMENDMENT PROPOSAL 


REF: ANKARA 1071 AND PREVIOUS 


1. (U) After contentious debate on May 7, parliament held the 
first round of voting on a controversial constitutional 
amendment package to move toward direct presidential 
elections, with 361 MPs voting in favor. A required second 
vote is scheduled for May 10. The ruling Justice and 
Development Party (AKP) wants to send the package to 
President Sezer with at least 367 votes supporting. Sezer is 
expected either to withhold action until parliament recesses 
or veto the proposal. The parliamentary debate was 
particularly raucous, reflecting the current tense political 
atmosphere. Many deputies would prefer to leave changes of 
this magnitude to the next parliament. Turkey\'s influential 
business association, TUSIAD, recently issued a statement to 
the same effect. 


2. (U) AKP has suspended a separate constitutional amendment 
package that would lower candidate\'s age from 30 to 25 and 
put independent candidates\' names on the main ballot instead 
of separate slips. Parliament approved the proposal in the 

first round of voting on May 6 but has cancelled the required 
second round. Although AKP and opposition parties support 

the changes, the package was shelved for procedural reasons 
related to when candidates must declare. 


3. (U) Still unresolved is whether parliament can continue to 
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conduct business. Some argue that parliament can keep 
working so long as the presidential election process 
continues. Others maintain that parliament will recess 

closer to May 15, the constitutionally mandated end of the 
presidential election process. Parliament\'s Foreign Affairs 
Committee Chair said, without hesitation, May 17. Other AKP 
MPs told us they plan to conduct business until June 4, when 
candidate lists will be finalized and candidates will hit the 
campaign trail full-time. 


4. (U) With parliamentary elections set for July 22, the 
election calendar clock is ticking. Civil servants planning 

to run must resign by COB May 8. Potential candidates are 
busy lobbying party leaders, who must submit their candidate 
lists to the Supreme Election Board by June 8. AKP 
reportedly cautioned some senior officials and mayors, 
including PM Erdogan\'s Foreign Policy Advisor Ahmet 
Davutoglu, to consult with the party before resigning. As 
required by the constitution, the GOT replaced three key 
ministers with independent technocrats on May 8: Justice U/S 
Fahri Kasirga will serve as Justice Minister; Kayseri 
Governor Osman Gunes will serve as Interior Minister; and 
Maritime Affairs U/S Amet Yilmaz will act as Transportation 
Minister. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 


107226 

RR RUEHBZ RUEHDU RUEHJO RUEHMR RUEHRN 

DE RUEHLU #0443/01 1281436 

ZNR UUUUU ZZH 

R 081436Z MAY 07 

FM AMEMBASSY LUANDA 

TO RUEHC/SECSTATE WASHDC 3939 

INFO RUCNSAD/SOUTHERN AFRICAN DEVELOPMENT COMMUNITY","UNCLAS SECTION 01 OF 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR USAID 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, AO 

SUBJECT: GROUPS IN ANGOLA CALLING FOR EXTENDING VOTER 
REGISTRATION PERIOD 


Column 3 
REF: A. LUANDA 217 


B. LUANDA 163 


1. (SBU) Summary: With less than six weeks to the conclusion 
of the voter registration period on June 15 2007, opposition 
parties and other groups are publicly urging the government 

to extend the voter registration period, arguing that due to 

the poor road network and unusually heavy rainfall the 
majority of potential voters outside major cities and urban 
centers have not registered. While the quality of the 
registration process has uniformly been viewed favorably, the 
pace has slackened and rural voters have not yet been given 
the opportunity to register. The rainy season has made 
registration logistics more difficult and it is unclear that 

the GRA will be able to reach these rural voters in a timely 
manner. Extending the voter registration period by a several 
months would not jeopardize the possibility for a summer 2008 
election, but given the lack of an election timetable, it 

could undermine the people\'s credibility in elections. End 
Summary. 


June 15 Approaching too Quickly 

2. (SBU) What started as a call by minor opposition parties 
to extend elections, has now gained support of other more 
credible political parties and prominent individuals to 

extend the voter registration period, currently set to end on 
June 15, 2007. Beginning on April 13, 2007, the Council for 
Opposition Parties &CPO8 was the first to request that the 
government consider the possibility of extending the 
registration period until March 2008, to enable the yet to be 
accessed rural potential voter to register (NOTE: The CPO is 
a conglomeration of 35 small parties with no parliamentary 
representation nor any sign of commanding a potential 
electoral group. Their call to extend the registration period 
is also a thinly disguised opportunity to garner more 
funding. The GRA supported all parties, regardless of size, 
with funding for their monitoring activities (reftel B) and 
might be expected to provide additional funding were the 
election period to be extended. END NOTE). 


3. (U) In response to the CPO,s request the head of the 
Electoral Implementing Commission (CIPE), Virgilio de Fontes 
Perreira stated that the government believes the registration 
process is still on course, confirming that over 4 million of 

the 7.5 million estimated potential voters have been 

registered. The government plans on increasing the number of 
registration brigades from the current 381 to 509 making them 
available throughout the 164 municipalities that make up 
Angola,s local government districts. However, Perreira said 
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that the government would not completely exclude the 
possibility of an extension, if by May 15, the numbers 
indicate the government is falling behind the estimated 
target. He reiterated that the government is still working 
towards the goal of concluding the registration period on 
June 15. 

4. (U) On April 19, Jorge Kengule, president of the 
AD-Coalition, a party with one seat in parliament advocated 
for a six month extension until December 2007. On April 21, 
FNLA interim president Ngola Kabangu called on the government 
to work with political parties to attain a consensus on the 
best date to conclude the voter registration period. On 

April 27, PRS Parliamentarian Bernardo Lindo Tito urged the 
government to extend the registration period, due to climatic 
and infrastructure delays. The MPLA,s youth wing has also 
called for an extension, and others are jumping onto the 
extension bandwagon. 


Process Getting High Marks, but Progress Slow 

5. (SBU) Most independent groups and even the major 
opposition parties agree that the voter registration process 
has been conducted fairly. The National Platform NGO, which 
conducts registration monitoring recently released data 
summarizing its monitoring activities and gives the process 
high marks (septel). However, there is concern that at the 
current pace the government won,t be able to reach all 

eligible voters by June 15. Unusually heavy rains have made 
deployment of registration brigades to rural areas outside 
either the provincial capitals or larger cities particularly 
difficult. Further, as the brigades go further outside the 

towns and cities, more of the working day will be consumed by 
transportation time than by actual registration hours, 
effectively limiting the brigades, productivity. In 

addition, the government hasn,t provided a full schedule for 
registration brigade deployment to rural communities. Note: 
This is probably due to lack of capacity in logistics 

planning. However, the CIPE will need to plan to take 
advantage of the dry season. End note. 
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Political Will 

6. (SBU) COMMENT: The minor opposition parties are 
particularly interested in extending the registration period 
in the hope of securing more funding from the government, 
given their USD 200,000 payment per party in early 2007 
(reftel B). However, there are now a number of reasonable 
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voices joining the chorus for extending the time frame. At 
the current pace, the government will not be able to reach 
all 7.5 estimated voters by June 15. While the CIPE has 
expanded hours and days for registration it still has not 
deployed the entire number of brigades (381 of 509) hired. 
In addition, despite its fully computerized registration 
system, the CIPE has released very few registration 
statistics in the last two months making it extremely 
difficult to track the campaign,s progress, or lack thereof, 
across the provinces. 


7. (SBU) Government and opposition alike agree that the full 
pool of eligible voters must be given an opportunity to 
register. The reason for the consensus is historical as many 
blame the renewed fighting after the 1992 elections on the 
fact that rural voters, thought to mostly support UNITA, were 
purposefully under-represented. NGO\'s and opposition groups 
are concerned, however, that a delay in registration could be 
used as an excuse to delay the elections and thus undermine 
voter confidence in the electoral process. There is general 
agreement that voter registration could be extended by 
several months without jeopardizing a summer 2008 election 
date, but it is unclear what a prolonged delay would do to 

the election\'s credibility. Local actors are trying to 

impress on the GRA that by prolonging the registration period 
without announcing an electoral timetable, it becomes almost 
impossible to maintain credibility in the eyes of potential 
voters and the international community. End Comment. 
FERNANDEZ 
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1. (SBU) On May 4 we shared reftel message on continued G8 support 
for global malaria control programs with Russian Government 

officials at the MFA\'s International Organizations Department, the 
Health and Social Development Ministry\'s International Department, 
and the International Department of the Federal Surveillance Service 
for Consumer Rights Protection and Human Well-Being 
(Rospotrebnadzor). On May 8 Senior Counselor Nikita Sikachov in the 
MFA\'s International Department told us that Russia does not plan to 
make additional commitments on malaria in the near term beyond the 
$20 million already committed as part of the infectious diseases 

focus of Russia\'s 2006 G8 Presidency. 


BURNS 


107228 

PP RUEHDBU 

DE RUEHMO #2128/01 1281438 

ZNY CCCCC ZZH 

P 081438Z MAY 07 

FM AMEMBASSY MOSCOW 

TO RUEHC/SECSTATE WASHDC PRIORITY 0053 

INFO RUCNCIS/CIS COLLECTIVE PRIORITY 

RUEHXD/MOSCOW POLITICAL COLLECTIVE PRIORITY","C ON FIDENTIAL SECTION 01 OF 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 04/25/2017 

TAGS: PREL, MARR, PGOV, ETRD, PHUM, OSCE, UNSC, GG, UP, RS 
SUBJECT: ASSISTANT SECRETARY FRIED\'S MEETING WITH RUSSIAN 
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Classified By: Ambassador William J. Burns. Reason: 1.4 (b, d) 


SUMMARY 


1. (C) EUR A/S Daniel Fried and Russian DFM Grigoriy Karasin 
focused on Georgia and Ukraine during an April 23 discussion 
in Moscow lasting over an hour. Fried noted recent progress 
from the Georgian side (the release of an Abkhaz official 
arrested by the Georgians, toned-down rhetoric) and called 

for reciprocal steps both from the Abkhaz (release of 

arrested Georgian students, willingness or dialog without 
preconditions) and Russians (end to border closures, 

transport and import bans). Fried said it is time to work 
towards a visit to New York by Abkhaz \"FM\" Shamba. Karasin 
favored gradual Russian normalization with Georgia, but 
focused on the \"alternative\" governments the Georgians have 
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set up in Abkhazia and South Ossetia as obstacles to 
progress, and stressed repeatedly that the de facto Sukhumi 
and Tskhinvali authorities are \"internationally recognized" 
as parties to the conflicts and participants in negotiations 

to resolve them. 


2. (C) On Ukraine, both Fried and Karasin reiterated the U.S. 
and Russian positions of refusal to interfere. Both saw the 
current crisis as an internal political issue that the 

Ukrainians must resolve by themselves. Karasin said that 
neither Yushchenko, nor Yanukovich, nor Moroz were interested 
in violence, but slammed Tymoshenko as having a \"relative\" 
interest in seeing the situation spiral out of control. End 
Summary. 


ABKHAZIA 


3. (C) Fried led off with the good news of the Georgian 
release of \"Abkhaz\" Gali official Chakaberia. He said that 
after his last conversation with Karasin, he had asked DAS 
Matt Bryza to work with the Georgian authorities towards the 
release, and the result had just come through. He hoped the 
Abkhaz would respond by releasing the three Georgian 
protestors they have been holding. Karasin said he would 
telephone Abkhaz de facto leader Bagapsh with the news, and 
asked about the second Gali official who was abducted and is 
allegedly being held by the Georgians -- that would be the 
first question Bagapsh would ask him. 


4. (C) Fried raised the ongoing discussion about prospects 

for a visit by Abkhaz \"FM\" Shamba to New York. Now that we 
have UNSCR 1752, it would be useful to develop a way forward 
on Abkhazia in which Shamba\'s participation in an informal 
\"Geneva-style\" meeting in New York could play a part. Other 
parts of the way forward could include parallel progress on 
CBMs approved by the Friends in Geneva, such as improvements 
in the situation of Georgians in Gali, Abkhaz-Georgian 

business contacts, direct dialog between the Georgian 
President Saakashvili and de facto Abkhaz leader Bagapsh, and 
return of internally displaced persons. The point was that 
Shambal's visit to New York should itself be a CBM, not for 
\"polemical purposes.\" 


5. (C) Karasin asked whether the \"Geneva-style\" meeting meant 
an \"aria-style\" meeting, and Fried clarified that it did not. 

Karasin said that Shamba wanted to explain Abkhaz positions 

to UNSC members. Fried reiterated that the visit should not 

be for polemical purposes, but should contribute to progress. 
Karasin continued that Shamba\'s inability to meet with UNSC 
members in New York is eroding Abkhaz confidence in the UN. 
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Shamba might himself refuse to visit the UN. But such a 

visit is important to us all, Karasin maintained: the Abkhaz 

are an \"internationally recognized party to the conflict," 

and has the right to express its point of view at the UN as a 

sign of the attention of the international community to the 
Abkhaz point of view. \"The Abkhaz leaders are normal people." 


6. (C) Fried responded that we are asking the Abkhaz to show 
they are serious by reciprocating Georgian steps with their 
own steps such as releasing their hostages or agreeing to a 
Bagapsh-Saakashvili meeting. The U.S. does not have a hard 
and fast list of conditions or demands. lt would, however, 

be good if the Abkhaz can help develop positive momentum 
towards a settlement. Otherwise, the Shamba visit would just 
be polemical, just the latest in many attempts by both sides 

to gain \"foolish advantage.\" \"If it\'s important to you,\" 

Fried said, \"let\'s work towards it together. \"Message 
received,\" Karasin replied. 


7. (C) Karasin asked for the U.S. reaction to UNSCR 1752, 
which renewed the mandate for UNOMIG. Fried said the U.S. 
views it positively, especially the confirmation of CBMs 
elaborated by the Friends in February. They are the basis 
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for moving ahead with a positive dynamic. He said the 
Georgians are responding. For example, there was no 
propaganda campaign after the March 11 attack in Kodori. 
Karasin said the Russian view of 1752 is equally positive. 
From a Russian point of view, 1752 called for Georgian 
restraint in Kodori and reaffirmed 1716. Karasin praised the 
flexibility of the negotiators that led to a substantive 
resolution, not a technical rollover. 


8. (C) Karasin warned that Kodori is still tense, with 

potential for new clashes. The Russian PKF is \"decisive\" but 
the Russian military leadership fears new provocations from 
Georgia and will take steps to counter them. The General 
Staff has shared evidence with Karasin that the Georgians are 
increasing the quality and quantity of their troops in 

Kodori. Karasin had promised to speak to the U.S. about 
that. He warned, \"We should be precise: we won\'t let anyone 
use force.\" He understood that the U.S., too, opposes the 
use of force. Both Russia and the U.S. need to maintain that 
position, he said. 


9. (C) Karasin raised Georgia\'s refusal to sign an agreement 
on the non-use of force. Fried pointed out that the draft 
documents on the non-use of force are part of a package with 
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documents on IDP returns, and are recognized by 1752 as part 
of the same package. Karasin said that the Georgians are 
refusing to register their IDPs. Thus if we bind the two 
documents together too literally we will wait a long time for 
both. Fried replied that the Georgians have made repeated 
unilateral statements denying the intention to use force. 

They object to any agreement that confers greater legitimacy 
on the Sukhumi authorities, or an analogous agreement with 
Tskhinvali. Russia and the U.S. need to work together to 


SIPDIS 

fulfill 1752 by defining IDP return in such a way that both 

it and an agreement on the non-use of force become achievable 
goals. Russia has a list of things it wants accomplished, 

such as the Shamba visit and an agreement on the non-use of 
force. These are reasonable. Georgia has a list as well, 
including IDP return. This, too, is reasonable. We need to 

put these on a joint list of things to be accomplished. 


SOUTH OSSETIA 


10. (C) Karasin mentioned that a Russian interagency 

delegation had left that day for Tbilisi. It was headed by 

DPM Bukayev, and would carry out a needs assessment for South 
Ossetia, inviting Georgian government officials along. 

(Note: Bukayev outraged Georgia last year by attending a 

\"joint\" meeting of the North Ossetian government and 

Tskhinvali authorities and calling for unification. End 


SIPDIS 

note.) Karasin said Russia wants its humanitarian assistance 
to South Ossetia, while through its own channels, to be fully 
transparent to Georgia and the OSCE. 


11. (C) Karasin decried Georgian sponsorship of the Sanakoyev 
\"alternative regime\" in Kurta. He said this act cancels out 
any CBMs. It makes the situation unstable and dangerous. 
Saakashvili has visited Kurta, and is financing Sanakoyev. 
Russia has knowledge that Georgia has emplaced 150 special 
forces personnel under police cover near Kurta. This 
represents a danger. It will be even more dangerous if the 
international community starts to deal with the Sanakoyev 
structure, which is now supported by a new Georgian law. All 
this makes Kokoity and others nervous. It would be much 
better to focus on peaceful development, as Russia does, by 
providing infrastructure, roads, hospitals and schools. 


12. (C) Fried answered that the U.S. is aware of the new 
checkpoints and the military outpost outside Kurta. We are 
looking into it to determine whether this is a legitimate 
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police presence or a violation. He reminded Karasin that 
Sanakoyev is neither more nor less legitimate than Kokoity. 
Karasin cut in, saying Fried\'s assessment was \"not polite.\" 
There is an important difference between the two, in Russia\'s 
view: Kokoity is an \"internationally recognized party to the 
conflict" Tskhinvali is an "internationally accepted member 
of various structures.\" 


13. (C) Fried replied that the U.S. urges Georgia to have 

contact with Kokoity. But Fried would not advise the Russian 
Federation to wrap its reputation around Kokoity, whose 

regime produces counterfeit U.S. hundred dollar bills. EUR 

DAS Bryza had encouraged the Georgians to focus their new law 
on the structure of autonomy, not on persons. It was the 
deprivation of autonomy that had led to the conflict in the 

first place. Thus Russia should look upon the new law as a 
useful element. 


14. (C) Karasin repeated that this is \"playing with fire.\" 
Any act to strengthen Sanakoyev increases tensions in South 
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Ossetia. The Georgians need to negotiate with Kokoity. 
Karasin hoped the Joint Coordination Commission can move 
forward. He promised to send Fried immediate news of the 
results of the Russian delegation\'s trip to Tbilisi and 
Tskhinvali. 


SIPDIS 


RUSSIA-GEORGIA 


15. (C) Fried said he hopes Russia will resume normal 
relations with Georgia, ending the border closures, flight 
bans, bans on the import of agricultural products, wine and 
mineral water that Russia has imposed. It is an anomaly that 
even the delegation Russia has sent to work with Georgia 
cannot fly there directly. Karasin said that Russia has made 
exceptions to the flight ban, for example at Easter. Fried 
countered that the whole regime made no sense. Even as 
Russia is trying to convince the Georgians to address its 
concerns, it is engaging in such economic pressure. 


16. (C) Karasin blamed Georgia for \"publicly humiliating\" 
Russian officers in Tbilisi last September. The Russian 
reaction to that was predictable; \"We have our honor.\" 
Russia needs signals from the Georgian side \"of a positive 
character\" that could lead to gradual improvement in 
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relations, first in the humanitarian sphere, then through 
direct talks on transport and aviation, and lastly Wa gradual 
return to normal" Karasin said he understands that 
relations are \"abnormal,\" but called for efforts from both 
sides. 


17. (C) Karasin said that if the U.S. wants good 
Russian-Georgian relations, it should not \"push\" Georgia into 
NATO. Russia-Georgia normalization cannot remain unaffected 
by this. Fried said that the U.S. understands Russia does 

not like this, but we will be predictable and transparent. 

Over the next year there will be discussion in NATO over a 
Membership Action Plan. If Georgia receives a MAP there will 
be a period of years before further steps. Russia should 

worry about more immediate concerns. 


18. (C) Karasin claimed that the U.S. Ambassador had raised 
with the Georgian government a potential Georgian role in 
Missile Defense. Fried denied this, saying that this 

question had been raised in Secretary Gates\' meeting earlier 
that day with DefMin Serdyukov, and U/S Edelman had given a 
detailed reply. Any discussion of a Georgian role is 

premature. There had been no such discussion, and no such 
discussion will be possible in the near term. Edelman had 
pointed out that we might be interested in collocation, but 

that implied Azerbaijan rather than Georgia. 


19. (C) Karasin raised the Georgian suit against Russia in 

the European Court of Human Rights. He said this could raise 
tensions. Fried replied that Georgia has stated that the 
deportees exhausted all national remedies, and had no further 
recourse to Russian courts. Georgia accuses Russia of 
refusing to discuss the issue. Karasin said that the suit 

would bring practical help to no one. He said that 7000 
Russian Dukhobors (a religious sect) used to live in a few 
villages in Georgia. 6000 have left, and those that remain 
have no representation in their local executives. But Russia 

is not going to court over this. 


20. (C) Fried closed the discussion on Georgia by saying that 
last autumn\'s anti-Georgian campaign and the sanctions are a 
terrible anomaly. Russia should take a longer-term view: as 
Georgia develops economically it will be less prone to 
adventurism. Karasin replied that Russia is not 

anti-Georgian; thousands of Georgians play leading roles in 
Russian society. Fried responded that Russian-Georgian 
relations should be seen as an organic process, with 
development replacing confrontation. 


UKRAINE 
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21. (C) Fried laid out U.S. policy on Ukraine: there is an 
\"orange-blue\" government, and it is up to Ukrainian 

politicians alone to resolve the issues legitimately. The 

U.S. is not expressing views on the constitutionality of 

early elections: that is an internal matter, and it is up to 

the Ukrainians to decide issues of their own constitution. 

The U.S. has not rushed in to mediate, nor have we urged any 
others to do so. Our Ambassador in Kyiv maintains contacts 
with everyone. Karasin noted approvingly that our Ambassador 
had recently met with Russian Ambassador Chernomyrdin, and 
Fried reiterated that staying in touch is part of our policy. 

The U.S. might reconsider its hands-off position if there 

were a serious outbreak of violence, but now we consider the 
problem to be a Ukrainian internal political issue. 
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22. (C) Karasin pressed Fried for his personal views of the 
constitutionality of Yushchenko\'s decree dissolving the Rada. 
Fried said he has mixed feelings. If the result were a 

stable, functioning government it might prove worth it. But 
the Constitutional Court is weak, and we will never get a 
clear decision from it. Fried reiterated that the U.S. is 

not taking sides. 


23. (C) Karasin said that Russian views are close to those of 
the U.S. This is the next stage in the creation of a 

democratic order, the creation of a new political culture 

with a new pluralism. Russia, like the U.S., is not taking 

sides and has contact with all parties. Putin recently spoke 

by telephone with Yushchenko. FM Yatseniuk had just been in 
Moscow and impressed Karasin as an open-minded, thoughtful 
minister with no sympathies or antipathies. Yanukovich has 
been acting \"solidly,\" unlike two or three years ago. 

Karasin maintained that neither Yushchenko, nor Yanukovich, 
nor Moroz is interested in violence or allowing the situation 

to spin out of control. Only Tymoshenko has a \"relative\" 
interest in this: it provides a chance, and \"she is not one 

to let chances go by.\" In the unpredictable world of 

Ukrainian politics, Yulia Tymoshenko could go into coalition 
with anyone. 


24. (C) Whatever the outcome, Karasin said, will be \"fine 
with us.\" He said there had been some attempt to \"raise a 
cry\" about the Black Sea Fleet, but that is not serious. The 
Ukrainians need a chance to get their house in order and 
achieve an equilibrium based on a balance of interests. \"We 
are calm," he concluded. Fried said the U.S. is similarly 
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calm. The Ukrainians still do not know what they want to be. 
Nor can we predict where they will end up. But we do know 
that if we get into the act the results will be bad. During 

the Orange revolution we were on the Orange side because the 
election had clearly been stolen. After the Blues had 
legitimized themselves through fair elections, we accepted a 
Yanukovich visit to Washington. \"In one respect," Fried 
concluded, \"you were right and we were wrong during the 
Revolution: you told us the Oranges would be unable to 
govern effectively. They couldn\'t.\" 


COMMENT 


25. (C) Karasin\'s comments on Georgia highlight three vicious 
circles: 


-- Russian attempts to \"legitimize\" separatist governments 
and Georgian attempts to create \"alternative\" governments 
feed off one another and lead to an impasse. 


-- Full IDP return to Abkhazia is anathema to the Abkhaz, who 
even today make up a minority of the population of Abkhazia. 
IDP return is linked in all peace plans to an agreement on 

the non-use of force; as long as the Russian \"peacekeepers\" 
maintains the preponderance of military power in Abkhazia 
such an agreement implicitly gives Russia the arbitrary power 
to decide when a violation has taken place and the 
authorization to intervene. The net result is stagnation in 

both fields. 


-- The Russian search for \"signals\" from Georgia is a 
combination of emotion -- Karasin called it \"Russian honor\" 
-- and one substantive issue, Georgian NATO membership. 
There is no practical way Georgia (or the U.S.) can satisfy 
the Russians on either of these aspects; at best, with U.S. 
help, Georgia can manage them. 


26. (U) Assistant Secretary Fried has cleared this message. 
BURNS 
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1. (U) Summary: The Angolan Electoral Platform, a group of 
civil society election observers, gave the voter registration 
process high marks when it publicly announced results of its 
months long monitoring observations. Observers were 
routinely accorded access to registration centers; found that 
voters understood the process; the actual registration was 
conducted efficiently even utilizing personal witnesses in 
absence of documentation; and found political party monitors 
present in almost all registration stations. Glitches noted 
were mostly related to technical difficulties or the failure 

to produce required documentation. GRA officials have been 
very receptive to the Electoral Platform,s findings and are 
examining ways to work with it as the process continues. 
Embassy Luanda commends the National Democratic Institute on 
its capacity building with the Electoral Platform in 

electoral process and monitoring training for its members. 
End Summary. 


2. (U) Background: The Electoral Platform, an umbrella 
organization for election-related civil society organizations 

in Angola, collected data from its election observers between 
the start of voter registration on November 15, 2006, through 
March 30, 2007. The Platform utilized 169 observers to cover 
registration stations in 42 municipalities in 11 different 
provinces. Each observation period lasted a minimum of one 
hour, after which the observer completed a standard form and 
submitted it to their local civil society organization. The 
observation statistics detailed below are based on 2780 
documented observations at 280 registration stations. The 
Platform receives funding, training, and technical assistance 
from the National Democratic Institute (NDI), a USAID 
implementing partner. End Background. 


The Big Picture 

3. (U) Overall the voter registration stations were ranked 
\"good\" or \"very good\" in 86.6 percent of the site visits. 
Only 0.8 percent received a ranking of \"very poor.\" The 
Platform also stated that 72.3 percent of observed voters had 
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a good understanding of the registration process. Overall, 

44 percent of those registered were women, with 54.9 percent 
in rural areas. However, in February only 31 percent of 
observed registrations were for women. The GRA\'s efforts 
during Marco Mulher (reftel) raised that number to 38 

percent. Almost 27 percent of registration officials and 34 
percent of the election observers were women. 


4. (U) In most cases, observers were given access to 
registration stations and allowed to freely observe the 
registration process. The median registration time for the 
147,043 observed registrations was eight minutes per person, 
or a rate of 30 people per hour. A police presence was noted 
in 85 percent of the total site visits, but the percentage 

was notably higher in rural areas, at 91.3 percent. 

Political party election monitors were also present during 99 
percent of the site visits and between four and nine monitors 
were present during 60 percent of the visits. Per Angolan 
law, undocumented eligible voters can use known witnesses, 
generally clergy or local leaders, to verify citizenship. 

This was important in rural areas, where witness testimony 
was used in 59.2 percent of cases, vs. only 16.6 percent in 
urban areas. 


Glitches and Hitches 

5. (U) Only 8.4 percent of the total site visits noted delays 

in the registration process, but in the rural border 

provinces of Zaire (north) and Kwando Kubango (south) over 20 
percent of cases had noted delays. Delays were generally 
caused when registration officials questioned identification 
documents or when political party monitors either didn\'t have 
or refused to present their credentials. Technical problems 
were also an issue; in 15 percent of site visits observers 

noted interruptions in work due to technical problems. 


Recommendations and Results 

6. (U) The Platform presented in findings at a press 
conference and recommended that the GRA implement SADC 
standards for elections in order to strengthen the electoral 
process and increase transparency. It reminded electoral 
officials to follow the Code of Conduct outlined by the 
National Electoral Commission and to encourage women to 
register and work for registration stations. It also 

encouraged political parties to provide more training for 

their party monitors on the electoral laws and process, as 

the report classified such knowledge as \"weak\" during many 
site visits. The Platform asked all civil society and church 
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organizations to continue their civil education projects, and 
asked donors to support the efforts of Angolan civil society 
to stabilize democratic institutions and ensure free and fair 
elections. 


7. (SBU) After the results were released, the Director of the 
Inter-Ministerial Commission for the Electoral Process (CIPE) 
Virgilio de Fontes Pereira called Platform leaders in to 
discuss the press conference and observation results. 
Platform Director Mathias Capapelo told Poloff that Pereira 
was pleased by the positive contribution that civil society 

had made and asked for more data as it becomes available. 
The two also discussed challenges faced by the Platform, 
namely the lack of funding and resources, and ways in which 
the GRA may be able to partner with and support the 
Platform\'s efforts. No funding or support commitments were 
made at the meeting, and discussions continue. 


8. (SBU) Comment: While the Platform\'s organized study of the 
registration process is a landmark for the development of 
Angolan civil society, a lack of capacity and funding is 

limiting its effectiveness and growth. Of the 381 stations 

open during this observation period, observers were only able 
to reach 280. The vast majority of these were in urban 

areas, as observers lack the logistical resources to reach 

rural areas. For example, in Huila Province, observers only 
reached six of fourteen municipalities and the majority of 

site visits were made in the Provincial capital of Lubango. 
Capapelo and the Platform now must determine if possible 
government funding, which would allow the group greater reach 
if it were made available, will jeopardize its independence 

and impartiality. Embassy also notes that NDI has provided 
excellent capacity building to the Platform in training its 
monitors, and developing its ability to carry out this type 

of data compilation. End Comment. 
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TREASURY FOR INTERNATIONAL AFFAIRS - JON ROSE 


E.O. 12958: DECL: 05/08/2017 

TAGS: EFIN, ECON, PGOV, TU 

SUBJECT: TURKEY: BUSINESS INCREASINGLY WORRIED BY POLITICAL 
CONFUSION 


REF: ANKARA 1015 
Classified By: ECON/C Tom Goldberger. Reasons 1.4 (b) and (d) 
This cable has been coordinated with Congen Istanbul. 


1. (C) Summary. Turkish markets and businesses remain 
hopeful that a resolution will be found to the ongoing 
political turmoil. Market movements are subdued and direct 
investment continues to flow in. But more fundamentally, 
businesspeople worry that prospects for a political outcome 
that would allow economic reform to continue are becoming 
less certain. In particular, they are less convinced that 
uncertainty would be eased by early 

parliamentary elections. Thanks to a favorable global 
market environment and the relatively good financial 
position of the government, banking and business sectors, a 
sudden market crisis seems unlikely at the moment. But 
this could change over time if global sentiment turns sour 

or if the political climate deteriorates further. End 
Summary. 


2. (SBU) Business goes on despite the sound and fury in 
Turkey\'s political world. Financial markets dropped 8% 

April 30-May 1, the two working days following the April 27 
posting on the Turkish General Staff\'s website, but have 
since 

recovered nearly all of that loss. In a favorable global 
emerging market context, financial markets have been driven 
by inflows from foreign portfolio investors. Even a 

negative domestic inflation report on May 3 did little to 
dampen foreign enthusiasm for Turkish financial assets, 
although it did bring a small fall in inflation-sensitive 

domestic bond prices. Istanbul-based financial analysts 

note that with nominal yields at 18% portfolio investors 

need \"more than just one or two reasons to not like Turkey.\" 
The Turkish lira weakened against 

the dollar on the initial reports from 1.33 to 1.38, but 
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has also recovered. In this respect Turkey is hardly the 

sole emerging market benefiting from the abundance of global 
liquidity. One analyst mentioned how countries like Serbia 

or Romania continue to attract portfolio investment despite 
domestic political problems. 


3. (SBU) Direct investment has continued to flow 

in. Investor demand was strong for the controversial 

partial privatization of Halk Bank (septel). The 

Privatization Administration also concluded a $1.3 billion 
sale of the management contract for Izmir\'s port to Hong 
Kong-based 

Hutchinson-Whampoa. Fiat announced the first ever launch 
of a global car brand in Turkey in a 170 million euro 
partnership with Turkish industrial conglomerate Koc. From 
the US, Citigroup\'s venture capital arm concluded an equity 
investment in an upscale clothing retailer and eBay took a 
minority stake in a Turkish auction website \"Gitti Gidiyor\" 


(going-going-gone!) 


4. (C) In another sign of business confidence despite the 
rough political seas, the GOT signed a letter of intent to 

the International Monetary Fund that will allow the sixth 
review of the IMF stand-by program to go ahead this month. 
The local IMF representative told us that it was the Fund\'s 
judgment that the policy commitments of its largest single 
client \"remained credible.\" Leading business associations 
like TUSIAD, TOBB, MUSIAD and YASED (foreign investors 
association) and regional chambers of commerce and industry 
similarly express confidence that political tensions will 

be resolved constitutionally. In particular, they welcome 

the move to early parliamentary elections, which would 
shorten 

the period of uncertainty. The best scenario for business 

and financial markets may be, one analyst told us, a 

coalition 

between AKP and the new merger of the center-right DYP and 
ANAVATAN 

parties. The plausibility of this scenario may help explain 

the business community\'s relatively serene reaction to recent 
political events. 


5. (C) But privately, the tone among local businesses is 
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appreciably more concerned than it was a week ago. Along 
with market analysts, 

they point to an impression that the outcome of the 

political crisis is becoming more, not less, uncertain as 

time goes on. The overarching worry is a return to the 
political gridlock that characterized Turkish politics in 

the 1980s and 1990s and which the market-oriented 
policies of a single-party AK government brought welcome 
relief. Even if they are wary of AKP\'s suspected social 
agenda, business has strongly supported its economic 
agenda. A return to policy paralysis would block the 
economic reform program and perhaps even lead to a retreat 
from pro-market policies. 


6. (C) The major opposition parties, CHP and MHP, 

are seen as very market unfriendly, and the other 

opposition parties as only slightly less so. The anti-US, 
anti-IMF, and anti-EU slogans at \'secularist\' demonstrations 
in 

Ankara, Istanbul and elsewhere are frequently cited. This 
makes it hard to envisage a forward-leaning policy 
environment emerging from a multi-party government. On the 
other hand, a return of a large AKP majority holds the risk 

of 

confrontation with the military which is also a bad scenario 
for business. Hence the attraction of an AKP-led coalition 
including the secularist center-right which could continue 
AKP\'s economic policies but allow a secularist veto. 


7. (C) Comment. The Turkish government, banking and 
business sectors have taken advantage of strong growth 
since 2002 to build up a cushion of reserves (ref). This 

is sufficient to weather a short-term market downturn and 
outflow of portfolio investment. There are also recent signs 
of a moderation in Turkey\'s large current account deficit, 
which has been considered one of the greatest economic 
vulnerabilities. The March current account deficit came 

in better than expectations, and in the first quarter of 

2007, exports are growing more quickly than imports. 

Both the reserve picture and the moderating current account 
help cushion against a sharp outflow. 


8. (C) Unlike the most recent 

market correction in May-June 2006, confidence is being 
supported by a favorable global environment that is 
swamping local negatives. If this global environment were 
to flip, the negative impact would be magnified in Turkey, 
given its high exposure to international markets (a $30 
billion per year -- 8% of GDP -- external borrowing need) 
and high risk perceptions. At the same time, the current 
unpredictable climate offers multiple opportunities for the 
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climate of political confrontation to build. The nightmare 
scenario of the moment is a loss of global appetite for 
Turkey combined with a sustained lack of political 
accommodation. In this case, Turkish investors, who are 
already more sensitive to political risk than foreigners as 
shown by the growth in local foreign exchange holdings over 
the past year, would join a rush for the exits. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, PHUM, AO 
SUBJECT: ANGOLAN CANDIDACY TO THE U.N. HUMAN RIGHTS COUNCIL 


1. (U) On May 3, 2007 Embassy Luanda received diplomatic note 
number 40/00.13, dated April 23, 2007, from the Angolan 
Ministry of External Relations requesting U.S. Government 
support for the Angolan candidacy to the U.N. Human Rights 
Council which will be voted on in May 2007. 


2. (U) Informal translation follows: 


The Ministry of External Relation\'s Department of 

International Organizations presents its compliments to the 
Embassy of the United States of America in Angola and has the 
honor of informing the Embassy that the Government of Angola 
has decided to present its candidacy for election as a member 
of the Human Rights Council, for elections that will take 

place during the 61st Session of the UN General Assembly in 
May 2007 in New York. 
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The Government of Angola places great importance in the 
promotion and protection of all human rights, and on the work 
carried out by the Human Rights Council, and sees this work 
as essential in order to strengthen the protection of human 
rights around the world. 


The Government of Angola would appreciate the USG,s valuable 
support for its candidacy to the Human Rights Council and is 
available to negotiate an exchange of support with the USG. 


Complimentary Closing 


3. (U) A copy of the diplomatic note has been transmitted to 
AF/S. 
FERNANDEZ 
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STATE FOR NEA/ARP 
STATE PASS USTR FOR JBUNTIN 
COMMERCE FOR COBERG 


E.O. 12958: DECL: 05/07/2017 

TAGS: ETRD, ECON, EINV, PREL, MU 

SUBJECT: MORE FRUSTRATION ON FTA IMPLEMENTATION PROCESS 
FROM OMANI COMMERCE MINISTER 


Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b and d) 


1. (C) DCM, Econoff, and USTR consultant Jennifer Hillman on 
May 5 reviewed the outstanding issues related to the 
implementation of the U.S.-Oman Free Trade Agreement (FTA) 
with Commerce and Industry Minister Maqbool bin Ali Sultan. 
Magbool welcomed former USTR General Counsel Hillman to 
Muscat, noting that her visit represented an opportunity to 
discuss and resolve the remaining issues." 


2. (C) Reminiscing about his initial conversations on 
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becoming an FTA partner, Maqbool remarked that former 
Assistant USTR Catherine Novelli encouraged Oman to begin FTA 
negotiations with the U.S. Magbool complained that since 
then, FTA-related discussions have been \"never-ending,\" 
despite the Omani government\'s $3 million investment in 
Washington lawyers\' fees. He acknowledged that there have 
been \"delays and mistakes on our part,\" but felt that USTR 
was not being consistent with its list of outstanding issues. 

WI want to be fair with both sides,\" mused Maqbool. 
\"However, the Omani cabinet feels that America is unfair. 
When | go to the cabinet, | feel like | become America\'s 
lawyer.\" 


3. (C) Magbool noted that the first item the sides should 
agree on now is a list of remaining issues that would serve 

as the basis for final negotiations. On intellectual 

property rights (IPR), Magbool expressed his general opinion 
that fellow FTA partner Bahrain had been treated more 
favorably than Oman, offering his view that USTR recognized 
that Bahrain would need more time to implement its IPR 
commitments after the kingdom\'s FTA entered into force. To 
this end, Maqbool sought a one-year transition period to 
implement its IPR regulations. \"This is not a big issue,\" 
concluded Maqbool. The Minister also commented that it 
appeared to him that USTR was inconsistent on its demands for 
Oman\'s compliance with the FTA, citing as an example his 
perception that the U.S. was reopening Article 6. \"The U.S. 
is not a Third World country,\" stated Maqbool. \"For USTR to 
change its position, it houldn\'t happen.\" To promote 

closure of IPR isses, Maqbool mentioned that his Ministry 
was read to issue new copyright and industrial property 

aws, along with associated regulations. 


4. (C) Maqbool identified several issues where he would not 

have the latitude to make amendments. On customs, the 
Minister stated, \"We cannot change the customs union, as the 
Gulf Cooperation Council (GCC) Agreement is an agreement.\" 
On Omanization, Maqbool remarked that Oman would not be able 
to change the law to satisfy USTR\'s request that U.S. 

companies be exempted from such requirements, but reassured 
that Oman would uphld its FTA commitments via a royal decree 
passedto ensure that FTA provisions would trump existing 

Omani legislation. 


5. (C) On other issues, suh as telecom and government 
procurement, Maqbool projected that new laws would be enacted 
before te FTA\'s implementation, and would be \"more than wht 
Bahrain had done before its implementation. e stated that 
since Oman was, in his view, about99% complete in complying 
with the FTA, \"Let us issue our new laws, and during the 

course of the yar, we will institute amendments as needed.\" 


Column 3 

TheMiniter stated that companies were ready to take 
advantage of the FTA in terms of tariff savings ad secure 
investment provisions, but that he couldWt promote the 
Agreement due to the uncertainty ver the implementation 
process. 


6. (C) Comment. This most recent meeting with Magbool 
reinforced our perception that an information gap exists 
between the Minister and his over-stretched and inexperienced 
working-level staff on where the two sides stand on the 
respective outstanding issues; both teams have been working 
off a USTR-generated list of remaining items for the past 
several months. Despite the Minister\'s often-heard 
complaints, the meeting served as a productive start to 
Hillman\'s visit, which will include meetings with the 

Ministry of Commerce and Industry\'s IPR and textiles staff, 
the Telecommunications Regulatory Authority, Royal Oman 
Police - Customs, Ministry of Legal Affairs, Ministry of 

Health, and Oman\'s Tender Board. Hillman will meet again 
with Maqbool on May 9 to review the progress made during her 
week-long visit and recap what issues remain pending. End 
Comment. 

GRAPPO 
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Classified By: Ambassador for reasons 1.4(a,b,d). 


1. (C) Summary. Negotiations may be almost complete on the 
\"small package" of laws considered necessary to resolve 
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Ukraine\'s six-week political crisis, but continued wrangling 
over whether the elections should be held in the summer or 
fall have slowed the pace of compromise. The working group 
named May 4 by President Yushchenko and Prime Minister 
Yanukovych to finalize the details of the political 

compromise was originally scheduled to complete its task by 
May 7, according to the President at his May 4 press 
conference, in order to present the agreement to the Rada for 
a vote on May 8. After the two sides held separate working 
group meetings and coalition leaders grandstanded at public 
hearings on new elections on the morning of May 7, the 
working group reconvened that evening, but was unable to 
reach a final agreement. National Security and Defense 
Secretary Haiduk confirmed to the Ambassador May 8 that he 
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had been meeting quietly with Regions financier Akhmetov, his 
former business partner, and it was agreed that big business 
wanted the situation resolved quickly. Negotiators for the 
President have reported that the group had finished almost 

all its work, but both sides signaled that there remained a 

key disagreement over when the elections should take place. 


2. (C) Comment. The key question on everyone\'s mind is why 
Yanukovych finally agreed to new elections, with several 
explanations most likely factoring into the equation. The 

first is that Yushchenko and Presidential Chief of Staff 

Baloha may have offered Yanukovych, assuming Regions wins a 
plurality again as expected, the first opportunity to form a 

new government, possibly even offering him support to be PM 
again. Haiduk\'s comments would suggest that Akhmetov and the 
business wing of Regions may also have been pressuring the PM 
to resolve the political standoff before it led to economic 
complications. Finally, Haiduk and political observers from 
several political camps expressed the view that Yushchenko\'s 
decision to fire two Constitutional Court Judges on April 30 

and May 1 was enough to throw the outcome of the Court case 
on dismissing the Rada into doubt and convince Yanukovych he 
was better off cutting a deal. The PM\'s unexpected decision 

to leave the country on May 8--he flew to Spain for knee 

surgery and has not announced a return date--suggested that 

he is trying to drag out negotiations in hopes of gaining a 

better deal in terms of an election date. Suggestions by 

coalition MPs that constitutional and legal activity 

pertinent to the election will take several months also seems 

to be a negotiation tactic to strengthen their hand. End 
summary and comment. 


Negotiations Nearing Completion, but Stalled 
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3. (SBU) First Deputy Head of the Presidential Secretariat 
Vasyunyk told the press that Yushchenko\'s plan was to suspend 
the part of his April 26 decree that terminated the Rada\'s 
powers immediately upon conclusion of an agreement on a date 
for early elections. This would allow the Rada to return to 

work and pass a \"small packet\" of legislation being put 
together by the working group. Vasyunyk said Yushchenko 
would do this to ensure that all Rada decisions going forward 
are seen as \"legitimate\". Vasyunyk also said that they were 
80-85 percent done with the legislative packet and he thought 
they could be finished by May 10, the deadline that 

Yushchenko has given for the working group to finish. If 

they do not meet the deadline, according to Vasyunyk, the 
President will \"make appropriate decisions.\" 


4. (SBU) Despite Yushchenko\'s announcement on May 4 that the 
working group would be finished with the legislative package 

by Monday May 7, disputes have centered around when the 
election would happen. In addition, public posturing by all 
participants to gain negotiation leverage had slowed the pace 

of progress. Tymoshenko\'s second-in-command Turchynov told 
the press that Communist representative at the talks, First 
Deputy Rada Speaker Martynyuk, was being especially 
obstructionist and Regions was trying to use this to its 
advantage. He also called for the Communists and Socialists 

to be expelled from negotiations. Turchynov speculated in the 
press that Regions was okay with their coalition partners\' 
intransigence because it bought time for them to push their 
agenda, namely pushing the date of the election to the fall. 


Haiduk: Compromise Will Be Soon, Big Business Wants a Deal 


5.(C) During a May 8 meeting with the Ambassador, NSDC 
Secretary Haiduk was upbeat that a final agreement between 
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the President and PM would be achieved \"within a day or two,\" 
referring to Communist and Socialist party objections and 
public statements as pre-election campaign posturing. He 
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said that this agreement would include both a date for early 
elections and a package of the legislative actions that would 

be taken by the current Rada. With regard to a date, Haiduk 
acknowledged that the two sides were still talking about 
different time frames--the opposition was pushing for July 

and the government for the fall. On legislative actions, 

Haiduk noted that that Yushchenko wanted a number of laws to 
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be adopted. However, the President was willing to put some 
aside (e.g. amendments to the CabMin law and adoption of 
legislation containing the key provisions of the Universal) 

and concentrate on a small package!" that would include only 
legislation needed to hold pre-term elections. Specifically 

this package would include amendments to the Law on Elections 
(to configure the law with the declared timeframe for the 
elections), the Law on Rada Deputies (to deal with imperative 
mandate), and the Law on the State Budget (to ensure 
financing for pre-term elections). Haiduk acknowledged that 
adoption of the \"small package!" would not fix the fundamental 
contradictions/gaps in the constitution, but expressed hope 
that the next government would take action to correct these. 
Yushchenko reiterated the same position on \"large\" vs. 
\"small\" packages in a May 8 speech in Vinnitsya--he would 
rather have the former, but could live with the latter. 


6. (C) Although downplaying his role in ongoing 

negotiations, Haiduk confirmed to the Ambassador that he has 
been meeting quietly with Regions financier Rinat Akhmetov to 
bridge the gap between the President and PM teams. (Note: 
Akhmetov and Haiduk were business partners in Donetsk until 
2002-2003, when they split their interests into two 

companies. It appears that a Haiduk-Akhmetov meeting may 
have set the stage for the May 4 Yushchenko-Yanukovych 
announcement of a deal in principle on early elections. End 
Note.) Haiduk acknowledged that Ukrainian big business was 
eager to get this crisis behind them and that all they wanted 
were clear established rules so that they could use their 

brains to make money; they did not want to have to wonder 
each day whether the President and the Prime Minister were 
\"in a good mood.\" Haiduk denied rumors that there were 
ongoing discussions about a possible presidential decision to 
impose a state of emergency, acknowledging that there were 
radicals within the opposition who wanted \"everything all at 
once\" but flatly stating that this was not under 

consideration. He said that he and DPM Radchenko (in charge 
of the law enforcement and security portfolios at CabMin) 
continued to work together to ensure continued coordination 

in responding to street demonstrations and protests. 


Election Date is Sticking Point 


7. (SBU) Yanukovych and Regions faction leader Bohatyreva 
stated publicly May 7 and 8 that the fall was a better time 

to hold the new election. Bohatyreva argued that 
constitutional changes were necessary and that late 
October/early November would be the optimal time for new 
elections. She also said that the coalition favored 

finishing the new voter registry, which would not be done 
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until October. (Note. The Cabinet allocated UAH 127 million 

for the new voter registry on May 3. End note.) Regions MP 
German suggested October 14 in the press and another Regions 
MP, Yuriy Miroshnychenko told us that the fall was best. 

BYuT MP Vydrin told us that also he thought fall was the most 
likely, but no later than October 14, he explained, because 
Regions needed to get the election done before heating season 
begins in Ukraine (October 15), in case there are problems 

with it. 


8. (SBU) Opposition negotiators insisted that mid-July was 
the latest elections could take place. OU leader Kyrylenko 
and Turchynov said the opposition will accept a new vote no 
later than July 8 and would hold the election without 
coalition participation if need be. Without issuing a 

similar ultimatum, Yushchenko said in his May 8 Vinnitsya 
speech that there was no need to prolong the political crisis 
for another seven or eight months, when the elections could 
easily be held in July. 


Stalling for Time? 


9. (C) In a surprising move, immediately after meeting with 
Yushchenko, Yanukovych flew to Spain on May 8 for surgery on 
his knee. This trip removes him from direct participation in 
negotiations and could be an effort to drag out negotiations 

and part of an effort to push the elections to the fall. 

Press reports said he might return on May 9 or 10, but the 
CabMin said it could not confirm a return date. 


What Did Yanukovych Get? 
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10. (C) One of the key points of speculation has been what 
Yanukovych personally and Regions in general got for agreeing 
to new parliamentary elections. One of the most 
commonly-voiced guesses is that the PM was given an assurance 
from Yushchenko that Regions would get the first chance to 

form the new government after the elections -- or perhaps 

even a promise that Yanukovych would be named Prime Minister 
again. Chaliy told Ambassador that part of the May 4 

agreement was that first political force past the post would 

have first opportunity to form government and that a broad 
coalition was very possible, although he did not specify who 
would be in the coalition. Segodnya, a newspaper owned by 
Regions financier Akhmetov, on May 5 quoted a Regions source 
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as saying that Yushchenko promised too much!" to the PM, and 
may have agreed to form a Regions-OU coalition after the 
election with Yanukovych as PM. 


12. (C) Haiduk and Ukrainska Pravda journalist Serhiy 
Leshchenko told us privately, and Mykhayklo Pohrebinskiy a 
political analysts associated with Viktor Medvedchuk and 
SDPU(O), echoed publicly, that they believed that Yanukovych 
capitulated because Yushchenko fired Constitutional Court 
Judges Stanik and Pshenychniy. In their view, once 
Yanukovych began to doubt that the Court would have enough 
votes to rule against the Presidents decree, he decided to 
cut a political deal. 


Rada Still Operating at Half Capacity 


13. (SBU) Just as Moroz had promised, the Rada opened on May 
8 -- and the opposition stayed away. (Note. Although 262 

MPs were registered in the hall, there were clearly quite a 

few Regions MPs missing too). While comments from the floor 
were mostly related to upcoming Victory Day issues, comments 
in the halls suggested that MPs are focused on the working 
group, although they did not always seemed informed about 
progress. 


14. (C) Regions firebrand MP Miroshnychenko told us May 8 
that Yushchenko and Yanukovych had made a strategic 
decision--to hold new elections--and sent a signal to the 
Rada, but it was the parliament that needed to work out all 
the details of the compromise. There were two points left in 
the working group\'s negotiations--the date of the elections 
and the legal basis for the elections. In terms of the 

latter, the Rada coalition was proposing two changes to 
Article 90 in the constitution--to allow the Rada to vote 
dismiss itself and to make a lack of quorum (although he did 
not specify for how long) an automatic reason for dismissal 
of the Rada. Socialist faction leader Bokiy echoed the need 
for constitutional changes before holding an election, which 
would require two Rada votes in two sessions, meaning the 
earliest an election could be held would be early October. 
Miroshnychenko said that there has been no discussion of the 
Socialists joining Regions\' list in a new election. (Embassy 
Note. An agreement that required a constitutional change 
would clearly drag on for months, and ensure that pre-term 
elections did not happen any time soon. End Note.) 


Right Facing Problems in Forming Bloc 


15. (C) The right and right-center, reform-oriented parties 
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are still trying to form an election bloc, but progress has 

stalled as major figures argue over positions on the election 

list. Eight-sided talks were conducted May 7 between Our 
Ukraine constituent parties--People\'s Union Our Ukraine, 
Christian Democratic Union, and Congress of Ukrainian 
Nationalists--Forward Ukraine, the party affiliated with 
Lutsenko\'s People\'s Self-Defense Movement, the new Ukrainska 
Pravytsia--Rukh, the Ukrainian People\'s Party, and Sobor--and 
the youth party Pora. Disagreements remained however, as 
People\'s Self-Defense and Ukrainska Pravytsia each demanded 
30 percent of spots on the list and OU resisted the proposal. 
This has been the struggle for several weeks now as all 

parties say they want cooperation and unity, but OU has not 
wanted to give enough positions to other parties to satisfy 

them. 


16. (C) In addition, distrust over rumors about the deal are 
exacerbating problems within Yushchenko\'s camp. Lutsenko 
demanded publicly on May 8 that leaders of OU and BYuT signa 
written agreement that there will not be a broad coalition 

with Regions after the elections. (Comment: Not only will a 
partnership with Regions be difficult for Lutsenko and 

Tarasyuk on an ideological level, but the personal nature of 

the attacks by the current coalition against these two former 
Yushchenko ministers will make broad cooperation a hard sell 
and could undermine any deal that Yushchenko and Yanukovych 
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have made, although this all would not unravel until after 
the elections. End comment.) 


17. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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E.O. 12958: DECL: 05/07/2017 

TAGS: PREL, PGOV, ENRG, PREF, PTER, UN, TU, IZ, SY 

SUBJECT: TURKEY PLEASED WITH SHARM MINISTERIAL, SEEKS INPUT 
ON FOLLOW-ON WORKING GROUPS 


REF: A. ANKARA 956 
B. BAGHDAD 1432 
Classified By: Ambassador Wilson for reasons 1.4 (b) and (d). 


1. (C) Summary: Turkey is generally happy with the Sharm 
ministerial but seeks clarification ASAP on Iraq\'s plans for 
follow-on working groups (WGs), GOT Special Envoy for Iraq 
Celikkol told the Ambassador May 8. Celikkol asked for U.S. 
assistance in ascertaining what Iraq wants for the WGs -- 
especially since Iraq wants Turkey to host the energy WG 
expeditiously. Celikkol reiterated Turkey\'s offer to work on 
the Syrians on foreign fighters, and noted upcoming visits by 
Iraqis on border gates, UNAMI\'s Deputy on Kirkuk, and his 
possible travel to Baghdad. End summary. 


2. (C) Ambassador met May 8 with GOT Special Envoy for Iraq 
Celikkol to follow up on the May 3-4 Iraq ministerials in 
Sharm el-Sheikh. Celikkol reported that the meetings went 
well, and even that the communique drafting exercise was 
reasonably painless. The Iranians \"played some games!" in 
pushing for a fast U.S. withdrawal, and the Saudis tried to 
water down every reference to supporting the GOI (Celikkol 
understood the Saudis and Iraqis did not even meet at a 
senior level), but otherwise the participants worked together 
fairly well. Celikkol noted that the language designating 
Istanbul as the venue for the next ministerial had been in 
the original Egyptian draft and was not discussed at all (and 
no date was assigned). Celikkol added that State Minister 
Aydin held a good bilat with PM Maliki, and that Aydin 
reinforced Turkey\'s willingness to coordinate with Maliki on 
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its efforts at Sunni outreach. On debt, the Turkish 

delegation announced that Turkey and Iraq planned to discuss 
the issue at the Finance Minister level. Celikkol did not 

know when this might occur. 


3. (C) Celikkol asked for our assistance in working with the 
Iragis to nail down specifics on the three follow-on working 
groups (WGs) on energy, security, and refugees. As Celikkol 
understands it, Iraq wants Turkey to hold the energy working 
group as soon as possible; Celikkol is thinking late May or 
early June. However, Iraq has not provided guidance on the 
invitees: Is it only the neighbors, or all the Sharm 
participants? (Turkey prefers the latter.) 


4. (C) Turkey\'s vision is that all three WGs meet 
simultaneously in Turkey, but Celikkol understood there was 
\"some problem!" regarding the composition of the security WG. 
He said Turkey needs clarity on the IragisW vision: 

simultaneous WG meetings in Turkey, three WG meetings held in 
Turkey but separately, or only the energy WG in Turkey? He 
emphasized that Turkey will do what the Iragis ask, but that 

the GOI has not explained its thinking. While he planned to 

put these questions to the Iraqi Ambassador May 9, Celikkol 
was not confident that the Iraqi embassy here will know the 
state of play in Baghdad. 


5. (C) Celikkol suggested that the energy WG meeting could 
also provide an opportunity for another U.S.-Turkey-lraq 
trilateral discussion on Iraq gas. He added that the 
presence of Amb. Crocker or S/I Satterfield could add heft to 
the WG proceedings. 


6. (C) Celikkol noted the Secretary\'s brief meeting with 

Syrian FonMin Muallem, and reiterated Turkey\'s willingness to 
discuss our concerns about foreign fighter flow with Damascus 
(ref a). He reported that Turkey is preparing humanitarian 

aid for Iraqi refugees in Syria and Jordan, and that 
discussions on these matters with senior Syrians could 
provide Turkey an opening to raise security matters. 


7. (C) Celikkol reported that the GOI will send a delegation 
to Turkey next month to discuss a second border gate and 
necessary road networks that would result from it. He hoped 
the Iraqis would be ready to seal a deal on this 
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long-standing issue. Celikkol added that UNAMI D/SRSG 
Schulenberg had agreed to visit Turkey -- also probably in 
June -- to discuss a possible UNAMI role in the Kirkuk issue 
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(ref b). Not surprisingly, Turkey would enthusiastically 
support a UN role. Finally, Celikkol noted that he may 
travel to Baghdad soon to consult on a range of issues, 
including Sharm follow-on, bilateral questions, and Turkish 
efforts to assist the GOl\'s reconciliation objectives. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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SIPDIS 
SIPDIS 
DAKAR PLS PASS RAO, ODC, AND DAO 


E.O. 12958: DECL: 05/07/2017 
TAGS: PREL, PGOV, GA, SG 
SUBJECT: THE GAMBIA: UPDATE ON TIES WITH SENEGAL 


REF: A. BANJUL 134 ET AL 
B. BANJUL 83 ET AL(ALL NOTAL) 


Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (B AND D) 


SENEGALESE AMBASSADOR\'S DOWNBEAT ASSESSMENT 


1. (C) In recent conversation with Ambassador, Senegalese 
Ambassador Mamadou Fall asserted that heightened strains in 
the Senegalese/Gambian relationship persisted and cited the 
ongoing trial here of five Senegalese customs officials as a 
case in point (ref a). lt was clear, Fall asserted, that 

Gambian authorities had no real case against the five 

officials, as their alleged offense -- illegally entering 

Gambia\'s territorial waters in their patrol boat -- was 

actually sanctioned under bilateral agreements. He concluded 
that the GOTG leadership had decided to prosecute the 
officials to signal defiance to Dakar. Fall said that the 

case was being followed closely by the Senegalese leadership 
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and that guilty verdicts would only exacerbate bilateral 
tensions. (NOTE: The court had been scheduled to issue ¡ts 
verdicts May 7, but failed to do so; our legal sources expect 
issuance of the verdicts \"within the next few days.\" END 
NOTE) 


CASAMANCE 


2. (C) Fall stated that the GOTG was maintaining its 

unhelpful posture on the Casamance (ref b). He said that 

three leading MFDC figures cooperating in GOS peace efforts 
-- Alexandre Djibba, Magne Dieme, and Kamoughe Diatta -- 
picked up months ago by Gambian authorities remained in 
detention here. In response to question, Fall observed that 
Gambian President Yahya Jammeh was \"probably\" continuing to 
provide sanctuary in The Gambia to elements associated with 
MFDC hard-liner Salif Sadio. The Senegalese Ambassador was 
pessimistic about prospects for an early improvement in The 
GOTG\'s posture on the Casamance dossier. He acknowledged 
that Jammeh\'s mischief-making stemmed at least in part from 
his resentment at Senegalese authorities alleged harboring 

of the presumed ringleader in the March 2006 abortive coup 
plot, then-CHOD Col Ndure Cham. 


CALL FOR WADE-JAMMEH SUMMIT 


3. (C) Fall expressed frustration over the GOTG\'s rebuffing 
of his repeated requests to meet with Jammeh to underscore 
Dakar\'s concern over the mounting bilateral irritants. At 

the same time, Fall ruled out any precipitous Senegalese move 
-- e.g.,a repetition of the August/October 2005 closure of 

the border with The Gambia -- in response to the Gambians\' 
\"provocations.\" Arguing that a meeting between the 
Senegalese and Gambian leaders could help greatly to ease 
tensions, he confided that he had urged Dakar to have 
President Wade take the initiative by offering to come to 
Banjul. Fall said he was awaiting Dakar\'s reaction to his 
suggestion and declined to speculate on prospects of a 
favorable response. 


COMMENT 


4. (C) We continue to believe that the Gambian \"provocations\" 
toward Senegal are due in large part to still-deep resentment 
by Jammeh over his suspicions of a Senegalese hand in the 
March 2006 aborted coup plot and of GOS\' harboring of the 
presumed ringleader. The GOTG\'s refusal, as recounted by 
Fall, to grant him an audience with Jammeh also suggests the 
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latter's unwillingness heretofore to set aside his 

resentment and work with the GOS to ease tensions. The 
verdicts in the trial of the Senegalese customs officials\' 
could serve as a signal of Jammeh\'s latest intentions toward 
Senegal, as we find it plausible that he would seek to 
influence the trial\'s outcome. END COMMENT 

STAFFORD 
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AF/S FOR S. HILL 

NSC FOR SENIOR AFRICA DIRECTOR B. PITTMAN 
USAID FOR E. LOKEN 

ADDIS ABABA FOR USAU 

ADDIS ABABA FOR ACSS 


E.O. 12958: DECL: 05/08/2017 
TAGS: PHUM, PGOV, PREL, ZI 
SUBJECT: LAWYER\'S MARCH ENDS IN VIOLENCE 


Column 3 
REF: HARARE 00383 


Classified By: Charge Eric T. Schultz under Section 1.4 b/d 


1. (U) A May 8 march organized by the Law Society of Zimbabwe 
to protest the arrest of two human rights lawyers, Alec 
Muchadehama and Andrew Makoni (reftel), ended with violence 
as riot police used batons to disperse and beat a crowd of 
approximately 40. Police temporarily detained several of the 
marchers, but they were released and there appear to have 
been no arrests. The extent of any injuries remained 

unknown. Post has provided recommended press guidance in 
paragraph 6. End Summary. 


2. (U) Law Society President Beatrice Mtetwa called for the 

march to deliver to Minister of Justice Patrick Chinamasa, 
Attorney General Sobuza Gula-Ndebele and Police Commissioner 
Augustine Chihuri a petition protesting the government\'s 

arrest of Muchadehama and Makoni as a \"direct attack\" on the 
independence of the legal profession. 


3. (U) More than 40 lawyers gathered in judicial robes in 
front of the High Court to start the march. Western 
diplomats, including Embassy personnel, were present as 
observers. As the start time of the march approached, the 
officer in charge of the 20 or so riot police present ordered 
the crowd to disperse or they would be beaten. When the 
lawyers did not disperse he ordered his men to move in. 
Initially the police made only a half-hearted effort to get 

the lawyers to disperse. However, the officer in charge then 
chased after the group shouting \"| said charge them, | said 
charge them.\" The police then began beating the lawyers with 
batons. 


4. (SBU) Law Society President Mtetwa told us that as the 
initial beatings took place she and two other lawyers 
attempted to proceed to the Ministry of Justice to deliver 

the petition. Several police officers approached them, beat 
them, and then forced them into a car. The police drove them 
to the outskirts of town, had them get out of the car and lie 

on their stomachs, and beat them on their backs. After 

police left, Mtetwa and the two other sought medical 

attention. 


Column 3 


5. (U) Zimbabwe Lawyers for Human Rights (ZLHR) lawyers told 
us after the march that several lawyers had been briefly 
detained but that none were arrested. They did not yet have 
information on the extent of the injuries suffered by the 
marchers. 


6. (C) To our knowledge, this is the first time that 
Zimbabwean lawyers have ever been publicly beaten by police. 
As noted reftel, the government is crossing new lines in its 
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efforts to suppress all opposition. In order to draw 

international attention to the government\'s continuing 

abuses, we recommend the Department release a press statement 
along the following lines: 


&We deplore the Government of Zimbabwe\'s attack today on 
lawyers protesting the detention this weekend of two human 
rights lawyers. The government\'s assault on the legal 
profession and the rule of law is part of its continuing 

effort to suppress all opposition in advance of next year\'s 
election. These actions are not conducive to the free and 

fair election Zimbabwe needs to bring an end to its crisis. 

We call on the Government of Zimbabwe to respect the rights 
of all Zimbabweans, to respect the rule of law, and to allow 
the legal profession to serve its important role unmolested.8 
SCHULTZ 


107237 

PP RUEHBC RUEHDE RUEHDIR RUEHIHL RUEHKUK 
DE RUEHRH #0965 1281502 

ZNY CCCCC ZZH 

P 081502Z MAY 07 

FM AMEMBASSY RIYADH 

TO RUEHC/SECSTATE WASHDC PRIORITY 5289 

INFO RUCNIRA/IRAN COLLECTIVE PRIORITY 
RUCNRAQ/IRAQ COLLECTIVE PRIORITY 
RUEHKO/AMEMBASSY TOKYO PRIORITY 0471 
RUEHJI/AMCONSUL JEDDAH PRIORITY 8657 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 0703 
RHEHNSC/NSC WASHDC PRIORITY 

RUEKDIA/DIA WASHINGTON DC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY""CONFIDENTIALRIYADH 000965 


Column 3 
SIPDIS 


SIPDIS 
DEPT PLEASE PASS TO NEA/ARP FOR SWALKER/BSHUKAN 


E.O. 12958: DECL: 05/01/2017 

TAGS: PREL, PGOV, PHUM, BTIO, ECON, KNNP, UNSC, SA 
SUBJECT: JAPANESE PM SEEKS TO ENHANCE POLITICAL AND 
ECONOMIC TIES TO SAUDI ARABIA 


Classified By: Political Counselor David H. Rundell for reasons 1.4 (b) 
and (d). 


1. (C) Japanese Prime Minister (PM) Shinzo Abe traveled to 
Riyadh on April 28 to discuss with the SAG economic and 
political cooperation, the Middle East Peace Initiative, and 
Japan\'s permanent membership on the United Nations Security 
Council. According to a contact at the Japanese Embassy, the 
primary purpose of the recent visit was to reinforce and 
establish new commercial and investment ties between Saudi 
Arabia and Japan. The PM\'s delegation also included over 100 
Japanese businessmen. 


2.(C) A Japanese official in Riyadh told PolOff on May 1 
that the GOJ would like to become more involved in 
international politics, particularly in the Middle East. He 
explained that, after World War Il, Japan decided to be a 
small country that concentrated in business and commerce. 
Now, we would like to participate politically.\" He continued 
that the GOJ would like a seat on the UN Security Council, 
adding that in 2008, Japan will seek a much more prominent 
role in the United Nations. He noted that the \"Corridor for 
Peace and Prosperity\" fully supports America\'s role in the 
Middle East, saying that PM Abe was visiting moderate Arab 
states as a sign to America that Japan\'s interests are the 
same as America\'s. 


3. (C) The official said he was surprised during the private 
meeting between Abe and the King when the issue of Iran 
arose. He said the King told Abe that he did not like the 

way the \"world\" was isolating Iranian President Ahmadinejad. 
He said that he does not want to see nuclear weapons in Iran 
or anywhere else in the region, but that the world has to 

apply the rules fairly. According to the official, the King 

said that things are getting worse because the Iranians 
\"could become desperate and then do anything.\" 


4.(C) Our Japanese interlocutor pointed out that the main 
reason for the visit was to establish more private sector 
commercial ties between Saudi Arabia and Japan. He said that 
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when business delegations accompany the Prime Minister during 
his visits to other countries, they are usually already doing 
business in those countries. With this visit, however, the 
businessmen were not involved in Saudi Arabia, and they were 
pursuing opportunities. 


5. (U) Following PM Abe\'s Riyadh meetings, a joint statement 
was released announcing: 


-- enhanced, high-level political dialogue between the two 
countries\' foreign ministers, the establishment of a joint 

task force to facilitate industrial investment opportunities 

in both countries, and the conclusion of negotiations on the 
free trade agreement between Japan and the Gulf Cooperation 
Council; 


-- re-affirmation of support for the creation of an 
\"independent and viable" Palestinian state, recognition of 
the importance of the Arab Peace Initiative as approved at 
the Beirut Summit in 2002 and the Arab Summit in Riyadh in 
2007, as well as the roadmap, and a call for the 
international community to facilitate and increase its 
assistance to the Palestinians; 


-- support for reconciliation and disbandment of all armed 
militia groups in Iraq and assistance to the Iraqi people; 


-- \"solidarity with Lebanon\" and support to a Lebanese 
government that preserves the national unity, security, 
stability, and sovereignty of Lebanon over its entire 
territory; 


-- a call for all states in the Middle East to accede to the 
Treaty on the Non-Proliferation of Nuclear Weapons and make 
the region free from all weapons of mass destruction and 

their delivery means; and 


-- support for a diplomatic resolution to the Iranian nuclear 
issue and Iranian cooperation with UNSCRs 1696, 1737, and 
1747, as well as the IAEA. 

FRAKER 


107238 

PP RUEHWEB 

DE RUEHRHA #0966 1281505 

ZNY SSSSS ZZH ZUI RUEWMCE1467 1281451 
P 081505Z MAY 07 

FM AMEMBASSY RIYADH 

TO RUEHC/SECSTATE WASHDC 0000 

INFO ARAB ISRAELI COLLECTIVE 

GULF COOPERATION COUNCIL COLLECTIVE 


Column 3 

IRAN COLLECTIVE 

IRAQ COLLECTIVE 

RUEHJI/AMCONSUL JEDDAH 

RUEAIIA/CIA WASHDC 

RUEKDIA/DIA WASHINGTON DC 
RHEHAAA/WHITE HOUSE WASHINGTON DC 
RHEHNSC/NSC WASHDC 

RHMFISS/HQ USCENTCOM MACDILL AFB FL 


SIPDIS 
SIPDIS 


DEPT PLEASE PASS TO NEA/ARP FOR SWALKER/BSHUKAN 
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E.O. 12958: DECL: 05/01/2027 

TAGS: PREL, PGOV, PINR, KISL, KNNP, SA 

SUBJECT: GCC ASSISTANT SECRETARY GENERAL FOR POLITICAL 
AFFAIR FEARS REGIONAL NUCLEAR ARMS RACE, HAS NO CONFIDENCE 
IN IRAQI PM MALIKI 


CLASSIFIED BY: DEPUTY CHIEF OF MISSION MICHAEL GFOELLER FOR REASONS 1.4 
(B) AND (D). 


1. (S) SUMMARY. GULF COOPERATION COUNCIL (GCC) ASSISTANT 
SECRETARY GENERAL FOR POLITICAL AFFAIRS DR. ABDULKARIM HAMADI 


SIPDIS 

TOLD POLOFF ON APRIL 24 THAT HE FEARS A NUCLEAR ARMS RACE IN 
THE MIDDLE EAST AND IS CONFIDENT THAT IRAN WILL PROCEED WITH 
A NUCLEAR WEAPONS PROGRAM. HE SAID INTERNATIONAL PRESSURE 
COULD FORESTALL IRAN\'S PLANS, BUT INSISTED U.S. ENGAGEMENT IS 
KEY TO ACHIEVING THIS. HAMADI SAID THE GCC\'S EFFORTS TO 
ESTABLISH A NUCLEAR PROGRAM FOR PEACEFUL PURPOSES IS NOT IN 
RESPONSE TO IRAN\'S ACTIVITIES. HAMADI WAS SKEPTICAL OF IRAQI 
PM NOURI AL-MALIKIVS ABILITY TO EFFECT A \"NATIONAL\" 
GOVERNMENT AND WAS NOT HOPEFUL THAT THE CURRENT IRAQ 


PAGE 03 RUEHRHA0966 SEC RET 

GOVERNMENT WOULD BE SUCCESSFUL. HE ENCOURAGED GREATER U.S. 
ENGAGEMENT WITH IRAQ\'S NEIGHBORS, INCLUDING SYRIA AND IRAN. 
END SUMMARY. 


2. (S) GCC ASSISTANT SECRETARY GENERAL FOR POLITICAL AFFAIRS 
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DR. ABDULKARIM HAMADI TOLD POLOFF ON APRIL 24 THAT THERE IS 
GREAT CONCERN WITHIN THE GCC REGARDING IRANS EFFORTS TO 
INCREASE ITS REGIONAL \"FOOTPRINT,\" ESPECIALLY IN THE CONTEXT 
OF ITS EFFORTS TO DEVELOP A NUCLEAR PROGRAM. HE WAS EMPHATIC 
THAT THE IRANIANS CANNOT BE TRUSTED, SAYING THEY ROUTINELY 
UTILIZE \"TAKIYA,\" LYING THAT IS CONSIDERED ACCEPTABLE (IN 

SHIA ISLAM) IN THE INTEREST OF SELF-PROTECTION/PRESERVATION. 

HE STATED BLUNTLY THAT THERE IS NO QUESTION IRAN WILL 

DEVELOP NUCLEAR WEAPONS IF THEY ARE ABLE TO DO SO. HE 
CONTINUED THAT THE ONLY HOPE OF FORESTALLING THIS DEVELOPMENT 
-- WHICH HE CONSIDERS CATASTROPHIC FOR THE REGION -- IS FOR 

THE INTERNATIONAL COMMUNITY TO ENGAGE WITH IRAN, NOT ISOLATE 
IT. HOWEVER, HE ADDED, THE U.S. IS KEY TO THIS EFFORT. 

WITHOUT U.S. ENGAGEMENT OF IRAN ON NUCLEAR PROLIFERATION, HE 
INSISTED, IRAN WILL NOT BE CONVINCED TO CEASE ITS ACTIVITIES 
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IN THIS REGARD. 


3. (S) VIT ONLY TAKES ONE CRAZY PERSON," SAID HAMADI, 

REFERRING TO THE POSSIBILITY OF A NUCLEAR CRISIS IN THE 

MIDDLE EAST, \"SO WE NEED TO TAKE ALL NECESSARY PRECAUTIONS TO 
PREVENT A NUCLEAR ARMS RACE IN THE REGION.\" ALTHOUGH CLEARLY 
CONCERNED ABOUT THE POSSIBILITY, HE SAID THAT THE THREAT IS 

NOT IMMINENT BECAUSE IT WOULD TAKE YEARS TO DEVELOP A NUCLEAR 
ARMS CAPABILITY. HE POINTED TO ISRAEL, CLAIMING THAT IT TOOK 
MANY YEARS FOR IT TO DEVELOP ITS NUCLEAR WEAPONS PROGRAM. 
HOWEVER, HE EMPHASIZED THE NEED FOR ANY NUCLEAR PROGRAM TO BE 
CONDUCTED WITHIN THE FRAMEWORK OF INTERNATIONAL AGREEMENTS 
AND TREATIES, AS WELL AS IN CLOSE CONSULTATION WITH THE IAEA. 
WWE DO NOT WANT A CHERNOBYL HERE,\" HE STATED. 


4. (S) TURNING TO THE GCC\'S PLANS TO IMPLEMENT A NUCLEAR 

PROGRAM FOR PEACEFUL PURPOSES, HAMADI ARGUED THAT IT IS NOT 
THE FIRST STEP TOWARD DEVELOPING A NUCLEAR WEAPONS 

CAPABILITY. HAMADI REPEATED -- ALMOST VERBATIM -- WHAT SAUDI 

MFA REPRESENTATIVE FOR INTERNATIONAL ORGANIZATIONS AMBASSADOR 
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HAZIM KARAKOTLY TOLD POLOFF ON APRIL 23 -- THAT IT IS 

NECESSARY FOR GCC COUNTRIES TO DEVELOP ENERGY ALTERNATIVES 
AND EMBARKING ON A NUCLEAR PROGRAM IS THE LOGICAL WAY TO DO 
THAT. BOTH EMPHATICALLY STATED THAT THE DOWN-RANGE 
DEVELOPMENT OF A NUCLEAR WEAPONS CAPABILITY BY GCC COUNTRIES 
IS NOT THE STRATEGIC OBJECTIVE. KARAKOTLY AND HAMADI POINTED 
OUT THAT THE GCC AND SAUDI ARABIA ARE CONSULTING CLOSELY WITH 
THE IAEA ON THIS ISSUE, NOTING THAT IAEA DIRECTOR GENERAL 
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MOHAMMED EL-BARADEI PUBLICLY AND POSITIVELY COMMENTED TO THE 
SAUDI PRESS ON APRIL 12 ABOUT THESE EFFORTS. 


5. (S) HAMADI CONTINUED THAT HE IS SKEPTICAL OF IRAQI PM 

NOURI AL-MALIKIVS ABILITY TO EFFECT A NATIONAL GOVERNMENT, 
DESCRIBING THE CURRENT IRAQI GOVERNMENT AS \"IRANIAN.\" 
CALLING THE IRAQ CRISIS A \"COMPLICATED SITUATION,\" HE POINTED 
TO WHAT HE CALLED A \"FLAWED\" CONSTITUTION THAT DOES NOT 
ADEQUATELY PROTECT IRAQS MINORITIES, DISPUTES OVER THE 
EQUITABLE DISTRIBUTION OF OIL REVENUES, AND EXCESSIVE IRANIAN 
INFLUENCE AS KEY FACTORS IN THE ONGOING VIOLENCE. HE STATED 
THAT THE MALIKI GOVERNMENT CANNOT HAVE ANY CREDIBILITY AS A 
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NATIONAL GOVERNMENT BECAUSE IT IS SECTARIAN AND MEMBERS OF 
MILITIA GROUPS HOLD KEY MINISTRY POSITIONS. HE AGREED THAT 

IT IS REASONABLE FOR THE SHIVA MAJORITY TO BE APPROPRIATELY 
REPRESENTED IN THE GOVERNMENT, BUT IMPLIED THAT THE CURRENT 
ESTIMATES OF THE NUMBER OF SHIVA VERSUS THE NUMBER OF SUNNIS 


IN IRAQ ARE NOT ACCURATE. 


6. (S) HAMADI STATED THAT THE GCC WOULD LIKE TO SEE THE 

CURRENT IRAQI GOVERNMENT SUCCEED, BUT WAS NOT HOPEFUL. HE 
EMPHASIZED THAT TO SUCCEED, THE IRAQIS NEED ENHANCED DIALOGUE 
WITH ALL INTERNAL FACTIONS, AS WELL AS WITH NEIGHBORING 
COUNTRIES. ADDITIONALLY, SAID HAMADI, THE CONSTITUTION MUST 

BE REWORKED TO ENSURE ADEQUATE PROTECTIONS FOR IRAQ\'S 
MINORITIES. HE FURTHER INSISTED THAT THE U.S. MUST \"COME 

DOWN HARD\" ON THE MALIKI GOVERNMENT TO ENSURE IT IMPLEMENTS A 
PROGRAM OF NATIONAL RECONCILIATION, ADDING THAT IT IS 
IMPERATIVE FOR THE U.S. TO CONTINUE TO CONSULT WITH IRAQ\'S 
NEIGHBORS. CONTINUING THAT THE U.S. CLEARLY DID NOT HAVE A 

FULL UNDERSTANDING OF THE \"DEPTH OF CULTURE\" OR THE 
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CONSEQUENCES OF MILITARY ACTION IN IRAQ, HE EMPHASIZED THAT 
PAYING MORE ATTENTION TO THE VIEWS OF NEIGHBORING COUNTRIES 
WOULD BE INVALUABLE IN HELPING TO DETERMINE THE BEST COURSE 
OF ACTION FOR ADDRESSING IRAQ\'S PROBLEMS. HE SUGGESTED THAT 
THE ENGAGEMENT OF \"NEUTRAL PARTIES\" IN IRAQ WOULD ALLOW THE 
U.S. TO STEP BACK. REFERENCING THE IRAQ STUDY GROUP\'S 
RECOMMENDATIONS, HE INDICATED THAT IRAN AND SYRIA COULD BOTH 
HAVE A POSITIVE INFLUENCE ON THE SITUATION IN IRAQ. HOWEVER, 
HE CAUTIONED, THERE NEED TO BE DISCRETE, \"STANDALONE\" 
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INCENTIVES FOR THEM TO DO SO. 


7. (S) COMMENT: KARAKOTLY AND HAMADI ECHOED WHAT WE HAVE 
HEARD FROM OUR OTHER SAUDI INTERLOCUTORS -- OFFICIALLY AND 
UNOFFICIALLY -- THAT THERE IS GREAT CONCERN ABOUT IRANYS 
NUCLEAR AGENDA. HOWEVER, ALTHOUGH THE SAG\'S OFFICIAL 
POSITION IS THAT THE GCCYS NUCLEAR PROGRAM WOULD BE ONLY FOR 
PEACEFUL PURPOSES, THERE ARE SOME WHO HAVE EXPRESSED 
SKEPTICISM THAT THIS IS THE CASE. BOTH KARAKOTLY AND HAMADI 
ACKNOWLEDGED THAT IRAN\'S OVERARCHING OBJECTIVE IS TO 
ESTABLISH ITSELF AS A REGIONAL SUPERPOWER AND DEVELOPING A 
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NUCLEAR WEAPONS CAPABILITY IS AN OBVIOUS WAY TO DO SO. 
OFFICIAL INSISTENCE THAT THE GCC COUNTRIES WILL ONLY EMBARK 
ON A PEACEFUL PROGRAM FAILS TO OBVIATE THE FACT THAT 
IMPLEMENTING ANY NUCLEAR PROGRAM -- PEACEFUL OR OTHERWISE -- 
PROVIDES GCC COUNTRIES FAR BETTER \"POSITIONAL PARITY\" WITH A 
NUCLEAR-CAPABLE IRAN. END COMMENT. 

FRAKER 
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Column 3 
Classified By: POLITICAL COUNSELOR ROBERT DOWNES, 
REASON 1.4 (D) 


1. (C) Summary. The Ambassador met former Vice President 
Jose Vicente Rangel May 4 and probed as to how the USG could 
best initiate a pragmatic, bilateral dialogue with the 

Bolivarian Republic of Venezuela (BRV). Rangel said 

President Chavez wants dialogue, but U.S. criticism of BRV 
policies undermines the prospects of starting one. The 

former VP nevertheless suggested the BRV and USG could 
potentially develop a pragmatic relationship, akin to the 

BRV\'s relationship with Colombia, sometime in the next 20 
months. Rangel recommended that the Ambassador's successor 
maintain a low profile and that the USG avoid \"personalizing\" 
bilateral relations. The Ambassador reminded Rangel that it 

is Chavez and other BRV officials who continue to make 
personal attacks on USG officials. Rangel said he may be 
willing to facilitate channels of communication to current 

BRV officials for the Ambassador's successor. End Summary. 


2. (C) The Ambassador met May 4 with former Vice President 
Jose Vicente Rangel at RangelYs home. Former VP Chief of 
Staff Rene Arreaza arranged the meeting at the Ambassador\'s 
suggestion. Rangel, who had not met with the Ambassador 
since December 2004, welcomed the Ambassador and scoffed at 
the idea that the Ambassador had not been welcome in his 
office when he was VP. Rangel reported that he was working 
harder now than when he was vice president. Rangel said he 
is in frequent contact with Chavez and other senior leaders 

of the Bolivarian Republic of Venezuela (BRV). He is also 
hosting a weekly talk show on a private television station. 
Asked if he was meeting in his capacity as a journalist or 
former VP, Rangel said the latter and assured the Ambassador 
that their conversation was a private one. 


3. (C) The Ambassador asked Rangel for his advice on how to 
get some sort of pragmatic dialogue going between the BRV and 
USG. Rangel said he believes dialogue is still essential and 
added that President Chavez wants dialogue. However, the BRV 
perceives that Washington is sending mixed signals. The BRV 
appreciated WHA A/S ShannonWs recent comments that patience 
is required for a long-term relationship with BRV, but 
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disliked recent public comments made by the Deputy Secretary 
suggesting that the BRV system would eventually collapse. 
Critical messages complicate 

the possibility for dialogue. 


4. (C) The Ambassador asked if Rangel was saying that there 
could not be dialogue until there was no public difference of 
opinion between the two governments. If so, that does not 
offer much hope for dialogue. The United States and 
Venezuela have different systems, models, and visions on 
which we are unlikely to agree. We had serious dialogue with 
the USSR for 45 years despite fundamental differences. Was 
that impossible with the BRV? Rangel responded that dialogue 
was possible despite fundamental differences. He said the 
two countries needed an approach more like the 
Venezuela-Colombia relationship. Chavez and Uribe did not 
agree on much, but had managed to keep the bilateral 
relationship on a pragmatic footing. 


5. (C) The Ambassador said the USG had unsuccessfully probed 
the possibility of serious dialogue at least twice in last 12 
months. He noted that in April 2006 he had suggested to 
then-Foreign Minister Ali Rogdriguez that we meet to discuss 
areas for a pragmatic dialogue. He had agreed, and suggested 
another visit the following week. The BRV leaked the 
conversation to the local press and the next day Chavez 
announced that A/S Shannon wanted to visit Venezuela, 
effectively scotching the initiative. The Ambassador also 

noted that he met with the current Foreign Minister Maduro in 
December 2006, after Chavez! re-election. There appeared to 
be agreement on six areas for possible pragmatic dialogue, so 
we followed up in January with Vice FM Jorge Valero with 
concrete suggestions on how to proceed. We have not received 
any response from BRV since then. 
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6. (C) The Ambassador asked if USG officials were missing a 
BRV signal. Rangel said \"no,\" and attributed the lack of BRV 
follow-up to an ongoing internal policy debate within the 

BRV. The BRV has hawks and doves just like USG, Rangel said, 
so it is a matter of timing. Rangel disagreed with the 

suggestion put forward by some BRV contacts that the BRV 
believes dialogue is impossible until the next U.S. 

administration. He said he believes dialogue is still 

possible over the next 20 months. 


Looking Ahead 
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7. (C) The Ambassador asked if Rangel had any advice for the 
Embassy, going forward. Rangel said the next U.S. ambassador 
should not appear so much in public, should refrain from 
comments likely to set off Chavez, and should not allow 
himself to be \"used\" by the opposition. The Ambassador 
responded that suggesting that a U.S. ambassador have no 
public presence would be a tough sell. The former VP told 

the Ambassador that he had been too public and had handled 
himself too well in public, and that bothered Chavez. Rangel 
said Chavez also did not like the Ambassador getting into the 
barrios in support of USAID programs. 


8. (C) In addition, Rangel said the USG should be careful 
with the Venezuelan expatriate community in the United 
States. He advised against creating a \"personalized\" 
relationship, like that between the United States and Cuba. 
The Ambassador noted that, to his knowledge, the USG had 
refrained from mentioning Chavez by name for years, 
specifically so as not to personalize the bilateral 
relationship. On the other hand, the Venezuelan president 
had launched a series of highly personal attacks on U.S. 
leadership. Rangel excused this behavior, saying Chavez 
would be Chavez; he is a loquacious fellow who thrives on 
confrontation. But Chavez always pulls back from the brink, 
added Rangel. 


9. (C) The Ambassador said some people analyzed Chavez as 
having made a calculation that it was in his interest to 

maintain a confrontational attitude toward the United States. 
Rangel said that analysis is largely true. In the aftermath 

of the short-lived April 2002 coup and the subsequent 

national strike, Chavez had decided that it was in his 

interest to challenge the United States. Rangel argued that 
USG actions had provoked Chavez. The Ambassador said that 
was not our analysis, but he and Rangel agreed that an 
argument over history would be a sterile one. 


10. (C) Noting that the USG did not have many reliable 

channels of communication to the BRV, the Ambassador said his 
successor would need more. Rangel suggested that he could 
serve to facilitate the development of those channels, but 

said he did not want to be a channel himself because he is 

out of government. 


11. (C) Rangel\'s suggestions that the Embassy lower its 
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profile is evidence of the effectiveness of our tactics in 

getting our messages out. Although he has resumed his 
journalistic career, former VP Jose Vicente Rangel said he 
would not publicize or speak about his May 4 meeting with the 
Ambassador. So far, Rangel has honored this commitment, but 
we will have to wait and see whether he continues to do so. 


WHITAKER 
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STATE PASS EXIM FOR JRICHTER 
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E.O. 12958: DECL: 05/08/2017 

TAGS: ASEC, CASC, EPET, KDEM, NI, PGOV, PREL 

SUBJECT: SITREP 6: AMCIT REMAINS HOSTAGE; 3 PIPELINES 
ATTACKED 


REF: LAGOS 318 
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Classified By: Consul General Brian L. Browne for reasons 1.4 (B) and ( 
D) 


1. (C) Summary: After being abducted May 1, six expatriates, 
including American citizen John Stapleton, four Italians and 
one Croatian remain in captivity. Chevron has not received 
proof of life for any of the hostages. Chevron planned to 
pass a third care package containing food, water, clothes and 
antimalarial prophylaxes to the Bayelsa State Government for 
the hostages, although the company has received no 
confirmation the previous two packages were given to the 
hostages. Three pipelines in Bayelsa were purportedly 
attacked by militants on May 8; since May 1, Chevron has 
reduced production by 57,000 barrels per day. End Summary. 


2. (C) American citizen John Stapleton, four Italian 

nationals and one Croatian begin their eighth day in 

captivity; little has changed. Chevron was preparing to give 

the Bayelsa State Government a third welfare package 
containing food, water, clothes, toiletries, a camera, 
antimalarial prophylaxes and medication, despite no proof the 
two previous packages were delivered. Chevron chose not to 
include cell phones in the care packages because there is 
reportedly no cell phone coverage at the camp. The framework 
for release plan has been drafted but not yet finalized. 


3. (C) Fred Nelson, Managing Director of Chevron Nigeria 

Limited, met President Obasanjo in Abuja on May 7. Obasanjo 

told Nelson there would not be a military action against the 

militants and no ransom demands would be paid by the 
government. Obasanjo recommended Chevron not pay ransom and 
continue to try to resolve the crisis through the Bayelsa 

State government. 
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4. (U) \"Jomo Gbomo\" of the Movement for the Emancipation of 
the Niger Delta (MEND) purportedly emailed media sources on 
May 8 and claimed responsibility for three attacks on 

pipelines in Bayelsa. Media sources report Agip\'s Brass 
terminal was attacked as were two terminals in Akasa. 


5. (C) According to Managing Director of Agip, Akin 
Aruwajoye, two of Agip\'s pipelines were attacked on May 8, 
decreasing production by 150,000 to 200,000 barrels per day 
(bpd). 


6. (C) Initial unconfirmed reports state that on May 2 
Chevron took 15,000 bpd offline after the six expatriates 
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were taken hostage from the floating storage vessel 
\"Oloibiri\" 25 miles off the shore of Bayelsa State. Media 
reports Chevron further cut production another 42,000 bpd on 
May 7 at the Abiteye flow station, due to disruptive activity 
there (no hostages were taken in this incident). 

BROWNE 
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E.O. 12958: DECL: 05/08/2017 

TAGS: PREL, PGOV, EAID, MASS, KDEM, ET, ER, SO 

SUBJECT: ETHIOPIA: SCENESETTER FOR VISIT OF USCENTCOM CDR 
ADMIRAL WILLIAM J. FALLON 


Classified By: AMBASSADOR DONALD YAMAMOTO. REASON: 1.4 (B) AND (D). 


1. (C) SUMMARY. U.S. engagement with Ethiopia focuses on the 
objectives of bolstering democratic institutions and 

processes and the protection of human rights; enhancing 
regional security and fighting terrorism; and supporting 
economic reform and development, breaking the cycle of food 
insecurity and dependence on humanitarian assistance. The 
GOE has made a commitment to liberalize Ethiopia\'s economy, 
push forward democratic reforms, and cooperate with us ona 
variety of initiatives. Ethiopia is our most strategic 

partner in Africa in combating terrorism and promoting 

regional stability. The USG and Ethiopia have formed a 

strong partnership in eliminating extremism in Somalia and 
re-establishing a central government for the first time in 16 
years. Your visit will afford a valuable opportunity to 

reinforce our bilateral cooperation. Our Mission has 150 

direct hires and long-term contractors, and an additional 200 
temporary staff assisting Ethiopia with pursuing our common 
security goals in Somalia. END SUMMARY. 


2. (U) May 2005 Elections: The campaign period prior to the 
May 2005 elections was the most fair and open in Ethiopia\'s 
history, and the opposition received significantly more 
popular support in the election than ever before: winning 
control of the Addis Ababa city administration, as well over 
170 seats in the 547-seat parliament, up from 12 seats 
previously. While some international observers, such as the 
European Union, noted electoral irregularities, observers 
from the Carter Center concluded that the majority of the 
votes were cast in favor of the ruling Ethiopian People\'s 
Revolutionary Democratic Front (EPRDF) coalition. Arguing 
that the elections were stolen, however, leaders from the 
Coalition for Unity and Democracy (CUD, the largest 
opposition party) initially refused to take their seats, even 
though other opposition parties decided to join the 
Parliament and Regional Councils. Around 90 of the CUD\'s MPs 
eventually later decided to take their seats in Parliament as 
well, bringing the total opposition presence there to around 
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150. 


3. (U) Political Crackdown: After boycotting elective 

office, CUD leaders in October 2005 organized a civil 
disobedience campaign that turned violent when confronted by 
security forces. During demonstrations in June and November 
2005, security forces opened fire on protesters killing 193 

and injuring 763. The government arrested most of the CUD 
leadership who refused to take their seats, closed a host of 
opposition-oriented newspapers, and detained over 30,000 
civilians incommunicado and without charge for two months. 
All but a few hundred were eventually released. Authorities 
charged 111 opposition leaders, journalists, and civil 

society leaders, including CUD Chairman Hailu Shawel and 
several U.S. citizen employees of Voice of America, with 
capital crimes, ranging from treason and genocide to 
Voutrages against the Constitution." The Government later 
dropped charges against the U.S. citizens, and dropped 
treason and genocide charges against all defendants. 
However, as of April 2007, approximately 50 of these 
defendants remained in detention facing trial on other 

capital charges. 


4. (C) Evidence presented to date in the ongoing trial of 
these political detainees, which is attended regularly by 

U.S. Embassy officials, has failed to convince most 
observers. The United States has continued to urge the 
Ethiopian Government to drop the charges against these 
individuals as the continuing trial represents a major 
impediment to an inclusive process of democratization. The 
USG has supported mediation efforts by Ethiopian elders to 
broker the release of the CUD and other detainees in return 
for their taking responsibility for seeking to overthrow the 
GOE. No resolution has yet been achieved, but talks continue. 


5. (C) Moving Forward: Despite the trial, the U.S. and other 
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donors continue to facilitate an ongoing process of political 
dialogue between the ruling party and opposition leaders of 

the Coalition for Unity and Democracy Party (CUDP), the 
United Ethiopian Democratic Forces (UEDF) party, and the 
Oromo Federal Democratic Movement (OFDM) party, who have 
taken their seats in Parliament. Party representatives, 
supported by comparative studies funded by the U.S. and other 
donors, have already revised Parliamentary rules of procedure 
to make them better reflect international standards and to 
accommodate a multi-party political environment. The 
dialogue also reached agreement on many aspects of the 


Column 3 

reorganization of the National Electoral Board. The U.S. 
strategy since last year has been to work closely with the 
opposition and government alike to strengthen the democratic 
process. Apart from nurturing talks on institutional reform, 
another challenge is convincing the EPRDF to reduce 
harassment of opposition party activists in rural areas and 
allow opposition offices to reopen. Progress on these issues 
will be critical to successful local elections, currently 
scheduled for late-2007. 


6. (U) In the wake of Ethiopia\'s successful military 
intervention in Somalia in December 2006, Somalis are ina 
position to rebuild their nation after 16 years as a \"failed 
state\". Ethiopia launched the offensive after the extremist 
Council of Islamic Courts (CIC) declared jihad against 
Ethiopia and attacked SomaliaWs internationally- recognized 
Transitional Federal Government (TFG) in the central Somali 
town of Baidoa. The Ethiopian National Defense Force (ENDF) 
soundly defeated the CIC and forced its members to flee their 
base in Mogadishu. However, intense fighting against 
remaining insurgents continues in Mogadishu. 


7. (U) The USG has pledged USD 40 million in assistance to 
the African Union Mission in Somalia (AMISOM) and other 
Somalia reconstruction efforts. The GOE has also been active 
in urging the TFG to pursue broad-based national 
reconciliation in Somalia to weaken support for the nascent 
CIC-led insurgency and to consolidate TFG administration 
throughout Somalia. A national reconciliation conference is 
expected to be held in Mogadishu in June 2007, after having 
been postponed from April. 


8. (S/NF) The U.S. and Ethiopian Governments cooperated 
closely in pursuing high-value targets (HVTs) from the East 
Africa cell of Al-Qaida who fled toward the Kenyan border 
following the collapse of their CIC protectors. Al-Qaida 
operatives included some individuals who participated in the 
1998 bombings of U.S. Embassies in Tanzania and Kenya. USG 
public statements acknowledging attacks on HVTs in Somalia by 
U.S. AC-130 gunships subsequently created some friction with 
the GOE, however. The GOE told the USG that the news of the 
attacks jeopardized the participation of other African 

nations in AMISOM. The U.S. suspended strikes against the 
HVTs, and, shortly thereafter, several countries announced 
contributions to the force at the January 2007 African Union 
Summit in Addis, including two battalions from the Uganda. 
Nigeria and Burundi are also expected to contribute to the 
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force, and other countries are still evaluating 
participation. 


9. (U) Ethiopia-Eritrea: The Ethiopia-Eritrea war of 

1998-2000 cost over 100,000 lives and ended in the Algiers 
Peace Agreement, which established a 25km demilitarized 
Temporary Security Zone (TSZ) in Eritrea; established a UN 
peacekeeping operation (UNMEE) to monitor the TSZ, and an 
independent Eritrea-Ethiopia Boundary Commission (EEBC) to 
render final and binding delimitation and demarcation 
decisions laying out the legal border. 


10. (C) Despite a border delimitation decision rendered in 
April 2002, the parties have failed to allow demarcation. 
Ethiopia has accepted the EEBC\'s border delimitation 
decision, but insists on dialogue with Eritrea about the 
consequences of dividing villages and other issues before 
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allowing for demarcation. Eritrea insists on full 

demarcation before considering dialogue. Intensive U.S. 
diplomatic efforts in 2006 to break the impasse ultimately 
failed. As physical demarcation of the border has not been 
possible, the EEBC recently declared that it has \"demarcated\" 
the border by coordinates, and has given both Ethiopia and 
Eritrea until November 2007 to accept its decision. 


11. (U) Since October 2005, Eritrea has restricted the 

movement of UNMEE, including banning all aerial operations, 
which has precluded UNMEE from adequately monitoring much of 
the 600-mile border. Eritrea has also expelled UN 

peacekeepers and military observers from Western countries; 
USG MILOBs assigned to UNMEE currently serve on the Ethiopian 
side of the border. In October 2006, Eritrea sent 1,500 

troops and 15 tanks into the previously demilitarized TSZ in 

the southwest. 


12. (C) Domestic Insurgencies: Insurgent activity in 

Ethiopia has increased since the civil disturbances following 

the May 2005 elections. The Oromo Liberation Front (OLF) and 
Ogadeni National Liberation Front (ONLF) respectively are 
Oromo (40 percent of the Ethiopian population) and Somali (6 
percent) nationalist movements which have taken up arms 
against the Ethiopian government in response to perceived 
ethnic marginalization. Both organizations are receiving 
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assistance from the Eritrean government as another front in 
Eritrea\'s proxy war with Ethiopia. Over the past two years, 

the OLF has dramatically stepped up civil disobedience 
campaigns among students and has successfully infiltrated the 
Ethiopian military; several Oromo senior military officers 

and hundreds of soldiers have defected to the OLF. 


13. (U) In May 2006, the OLF, ONLF, and the Ethiopian 
People\'s Patriotic Front (EPPF) joined together with Diaspora 
members of the CUD political opposition party to establish a 
unified Alliance for Freedom and Democracy (AFD) calling for 
a national conference to bring democracy to Ethiopia. 

Despite the AFD\'s professed support for the constitution its 
pledge of peace, member parties continue their armed struggle 
against the government. 


14. (S/NF) The ONLF has claimed responsibility for an April 
2007 attack on a Chinese oil exploration installation near 
Jijiga, in Ethiopia\'s Somali Region. Approximately 200 
insurgents attacked the site, killing 9 Chinese workers and 
nearly 80 local residents, and killing or injuring 34 

Ethiopian troops guarding the facility. Seven Chinese 
workers were taken hostage but released five days later. 


15. (C) CUTF-HOA: U.S. Central Command\'s Combined Joint Task 
Force-Horn of Africa (CUTF-HOA), based in Djibouti, began 
humanitarian work in EthiopiaYs Somali Region (Ogaden) in 
2005, focusing on water projects, clinics, and school 

construction for Ethiopia\'s under-served ethnic-Somali 
population. In mid-2006, however, the GOE asked CUTF-HOA to 
leave the Ogaden as it launched a large-scale assault on the 
ONLF. To date, CUTF-HOA has not yet been allowed to resume 
humanitarian and civil affairs activities in the region, but 

it is working in the northern Somali Region (near Dire Dawa) 

as well as the Afar Region (bordering Eritrea), and continues 

to conduct military-to-military training. 


16. (S/NF) In a March 2007 meeting with CUTF-HOA Commander 
Admiral Hart (reftel), CHOD Lieutenant General Samora Yonus 
identified Ethiopia\'s military priorities: 

-- Air mobility is critical as a result of the conflict in 

Somalia; Ethiopia requires USG assistance to repair two C-130 
aircraft and provide additional cargo planes. 

-- To promote the ENDF\'s professionalization, USG assistance 

is needed for the newly established command and staff college 
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in Addis Ababa. 

-- Samora requested that the USG close CJTF-HOA operating 
bases in Bilate and Hurso, and possibly relocate to Dire Dawa 
or Jijiga, so that they would not be co-located on ENDF bases. 


17. (U) Ethiopia has signed, but has not yet ratified, a 
bilateral non-surrender (\"Article 981") agreement with the 
United States protecting U.S. personnel from the 
International Criminal Court (ICC). The USG and GOE signed 
an agreement in Washington, D.C., in October 2004, but the 
agreement has not yet been brought before Ethiopia\'s 
parliament for consideration. During your visit, you may 

wish to urge the GOE to ensure ratification of the Article 98 
agreement. (NOTE: An appropriate bill must be submitted to 
the office of the Prime Minister, reviewed by the Council of 
Ministers, then submitted to Speaker of the House, who 
reviews it with the Parliamentary Committee to determine 
whether the bill must go to the House for debate or vote. 

END NOTE.) 


18. (U) IMET: Ethiopia receives IMET funds. 

-- In FY05, Ethiopia received USD 514,000 and used it for 
Professional Military Education (PME), to include Naval 
Postgraduate School (NPS), Command and General Staff College 
(CGSC), and USAF Squadron Officer\'s School. Ethiopia also 
used FY05 funds for intelligence training, counter-terrorism 
training, logistics courses, and English Language Training 
(ELT) labs. 

-- In FY06, Ethiopia received USD 589,000 and used it for 
additional ELTs, CGSC, intelligence training, and military 

law courses. 

-- In FYO7, ET received USD 650,000 and used it for two 
students at CGSC, Air Command and Staff College, and 
additional ELT support. In FYO7, Ethiopia also received one 
slot at the National Defense University funded by 
counter-terrorism funds separate from IMET. 

--Ethiopia is projected to receive USD 650,000 in FYO8. 


19. (U) FMF: Since FYO3, Ethiopia has received USD 20.735 
million in military assistance funds. The majority, roughly 
two-thirds, has come from FMF, while the remainder came from 
the East Africa Counter Terrorism Initiative (EACTI). Since 
FY03, Ethiopia has used this money to buy equipment for its 
counter-terrorism unit USD 800,000 to support the Ethiopian 
Defense Command and Staff College (EDCSC) USD 2.1 million), 
to support CUTF-HOA training at Hurso and Bilate USD 1 
million), to 16 HMMWVs USD 1.8 million), to buy 300 tactical 
VHF radios USD 5.5 million) and C-130 spare parts USD 2.4 
million). Based upon the most recent FMF audit, Ethiopia has 
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USD 2.7 million in uncommitted FMF funds. In FY08, Ethiopia 
is projected to receive USD 800,000 in FMF. It is hoped this 
will be offset by FYO7 and FY08 Section 1206 monies. 


20. (U) EDCSC: The EDCSC began development in 2005, with the 
assistance of the USG, using EACTI funds on an FMF case. 
Classes started in the summer of 2006. The course is modeled 
on the U.S. Army CGSC, incorporating air and ground 

operations, and is currently taught by six USG contractors. 
Support was promised by Addis Ababa DATT Office through 2010, 
when ENDF would be capable of self-support. However, due to 
increasing FMF budgets, contractor support will not be 

feasible in the future. Courses of action are being 

developed to utilize quality of contract instructors. All 

contract instructors are retired U.S. Army and USAF officers, 

with senior PME teaching experience. The ENDFYs main concern 
is that they lack current operational experience to 

adequately teach the course material. 


21. (U) C-130s: In 1996, the USG donated four C-130B 
aircraft to Ethiopia. The first two were refurbished an 
delivered in 1998. While the second two aircraft were being 
overhauled, Ethiopia went to war with Eritrea, and, as a 
result, the second set of planes was diverted to other 
countries. Ethiopia signed an USD 11 million FMS case for 
spare parts support, which they paid for with a combination 
of FMF and national funds. Since 2002, Ethiopia has not 
received any additional maintenance or technical support from 
the USG, and, as a result, one of the aircraft fell into 
disrepair and has not flown since 2002. In January 2007, a 
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technical team evaluated the entire ENDF C-130 program and 
found excellent maintenance capabilities but a critical lack 

of spare parts and maintenance equipment. The team estimates 
that approximately USD 13-17 million is required to provide 

all necessary parts, equipment, and training, to support the 
aircraft for the next two years. This includes all necessary 
work to make the second C-130B airworthy. In 2006, state-run 
Ethiopian Airlines donated two Lockheed L-100-30s to the 
ENDF. Both aircraft are in excellent condition, but only one 

is currently flying. The second aircraft requires an 

inspection to be performed by Ethiopian Airlines. All 

proposed USG-assisted maintenance and supply programs will 
support both types of aircraft. 
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22. (U) Ethiopia remains one of the poorest countries in the 
world with a per capita GDP of roughly USD 100 While the 
private sector is expanding, the state remains heavily 

involved in most economic sectors, and parastatals and 
party-affiliated companies continue to dominate trade and 
industry, hampering full and free competition. In addition, 
increasingly frequent cycles of drought, high population 

growth, and inefficient agricultural markets all act as drags 

on Ethiopia\'s economic development. Agriculture contributes 
42 percent to the GDP and employs 80 percent of Ethiopia\'s 77 
million people. Nearly all agricultural production is 

rain-fed and small-scale, and thus vulnerable to drought. 
Economic policies have been improving as the Ethiopian 
government gradually sheds its Marxist past. The Government 
recently submitted a long-delayed Memorandum of Foreign Trade 
Regime (MFTR), an important step forward in the process of 
WTO accession. According to World Bank data, GDP growth in 
2005 was 8.7 percent. Greater economic liberalization, 
including in key sectors such as telecommunications and 
finance, and further reduction of population growth will be 
critical to reducing poverty and increasing food security, 
however. 


23. (U) In collaboration with donors, the Ethiopian 

government in January 2007 published its 2006-2010 \"Plan for 
Accelerated and Sustainable Development to End Poverty\" 
(PASDEP). PASDEP will also have a significant governance 
component. In addition to continuing poverty reduction 
strategies in areas such as human development, rural 
development, capacity building, and food security, the new 
development plan will increase commercialized agriculture, 
promote greater private sector participation in the economy, 
scale-up efforts to achieve the Millennium Development Goals, 
and enhance decentralization of governance. Ethiopia has 
increased primary education to over 70 percent coverage over 
the last decade and has also adopted more effective policies 
to promote family planning and combat HIV/AIDS. 


24. (SBU) The United States provides both developmental and 
humanitarian assistance to Ethiopia, though we do not provide 
any direct budget support to the government. In FY2006, the 
USG provided USD 150 million in food aid; roughly USD 80 
million for health, education, and governance projects; as 

well as USG120 million through the President\'s Emergency Plan 
for AIDS Relief (PEPFAR). A major objective is to help the 
Ethiopian government and people increase sources of rural 
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income through a \"productive safety net" program so that they 
will be less vulnerable to drought, disease, and famine. In 
2006, USAID developed a new initiative meant to protect the 
livelihoods of pastoralists in the Southern and Somali 

regions. As a result of post-election events in Ethiopia, 

donors providing direct budget support (including the World 
Bank, European Commission, UK, and Canada) agreed to suspend 
direct budget support. These funds have been reprogrammed 
through a new program, the Protection of Basic Services 

grant, which includes more targeted, tightly monitored aid at 
the regional and district levels. The re-initiation of donor 
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support, including a USD600 million World Bank program, has 
been a tremendous relief to the Ethiopian government and has 
eased some of the financial crunch it was facing. 


25. (SBU) The United States is coordinating closely with 
other donors to strengthen democratic institutions such as 
Parliament, the National Electoral Board of Ethiopia, the 
media, and civil society, and to create political \"space\" 
through dialogue among various actors and groups. Current 
U.S. resources for this purpose total approximately USD10 
million. Restoring public confidence in institutions and 
dialogue will be essential to deepening democracy and 
maintaining peace and stability at the heart of the Horn of 
Africa. 
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1. (SBU) Summary: Against the background of an 
increasingly controlled media climate, the GOR has merged the 
agencies Rosokhrankultur and Rossvyaznadzor into one \"super\" 
agency in an effort to consolidate regulatory control of the 
media and information technology. It will not be known for 
at least a few months what the new agency\'s mandate will be, 
but the new head of the agency, Boris Boyarskov, is well and 
favorably known to the Embassy. Some Embassy contacts 
speculate that the merger was undertaken to increase control 
over media content, including the Internet, in advance of the 
upcoming parliamentary and presidential elections. Russia\'s 
imminent switchover to digital broadcasting might be the real 
impetus for the merger, however. End summary. 


2. (U) On March 12, President Putin decreed the merger of 
Rosokhrankultur, which issues and revokes broadcasting 
licenses, and Rossvyaznadzor, which issues technical licenses 
for data transmission, as part of an effort to consolidate 
regulatory control over media and information technology. 
Head of Rosokhrankultur Boris Boyarskov was put in charge of 
the new \"super\" agency on March 26. 


3. (SBU) Boyarskov chaired the working group that assessed 
the viability of merging the two agencies and told us ina 

March 22 meeting that the new agency\'s functions would be 
made clearer by mid-June via amendments to the Law on Media, 
supplemented by GOR regulations specifying its powers. No 
proposed amendments have been discussed as of mid-May. 


4. (SBU) Reaction to the merger has been low key, but 
apprehensive to date. Foundation for Information Policy 
Development Director Yelena Kolesnik attributed the merger to 
the GORVs desire to centralize control over all media 

content, although she admitted that she had no evidence to 
support her suspicions. In an April 26 meeting, Director of 

the Center for Journalism in Extreme Situations Oleg Panfilov 
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reserved judgment, predicting that little would be known 
before September. Still, he feared the merger was a Kremlin 
attempt to ensure maximum control over the media in the 
election season. 


5. (SBU) Director of the National Research Center on 
Television and Radio Aleksey Samokhvalov told us April 9 that 
in light of the upcoming parliamentary and presidential 
elections, the GOR may be contemplating overtly stronger 
controls over media content. He said, however that the 
agency\'s main task would be to oversee Russia\'s impending 
switchover to digital broadcasting, which is scheduled to 

occur in 2008. The newly-merged agency will have a federally 
supported budget with estimates ranging USD 4 - 6 billion for 
managing the transition, as well as the power to allot a 
substantially increased number of licenses. 


6. (SBU) In a March 16 article, Reuters wrote that the 
merger had sparked fears of a \"bid to extend tight publishing 
controls to the relatively free Web.\" Saying that Russia is 
\"not China,\" interlocutors were in agreement that it would be 
\"impossible\" for the GOR to control the Internet should the 
newly-merged agency attempt it. Kolesnik and Panfilov felt 
that pressure nevertheless would be brought to bear. 
Panfilov was specifically concerned that the independent 
radio station Ekho Moskvy and the newspaper Novaya Gazeta 
(late journalist Anna Politkovskaya\'s employer) might be 
singled out for their more independent coverage, but 
Boyarskov was at pains to reassure us of his support for 
freedom of press and journalists\' rights. 


7. (SBU) It is not surprising that media watchers here are 
inclined to suspect the worst of the merger, since they 
subscribe to Freedom House\'s view, as published May 3 in its 
2007 report on freedom of the press, that GOR efforts are 
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directed at \"(further marginalizing) independent media 

voices, punctuated by plans to regulate the Internet.\" The 
GOR\'s attention has been increasingly focused on the need to 
avoid any surprises during the upcoming elections and greater 
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control over media content would be a logical task for the 
new agency to undertake. Post, however, has yet to see any 
concrete steps in that direction and is persuaded that 
Russia\'s switchover to digital is an equally important factor 
in divining the intent of the merger. Boyarskov himself is a 
very modest figure and has been very helpful to the Embassy 
in our earlier work with him on the IPR account. 


BURNS 
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MARCH 14 AND ITS ALLIES REVIEW SHIA POLICY 


Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 
). 


SUMMARY 


1. (SBU) Independent Shia political leader Mohammad Baydoun 
in early May expressed frustration that the March 14 movement 
continues to approach the Shia community exclusively through 
Nabih Berri, whom Baydoun considers an unreliable partner. 
The main impediment to progress in Lebanon is Hizballah and 
Amal\'s exclusive control of the Shia community, Baydoun 
reasoned. Weak reconstruction efforts, however, have created 
an opportunity for March 14 to approach the Shia. To break 
Hizballah and Amal\'s control of the Shia community, March 14 
and its allies, including Saudi Arabia, should fund 
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independent Shia figures, stealing a page from the Iranians 
who are busy funding groups outside their own sect. Finally, 
Baydoun argued that supporting alternate Shia leaders could 
reduce arms smuggling. End Summary. 


MARCH 14 IS MAKING A SERIOUS ERROR 
IN ITS BLIND COURTSHIP OF BERRI 


2. (SBU) Independent Shia politician Mohammad Abed al-Hamid 
Baydoun told Polstaff on May 7 that the pro-reform March 14 
bloc should review its policies toward the Shia community in 
general, and Speaker Nabih Berri in particular. Baydoun 
expressed outrage that Berri is the principal reason 

parliament remains blocked, and yet March 14 is still trying 

to negotiate with him or lure him to their side. Baydoun 
explained his frustration with the policies recently 

enunciated by Future Movement MP Walid Eido and Prime 
Minister Siniora\'s advisor Mohammad Chatah. Baydoun believes 
March 14 lacks a clear strategy for the critical period 

following approval of the Special Tribunal, but still 

believes it can fight Hizballah by co-opting Nabih Berri. 

Baydoun also faulted March 14 for failing to engage with 
alternative figures in Lebanon\'s diverse Shia community and 
attempting to use the Shia Mufti of Tyre, Sayyed Ali 

Al-Amine, without providing him any political or financial 

support. 


RECONSTRUCTION MISTAKES 
OFFER OPPORTUNITY TO COURT SHIA 


3. (SBU) Baydoun expressed his strong belief that the 
principal impediment to progress in Lebanon is the tight 
control Hizballah, and to a lesser extent Amal, exercise over 
the Shia community. He added that unless there is a genuine 
effort to break this monopoly, Lebanon will not resolve its 
internal conflicts. Baydoun argued that March 14 and its 
sponsors now have a real opportunity to break this monopoly 
because the compensation provided by Hizballah in south 
Lebanon has been confined to Hizballah and Amal supporters. 
According to Baydoun, this biased compensation scheme has 
created a strong wave of disenchantment and could be the 
catalyst for alternative Shia forces to emerge. 


GREATER FUNDING, ATTENTION NEEDED 


4. (SBU) Baydoun argued that to take advantage of this 
opportunity, March 14 and its allies -- in particular Saudi 
Arabia through Saad Hariri -- should institute a new policy 
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toward the Shia community and start disbursing money directly 
to Shia aereas neglected by Hizballah. He reasoned that such 
a policy would copy Iran\'s successful financing of groups 

within other confessions (e.g., Wiam Wahab in the Druze 
community, Michel Aoun and Suleiman Franjieh in the Christian 
community, and Fathi Yakan in the Sunni community). 


5. (SBU) Baydoun was also critical of Saudi Ambassador to 
Lebanon Abdulaziz Khoja, arguing that Saudi Arabia should 
entrust Wa more enlightened figure\" to handle the critical 
Lebanese portfolio. He maintained that the Iranian Embassy 
in Damascus has approximately 70 people working on the 
Lebanon portfolio and that the team is managed directly by 
Iranian Ambassador Hassan Akhtari. 


6. (C) Baydoun suggested March 14\'s international allies 
consider supporting former Hizballah Secretary General Subhi 
Tufayli. Baydoun said his internet research indicated that 
Tufayli is not officially designated a terrorist by the U.S., 
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but asked us to confirm whether his research is accurate on 
this issue. (Note: Tufayli is indeed designated and remains 
wanted in Lebanon on murder charges. End Note.) Baydoun 
assessed that Tufayli is the only figure in the Biga\' who 
could pose a serious threat to Hassan Nasrallah, but only if 
he had financial support. According to Baydoun, if the 
Saudis would allocate some $50,000 per month to Tufayli, he 
could achieve a great deal and such support could eventually 
lead to a cessation of arms smuggling from Syria to 
Hizballah, as Tufayli\'s people could monitor and stop such 
activities. 

FELTMAN 
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Classified By: DCM Thomas F. Daughton; reasons 1.4 (b, d). 


1. (C) The Polisario was generally satisfied with UNSCR 1754, 
Polisario Ambassador to Algeria Mohamed Beissat told DCM May 
7, but took issue with the resolution\'s praise for Morocco\'s 
\"serious and credible\" autonomy proposal. Such language 
would embolden Morocco, Beissat said, to approach the 
negotiations from a position of confidence that it had U.S. 
backing, and was also inconsistent with the search for the 
solution providing for Sahrawi self-determination described 

in the resolution. Beissat was also disappointed that the 
resolution referred to \"the parties\" and not to Morocco and 
the Polisario specifically. He preferred the wording about 

the parties in the UNSYG\'s report to the Council. Beissat 
said ultimately only the Polisario and Morocco were parties 

to the dispute, even though he took the DCM\'s point that one 
aim of the resolution was to involve neighboring countries in 
efforts to find a lasting solution. 


2. (C) Turning to the process by which UNSCR 1754 was 
adopted, Beissat suggested that the Friends played too great 
a role in determining the language of the resolution. DCM 
noted in response that the approach was not an unusual one 
and served to expedite reaching a final draft, but Beissat 
grumbled that it was Wundemocratic.1" Beissat further 
expressed the Polisario\'s disappointment that the United 
States did not support efforts to make the Sahrawi people\'s 
right to self-determination a primary aim of the resolution. 
Fortunately, he said, the final resolution included the 
principle. He added that the Polisario also felt betrayed by 
Spain, whose actions with respect to the resolution did not 
reflect the positions that Spanish officials had outlined to 

the Polisario in the lead-up to it. Nonetheless, Beissat 

made clear, the Polisario was generally satisfied by the 
resolution and would approach dialogue with the Moroccans in 
good faith. He opined, however, that the Moroccans were 
unlikely to take the discussions seriously, having already 
been \"armored\" by strong U.S. support. 


SPECULATION ABOUT THE MEDIATOR 
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3. (C) Beissat said it was \"well known" that the Polisario 

did not think highly of UN Secretary Generals personal envoy 
on the Western Sahara, Peter Van Walsum. Polisario Secretary 
General Mohamed Abdelaziz had communicated that view, he 
said, to Ban ki-Moon. Beissat said the Polisario would 

attend the talks with the Moroccans regardless of the 

mediator the UNSYG selected, but he implied that their 
preference would be for a Scandinavian. While the Polisario 
had historically been most comfortable with an American 
mediator like James Baker, Beissat said, this was now out of 
the question given the U.S. alignment with Moroccan views. 
Likewise, the Polisario no longer desired to hold the talks 

in the U.S. He said the Polisario would not object to a 
non-European mediator, but stressed that the mediator needed 
to be of sufficient international stature and immune to 
corruption by Morocco. Beissat explained that having a 
mediator of stature was important so that neither party could 
walk away from the talks without consequences on the 
international stage. 


CHOOSING SIDES 


4. (C) Beissat said the Polisario leadership would select its 
delegation to the talks after consultations in May with UN 

officials. That said, he believed that Mohamed Khaddad and 
Ahmed Boukhari (Polisario representatives to MINURSO and to 
the UN in New York respectively) would \"definitely\" be part 

of the delegation. He observed that Mohamed Abdelaziz had 
special confidence in Khaddad in these matters. Beissat was 
unsure if the three other Polisario delegates to the Baker 

Plan talks -- Brahim Ghali, Rhadi Sgheir Bachir and Brahim 
Mokhtar -- would participate, but appeared to think it 

likely. As for the Moroccan side, Beissat stated a clear 

Polisario preference for a senior Moroccan delegation 

including individuals close to King Mohammed VI. He also 
asserted strongly that the Polisario did not want to see on 

the Moroccan delegation any \"converts\" -- former Polisario 
members who had gone over to the Moroccan side -- or members 
of CORCAS. The personal dynamics of the discussions would be 
far better, he said, if no Moroccans with direct ties to the 
Sahrawis or Western Sahara participated. 

COMMENT 


5. (C) Beissat invited us to meet with him and was clearly 
probing for information on two specific issues: whether the 
U.S. has a particular agenda it plans to pursue with respect 

to the Polisario-Morocco negotiations (especially as regards 
backing the Moroccan autonomy plan); and whether we have a 
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specific mediator/facilitator in mind. We told him we had no 
reason to believe that Washington had made any decisions in 
either respect. Overall, he was noticeably less belligerent 
than during our last meeting before the vote on UNSCR 1754, 
and confined his warnings to remarks about the need for the 
U.S. not to back the autonomy plan openly. lt may be 
noteworthy that Beissat in this discussion referred 

repeatedly to a popular consultationW as the outcome the 
Polisario desired for the Sahrawis, rather than specifically 

a \"referendum.\" When we questioned him about that, he seemed 
to equate the two, but it was a departure from his usual 
rhetoric. 


6. (C) Although Beissat caveated his views as those of a 
\"junior diplomat,\" he noted that most every matter of 
significance to the Polisario leadership was on his radar 
screen given the importance of the Polisario\'s relationship 
with Algeria. Listing the activities his embassy was 

required to support, Beissat even mentioned military training 
provided by the Algerians to the Polisario. At another loose 
moment, Beissat mentioned that Mouloud Said, the Polisario 
representative in Washington, had been assuring the Polisario 
leadership until late in the process that the U.S. would 
maintain its express support for self-determination. When 
the U.S. draft resolution omitted mention of 
self-determination, Abdelaziz had been unpleasantly 
surprised. Beissat noted, perhaps jokingly, that Mouloud 
Said might not be in Washington much longer. 

FORD 
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1. (SBU) SUMMARY: In order to demonstrate unity in the face of 
political opposition rhetoric and allegations of intra-party 
differences (reftel), the governing Lesotho Congress for 
Democracy (LCD) party held a march and rally in Maseru on 
Sunday, May 6 attended by an estimated three thousand 
supporters. Prime Minister Mosisili addressed the peaceful 
gathering with a message of party unity. The following day, 
Lesotho\'s Deputy Prime Minister privately called the recent 
silence of opposition figures \"unsettling.\" Meanwhile, 

political parties continue to wait for the Southern African 
Development Community\'s (SADC) much anticipated report on 
opposition complaints regarding the February 2007 general 
elections. END SUMMARY. 


2. (U) The governing Lesotho Congress for Democracy (LCD) party 
held a peaceful march and rally in Maseru on Sunday, May 6. The 
rally, intended to display the party\'s unity and public support 

for the LCD, was attended by Prime Minister Mosisili, several 

GOL Ministers, and other senior members of LCD. The Prime 
Minister\'s address at the rally specifically aimed to strengthen 
public perceptions of cohesiveness among top officials of the 

GOL. 


3. (U) The LCD transported substantial numbers of supporters 
from outside Maseru, an opposition stronghold, to the peaceful 
and well organized rally in the capital. Observers estimated 
that supporters numbered between three and four thousand. 
Stressing that the party leadership is united and its support 
base intact, Mosisili told supporters that rumors of intra-party 
strife were intended to foment disunity which did not actually 
exist. 
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4. (SBU) The day after the rally, Deputy Prime Minister Lehohla 
told Ambassador Perry and the DCM that the march and rally were 
\"well attended and peaceful\" and achieved their objective of 
demonstrating unity among party members and showing broad 
support for the LCD leadership. He said that only the Prime 
Minister and a representative of the LCD-aligned National 
Independent Party (NIP) addressed the crowd. Regarding the 
post-election political impasse between the governing party and 
the opposition, the DPM said that the lull in opposition 

rhetoric over recent weeks was \"unsettling,\" observing that 
\"when the dogs stop barking in the compound, you know that real 
trouble is afoot.\" 


5. (SBU) COMMENT: The LCD rally comes at a time when the SADC 
Secretariat and the SADC Troika Chair (Tanzania) have remained 


SIPDIS 

conspicuously silent past April 30, the date by which Lesotho\'s 
opposition parties expected their election-related grievances to 
be addressed (reftel). Opposition parties now say they 
anticipate the Executive Secretary of SADC will speak on 
Lesotho\'s political situation o/a May 13. Tellingly, the 
large-scale political rallies regularly held by governing and 
opposition parties show a nation still in the tumult of election 
season. With the polling now three months past, the opposition 
continues its attempts to address grievances associated with the 
distribution of legislative seats, while the LCD and the GOL 
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state they are keen to put the issue behind them and resume 
governing. END COMMENT. 
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E.O. 12958: DECL: 05/04/2017 
TAGS: KDEM, ECON, PGOV, PINR, NU 
SUBJECT: MADRIZ - ORTEGA PROMISES REMAIN UNFULFILLED 


REF: A. 06 MANAGUA 2423 AND PREVIOUS 
B. MANAGUA 01069 


Classified By: Ambassador Paul Trivelli for reasons 1.4(B,D) 


1. (C) SUMMARY: Citing higher gas prices, no new jobs, and 
political favoritism, the citizens of Somoto and Totogalpa, 
Madriz spoke to the Ambassador of growing dissatisfaction 
with President Ortega\'s administration. While local 

opposition leaders are talking, they have not unified or 
capitalized on the population\'s discontent. Aggravating the 
situation is the Sandinista National Liberation Front\'s 

(FSLN) wholesale replacement of local technocrats with 
untested party supporters in local government offices and its 
party bias in selecting families for Ortega\'s new Zero Hunger 
program. Although the region receives sizable remittances 
and generous financial support from sister cities, the 
underlying economy is weak. Since January, hundreds of area 
residents have left the country in search of work. Although 
local business and political leaders believe a free trade 

zone is essential to development, they have taken virtually 

no action over the past several years to make it so. Despite 
spending US$2.5 million on projects in the region, U.S. 
visibility is scant. Leaders encouraged the U.S. to stay 
engaged in Nicaragua using an \"approach of respect\" centered 
on \"positive messages and positive signs.\" END SUMMARY. 
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2. (U) On April 29 and 30, Ambassador visited the northern 
department of Madriz to participate in a variety of meetings 

and events in the departmental capital, Somoto, and the town 
of Totogalpa. In Totogalpa, the Ambassador attended three 
USAID-funded activities, including the inauguration of a 

tomato and vegetable packing plant, the opening ceremony of 
the first annual tomato festival, and the ribbon-cutting 
ceremony of a new discount pharmacy. In addition, during the 
two-day visit, the Ambassador met with the mayors of Somoto 
and Totogalpa, local representatives from the Nicaraguan 
Liberal Alliance (ALN) and Sandinista Renovation Movement 
(MRS) political parties, the civil rights advocacy NGO Ethics 
and Transparency (EyT), a Totogalpan indigenous group and a 
group of women\'s ceramic cooperatives. The Ambassador also 
met with the presidents of the local Chamber of Commerce and 
Coffee Growers Association and the priest of the Somoto 
Catholic church, and gave interviews with two local radio 
stations - \"Radio FronteraW and Que Buena." 


Free and Fair Elections, but... 


3. (SBU) Somoto EyT director Uriel Antonio Garcia reported 
that the November 5 elections were free and fair thanks to 

the presence of observers from the US Embassy, Carter Center, 
EU, and EyT in the department\'s voting centers. He commented 
that the police did an excellent job with security, allowing 

the people to vote in a safe and calm atmosphere. Further, 
Garcia assured the Ambassador that all votes were counted, 
there were no irregularities during the counting/closing 

process, and that the \"fiscales\" (party observers) were 

vigilant. However, as was consistently reported throughout 

the country during the campaign process, Garcia confirmed 

that voter card issuance (cedula) had been a problem during 

the campaign, citing that nearly 1 in 4 applicants did not 

receive their ID card before November 5 (reftel A). (NOTE: 

On November 5, the FSLN received 31,773 votes to the PLC\'s 
25,831 and the ALN\'s 9,503 votes. The FSLN won in 8 of 
Madriz\' 9 municipalities, only losing to the PLC in 

Totogalpa. END NOTE). 


Opposition Forces Should Unify 


4. (C) The Liberal Constitutionalist Party (PLC) mayor of 
Totogalpa along with ALN, MRS, EyT, and business community 
representatives unanimously agreed that the opposition 

parties must set aside their differences and form a single 
national opposition party for the 2008 municipal elections. 
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They all acknowledged that a strong, unified opposition is 
the only way to stave off disaster in next year\'s elections. 
Even with unity, they admitted, gaining the upper hand in 
local elections will be a daunting task given the FSLN\'s 
formidable discipline and funding. Catholic priest Fruto 
Valle added that, regardless of unification, the Liberal 
opposition will have a tough time winning hearts and minds in 
the region after 16 years of neglect by the three previous 
Liberal administrations. He commented that throughout this 
time, while the Liberals did nothing, the Sandinistas -- 
working through their well-organized network of NGOs and 
using international funding -- helped the population by 
building roads, clinics, stadiums, etc., giving the 
Sandinistas a strong advantage in the region. (COMMENT: 
Until recently, Valle was known as a staunch PLC/Aleman 
proponent. Thus, it is interesting that he openly admits the 
failures of previous administrations -- including AlemanWs -- 
to address the region\'s woes. END COMMENT). 


First 100 Days - Ortega \"Fails to Deliver\" 


5. (SBU) Asked about their satisfaction with the Ortega 
administration thus far, there was near universal agreement 
that President Ortega has not fulfilled his campaign promises 
of cheaper prices and full employment. Of particular concern 
are the rising prices of gasoline and diesel. Quoting 
unemployment figures as high as 80 percent, local leaders 
characterized the overall economic situation as desperate!" 
and \"very, very bad\" in rural areas. MRS representative 
William Ortega opined that \"thousands\" of people in the 
Somoto area had left the country since the start of the year 
looking for work in El Salvador, Costa Rica, Spain, and the 
U.S. 


6. (SBU) Business leaders, the mayor of Totogalpa, and ALN, 
MRS, and EyT representatives all decried alleged 
discrimination in public sector employment. They insisted 
that the Ortega administration was \"cleaning house," removing 
any non-Sandinistas from public service jobs -- regardless of 
experience and expertise -- and replacing them with party 
loyalists. Business leaders were especially critical of this 
practice, stating that new officials were \"not qualifiedW and 
that the process of changeover was highly \"disorganized,\" 
creating an atmosphere of uncertainty and confusion in their 
communities. Further, they agreed that the new government 
agency representatives were \"non-responsive.\" As a result, 
the overall business climate is uncertain. 


Sister City Relations Key to Survival 


Column 3 


7. (SBU) Remittances and bi-lateral unofficial assistance 
received from sister cities in France, the U.S., and 

especially Spain, mask the local economy\'s underlying 
troubles, according to the participants. All were quick to 
acknowledge that generous financial support from Somoto\'s 
Spanish sister city had paid for schools, churches, and 

parks, among other things. In addition, the mayor of Somoto 
detailed an \"exchange\" program through which over 1,000 women 
from the greater Somoto area had gone to work as domestic 
employees in the Spanish sister city, providing a much-needed 
source of income through remittances. (NOTE: When queried 
about this exchange program, other participants scoffed, 
indicating that it was not a formal program, and its success 
questionable. Many women had taken out loans against 
property and houses to finance their trips only to return -- 

now with an outstanding loan -- after failing to find jobs. 

The Ambassador raised concerns about trafficking in persons 
given the lack of oversight or control over the exchange, but 
participants did not believe it to be a problem. END NOTE.) 


8. (U) According to the mayor of Somoto and others, the 
assistance of sister cities skewed the region\'s income so 
much that Madriz\' economic classification was upgraded in the 
last census, reducing assistance from the Nicaraguan 
government. As a result, insisted the mayor, the region\'s 
suffering is worsening. 


Program \"Zero Hunger\" Seen as Political Tool 


9. (C) As one of Nicaragua\'s poorest regions, Madriz was 
selected for the Ortega administration\'s new \"Zero Hunger\" 
program, which gives up to $2,000 worth of direct assistance 
and vouchers per family to facilitate self-sufficiency. 
Approximately 300 families in Somoto and 100 in Totogalpa 
were selected for the program. While there was general 
agreement that the program could cause jealousy and rivalry 
within the communities, Totogalpa\'s PLC mayor, Carmen 
Mercedes Hurtado, as well as ALN and MRS representatives, 
claimed the selection process is politicized. Although 
participants are nominated by the mayors, explained Hurtado, 
the Ministry of Agriculture and Forestry (MAGFOR), as the 
implementation partner, makes the final decisions. She and 
others claim that Sandinista supporters have \"found it easier 
to qualify\" for final selection. Hurtado also claimed that 
NGOs involved in the implementation are Sandinista. Further, 
Hurtado questioned the program\'s potential effectiveness in 
Madriz given that participants must own at least one hectare 
of land to qualify, excluding the landless -- the poorest of 

the poor -- from participating. 
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Universal Interest in Free Trade Zone 


10. (SBU) Asked what could be done to improve the economic 
situation in Madriz, there was unilateral support for the 
establishment of a free trade zone (FTZ) to absorb the excess 
labor supply and jump-start the economy. All believed that 
Somoto\'s proximity to the Honduran border, good road system, 
strong agricultural base, and ample supply of labor make the 
region a prime candidate for FTZ investment. Despite these 
apparent advantages, in the last six years, only one attempt 
has been made to contact FTZ authorities in Managua and no 
one has ever approached ProNicaragua, a Managua-based 
investment promotion NGO. The Ambassador urged action on 
both fronts, remarking that without action there cannot be 
results. The Ambassador also encouraged them to focus on 
products that play to the region\'s natural strengths -- such 

as food-based production -- instead of garment factories. 


Opposition to 7-year Term Proposal 


11. (C) Given recent discussions by the Ortega 

administration and PLC to extend mayoral terms to seven years 
(reftel B) to coincide with the 2011 presidential elections, 
Ambassador sought input from the mayors, business leaders, 
EyT, and the ALN and MRS representatives. There was strong 
opposition to the proposal from everyone but the Sandinista 
mayor of Somoto, Marcio Ariel Rivas Nunez, who answered that 
the \"transition of governments is hard\" and that Whe would 
have to think about it." Despite commenting that the ALN and 
PLC \"would be dead!" if elections were held in 2008, and that 
extending the period might give opposition forces a \"better 
chance,\" Hurtado held firm that dividing national and 

municipal elections \"is better for democracy.\" Garcia 

soundly rejected the idea as an \"error\" from a legal 
standpoint, opining that such a move \"might confuse voters. \" 


U.S. Visibility Poor - Lacks \"Personal Touch\" 


12. (C) Despite US$2.5 million in USAID projects in the 
departments of Madriz and Nuevo Segovia, there is little 
awareness or recognition of U.S. efforts in the region. In 

fact, the department\'s 12 Peace Corps volunteers are the most 
visible symbols of U.S. assistance. While Hurtado laid the 
blame on the department\'s Sandinista majority, claiming that 
they won\'t acknowledge any work done by non-Sandinistas, 
others provided more reasoned explanations. Nunez reminded 
the Ambassador that U.S. visibility is impeded by the strong 
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presence of Somoto\'s Spanish sister city. Other participants 
cited Madricenos\' peculiar tendency to associate projects 
with individuals and if no Americans are directly involved in 
implementation, the people will not associate a project with 
the United States. 


Advise to US - Stay Positive, Stay Engaged 


13. (C) Participants urged the U.S. to stay engaged and to 
\"keep working even if you don\'t want tol" to maintain positive 
relations, in spite of Ortega\'s anti-U.S. rhetoric. Business 
leaders asked the U.S. to maintain a \"long-term perspective 
on the relationship\" while EyT\'s Garcia emphasized that the 
U.S. should take an \"approach of respect\" centered on 
\"positive messages and positive signs.\" He stated that the 
Nicaraguan people have heard enough negative rhetoric, which 
only feeds uncertainty and fear. 


Comment 


14. (C) Notwithstanding alleged disillusionment among the 
populations of Somoto and Totogalpa -- and perhaps the other 
municipalities of Madriz -- due to higher fuel prices, no new 
jobs, and a Sandinista-bias in the Zero Hunger program, 
Liberals readily admitted that they face a serious challenge 
in the 2008 municipal elections. There was general agreement 
on the need to unify the opposition parties, but no clear 
ideas on how to achieve it. Further, there was no evidence 
of homegrown unified initiatives to take advantage of the 
FSLNVs particular weakness in Madriz, despite the 
opportunity. Lack of funds -- and perhaps lack of guidance 
from party leaders in Managua -- is certainly an important 
factor. While these local branches maintain contact with 
Managua, without funding it is all they can do to simply keep 
their doors open. While national unification is symbolically 
important, opposition party leaders should prioritize and 
support unification efforts at the municipal level where 
political party leaders have shown a willingness to work 
together to select the most viable opposition candidate and 
where specific pre-election strategies can be developed to 
target localized FSLN weaknesses. 

TRIVELLI 
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STATE FOR EEB/TPP/ABT/BTT, EUR/UBI (REITER) 
STATE PLEASE PASS USTR FOR D. VETTER 
USDA FOR FAS - ELIZABETH JONES 

USEU FOR M.DASTIN 


E.O. 12958: N/A 
TAGS: EAGR, ECON, ETRD, EU, NL 
SUBJECT: DUTCH TO VOTE YES ON BIOTECH CORN 


REF: A. STATE 58647 


B. THE HAGUE 761 
C. STATE 50150 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE 
ACCORDINGLY. 


(SBU) FAS The Hague delivered ref A points on May 4 to 
Hanneke Bresser, Policy Officer, Dutch Environment Ministry. 
Bresser confirmed, as reported ref B, that the Dutch will 

vote yes to approve the European Commission proposal to 
approve for import, food and feed purposes the two biotech 

corn varieties (NK603xMON810 and 150xNK603) at the May 10 EU 
Standing Committee meeting. She reiterated that the GONL 
concurs with the European Food Safety Authority that these 
varieties are safe. 
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E.O. 12958: DECL: 05/08/17 
TAGS: PGOV, PREL, SR 
SUBJECT: KOSTUNICAYS PARTY GIVES RADICALS CONTROL OF PARLIAMENT 


Classified by Ambassador Michael Polt, reasons 1.4 (b,d) 


WHAT HAPPENED 


1. (u) At 0300 on May 8, after a 17-hour marathon session, the 
Serbian parliament elected Radical Party (SRS) deputy president 
Tomislav Nikolic speaker with 142 votes in favor (99 opposed, 9 did 
not vote - absence). The vote went on strict party lines - SRS, the 
Socialists (SPS) and Kostunica\'s DSS all voted unanimously in favor, 
while Tadic\'s DS, Dinkic\'s G-17 Plus, and the center-left LDP-led 
coalition, along with minority parties, voted against Nikolic\'s 
appointment. 


2. (sbu) The vote was taken in an almost vicious atmosphere on the 
floor of the parliament (televised live throughout the night) that 

featured intense trading of barbed insults and, on several occasions, 
reversion to the hate speech of the Milosevic era by Nikolic\'s and 
Kostunica\'s deputies - trying to separate the country into \"traitors\" 
and \"patriots.\" Dinkic reaffirmed earlier statements that G-17 Plus 

will drop out of coalition talks Immediately following the vote, 

deputies from DS, LDP, and G-17 walked out of the chamber, declining 
to remain on the floor for NikolicWs acceptance speech. In the 

speech, Nikolic reassured the chamber that SRS would not endeavor to 
form a Coalition government with DSS, and added that he fully 
expected to be replaced as speaker if and when a coalition returned 
126 votes for a replacement - hinting that he expects DS, DSS, and 
G-17 still to make a last-minute deal before the May 14 deadline. 


3. (sbu) While the vote happened too late to be reflected in the 
morning press, many local papers captured the flavor of the debate. 
Popular tabloid Blic carried a front-page banner headline \"Only Slobo 
is Missing,\" (a reference to Milosevic) over a photo montage of 
Kostunica, Nikolic, NS leader Ilic, and SPS leader Ivica Dacic (and 
their minor coalition partners) superimposed on a shot of the 
parliament. Local morning radio on progressive B92, meanwhile, took 
a sarcastic swipe at the proceedings, dedicating the morning\'s 
programming to nationalist music sung by \"Ceca\" Raznatovic, popular 
folk singer and widow of war criminal Arkan. 


SIGNIFICANCE 
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4. (c) As speaker, Nikolic has potentially significant enumerated 
powers: he becomes President in the event the current President 
(Tadic) is incapacitated; he sets the legislative agenda for the 
parliament, controlling which laws are voted on and when; and he has 
the responsibility to call municipal, presidential, and (this term 

only) Vojvodina parliamentary elections. However, in the event new 
elections are called (i.e., if no coalition agreement happens by May 
14), parliament is dissolved and he loses the position. 


5. (c) More importantly, though, is the symbolic significance of 

this move. This vote represents the first time since the fall of 
Milosevic that a Radical official has held national office, and the 
first time ever that Radicals have held the top spot in the 
parliament. Achieving such a position after having been shut out of 
national politics for seven years (despite consistently holding the 
plurality in parliament) would undoubtedly buoy the SRS going into 
any new elections. More disturbingly, since this vote could not have 
succeeded without the full support of Kostunica and the DSS, and 
given the vitriolic hate speech coming equally from DSS and SRS 
deputies during the debate, it also has confirmed to many \"average\" 
Serbians the PM\'s true leanings. 


OUR REACTION 


6. (c) The Ambassador phoned Tadic and Kostunica early in the day 
on May 8, and has a call in to Dinkic. Tadic, sounding tired and 
depressed, was without a clear strategy on next steps. He thinks 
Kostunica has not fully given up on the possibility of a deal either 

with the DS, but promised there would be \"no more concessions\" by the 
DS. He said the DSS and SRS do not have a deal but are talking about 
one. The Ambassador asked Tadic if he thought Kostunica\'s support of 
Nikolic as a DSS bluff to push the DS harder. With a despondent 
laugh, the President allowed for the possibility but added that he 

could see Kostunica going through with a deal with the Radicals. The 
President bemoaned that many people blame him for being 
obstructionist and that it was him, and not Kostunica, who was taking 
the hit for the delay in government formation. Tadic said that 

Dinkic has always supported Kostunica against him, and suspected that 
would continue even after Nikolic\'s election. Nevertheless, Tadic 

said that Kostunica\'s demands for Interior and BIA are \"impossible\" 
for him to accept. Tadic said he is not sure what to do in the next 
\"difficult days.\" He said he was still analyzing the events of the 

day before. He asked that in any public statement, the Embassy, \"on 
behalf of sanity,\" call for the democratic parties to form a 

government. 


7. (c) Kostunica said he was not satisfied with the outcome, but 


BELGRADE 00000617 002 OF 003 


Column 3 


had long experience with Serbian parliamentary politics and felt he 
had to bring stability to the parliament, with a UNSCR moving forward 
in New York. He said he is still open to compromise regarding 
coalition talks, noting that he had made several good offers to Tadic 
and, had they been accepted, the election of Nikolic would have been 
unnecessary. Asked if he was concerned about being seen as in league 
with the Radicals, Kostunica responded no, he needed to bring 
Serbia\'s body politic into \"normalcy.\" We have a problem if the 
party with the plurality is not integrated into the institution, he 

said. Nikolic\'s election, he averred, is simply for the good 
functioning of the parliament and the rules of procedure. Serbia 
needs, he rationalized, a functioning parliament to represent us in 
international fora. He maintained that such integration has always 
been part of his political philosophy. 


8. (c) Continuing predictably, Kostunica said this moment is very 
difficult because of Kosovo. Had there been more patience, time, and 
compromise, things would have been better. Asked if he was prepared 
to enter coalition with SRS, he was initially evasive. When pressed, 

and reminded of his assurance that he would never form a coalition 

with the SRS, he responded that the election of Nikolic has not 

changed his position. The Ambassador said he hoped for Serbia\'s sake 
Kostunica would not find it necessary to govern with the SRS, adding 
that he was also particularly concerned with the Milosevic-era 

rhetoric that fueled the parliamentary debate. Kostunica said hate 
speech is often directed at him as well, and perpetrated by some in 

the media. He said he has never supported or encouraged such speech, 
and that he sticks by the philosophy of Jefferson - he will protect 

his political rivals\' right even to slander. 


9. (c) We have drafted a statement in response to the events to be 
released to the BETA news agency and subsequently posted on our 
website. The statement highlights our disappointment with the return 
of Milosevic-era hate speech to mainstream Serbian politics and 
reaffirms our readiness to work with those people in Serbia who want 
to work for a better, more stable, and European future for their 
country. 


FUTURE SCENARIOS 


10. (c) There are at least four possible outcomes for government 
formation as a result of this latest development: 


A) New Elections: This is the most likely scenario, primarily due 

to Dinkic\'s rejection of continued negotiations in the event of 
Nikolic\'s election. DS rank and file would also favor this outcome, 

as it would preserve some morale high ground from the coalition 
talks, allowing Tadic to blame Kostunica\'s actions for the breakdown. 
A new elections scenario would not necessarily disadvantage 
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Kostunica either, as it would keep his \"caretaker\" government in 
place until as late as November, when the next round of coalition 

talks would end (elections would have to be held by July 13). In 

this scenario, though, all democratic bloc parties would expect to 

lose votes due to much lower turnout caused by both voter fatigue and 
the summer holidays, during which the democratic demographic would 
disproportionately be away on vacation. 


B) Coaltion Deal is Struck - Tadic makes more concessions: This is 
the next most likely outcome. Tadic has been under pressure from 
within some wings of his own party to strike a deal, and in some 
measure probably believes failure to form a government will make him 
look weak to democratic voters. For this scenario to occur, Tadic 
would likely have to concede both the Interior Ministry and the head 
of the intelligence service (BIA), plus potentially other heretofore 
unknown positions if Kostunica smells the blood in the water. Dinkic 
would also have to agree to join the coalition, which he has 
categorically rejected - but could come around with the right 
sweetener, e.g. Finance, which DS would have to give up. The 
consequence of such a deal would probably be a catastrophic drop in 
voter support for DS and for Tadic personally and the marginalization 
of the democratic center and left for the foreseeable future. 


C) Coalition Deal is Struck - Kostunica backs down: A far less 
likely outcome would be a coalition deal in which Kostunica gives up 
his demands for BIA. Given that Kostunica intentionally raised the 
stakes by putting Nikolic in control of parliament, and given his 
intransigent personality and likely belief that he can out-politic 

Tadic, this outcome seems unlikely. Again, in this scenario, Dinkic 
would have to agree to re-join the coalition. Nikolic\'s acceptance 
speech all but admitted that he was allowing himself to be used as a 
chip in the coalition negotiations, though, which would give some 
credence to such a scenario - Kostunica shows that he can bring the 
Radicals on board, then retreats. 


D) DSS, SRS, and SPS form a coalition government: this is the least 
likely outcome, but cannot be ruled out given Kostunica\'s willingness 

to put SRS in control of the parliament and even despite his repeated 
assurances to the Ambassador. Kostunica would have some temporary 
sway over SRS as kingmaker, but ultimately would probably be 
swallowed by the far larger, more ideologically pure and better 
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organized SRS. Such a deal would also make SRS and DSS solely 
responsible for the Kosovo outcome - a prospect Kostunica has worked 
hard to avoid from the beginning. 


E) Finally, an \"only in Serbia\" conspiratorial possibility now 
making the rounds is that, under Article 200 of the Constitution, the 
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speaker of the parliament could declare a state of emergency after a 
Kosovo status decision in the UNSC but before elections are held. In 
such a scenario, the existing caretaker government would remain in 
place, elections would be deferred, and the speaker would retain his 
ability to propose and call votes on legislation. That this scenario 

is even being debated is indicative of the dour mood in the country. 


COMMENT 


11. (c) Two trends have been clarified by this most recent 
development: first, that it is becoming even more difficult to 
distinguish Kostunica\'s party from that of the Radicals. It is 

harder and harder for Kostunica to maintain his democratic 
credentials while allowing his party to resort to Milosevic-era 
hate-speech, lashing up with chauvinistic nationalists in the 
hinterlands, and now officially supporting the Radical party. 

Indeed, his stated eagerness to legitimize the SRS - a party that 
rejects the reality of Srebrenica and worships war criminals as 
national heroes - speaks volumes about Kostunica\'s commitment to 
moving Serbia forward. Coupled with his strong embrace of Russia and 
increasing anti-US and anti-Western rhetoric, it appears Kostunica is 
putting everything into a hardline Kosovo position, and is ready to 
view Serbian politics only through that distorted lens. 


12. (c) Second, it is clearer than ever that Tadic is weak-willed 

and cannot enforce discipline within his party. Highly-placed DS 
sources told us the morning of May 8 that Tadic had proposed giving 
Interior and BIA to Kostunica, only to be vociferously shouted down 
by party VP Dragan Sutanovac and others in the more aggressive 
factions of DS. This may bode well for DS\'s future as a sustainable 
democratic party, but bodes ill for Tadic\'s continued ability to lead 
the party or represent its will. 


13. (c) We are sharing some of our insights and analysis with at 
least our Quint embassy friends with the hope that it will inform and 
influence their reactions to these events. 


POLT 
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E.O. 12958: DECL: 05/07/2017 

TAGS: ECON, EFIN, IZ 

SUBJECT: MINISTER OF PLANNING SAYS BUDGET EXECUTION IS 
IMPROVING, SLOWLY 


Classified By: Economic Minister-Counselor Daniel Weyganat for reasons 
1.4 (b) and (d). 


1. (C) In a May 7 meeting with Coordinator of the Economic 
Transition Ambassador Carney, Minister of Planning and 
Development Cooperation (MoPDC) Ali Baban said that slow 
budget execution is a systemic, government-wide problem, 
although MoPDC data indicates that it is improving compared 
to 2006. He noted that reviewing contracts with the High 
Contracting Committee was very time-consuming and yet still 
not providing sufficient oversight over spending units. 
Minister Baban indicated interest in the 607 contracting 
mechanism, and requested further details on how the mechanism 
would work. 


2. (C) Ambassador Carney noted that IRMO/ITAO will be 
augmenting Deputy Prime Minister Barham Salih\'s staff 
dedicated to improving budget execution with four experts. 
He also highlighted the need for roving \'Tiger Teams! to 
provide technical assistance to the provinces. Minister 
Baban said he was grateful for the help, and that the MoPDC 
already sends people out to assist provincial officials, 

whose expertise he described as \"very limited\". 


3. (C) Minister Baban described his response to the 
International Compact with Iraq launch in Sharm el-Sheikh on 
May 3. He considers a national compact much more important 
than an international one, and thinks that the former should 
have been developed before the latter was endorsed. Minister 
Baban is also concerned about the list of commitments made by 
Iraq in the Compact, saying that the \"first commitment of the 
Iraqi government should be to the Iraqi people\". \"| wanted 

to share these views during the launch meeting," Minister 
Baban said, \"but Prime Minister Maliki asked me not to 
embarrass the Iraqi government, and | respect his position.\" 
SPECKHARD 
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Classified By: POLITICAL OFFICER ZACH HARKENRIDER FOR REASONS 1.4 (B&C) 


1. (C) For the first time since 1983, the Government of Niger 
(GON) will exercise its right to purchase and sell some of 
the country's uranium production this year. Moreover, it may 
sell its share (anticipated to be 300 tons this year and as 
much as 1,045 tons/year from 2008) to an American power 
generation firm - Excelon - which appears interested in 
buying as much as the GON has to sell. GON officials 
anticipate a ten-year contract with Excelon, and continued 
high market prices for uranium until 2015 or 2017. 
Thirty-year high prices and Excelon\'s expressed interest in 
purchasing ore have led the GON to take on a more active role 
in the sale of its most valuable export. It has also led it 

to trade some of the security offered by traditional price 
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floor arrangements for more flexibility - as embodied in the 
GON\'s new contract clause that requires mining companies in 
all fields to sell for \"the highest possible price.\" By 

seeking higher prices and awarding new exploration permits to 
Canadian and Chinese companies, the GON has to some extent 
sidelined the French company Areva, the major shareholder in 
Niger\'s uranium mining companies and the largest purchaser of 
Nigerien uranium. China\'s CNUC (Chinese National Uranium 
Corporation) will begin mining uranium in Niger as early as 
2009, producing an estimated 700 tons/year. END SUMMARY 


WHAT IS WHAT AND WHO IS WHO 
IN THE NIGER URANIUM SECTOR? 


2. (C) ONAREM - the \"Office National des Ressources Minieres\" 
- is the division of the Ministry of Mines and Energy 

responsible for managing the GON\'s shares in local extractive 
industries, regulating the mining industry, and negotiating 

with purchasers on behalf of the government. Its current goal 

is to ensure that the world\'s least developed country gets 

top dollar for its exploitable resources. Its Director 

General (DG), Illiassou Abdourhamane, is a former mining 
engineer who has run the office for the last nine years. His 
immediate superior is the Secretary General (SG) of the 

Ministry of Mines and Energy, another mining engineer named 
Amadou Abdoul Razack. Both men are \"old uranium hands,\" and 
offered a combination of technical expertise and historical 
knowledge in meetings with Emboffs. Poloff interviewed the SG 
on April 23 and, (with ECONOFF), the DG on May 3. Both men 
gave frank, detailed assessments of the structure and future 

of Niger\'s uranium mining industry. 


3. (SBU) Currently, only two companies mine and process 
uranium in Niger: SOMAIR (Societe des Mines de NAir) and 
COMINAK (Compagnie Miniere de NAcouta). Both have always 
been joint ventures between the GON and several traditional 
purchasers of Nigerien uranium, a relationship reflected in 

their ownership structure: 


SOMAIR shareholders 


ONAREM (GON) - 36.6 percent 
AREVA (France) - 63.4 percent 


COMINAK shareholders 


ONAREM (GON) - 31 percent 
AREVA (France) - 34 percent 
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OURD (Japan) - 25 percent 
ENUSA (Spain) - 10 percent 


4. (SBU) Each shareholder has the right to purchase a 
percentage of production equal to its percentage of shares. 
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Thus, the GON has always had the right to purchase (and 
re-sell, as Niger produces no nuclear power) 36.6 percent of 
SOMAIRVs and 31 percent of COMINAK\'s annual production. The 
GON did so from the 1970s until 1983, when a combination of 
low market prices and concerns about its international legal 
responsibilities prompted it to stop. During that period, the 
GON\'s customers included Dutch, Belgian, German, Libyan, 
Iraqi and Pakistani purchasers. With production declining 

from 4,000 tons in 1981 to just 700 tons in 1983, even the 
foreign shareholders failed to exploit their full quotas, 

although they purchased ore at above-market prices negotiated 
annually with SOMAIR and COMINAK in order to maintain the 
mining companies in which they had invested. NOTE: In the 
case of COMINAK, a more rigid contract compelled the French 
not only to set a price, but to purchase two-thirds of the 
company\'s annual production. END NOTE. 


5. (C) The security of the negotiated price-floor (which, in 

1981, was twenty percent higher than the global market 

price), kept SOMAIR and COMINAK afloat and the GON satisfied, 
even as the mining town of Arlit lost the expat community and 
facilities that made it a \"little Paris\" in the 1970s (reftel 

A). The payoff for consortium purchasers like Areva came when 
prices rose, and the GON agreed to prices below market 

levels. Today, the GON is on the verge of re-entering the 
market, and at least temporarily abandoning the security of 
negotiated price floors for the allure of short-term profit 
maximization. The days of trading profit on crests for 

security in troughs are over - at least for now. 


6. (C) COMINAK and SOMAIR are in the final year of a 
three-year contract (2005-7) that sets the price per kilo at 
27,300 CFA ($56.75), as compared to the current market price 
of about $275 per kilo. The DG noted that in the 2004 
negotiations the mining companies got a ten-percent price 

hike in exchange for the three year contract. He also told 
Emboffs that the GON (through ONAREM) would play a direct 
role in this year\'s negotiations for the first time since 

1983. Past practice had consisted of COMINAK and SOMAIR 
executives negotiating an annual price each December with the 
purchasers; those executives looked out for the GON/ONAREMVs 
interests as a fiduciary would for a shareholder, and 
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produced results that satisfied the GON during the period of 
low prices. Given that the GON had not been a purchaser since 
1983, it did not assume a large role in the negotiations. 
ONAREM will now deal directly with the consortium of 
traditional buyers. DG Abdourhamane, who will be the 

principal GON negotiator during this summer\'s contract 
renewal talks in Paris, is preparing for a tough slog. There 

is evidence that Areva (which traditionally also negotiates 

on behalf of Spanish shareholder ENUSA) is upset with Niger\'s 
more assertive policy. 


7. (C) Youssouf Mazou, head of the GON\'s Office of Geological 
and Mineral Research, runs the Ministry division that awards 
exploration permits. In conversations with Econ assistant, 
Mazou noted that Areva wanted to have at least fifty percent 
of the new uranium exploration licenses, but the GON refused. 
Areva was not made aware that the GON had signed the first 
new exploration license with a Canadian company until the 
deal was concluded. Mazou also claimed that Areva\'s 
resistance to the GON\'s demands for a higher price 
contributed to his office\'s decision to issue exploration 

permits to new Canadian and Chinese ventures. Thus hedged, 
Mazou indicated, the GON would be better positioned to 
negotiate with Areva. 


8. (C) DG Abdourhamane was unsure whether negotiations will 
yield a one-year contract or longer arrangement, but seemed 
indifferent. He stressed that the GON\'s recent shift from 

long term security to short term profit maximization was a 
function of higher prices. In 2004, ONAREM began to insert a 
profit maximizing clause into its agreements with mining 
companies, for the first time explicitly requiring them to 

sell their product at the highest possible price. 


9. (C) COMMENT: The insertion of the \"highest possible price\" 
clause into agreements with gold and uranium mining firms 
signals Niger\'s shift, in this era of high prices, from 

long-term security to short-term profit maximization, but not 
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all of the impulses behind this are economic. The shift in 
emphasis may have much to do with the current political mood 
in Niamey. Niger President Mamadou Tandja peppers his public 
remarks with claims that Niger is on the road to better days 
thanks to rising prices for its ores, and new discoveries 

thereof. The GON was embarrassed by the food crisis of 2005, 
and by its dead-last ranking on the UNDP Human Development 
Index in 2005 and 2006. Vocal optimism about the durability 
and transformational effect of high metal prices is a 
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response to this, and that political position dictates 

actions and mood at the working level. While experienced 
technocrats like the DG and SG know that optimism about high 
long-term prices may prove ill-founded, the political class 
(which includes Minister of Mines and Energy Mohamed 
Abdoulayi, a political appointee thought to have little 
substantive knowledge of his portfolio (reftel B)) may have 

set a tone they are compelled to parrot. If so, DG 
Abdourhamane played the part convincingly. END COMMENT 


HOW DOES NIGER PROFIT 
FROM THE SALE OF URANIUM? 


10. (C) Whether viable in the long-term or not, NigerYs move 
toward short-term profit maximization will focus on the 
principal streams of revenue by which the country profits 
from the sale of its most marketable commodity. Niger profits 
from uranium mining in four ways: The GON levies a per-ton 
tax on the quantity of uranium exported each year. As prices 
rise, so too will production and thus tax revenue. There 
appear to be no plans afoot to change this tax rate. The GON 
also levies a corporate income tax; again, revenue will rise 
even without a rate increase. Through ONAREM, the GON 
receives dividend payments on its stock and royalties on 
mined uranium, which derive from the sale price. After this 
years negotiations with the consortium buyers produce a 
markedly higher sale price, royalties will rise and 
SOMAIR/COMINAK stock will yield higher dividends. Now, there 
is the added promise of the direct sale of thirty-some 

percent of mined ore to a new American buyer. 


11. (C) For the first time since the early 1980s, Niger has a 
potential buyer outside of the traditional consortium (Areva, 
OURD, and ENUSA). In a March 26 letter to Emboffs, Excelon 
President and Chief Nuclear Officer Christopher M. Crane 
announced his companys \"interest in entering into an 
agreement with the Republic of Niger to meet a portion of our 
uranium supply needs." Noting that Excelon \"is the largest 
buyer of uranium in the United States,\" Crane looked forward 
to working with our government and the government of Niger 
to obtain the necessary regulatory approvals and ensure that 
the agreement is consistent with all relevant domestic and 
international standards. \" 


12. (C) DG Abdourhamane stressed ONAREM\'s concern with 
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legality and standards in his discussion with Emboffs. ONAREM 
hasn\'t sold ore since 1983, and wants to be sure that it does 

it right. He noted that ONAREM would require documentary 
proof from purchasers and their governments that uranium 
purchases will be for civil nuclear power generation only; 

that the ore will be used by the purchaser and not 

transferred to a third party; and, that the purchaser\'s 

country of origin is party to all relevant international 

treaties. 


13. (C) DG Abdourhamane discussed a meeting in Toronto with 
executives of Excelon and a subsequent phone conversation in 
which the principles of a purchasing agreement were laid out. 
According to Abdourhamane, Excelon is interested in entering 
into a long-term (i.e. 10 year) agreement to purchase \"as 

much ore as Niger can sell\" to them. Abdourhamane noted that 
an Excelon team would be in Niger from May 15 to continue 
discussions. 
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RISING PRICES, RISING PRODUCTION 


14. (C) Poloff asked DG Abdourhamane and SG Amadou about 
Niger\'s production. Both anticipated greater quantities for 

sale, for three reasons: the expiration and re-negotiation of 
COMINAK\'s quota system; expanded production at current mines; 
and, new Areva and Chinese-owned mines coming on line. 


15. (C) Speaking to aggregate production levels, Abdourhamane 
anticipated annual production of 4,860 tons by 2011, compared 
to just 3,750 tons today. 


Current Production Anticipated 2011 Production 


SOMAIR 1,800 tons 2,200 tons 
COMINAK 1,950 tons 1,960 tons 
Chinese none 700 tons 


16. (C) COMINAK would increase production, though marginally. 
It is limited by high capital costs for replacing old 

equipment and maintaining its underground mine, which is 
yielding less than it used to. In the 1970s, COMINAK could 
produce up to 2,000 tons per annum; now, 1,950 is considered 
a more reasonable maximum. SOMAIR\'s production will rise 
thanks to a new mine near Imourarene in northern Niger. 
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China\'s CNUC will open its mine at Teguidda-n-Tessoumt by 
2010, adding another 700 tons to Niger\'s total. Neither DG 
nor SG mentioned the Canadian mining company Northwest 
Mineral Venture, which has prospecting rights near Ingal 
(reftel D). That company too may start to produce in the long 
term. Other companies with exploration rights in Niger are: 
SEMAFO, North Atlantic, Trendfield, Ura Mines, and Ira Mines 
(all apparently Canadian). 


17. (C) All of this amounts to added flexibility for ONAREM, 
which has a 30 percent option on the production of the new 
Imourarene mines. Noting that 2007 was too far along for 
ONAREM to obtain much more than 300 tons of an estimated 
1,800 tons of SOMAIR production, Abdourhamane argued that 
Niger would claim more of its quota next year, when it would 
purchase and re-sell 300 to 400 tons of COMINAK ore and 645 
tons of SOMAIR ore. He predicted that ONAREM would stick to 
that level for the near future, enabling it to sell between 

945 and 1,045 tons a year to interested buyers such as 
Excelon. In theory, by 2011, ONAREM would be able to sell 
another 120 tons - 30 percent of the anticipated Imourarene 
yield. 


POOR COUNTRY, RICH SECTOR: 
WHAT URANIUM CAN DO FOR NIGER 


18. (C) Uranium\'s promise has always been compelling in the 
world\'s least-developed country, and the past informs 
Nigeriens\' reactions to today\'s rising prices. The uranium 
boom of 1975-1981 helped Niger to recover from a period of 
drought and famine (1968-73). GDP growth from 1975 to 1981 
averaged 12 percent a year, while per capita GDP rose from 
$120 in 1974 to $300 in 1980. Judicious use of uranium 
revenues by the military regime of General Seyni Kountche led 
to a building boom in Niamey, and road, school, irrigation 
project, and health clinic construction across the country. 
Nigeriens look on the Kountche period as one of 
good-governance, social stability, and uranium-based economic 
growth -- often contrasting it with today\'s reality. DG 
Abdourhamane noted that the Ministry of Mines and Energy, one 
of Niamey\'s most striking buildings, was built by ONAREM in 
1981 at a cost of over $4 million. The present dilapidated 
condition of GON office buildings is one visible index of how 

far the country has fallen since. Abdourhamane expressed hope 
that uranium revenues would again help Nigeriens reach their 
development goals. Coming after a food crisis in 2004-5 and 
two successive years of dead-last rankings on the UNDP Human 
Development index, today\'s \"boom\" inspires hope in many. 
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COMMENT 
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19. (C) Popular excitement aside, the GON needs to balance 
the allure of higher short term profits with long term price 
stability. Unlike in the past, the GON now seeks to do that 

by diversifying production in the sector. Where \"hedging\" in 
the 1970s meant trading profit for price floors with a 

limited number of traditional buyers, in today\'s more 

flexible global market the GON is able to hedge by inviting a 
diverse array of investors into the sector. 


20. (C) The GON\'s profit maximizing behavior, the likelihood 

of sustained high prices over the next decade, and interest 
from new Canadian and Chinese investors augers well for the 
future. Providing revenue is well spent, Niger may again 

realize significant development gains. There are already 

ideas on the table. One new plan calls for sharing 15% of 
mining royalties (for all minerals) with the local 

communities of the mining zone. This would answer local 
commune governments\' critical need for enhanced revenue, and 
Tuareg claims of unfair revenue sharing by southern-dominated 
GON. ONAREM anticipates negotiations yielding new contracts 
with purchasers by September. It remains to be seen how much 
more revenue Niger obtains, where, and with what degree of 
transparency and efficacy it uses it. 


21. (C) The prospect of purchasing by an American firm is 
significant. Bi-lateral trade is limited, and no major 
American companies do business with Niger. The \"Nigerien 
street\" would likely react positively to news of an American 
buyer. For a better informed audience within the GON, the 
prospect of a deal with Excelon - coming on the heals of new 
relationships with Canadian and Chinese exploration firms - 
confirms that Niger will profit from unprecedented 

flexibility and choice in a reinvigorated global market. END 
COMMENT 

ALLEN 
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E.O. 12958: DECL: 05/08/2017 

TAGS: IS, LE, PGOV, PREL, PTER, SY 

SUBJECT: LEBANON: HARIRI PROMISES SINIORA WILL SEND SECOND 
LETTER; ASSURES US THAT SAUDIS ARE ONBOARD 


Classified By: Ambassador Jeffrey D. Feltman. Reason: Section 1.4 (b) 


SUMMARY 


1. (C) Indicative of increasing momentum toward Chapter 
VII, March 14 parliamentary majority leader Saad Hariri told 
the Ambassador in a 5/8 meeting that PM Siniora is about to 
send a second, more emphatic letter to UNSYG Ban Ki-moon. 
Although Chapter VII was not explicitly referred to in the 
draft presented to the Ambassador, Hariri indicated that he 
would persuade the Prime Minister to insert that phrase if 
the U.S. and France believe it could be pivotal. Hariri, 

just returned from a visit to Riyadh, said that despite 

rumors to the contrary, the Saudi royal family firmly 

supports the use of Chapter VII, if that is the only way to 
establish the tribunal. The Future Movement leader also said 
he was using his influence to turn off any further travel to 
Lebanon by the UN Secretary General prior to a Security 
Council vote, saying any such visit would play directly into 
the hands of Syria and Hizballah. Lastly, he conveyed the 
message that Saudi leadership believes Syria and Iran had a 
slight falling out during last week\'s Sharm al Sheikh 
conference, with the Iranians upset that Syria\'s foreign 
minister had apparently wasted an opportunity by allowing 
SecState to set a narrow Iraqi agenda for their bilateral 
meeting. End summary. 


2. (C) Saad Hariri, son of slain former Prime Minister 
Rafiq Hariri, met with the Ambassador and Special Assistant 


Column 3 

on 5/8 in his heavily fortified residence in West Beirut. 

One of Hariri\'s close advisors, Dr. Ghattas Khoury, also 
attended the meeting. Hariri said he had just returned from 
Saudi Arabia where he attended the funeral of one of King 
Abdullah\'s closest family members and was returning almost 
immediately due to the death of yet another royal prince. He 
indicated that PM Siniora was currently in London and would 
be visiting several other capitals this week in an 

accelerating effort to gain additional support for the 
approaching showdown in the Security Council. 


INCREASED PACE TO GATHER SUPPORT 


3. (C) MP Hariri clearly indicated that the time for 

negotiation with the opposition was over and that all 

energies were now directed toward winning passage of Chapter 
VII authority. Based upon his consultations in Riyadh, he 

said the Saudis had sent a message to the Syrian regime 
during the Sharm al Sheikh conference that the Special 
Tribunal was going to happen, with the implied message that 
the Syrians should instruct Hizballah accordingly. 

Responding to recently heard rumors that Saudi Arabia was not 
truly onboard with the Chapter VII option, Hariri flatly 

stated that King Abdullah was completely supportive of the 
effort and had instructed his foreign policy apparatus \"not 

to stop for any reason until the measure has passed.\" 


4. (C) The majority leader also said that PM Fouad Siniora 

had spoken with SYG Ban Ki-moon on 5/7 and had re-emphasized 
that the internal process was hopelessly stalemated and if 

the UN was serious about the tribunal, the Security Council 
would have to use its authority -- and as soon as possible. 
Reportedly, PM Siniora also informed the SYG that another 

visit to Beirut was not necessary and could well be 
counter-productive, because it would reward the delay tactics 

of Syria and its proxy, Hizballah. Hariri also said he would 

lobby UN Special Envoy to Lebanon Geir Pedersen to advise the 
SYG of the futility of another visit to Beirut. (The 

Ambassador met Pedersen later in the day; Pedersen said that 
he, too, recommended against another Ban trip to Beirut. 

\"When you have the nine votes, move! Pedersen emphasized.) 


5. (C) In a further attempt to quiet unfounded rumors of 
wavering Lebanese commitment to Chapter VII, Hariri stated 
that Siniora was about to send a second letter to Ban 
Ki-moon, with significantly more specific language in it 
explaining previous unsuccessful efforts to resolve the 
impasse internally and the unrealistic and ultimately 
unreasonable demands the anti-tribunal opposition, and its 
Syrian masters, were making. Hariri presented a draft of the 
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comments and suggested changes. The Ambassador said he would 
ask Washington and New York for their views, particularly on 

the operative \"request\" paragraph of the letter and would 

respond as soon as practicable. (Note: The draft text of 

this section of Siniora\'s letter is contained below.) 


6. (C) Referring to other reports that the Russians thought 
that Siniora may be hedging a bit, Hariri explained that 
Russian President Putin may have misconstrued Siniora in a 
5/6 telephone call in which Siniora understandably mentioned 
that an internal political solution would have been 

preferable, when what the Prime Minister wanted to emphasize 
was that it had been attempted, but had failed. Hariri 
continued that PM Siniora had also emphasized to the Russian 
president that \"those that want civil war" (i.e. Syria) in 
Lebanon should not be rewarded and that Putin had indicated 
he understood. 


7. (C) Referring to related diplomatic efforts, Hariri, 

whose father was a close friend of French President Jacques 
Chirac, said that Chirac has also just spoken with Putin and 
urged him to throw Russia\'s important support to the 
tribunal. According to Hariri, Putin listened to the 

persuasive French president and had indicated a possible 
change of heart when he assured Chirac that Wat the end of 
the day" Russia would support Lebanon. 


8. (C) Other efforts underway by Hariri and PM Siniora 
include receiving a promise from Pakistan\'s President 
Musharrif to lobby Indonesia and the Senegalese President\'s 
assurances that he would urge support for the tribunal from 
their neighbors Ghana and the Congo, current members of the 
Security Council. Lastly, Hariri said he would use his 
considerable influence in South Africa to help win over their 
support as well. 


REQUEST FOR ACTIVE U.S. INVOLVEMENT 


9. (C) But what was really needed at this point, Hariri 
maintained was engagement at the highest levels in the USG, 
perhaps even at the White House. Hariri suggested that 
direct requests for support of Chapter VII at that level 

would ensure passage, particularly when one considered the 
list of still-undecided council members. Hariri also asked 

for advice as to whether sending a parliamentary delegation 
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to New York would be effective at this point, or perhaps a 
second letter from the pro-reform parliamentary bloc. He 
indicated they were willing to try any maneuver to achieve 
the tribunal, because without it, a democratic Lebanon will 
probably not survive. 


STRATEGY ONCE THE TRIBUNAL IS ESTABLISHED 


10. (C) Hariri felt that once the tribunal is established, 

all the energies of March 14 should be directed toward the 
upcoming presidential election. Trying to force the 

Parliament open against the stubborn opposition of Nabih 

Berri was almost hopeless until the start of the presidential 
season sometime in mid-September. He agreed with the 
Ambassador that March 14 has a less-than-stellar record when 
it comes to projecting a clear, appealing message, but they 
were working hard to eliminate that critical weakness. 


11. (C) But beyond formulating a message, Hariri said it 
would also be necessary to re-engage with Speaker Berri. 
Despite his obvious flaws, he viewed the Speaker as the 
unavoidable conduit for reaching some sort of agreement with 
the opposition over the issue of the presidency. He did 
express confidence that if the tribunal is finally 

established, it would help immeasurably in the anticipated 
negotiations because a definite shift in fortunes would be 
evident to the people of Lebanon. 


12. (C) Hariri explained how his lengthy negotiations with 

Berri earlier this spring had essentially been put on hold 

and he believed he could pick up close to where the talks had 
recessed. The primary objective, he believes, is to somehow 
get representatives of the Shia community back into the 
government. He thought that would require some adjustment in 
the cabinet, most likely an expansion which would permit 
greater flexibility in representation, but under no 
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circumstances should March 14 give the opposition the 
undeserved victory of a new government. 


13. (C) In his opinion, the key to the situation in Lebanon 
are negotiations with Iran, whose leadership he believes have 
a suspect opinion of Syrian judgment and strategy. Hariri 
said he couldn\'t believe that Iran, after investing so many 
resources in Hizballah, would jeopardize their prize 
possession for the sake of the Syrian regime. Accordingly, 
he argued the Iranians want to close the book on the tribunal 
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and concentrate their efforts on Lebanon\'s presidency, with 
the goal being a president who would protect Hizballah\'s 
privileged position and relative immunity from the laws that 
govern all the other confessions in Lebanon. 


14. (C) He bluntly stated that almost all of Lebanon\'s 
presidential aspirants now realize the next president will be 
somewhere between the two opposing camps. \"All except Aoun, 
of course\" who would never admit to a reality which does not 
result in his presidency. He concluded that it was really 

only Syria that does not want some type of resolution to the 
question of the presidency -- they would much prefer 

political chaos, which would presumably facilitate a Syrian 

return. 


15. (C) Perhaps reflecting allegiance to his principal 
source of power, Hariri stated that Saudi Arabia was 
Lebanon\'s best hope of influencing Iran toward more 
acceptable behavior. Interestingly, he said that in his many 
discussions with Saudi leadership, their biggest fear is 
being \"left out in the cold\" as a result of some 
unanticipated agreement between Iran and the U.S. He 
recounted the steps that he says Saudi Arabia has taken to 
advance stability in the region: taking the initiative to 
discuss issues with Iran, calling a meeting of seven Islamic 
countries in Pakistan, resurrecting their original Middle 
East peace initiative, and trying to assist struggling Iraq 
through significant debt write-offs. According to Hariri, 

his benefactors are still waiting for others to step forward 
as they have, and seeing \"how far out in front" they are in 
the region is making them increasingly nervous. In closing, 
Hariri suggested that the U.S. and Saudi Arabia cooperate 
more closely on regional solutions, particularly making a 
genuine effort to finally resolve the decades-old tragedy of 
the Palestinian people. 


TEXT OF DRAFT SINIORA LETTER 


16. (C) Text of draft Siniora letter to SYG Ban Ki-moon 
(Note: the opening three paragraphs, which the Ambassador 
read but was given a copy, were simply a recap of the 
political events that led to the present impasse.) 


Begin quote: 


In light of the above, and further to the communication of 

the parliamentary majority to you on May (insert date) 
reaffirming their position in support of the Special 

Tribunal, the Lebanese Government believes that the time has 
come for the United Nations to help Lebanon make the Special 
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Tribunal a reality. We therefore ask you, as a matter of 
urgency, to put before the Security Council our request that 
the Special Tribunal be put into effect. A binding decision 
regarding the Tribunal on the part of the Security Council 
will be fully consistent with the importance the UN has 
attached to this matter from the outset, when the 
investigation commission was established. Further delays in 
setting up the Tribunal would be most detrimental to 
Lebanon,s stability, to the cause of justice, to the UN,s 

own credibility, and to peace and security in the region. 


End quote. 


COMMENT 


17. (C) Itis good news that Siniora, apparently, tried to 
dissuade Ban Ki-Moon from traveling again to Beirut. Geir 
Pedersen told the Ambassador separately that a SYG trip would 
be \"bad for the UN (as the SYG\'s mission would fail) and bad 
for Lebanon" (as the SYGVs trip would simply delay action, 
leaving Lebanon in dangerous limbo for a longer period of 
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time). So, if the Ban trip is definitively off, then PM 

Siniora should presumably conclude the drafting of his 

letter. We know that Mohamad Chatah was waiting for a copy 
of the draft resolution, to align as closely as possible the 
language in the Siniora letter to what is in the resolution. 

To the best of our knowledge, the GOL does not yet have the 
draft UNSCR. 


18. (C) We will provide any comments from Washington and 
New York on the timing and the language of the letter to PM 
Siniora and Chatah when they return from the PM\'s private 
trip to the UK (where he is attending his daughter\'s 
graduation) and official visit to Portugal. We do not expect 
that Siniora will be able to send his letter any earlier than 
Friday evening, given his travel and his need to consult with 
his cabinet and March 14 allies. 

FELTMAN 
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1. (SBU) SUMMARY: The Justice and Equality Movement (JEM) is 
ready to start Darfur peace talks tomorrow and wants to 
cooperate with the United States, JEM Chairman Khalil Ibrahim 
stressed in a meeting on May 5. Khalil expressed support for 
the United Nation\'s mediation effort, a Darfur ceasefire, a 
commitment not to permit the militarization of the refugee or 
internally displaced persons (IDP) camps, and a statement 
renouncing plans for regime change in Khartoum. He said the 
Darfur Peace Agreement (DPA) could be considered in new 
talks, but would not agree to relying on it as their \"basis.\" 

He described self-government for Darfur as the main goal of 
the rebel movements. He eschewed plans for seeking Darfur 
self-determination or a change in the leadership or governing 
system in Khartoum. He objected to singling out the DPA\'s 
opponents as obstacles to peace, arguing instead that they 
were representing the near unanimous opinion of the Darfur 
people. He expressed disappointment over the failure of 
efforts to unite the rebel groups behind a common negotiating 
position. Perhaps surprisingly for a Sudanese rebel leader 
not known for patience or diplomacy, he took pains to counsel 
the need for all sides to practice more of both. END SUMMARY 


2. (U) On May 5, in a meeting that coincidentally took 

place on the first anniversary of the signing of the Darfur 

Peace Agreement in Abuja, Justice and Equality Movement (JEM) 
Chairman Khalil Ibrahim and his top advisors called on the 
Ambassador and Poloff to discuss Darfur and next steps in 
bringing the Sudanese Government and the Darfur rebel 

factions to negotiations. Khalil was accompanied by other 

JEM representatives, including Vice Chairman Bahir Idriss, 
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Secretary for Foreign Affairs and Chief Negotiator Ahmed 


SIPDIS 

Tougoud, Chad-based political representative Taljadine Niam, 
Deputy Secretary for Darfur Timan Diro, and Deputy Secretary 
for Presidential Affairs Azadine Yousif. 


3. (SBU) Asked for his assessment of the different rebel 
groups, Khalil confessed that efforts to unite them within 

the National Redemption Front (NRF) have failed. The Sudan 
Liberation Movement (SLM) continues to fracture. It now 
comprises many movements using the same name, in his view. 
8. Everyone is on their own, everyone is going their own 

way,8 he rued. The harder they try to unify, the more they 
repel each other, he observed, adding wryly that they are 
\"like opposing magnetic poles.\" Khalil said that SLM leader 
Sharif Harir has now organized his own group with its own 
army. He believed Sharif\'s efforts are contributing to the 
divisions and making it even harder to promote a unified 
position among the groups. 


4. (SBU) Khalil stressed that the key political goal remains 
self-government for Darfur within a unified Sudan. Darfur 
should have the status of one unified region, he argued. It 
should be treated like the South is in the CPA, though 
without the option of self-determination. Darfur 
self-government would not conflict with the CPA, he stated. 
But it does mean that Darfur should have authority to govern 
itself administratively and financially. Khalil enumerated 
other concerns, including more representative participation 
for Darfur in the central government, compensation, and 
access to basic services. 


5. (SBU) Khalil maintained that JEM is not seeking a new 
governing system in Khartoum. \"We accept Bashir\" as 
President, he asserted. \"Minni can stay,\" he added. But 
what is not acceptable, he continued, is that Darfur should 
be under the control of a small ethnic group holding power in 
Khartoum. 
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6. (SBU) The Ambassador presented the points in ref B; 
Khalil responded in turn. JEM accepts the mediation process 
led by the United Nations, he said. It is prepared to work 
with the African Union as long as Salim Salim and his 
negotiating team in Abuja are replaced. Khalil concurred 


NDJAMENA 00000396 002.2 OF 003 


that there can be no military solution to the crisis in 

Darfur. He agreed that mediation is the only way to achieve 
peace. He took note of the point that realism and compromise 
will be necessary by all sides. 


7. (SBU) Khalil reiterated that JEM does not seek regime 
change in Khartoum. It has held off announcing this position 
publicly out of deference to the other groups involved in the 
unification effort under the NRF. If JEM loses hope of 
achieving a consensus on this issue with these groups, it 
would consider issuing such a statement on its own. 


8. (SBU) Khalil said JEM wants a ceasefire, even though no 
ceasefire now exists on the ground. He accused the regime in 
Khartoum of responsibility for violating the ceasefire 
agreements. Taljadine Niam added that the African Union also 
bears responsibility for the breakdown in the ceasefire. The 
mechanism for monitoring it through the Joint Ceasefire 
Commission is not working, he alleged. 


9. (SBU) Ahmed Tougoud spoke up to express agreement on the 
point about refraining from militarizing the refugee and IDP 
camps. He claimed that JEM does not allow its military 

forces into the camps. Only those visiting their families 

are allowed into the camps, he explained. They must have 
permission to do so, and they must be in civilian dress, he 

added. 


10. (SBU) Khalil took issue with the point about the DPA 
serving as the basis for negotiations. He emphasized that 
JEM &will not agree to what we rejected in Abuja.8 The 
Ambassador said that it would be a step backwards if the 
rebels insist on starting negotiations from scratch. They 
should instead agree to start from the parts of the DPA that 
were not at issue and proceed to negotiate appropriate 
modifications on other aspects. Khalil responded that it 

would be possible to \"consider\" the DPA in the context of new 
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talks. Ahmad Togoud added that the DPA\'s Declaration of 
Principles is fully acceptable, but advised against insisting 

on formal acceptance of the DPA as the basis for new talks as 
a precondition for launching them. 


11. (SBU) The Ambassador alerted Khalil to the U.S. intention 
to take action against any party seen to be an obstacle to 
peace in Darfur. Khalil questioned how such a determination 
would be made. He urged the United States not to be 
overbearing in using its influence. He said the agreement 
negotiated in Abuja was a mistake. It had been rejected by 
the people of Darfur. Those who others may see as obstacles 
to peace are merely &going along with what the people of 
Darfur want.8 The United States should realize, he said, 

who is really impeding the peace process ) the Sudanese 
government. 


12. (SBU) The Ambassador responded that our overriding goal 
is peace in Darfur. We may have differences over how to 
pursue that goal, but we need to find a way to work together. 

He objected to the characterization of the DPA as a mistake, 
though acknowledged that it was now recognized as needing 
modifications. He encouraged Khalil to join in the effort to 
advance the peace process. 


13. (SBU) Softening his tone, Khalil said JEM is ready to 
start peace talks tomorrow. He stated that JEM is not an 
obstacle to resuming talks. He believed it would be better 

if the movements could come together before entering into new 
talks. But he also wondered how long JEM will have to wait 
before the other rebel groups are ready. He speculated that 
perhaps it will eventually be necessary for JEM to enter into 
talks without the others. Taljadine Niam noted that the 
other groups would likely end up following the JEM\'s lead. 

If the agreement eventually negotiated is satisfactory, 

Khalil said, it is more likely to be accepted by them. 


14. (SBU) Turning to JEM\'s relationship with the United 
States, Khalil stressed its interest in cooperation. \"We can 
help you more than you realize,\" he said. He mentioned his 
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hopes one day to visit the United States. He believed that 
patience and diplomacy could accomplish much and pointed to 
the need to have a better understanding of the psychology of 
the rebel movements. Carrots were more effective in dealing 
with them, in his view. Friendly treatment brings better 

results, he concluded. 


15. (SBU) Khalil was in substantial agreement with many of 
the key points in ref B. The main exception was in 
acceptance of the DPA as the basis of future Darfur peace 
talks. He would only concede a willingness to consider it in 
new discussions. He also qualified support for the UN-led 
mediation effort by saying the AU\'s role would be accepted 
only if it named a new negotiating team. Predictably he was 
defensive on the point about our intentions to take action 
against those seen as obstacles to peace. In an otherwise 
cordial and productive exchange, he became heated only in 
urging the United States not to be overbearing in condemning 
DPA opponents who he argued were representing the views of 
the Darfur people. At the same time, he took pains to stress 
his interest in entering into new talks and working closely 
with the United States. 


16. (U) Tripoli minimize considered. 
WALL 
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CANDIDACY OF BELARUS 


REF: A. STATE 61121 
B. STATE 58056 
C. STATE 58036 
D. STATE 58034 


1. Per reftel instructions, demarche was delivered by fax 
under cover of Diplomatic Notes (Antigua #0381, Barbados 
#0382, Dominica #0383, St. Kitts #0384, St. Lucia #0385, St. 
Vincent #0386) on May 7, 2007. The original Diplomatic Notes 
were also mailed on this date. 


2. Post will report any responses. 
OURISMAN 
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Classified By: Political Officer Vincent Carver for reasons 1.5 (B/D). 


SUMMARY 


1. (C/NF) EU and member state officials told visiting WHA 

DAS Madison and Cuba Coordinator McCarry May 2-3 that the EU 
has not yet reached consensus on what parts of its Common 
Position on Cuba will be renewed in June. Contacts agreed on 
the need for Cubans to decide their future with encouragement 
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from the international community. The EU appears split, 

however, regarding what strategy to use regarding Cuba. 

Several EU and member state contacts confirmed to DAS Madison 
and Coordinator McCarry that Spain, with support from the 
German MFA, France, and Italy want to drop the suspended 
sanctions when renewing the EUYs Common Position on Cuba in 
June. Poland, the Czech Republic, and to a lesser extent, 
Hungary oppose dropping the sanctions. END SUMMARY 


CUBANS PLAYING ON EU LACK OF UNITY 


2. (C/NF) Karl Buck, Council Secretariat Latin America Unit 
Head, noted that discussions over renewal of the EU\'s common 
position on Cuba is just beginning; in a veiled reference to 
Spanish FM Moratinos\' visit and a not-so-veiled criticism of 
Czech positions, he lamented the potential \"loss\" of EU unity 
regarding Cuba and therefore a decrease of EU credibility in 
Cuba. Madison and McCarry stressed that the GOC seeks to 
create division among EU member states and divide the EU and 
the U.S. They underscored that a united IC stand on human 
rights and the release of all political prisoners on the 

island, as well as continued engagement of Cuba\'s democratic 
opposition, is critical. 


EU WORKING GROUP ON LATIN AMERICA: 


3. (C) The German Presidency hosted a Latin America Working 
Group (COLAT) session (21 member state representatives 
attended) which Madison and McCarry addressed. Madison and 
McCarry noted that repression in Cuba has increased in the 
past several months, is broad based, particularly targets the 
young, and appears more systematic. Castro, while 
incapacitated, continues to remain a strong factor in the 

minds of both Cuban authorities and the opposition. They 
underscored that the U.S. wants to work with the EU and other 
partners, including Brazil, to support a sovereign and 
democratic Cuba that is reintegrated in the Western 
Hemisphere. More specifically, they emphasized that USG 
seeks to think creatively with partners on how to push for 

the release of all political prisoners in Cuba and to create 

the space necessary for a genuine dialogue on the island. 

This process, they added, should be directed by the Cuban 
people. 


4. (C) In a discussion of the current situation in Cuba, 
several member state representatives made interventions 
regarding the Cuban economy, role of the military, and 
promotion of human rights. The Spanish rep outlined the 
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\"results\" of FM Moratinos visit and noted that there \"is a 
will for change\" in Cuba and for \"progress toward 
normalization of relations with the EU.\" The Commission rep 
observed that Commission assistance projects to Cuba have 
largely ceased to operate as a result of Havana\'s decision to 
reject Commission funding -- a decision he characterized as 
the GOC\'s response to EU criticism of the regime. 


5. (C) DAS Madison highlighted Cuba\'s efforts to create 
division within the EU and between the EU and the USG. To 
address some Cuban efforts to create division by working 
through third parties, the USG informed CUBINT that should 
they have something to say to the USG, they should do so 
through the Interests Section channel. She underscored that 
countries should be mindful of Cuban nationalism and noted 
that the Unity for Freedom statement from the democratic 
opposition states that they do not believe that their human 
rights or their future should be subject to the state of 

their government\'s relations or negotiations with another 
government. She underscored that the opposition was feeling 
particularly vulnerable at this time and that engaging them 
directly would continue to be essential. 


6. (C) Nicolas Pascual de la Parte, Council Secretariat 

Policy Unit Head for Latin America, opined that neither the 
U.S. embargo nor the EU\'s critical dialogue with Cuba has 
brought desired results. No one, he added, knows what the 
rapid changes -- which the Cubans interpret as changes within 
the regime -- on the island truly mean. He agreed with 
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SUBJECT: NO EU UNITY GOING INTO REVIEW OF COMMON POSITION 
ON CUBA 

Madison and McCarry that it is up to the Cuban themselves to 

determine their path to democrcy. He also agreed that the 

opposition\'s \"Unity for Freedom\" document is \"of utmost 

importance.\" A united opposition will be the main factor 

generating change in Cuba, \"and we should support it,\" he 

stressed. 


7. (C) Madison and McCarry noted the U.S.-EU Summit language 
on Cuba, emphasizing the role of the international community 

in supporting the peaceful, democratic opposition in Cuba. 
Several member state reps, including the Dutch rep, reviewed 
potential technical support, with the Hungarian rep stressing 

that Budapest is \"ready to actively share\" Hungary\'s 

transition experiences and the Polish rep saying Warsaw 

\"totally shares your (U.S.) evaluation\" of the situation. 

The German Presidency observed that, while the EU and the 

U.S. may take different approaches at times regarding Cuba, 
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we share a common goal -- helping the Cubans establish a 
democratic and free system. \"It should be possible to 
support each other and work together,\" she concluded. The 
discussion with EU COLAT representatives continued with a 
smaller group over lunch hosted by USEU, with Pascual de la 
Parte expressing frustration that the EU has been unable to 
get Latin American countries to take common positions with 
Brussels on Cuba and many other issues. According to Pascual 
de la Parte, Mexico and several other Latin American states 
hesitate to criticize Havana in order not to provoke leftist 
parties in their own countries. 


BUT WATCH THE SPANISH ... AND THE GERMANS 


8. (C/NF) In a separate meeting May 2, Pascual de la Parte 

told Madison and McCarry that Spain is pushing to lift the 
political \"sanctions\" (technically suspended) from the EU\'s 
Common Position. According to Pascual de la Parte, the 
Spanish and Germans may have struck a gentlemen\'s agreement: 
Madrid accepted the U.S.-EU Summit language on Cuba and in 
return, would obtain German support for lifting the political 
sanctions. He added that the German MFA appears to support 
this move. The German Chancellery has not yet gotten 
involved. Pascual de la Parte added that Spain is supported 

by France, Italy, Greece, and Cyprus. Poland, the Czech 
Republic, and to a slightly lesser extent, Hungary firmly 

oppose softening the Common Position. The UK and the 
Netherlands are undecided. Pascual de la Parte agreed with 
Madison and McCarry that lifting the suspended sanctions now 
would send the wrong signal to both the Cuban Government and 
the Cuban opposition, and would create a rift between the EU 
and the U.S. when closer coordination was critical. Madison 
and McCarry noted that it would be de facto legitimization of 

an unelected successor government. 


COMMISSION: CONFIRMING THE SPLIT 


9. (C/NF) Madison and McCarry also outlined U.S. views to 
Commission Director for Latin America Tomas Dupla del Moral 
and Desk Officer Javier Nino Perez, The Commission officials 
complained about their lack of activities and sources of 
information in Cuba, given the GOC\'s restrictions on 
Commission funding and movement, calling this an \"untenable 
situation.\" They confirmed Pascual de la Parte\'s observation 
that there are two camps forming in the run-up to debate over 
the EU\'s Common Position -- those member states who want to 
lift the suspended sanctions, and those who oppose such a 
move. Dupla del Moral said that the Commission is searching 
for an opening in Cuba and lifting the sanctions might be one 
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(but not the only) instrument for ultimately showing support 

to the opposition. Madison and McCarry strongly disagreed, 
emphasizing that lifting the suspended sanctions now would 
send the wrong message, hurt and demoralize the opposition, 
and provide the Cuban regime a political boost. 


INCOMING PORTUGUESE PRESIDENCY: WISHING THE ISSUE WOULD \"GO 
AWAY\" 


10. (C/NF) Madison and McCarry outlined U.S. policies and 
views May 3 to the Political and Security Committee (PSC) 
ambassadors of Portugal (incoming President) and Slovenia 
(President Jan.-June 2008). In yet another indication that 

the incoming Portuguese Presidency may be a weak follow-on to 
the German Presidency, Portuguese PSC Ambassador Durrant Pais 
told Madison and McCarry May 3 that, \"We were rather 
optimistic that Cuba would go away.\" With a debate beginning 
over the Common Policy, this may not be the case. Durrant 
Pais characterized Moratinos visit as \"controversial,\" but 
added that Spain had demonstrated flexibility in agreeing to 
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the U.S.-EU Summit language on Cuba. Slovenian PSC 
Ambassador Ipavic stressed the need for the EU and for the EU 
and U.S. to maintain a united position on Cuba. 


CENTAL EUROPEANS AND BRITS: MORE SUPPORTIVE OF U.S. VIEWS 


11. (C/NF) In a separate meeting, the Czech and Polish PSC 
ambassadors and UKEU Mission reps told McCarry that their 
countries support renewing the Common Position. The Pole, 
noting that the U.S.-EU Summit language on Cuba was \"highly 
controversial" for some member states, said Warsaw 
nevertheless sought EU-U.S. convergence on Cuba. UK reps said 
there was general agreement within the EU for a twin-track 
approach, promoting discussions with both the government and 
the opposition. For its part, the UK would like to see a 

dialogue between Cuba and the EU, including on human rights. 
The Lithuanian PSC Ambassador noted parallels between Cuba 
and Belarus. The Czech Ambassador said Prague is willing to 
propose even tougher language in the Common Position and 
would welcome U.S. advice. He predicted \"an intensive, not 
easy debate\" in the run-up to the EU\'s June decision, 

stressing that, \"Only one country is enough to (block 
consensus and) drop the sanctions. This would be quite a 
nightmare.\" McCarry reviewed U.S. policies and underscored 
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that dropping the sanctions would send the wrong signal at 
the wrong time and would play into the Cuban regime\'s hands. 


12. (SBU) Konrad Adenauer Stiftung (KAS) Development Policy 
Director Peter Koeppinger outlined a report by several 

European NGOs supported by KAS, in which the NGOs recommended 
that the EU take concrete measures to pressure Havana on 
human rights and democracy. The report also called for 

further EU support for civil society in Cuba and for the EU 

to work with the U.S., the UN, and Latin American states on a 
common approach to Cuba. Madison and McCarry welcomed the 
report\'s call for concrete actions and made suggestions on 

ways to drive the recommendations into the EU process, where 
interlocutors were clearly looking for ideas on next steps. 


13. (C/NF) In the run-up to the European Council in June, 
USEU will closely monitor and lobby member state 
representatives to maintain the EU\'s Common Position without 
dropping the suspended sanctions. 


14. (U) DAS Madison and Coordinator McCarry have cleared this 
message. Their meeting with Belgian MFA reps reported septel. 
MCKINLEY 
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1. (SBU) Econoff delivered the reftel request for GOP 

support in opposing Zimbabwe\'s candidacy for chairmanship of 
the UN Commission on Sustainable Development (CSD) to the MFA 
UN Bureau\'s Director for Candidacies and Quotas Oswaldo del 
Aguila on May 4. Del Aguila responded that, in principle, 

the GOP respected the prerogative of regional groups to 

select their candidates, but expressed hope that a compromise 
could be found to avoid a Zimbabwe chairmanship. He said 
Peru had brought the issue to GRULAC, and that GRULAC was 
working to find a solution. Del Aguila did not have any 

details on possible solutions, saying those discussions were 
occurring among UN missions. 


2. (SBU) Del Aguila said that Germany first approached 
Peru\'s Mission to the UN on this issue, and that other 
embassies in Peru had also requested Peru\'s help. While 
Econoff was at the MFA, a Canadian diplomat arrived to 
deliver the same demarche. 

STRUBLE 
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E.O. 12958: DECL: 05/08/17 
TAGS: PGOV, PREL, SR 
SUBJECT: DINKIC, DEMO BLOC MP\'S ON NIKOLIC APPOINTMENT 


REF: BELGRADE 617 
Classified by Ambassador Michael Polt, reasons 1.4 (b,d) 


1. (c) Following conversations with President Tadic and PM 
Kostunica (reftel) regarding the appointment of Radical Party (SRS) 
deputy president Tomislav Nikolic as speaker of the Serbian 
parliament, the Ambassador spoke with G-17 Plus president Mladjan 
Dinkic to gauge next steps. Dinkic vowed that G-17 would not 
participate in the formation of parliamentary committees or attend 
further sessions while Nikolic remained speaker in protest of the 
vote. He further claimed that he had instructed five G-17 Plus State 


Column 3 
Secretary-level officials to resign their posts in government as a 
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further protest (this would include, said Dinkic, Assistant Minister 
for Defense Policy Snezana Markovic and an (unnamed) Assistant 
Minister of Agriculture). 


2. (c) Asked to elaborate on his categorical statement that G-17 
would drop out of coalition talks if Nikolic was elected speaker, 
Dinkic clarified that G-17 would still be willing to join a DS-DSS 
coalition, but only if Nikolic was removed from his position 
(essentially a reversal, since Nikolic would stand little chance of 
staying in the post in the face of a parliamentary majority of DS, 
DSS, and G-17 Plus...unless one of those parties fought to keep him 
in - see below). Dinkic added that, in a new elections scenario, he 
would naturally join in a pre-election coalition with DS and LDP, 
noting that he had offered to merge G-17 Plus with DS many months 
ago, but Tadic had said this would only be possible after elections. 


3. (c) Meanwhile, our contacts in the parliament are painting an 
increasingly chaotic picture of the mood. DS MP\'s tell us they will 
continue to insist on Nikolic being removed as part of any coalition 
deal - which some now concede would include giving Interior to DSS 
and allowing for, at a minimum, some sort of power-sharing 
arrangement in BIA - though there is still a strong current in DS, 

led by VP Dragan Sutanovac, that rejects any further concessions. At 
the same time, DSS MP\'s are telling us privately - and this echoes 
somewhat the conversation the Ambassador had with Kostunica reftel - 
that DSS is really looking to hammer out a coalition deal with DS 
while at the same time keeping Nikolic in the speaker position, 
ostensibly to force SRS as part of the government to share in 
responsibility for the loss of Kosovo. 


4. (c) Overall, our DS contacts are intermittently confused or 
despondent, unsure in general where the party leadership intends to 
take them. DSS, for its part, has admitted to some dissention in the 
ranks, with more progressive elements disappointed at Kostunica\'s 
decision to support the Radicals. In fact, during the vote, at least 
one DSS MP reportedly broke down into tears, prompting DS VP 
Sutanovac to implore her to vote her conscience (a virtual 
impossibility, as the constitution says mandates belong to the party 
vice the MP, and a vote against party line on this issue would likely 
cost someone their position). The center-left, meanwhile, has by 
most accounts acquitted itself very well during the debate, putting 
up strong, persuasive arguments to which there was virtually no 
rebuttal. Nenad Canak \"stole the show\" when, cribbing from a 
nationally-famous quote by an inter-war MP, he told the assembly \"God 
save us from Radical Patriotism and Kostunica\'s Legalism.\" 


5. (c) Comment: Given Dinkic\'s prevarication and Tadic\'s entreaty 
to the Ambassador reftel to publicly support a coalition agreement, 
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the likelinood of new elections is already receding - with a 

coalition attended by additional DS concessions a stronger 
possibility. Whether or not Nikolic stays on, but especially if he 
does, Tadic\'s acquiescence will likely deal a strong blow to his 
ability to lead the party in the long term. It will also erode voter 
support for DS in the next elections, which are likely by the end of 
the year and could include presidential, municipal, and parliamentary 
mandates. The winners would be LDP, which would collect defectors, 
and DSS, which would benefit disproportionately from DS voter 
dissatisfaction and attendant abstention. 


POLT 
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FM AMEMBASSY MONTEVIDEO 

TO RUEHC/SECSTATE WASHDC PRIORITY 7151 
INFO RUEHGV/USMISSION GENEVA PRIORITY 0492 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 0073 
RUCNMER/MERCOSUR COLLECTIVE 
RUEHBO/AMEMBASSY BOGOTA 2592 
RUEHCV/AMEMBASSY CARACAS 0482 
RUEHLP/AMEMBASSY LA PAZ MAY SANTIAGO 2979 
RUMIAAA/CDR USSOUTHCOM MIAMI FL//J-5// 


SIPDIS 
SIPDIS 


DEPT ALSO FOR WHA/BSC AND IO/FO AMBASSADOR GJREES 
SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 04/30/2017 
TAGS: PHUM, PREL, UNHRC, UY 


SUBJECT: URUGUAY DEMARCHED ON BELARUS UNHRC CANDIDACY 


REF: STATE 58054 


Classified By: Charge DVAffaires James D. Nealon 
for reasons 1.4 (B) and (D) 


1. (C) On May 8, Charge raised reftel demarche with the MFAYs 
Secretary General Ambassador Jose Luis Cancela, stressing the 


SIPDIS 
need to keep human rights violators such as Belarus off the 
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UN Human Rights Council (HRC). Cancela who appeared keenly 
interested in the subject said that Uruguay \"had its 

reputation on human rights to maintainW and requested written 
points to help make the case against Belarus. (Comment: 
Cancela seemed to imply that the old-line socialist Foreign 
Minister Reinaldo Gargano, might need some convincing on 
Belarus. End Comment.) 


2. (C) On May 3, Political Counselor discussed reftel 

demarche with the MFA\'s acting Director for Multilateral 

Affairs Beatriz Nunez who acknowledged that the GOU had 
received a formal request for support from Belarus. She said 

that Uruguay had \"no problem\" in supporting Slovenia. 

However, she revealed no preference for a third candidate 

with strong democratic credentials that Uruguay might propose 

at the May 17 GA elections in New York. Nunez also commented 
that the MFA was \"well awarel" that Belarus was one of the 
\"world\'s worst human rights violators along with Burma." 


3. (C) On May 2, per instructions reftel, PolCouns consulted 
with UK embassy (DCM John Pearson) about the possibility of 
presenting a joint demarche to the MFA. Pearson confirmed 
that the UK did not want to specifically name Belarus in its 
demarche. He then requested that the US Embassy present its 
demarche to the MFA first. Pearson also asked that he be 
allowed to coordinate the UK demarche with the French 
Embassy, since both \"are members of the EU.\" We agreed to 
both proposals. 


4. (C) Note: On April 24, Special Representative for Social 
Issues Ambassador Grover Joseph Rees lll raised the issue of 
Belarus\' UNHRC candidacy with the Deputy Foreign Minister 
Maria \"Belela\" Herrera and other senior MFA officials present 
during his meeting with them. Their response at that time was 
not fully clear, though Herrera recognized problems with 
Belarus\' human rights record. End Note. 

Nealon 


107258 

OO RUEHAO RUEHCD RUEHGA RUEHGD RUEHGR RUEHHA RUEHHO RUEHMC RUEHNG 
RUEHNL RUEHQU RUEHRD RUEHRG RUEHRS RUEHTM RUEHVC 

DE RUEHBR #0822 1281914 

ZNR UUUUU ZZH 

O 081914Z MAY 07 

FM AMEMBASSY BRASILIA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8869 

INFO RUEHRI/AMCONSUL RIO DE JANEIRO 4326 

RUEHSO/AMCONSUL SAO PAULO 9808 

RUEHRG/AMCONSUL RECIFE 6611 

RUEHWH/WESTERN HEMISPHERIC AFFAIRS DIPL POSTS","UNCLAS BRASILIA 000822 


Column 3 
SIPDIS 


SIPDIS 


STATE FOR G FOR PBATES 

STATE FOR OES/ENV DBROWN; OES/PCI LSPERLING 
STATE FOR OES/ETC SCASWELL AND DGRIER 

STATE FOR WHA/BSC WPOPP 

STATE PLS PASS TO EPA HILL-MACON 

STATE PLS PASS TO USGS JWEAVER 

STATE PLS PASS TO PARK SERVICE FOR SMORRIS 
STATE PLS PASS TO US FOREST SERVICE FOR EMAYHEW 
STATE PLS PASS TO DOI FOR KWASHBURN 


E.O. 12958: N/A 

TAGS: SENV, TNGD, TRGY, KSCA, EAGR, BR 

SUBJECT: FURTHER INFORMATION ON STRUCTURAL CHANGES AT BRAZIL\'S 
MINISTRY OF ENVIRONMENT 


REFTEL: 07 BRASILIA 771 


1. This week new details are emerging about the massive 
reorganization at Brazil\'s Ministry of the Environment first 

announced April 25, 2007 (Ref). The four new secretariats created 
were Climate Change and Environmental Quality Secretariat (SEMUC), 
Water Resources and Urban Environments (SRU), Extractive Activities 
and Sustainable Rural Development (SDR) and the Institutional 
Articulation and Environmental Citizenship (SAIC). The new 
secretariats will replace, respectively, the following ones: 
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Environmental Quality Secretariat (SQA), Water Resources Secretariat 
(SRH), Policies for Sustainable Development (SDS) and the 
Coordination of the Amazon Secretariat (SCA). 

2. All secretariats are part of the Ministry of Environment and 

shall report to Minister Marina Silva on their duties. The detailed 
responsibilities and duties are as follow: 

3. The Climate Change and Environmental Quality Secretariat will 
deal with all matters related to climate change, as well as policies 
and instruments to regulate the carbon market with special attention 
to Clean Development Mechanism projects. The Secretariat will also 
be responsible for other subjects such as strategic environmental 
evaluation, different kinds of pollution, environmental degradation 
and the development of a new environmentally sustainable energy 
matrix. 

4. The Secretariat responsible for matters related to water and 
environmental aspects of urban environments, such as the control of 
pollution in urban areas and the management of solid waste is the 
Water Resources and Urban Environments (SRU). SRU was also 
delegated the responsibility for the formulation and monitoring of 

the implementation of the National Water Resources Policy. 
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5. The Extractive Activities and Sustainable Rural Development 
Secretariat (SDR) will deal with all land management issues as well 


SIPDIS 

as agricultural activities, forest recovery policies, the 

sustainability of environmental activities linked to tourism, the 
development of ecotourism and the environmental aspects of biofuel 
production. Another major responsibility will be the activities 

related to genetic material of the country's biodiversity. 

6. The Institutional Articulation and Environmental Citizenship 
Secretariat(SAIC) will work on the integration of the Ministry\'s 
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internal and external actions in order to facilitate implementation 

of new environmental public policies, bilateral and multilateral 
agendas, as well as coordinate actions of all of the Ministry\'s 

units. 

7. At the Brazilian Environmental Agency (IBAMA), a new institute 
called Instituto Chico Mendes, the Brazilian Institute for 

Biodiversity Conservation, was created. The Institute will be 
responsible for IBAMA\'s conservation duties and for managing 
Brazil\'s two hundred and eighty eight units of protected areas. All 
the activities concerning the sustainable use of protected areas and 
units of conservation will the dealt by Instituto Chico Mendes, 
together with the execution of research programs and the protection, 
preservation and conservation of biodiversity. 

8. IBAMA will now be responsible exclusively for authorizing, 
licensing and supervising issues related to the environment. The 
agency will concentrate its action in the execution and enforcement 
of environmental policies concerning environmental licensing, the 
control of environmental quality, the authorization for the use of 
natural resources, monitoring and environmental control. 

9. The Ministry\'s Executive Secretary, Joco Paulo Capobianco is the 
interim President of Instituto Chico Mendes and Bazileu Alves 
Margarido Neto is the interim President for IBAMA. 

10. The changes have at IBAMA have not been well received by its 
employees. Presently, the employees of five states are on strike 
and a National protest is set for Wednesday May 9, 2007, in 
Brasilia. 

SOBEL 
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RUEHEK/AMEMBASSY BISHKEK PRIORITY 4174 
RUEHDBU/AMEMBASSY DUSHANBE PRIORITY 
RUEHBUL/AMEMBASSY KABUL PRIORITY 7092 
RUEHLO/AMEMBASSY LONDON PRIORITY 5584 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 0892 
RUEHFR/AMEMBASSY PARIS PRIORITY 4732 
RUEHNT/AMEMBASSY TASHKENT PRIORITY 3092 
RUEHKP/AMCONSUL KARACHI PRIORITY 5911 
RUEHLH/AMCONSUL LAHORE PRIORITY 2245 
RUEHPW/AMCONSUL PESHAWAR PRIORITY 0561 
RUEKJCS/SECDEF WASHINGTON DC PRIORITY 
RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL PRIORITY 
RUEHNO/USMISSION USNATO PRIORITY 2278 

RHEHNSC/NSC WASHDC PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY","S E C R E T SECTION 01 OF 02 ISLAMA! 
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E.O. 12958: DECL: 05/08/2017 

TAGS: ASEC, PGOV, PK, PREL 

SUBJECT: MUSHARRAFYS CHANGED POLITICAL SITUATION: LESS 
LATITUDE BUT STILL IN CONTROL 


REF: A. ISLAMABAD 1846 
B. ISLAMABAD 1844 
Classified By: Charge Peter Bodde 1.5 (b), (d). 


1. (S) Two months in, observers, including some of 
President Musharraf\'s main supporters and advisors, believe 
that the Chief Justice controversy has inflicted political 

harm on the President. Musharraf\'s political position is now 
more fragile. We continue to agree with the prevailing 
informed opinion - held across the political spectrum - that 
the government is not in any immediate danger of falling. 
That said, Musharraf\'s advisors tell us the President cannot 
afford further setbacks until the Chief Justice issue is 
resolved. 


2. (S) Anumber of Members of the National Assembly and 
Senators from the ruling Pakistan Muslim League tell us they 
are reluctant to support President Musharraf publicly. Some 
are even refusing to appear at a May 12 pro-Musharraf rally 

in Islamabad. Sheikh Waggas Akram, Parliamentary Secretary 
for Economic Affairs, is one of the few PML officials still 
vociferously supporting Musharraf. Akram, who is in his 30s 
and new to the Assembly, told us on May 7 that Musharraf\'s 
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most important political supporters have publicly distanced 
themselves from the President. While Akram is optimistic he 
and others will be able to ensure a sizable turnout for the 

May 12 rally, the event will draw far fewer than the 200,000 
protesters PML President Chaudhry Shujaat Hussain had hoped 
for (Ref B). 


3. (S) Musharraf\'s problems with his supporters are not 
ideological; they are purely political. The weaker the 
President appears politically, the more people around him 
hedge their bets by fence-sitting or even hinting they might 
jump to another party. (Note: Likewise, should the 

President rebound from his current political position by 
finding a publicly acceptable resolution to the Chief Justice 
controversy, his supporters would likely quickly return to 

his side. End Note.) Musharraf is being exceptionally 
cautious. His sensitive handling of the Red Mosque 
controversy (Ref A), while largely influenced by the moral 
imperative of not causing the deaths of women and girls, was 
also an acknowledgment that, while he has weathered storms of 
collateral damage and civilian deaths before, he felt he 
would be less able to withstand significant public outcry in 

his present circumstance. 


4. (S) Musharraf\'s political opponents are also speaking 
about the Presidents predicament - and sometimes with more 
worry than glee. Abdullah Riar, a former Senator and a 
confidante of Benazir Bhutto, told us May 8 that the 
protesters at the May 5 demonstrations in Lahore were 
chanting While GHQ (Army headquarters) is doing its 
plundering, you and | go hungry.\" While Riar did not worry 
about another coup, he did worry that the Army could quietly 
pull its important political support from Musharraf if the 
Army believed association with Musharraf hurt its image. 
(Note: Based on our close contact with a wide range of the 
Pakistan military, we believe Musharraf\'s support from the 
military remains strong. End Note.) 


5. (S) Many circles are providing Musharraf advice. 

Culture Minister GG Jamal told us May 8 he has told the 
President that a major pro-democracy move, such as removing 
his uniform, would extinguish the Chief Justice controversy 
overnight. Others, such as Shujaat and Musharraf\'s legal 
advisors, have encouraged a face-saving compromise with the 
Chief Justice. Akram, the young PML Member of the National 
Assembly, admits some in the party are examining the 
possibility of declaring a state of emergency and postponing 
elections, though most Musharraf supporters say that such a 
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move would be a \"disaster\" for Musharraf, both 
internationally and with his core constituency. Musharraf 
himself has told us he would only ever consider a state of 
emergency if a major regional incident, such as a war in 
Iran, were to occur. 


6. (S) Comment: Musharraf's people are worried. While 
some of the current political maneuvering can be attributed 

to the predictable dynamics of South Asian politics, 
Musharrafs advisors believe he cannot afford another 
political misstep as they move into campaign season - not to 
mention into the hot summer months that historically increase 
public frustration with Pakistan\'s widespread electricity and 
water shortages. In addition, given Musharraf\'s close 
association with us, United States activities (such as 
statements of senior U.S. officials, Legislative actions, and 
military activities), which are always closely scrutinized, 

will have an even greater impact than usual. It is, perhaps, 
ironic, that some of Musharraf\'s greatest accomplishments - a 
relatively free press, a developing civil society, anda 

booming economy - have enabled public outcry over the Chief 
Justice issue. End Comment. 


BODDE 
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E.O. 12958: N/A 

TAGS: ABLD, AMGT, KSAF, ACOA 

SUBJECT: COUNTRY CLEARANCE FOR SHEM SYNERGY VISIT TO POST 


REF: A. A. E-MAIL BETWEEN E.J. ZEHLER AND L.A. BASSETT AND 
B. B. I. L. PARNELL 


C. C. AND S.E TUNTLAND AND G.L. BOORTZ 


NOGALES 00000154 001.2 OF 002 
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1.- Post welcomes and grants Country Clearance to Terry F. 
Carraway, from OBO/OM/SHEM Date of visit to Nogales is June 
10-13, 2007. Purpose of visit is to provide on site 

consultation, training and assistance to post in implementing 15 
FAM requirements. 


2.- Post has made reservations at the Fiesta Inn, in Nogales 
Sonora. 


Reservation details follow. 

FIESTA INN HOTEL 

CALZADA IND. NUEVO NOGALES 3, 
NOGALES 84092 

PHONE: 011-52-631-311-6000 
Confirmation number is: 2078350440 


Directions from Tucson airport to Fiesta Inn: Take Valencia 
Road after exiting airport in Tucson to I-19 South. Remain on 
I-19 for 56 miles. Exit a AZ- 189/Mariposa Road, Exit 4. Turn 
right onto Mariposa Road and continue until you reach the 
US/Mexico Border. This port of entry closes at 10 p.m. 


Cross the border, bear to the right and enter through the 
Nogales-Centro lane. A green light will indicate that you can 
proceed. A red light indicates that you will need to turn right 

into Mexican Customs to be inspected. Continue on the road you 
entered Mexico, going under an over-pass. You will be on Blvd 
Luis Donaldo Colosio/Pereferico. Proceed about 7 miles. The road 
will dead end into Carretera Internacional intersection. Turn 

right, heading south toward Hermosillo. Continue until you see a 
large hotel on the right, Hotel Plaza. This is not your hotel. 


Continue approximately 3 miles. Turn right after the Volkswagen 
dealership and when you see a large sign for the Fiesta Inn. 


3. Post does not/not have the resources to meet and greet. 


Tucson is one and a half hours drive from Nogales. Public 
transportation is not readily available and there are security 
concerns with the limited taxi services available. Post believes 

the only reasonable option is that travelers rent a car upon 

arrival at the Tucson airport. Please reserve a vehicle that has 
Mexican insurance coverage and anti-theft devices. Post has made 
hotel reservations at the only RSO approved hotel in Nogales, 
Sonora. It is a good, business level hotel with a restaurant, 
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however it is far removed from the center of town with no 
restaurants or entertainment nearby. The hotel does have a 
shuttle service that can be requested to the Consulate but is 
only available between the hotel and Consulate during weekday 
commute hours. 


4.- Post authorize USG portable computer and electronic 
equipment as requested in Reftel paragraph 7. 


5. Consulate hours are Monday through Friday, 8:00 am to 5:00 
pm. Post is a lock and leave post. Post can not guarantee after 
hour\'s access, arrangements will need to be made on a case by 
case basis with Post Security Officer. 


6. Your POC will be Management Officer Matilda F. Gawf who can 
be reached by calling the consulate at 631-311-8153. After hours 
the Management Officer can be reached by calling 631-1302-3273 
or by calling the consulate after-hours duty phones, which are 
(from the U.S.): 011-52-1631-318-0723, 1-520-604-0378, 
01-520-980-0412 or (from Mexico): 01-1631-318-0723, 

001 -520-604-0378, 001-520-980-0412. 


7. The Regional Security Officer (RSO) covering Nogales is 
stationed at the Consulate General in Tijuana. If you have any 
urgent security-related problems or questions, please call the 
Consulate at 011-52-664-622-7400 and ask for the RSO Office. The 
after-hours/weekend extension is 7501. The RSO office is 

available to you 24 hours per day/7 days a week. RSO Juan 
Ramirez cell phone is 01 1-52-664-698-8558. 


8.- HEALTH CONCERNS: Mexico does have health concerns. Although 
you are in close proximity to the United States, you should 

still take normal tourist precautions with regard to drinking 

water, eating fresh fruits, vegetables and salads. Please note 

that health insurance is an important consideration. Travelers 

are responsible to ensure that they have adequate health 

coverage while in Mexico. 


9.- We encourage you to access further security and health 
NOGALES 00000154 002.2 OF 002 

related information as well as Post access regulations for the 
region you are visiting at the Mission Mexico intranet homepage: 
SHARPE 

107261 


RR RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUK 
DE RUEHC #2354/01 1290335 


Column 3 

ZNR UUUUU ZZH 

R 082053Z MAY 07 

FM SECSTATE WASHDC 

TO RUEHGB/AMEMBASSY BAGHDAD 0261-0262 

INFO IRAQ COLLECTIVE","UNCLAS SECTION 01 OF 02 STATE 062354 


SIPDIS 


SENSITIVE 
SIPDIS 


CORRECTEDCOPY -SENSITIVE CAPTION 


E.O. 12958: N/A 
TAGS: IR, IZ, MOPS, PREL, EAID, SY 
SUBJECT: IRAQ AMBASSADORS\' FORUM - APRIL 30, 2007 


REF: NONE 


STATE 00062354 001.2 OF 002 


1. (SBU) SUMMARY. The Political Military Bureau hosted an 
Iraq Ambassadors\' Forum on April 30. Ambassador David 
Satterfield, the Senior Advisor to the Secretary of State and 
Coordinator for Iraq, briefed on the challenges faced by Iraq 
in advance of the launch of the International Compact with 
Iraq (ICI) and Expanded Neighbors Ministerial Conference in 
Sharm el-Sheikh, Egypt. He also discussed key tasks ahead 
for the Iraqi government, regional engagement, and 
expectations for the two conferences. END SUMMARY. 


2. (SBU) The Political Military Bureau hosted an Iraq 

Ambassadors\' Forum on April 30. Ambassadors and DCMs from 60 
countries, including all contributing coalition nations, 

NATO, G-5, and neighbors were invited with 55 representatives 
attending. 


3. (SBU) Ambassador Satterfield began with a brief synopsis 
of the security situation as Operation Fardh al-Qanoon 
progresses: sectarian killings have dropped to Spring 2006 
levels; forced expulsions from greater Baghdad neighborhoods 
appear to be lower; and there is limited anecdotal evidence 
that some expelled families have begun returning to their 
homes. These successes are attributed to a persistent and 
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meaningful presence of U.S. and competent Iraqi forces. 
Unfortunately, some violence has now shifted out of Baghdad 
into areas like Ba\'qubah in Diyala Province and other 
surrounding towns. However, Ambassador Satterfield noted, 
the purpose of the surge is not to achieve lasting and 
permanent security but rather to provide space for the 
Government of Iraq to get at the roots of the conflict 

through national reconciliation. 


4. (SBU) Emphasizing that much more needs to be done and at 
a much more rapid pace,\" Ambassador Satterfield identified 

five actions that the GOI must complete as soon as possible: 
--The various pieces of the draft hydrocarbons law package 

need to be approved by the Council of Representatives. 


--The right de-BaVathification reform legislation needs to be 
implemented. 


--A program for disarmament, demobilization, and 
reintegration should be approved in conjunction with an 
amnesty. 


--Appropriate constitutional reform must be approved. 


--Provincial elections need to take place before the end of 
the year (ideally with an open list system). 


However, even if all of these actions are taken, full 
national reconciliation is not guaranteed. Iraqis need to 
begin thinking of national interests and unity rather than 
individual, partisan, or confessional interests. The role of 
the Coalition is to provide the security setting in which 
this reconciliation effort can succeed. 


5. (SBU) On the economic front, Ambassador Satterfield noted 
that the Administration has requested four billion dollars 
from Congress despite the GON's having 12.5 billion dollars 
remaining from its 2006 budget. The USG money is needed 
because Iraq lacks the capacity to disburse funds for 

critical needs quickly. Ambassador Satterfield noted that 
this is the last year that the Congress will likely be 

willing to consider providing this kind of assistance to 

Iraq. In the future, the Congress will reasonably expect 

Iraq to be able to execute its own budget. IraqWs progress 
on budget execution so far this year has given Ambassador 
Satterfield confidence that, by the end of this year, lraq 

will be able to move its own monies. 
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REGIONAL DIPLOMACY AND THE SHARM EL-SHEIKH CONFERENCES 


STATE 00062354 002.2 OF 002 


6. (SBU) Regarding regional diplomacy in the wake of his 
recent visit throughout the Middle East and in advance of the 
May 3-4 Sharm-el-Sheikh meetings, Ambassador Satterfield 
noted a \"sense of skepticism\" regarding Iraq. One 
contributing factor to this skepticism is that real progress 

on the ground is not being adequately reported. Recent 
visits by Prime Minister Maliki throughout the region were 
crucial in enabling Middle Eastern leaders to witness 
first-hand Prime Minister Maliki\'s own commitment to 
reconciliation and reform. Egypt and Kuwait, in particular, 
exhibited supportive attitudes towards lrag. Saudi Arabia, 
on the other hand, did not host a visit from Prime Minister 
Maliki. 


7. (SBU) In concluding, Ambassador Satterfield discussed 
expectations and background for the two Sharm el-Sheikh 
conferences which are intended to create a more supportive 
dialogue between Iraq, its neighbors, and the international 
community. Success or failure in Iraq will have meaningful 
consequences for all of these parties. The ICI document is a 
credit to the hard work by representatives of Iraq, the UN, 
the World Bank, and others and merits support. It represents 
a significant step forward. Saudi Arabia, despite its 
differences with the GOI, has offered 80 percent forgiveness 
of lraqi debt. As for the Expanded Neighbors Ministerial, it 
should help to dispel distortions and confusions, 

legitimizing the concept of a democratic, post-Saddam Iraq. 
It should also send a message to Iraq\'s Sunni insurgents that 
violent acts are not supported by their Sunni brothers 
throughout the region. The draft of the Neighbors\' 
communique is good and headed in an extremely promising 
direction for which the Government of Egypt deserves thanks 
for its efforts. However, it is critical that the neighbors 

move beyond rhetorical support, backing it up with action. 
There must be a concerted effort to disuade further violence. 


8. (SBU) Noting the speculation about possible meetings 
between the U.S. and Iran or Syria, Ambassador Satterfield 
stated, \"We are professionals, and fully committed to working 
on Iraq.\" If Iran or Syria want to discuss Iraq with us, 

then those discussions will be handled professionally. 
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9. (SBU) Following Ambassador Satterfield\'s remarks, Iraqi 
Ambassador Samir al-Sumaidaie thanked Ambassador Satterfield 
for \"covering the field remarkably well,\" adding that he 

looked forward to the meetings in Sharm el-Sheikh. A German 
embassy representative inquired about the status of the three 
working groups announced at the Neighbors prepcon in Baghdad. 
Ambassador Satterfield responded that working groups on 
refugees, fuel and electricity, and border security had been 
announced on March 10 to be formally launched at the 
ministerial. The GOI also gave general approval of 

participation of non-neighbors in an advisory capacity at the 
March 10 meeting. The venue and timing of the initial 

working group meetings are still under discussion. 

RICE 
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PP RUEHGR 

DE RUEHWN #0547 1282054 

ZNR UUUUU ZZH 

P 082054Z MAY 07 

FM AMEMBASSY BRIDGETOWN 

TO RUEHC/SECSTATE WASHDC PRIORITY 4653 
INFO RUCNCOM/EC CARICOM COLLECTIVE 
RUEHCV/AMEMBASSY CARACAS 1708 
RUMIAAA/HQ USSOUTHCOM J2 MIAMI FL 
RUMIAAA/HQ USSOUTHCOM J5 MIAMI FL 
RUEHCV/USDAO CARACAS VE" "UNCLAS BRIDGETOWN 000547 


SIPDIS 
SIPDIS 


DEPT FOR WHA/CAR-COLLINS 
SOUTHCOM ALSO FOR POLAD 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PTER, XL 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING FOR U.S. SPONSORED 
TRAINING COURSE DIVER SCUBA 


1. Post requests the Department\'s assistance in screening the 
following candidate who has been nominated for training sponsored by 
the United States, pursuant to the Leahy Act and Foreign Assistance 
Act. Post has no derogatory information on the candidate. 
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2. The following candidate is nominated for the Diver Scuba course, 
31 May - 06 June 2007. 


-- NAME: MILLS, Brian 

-- POSITION: Engineer, Sergeant, 16 years service, SVC# A97093 
-- NATIONALITY: St. Kitts and Nevis 

-- ORGANIZATION: St. Kitts and Nevis Coast Guard 

-- DPOB/Sex: 27 November 1966, St. Kitts and Nevis, Male 


3. Post appreciates the Department\'s assistance. 
OURISMAN 
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PP RUEHGR 

DE RUEHWN #0548 1282054 

ZNR UUUUU ZZH 

P 082054Z MAY 07 

FM AMEMBASSY BRIDGETOWN 

TO RUEHC/SECSTATE WASHDC PRIORITY 4654 
INFO RUCNCOM/EC CARICOM COLLECTIVE 
RUEHCV/AMEMBASSY CARACAS 1709 
RUMIAAA/HQ USSOUTHCOM J2 MIAMI FL 
RUMIAAA/HQ USSOUTHCOM J5 MIAMI FL 
RUEHCV/USDAO CARACAS VE" "UNCLAS BRIDGETOWN 000548 


SIPDIS 
SIPDIS 


DEPT FOR WHA/CAR-COLLINS 
SOUTHCOM ALSO FOR POLAD 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PTER, XL 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING FOR U.S. SPONSORED 
TRAINING COURSE ELECTRONICS TECHNICIAN A 


1. Post requests the Department\'s assistance in screening the 
following candidate who has been nominated for training sponsored by 
the United States, pursuant to the Leahy Act and Foreign Assistance 
Act. Post has no derogatory information on the candidate. 


2. The following candidate is nominated for the Electronics 
Technician A course, 30 May 2007 - 09 January 2008. 


-- NAME: THOMAS, Marvin 

-- POSITION: Police Officer, Constable, 10 months service, SVC# 
794 

-- NATIONALITY: Grenada 


Column 3 
-- ORGANIZATION: Grenada Coast Guard 
-- DPOB/Sex: 18 June 1985, Grenada, Male 


3. Post appreciates the Department\'s assistance. 
OURISMAN 
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PP RUEHGR 

DE RUEHWN #0550 1282054 

ZNR UUUUU ZZH 

P 082054Z MAY 07 

FM AMEMBASSY BRIDGETOWN 

TO RUEHC/SECSTATE WASHDC PRIORITY 4655 
INFO RUCNCOM/EC CARICOM COLLECTIVE 
RUEHCV/AMEMBASSY CARACAS 1710 
RUMIAAA/HQ USSOUTHCOM J2 MIAMI FL 
RUMIAAA/HQ USSOUTHCOM J5 MIAMI FL 
RUEHCV/USDAO CARACAS VE" "UNCLAS BRIDGETOWN 000550 


SIPDIS 
SIPDIS 


DET FOR WHA/CAR-COLLINS 
SOUTHCOM ALSO FOR POLAD 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PTER, XL 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING FOR U.S. SPONSORED 
TRAINING COURSE BASIC MILITARY POLICE OFFICER 


1. Post requests the Department\'s assistance in screening the 
following candidate who has been nominated for training sponsored by 
the United States, pursuant to the Leahy Act and Foreign Assistance 
Act. Post has no derogatory information on the candidate. 


2. The following candidate is nominated for the Basic Military 
Police Officer course, 04 June - 14 September 2007. 


-- NAME: LAKE, George Lucius 

-- POSITION: Sergeant, 18 years service, SVC# 168 
-- NATIONALITY: St. Lucia 

-- ORGANIZATION: St. Lucia Special Services Unit 
-- DPOB/Sex: 13 December 1966, St. Lucia, Male 


3. Post appreciates the Department\'s assistance. 


OURISMAN 
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PP RUEHGR 

DE RUEHWN #0551 1282054 

ZNR UUUUU ZZH 

P 082054Z MAY 07 

FM AMEMBASSY BRIDGETOWN 

TO RUEHC/SECSTATE WASHDC PRIORITY 4656 
INFO RUCNCOM/EC CARICOM COLLECTIVE 
RUEHCV/AMEMBASSY CARACAS 1711 
RUMIAAA/HQ USSOUTHCOM J2 MIAMI FL 
RUMIAAA/HQ USSOUTHCOM J5 MIAMI FL 
RUEHCV/USDAO CARACAS VE","UNCLAS BRIDGETOWN 000551 


SIPDIS 
SIPDIS 


DEPT FOR WHA/CAR-COLLINS 
SOUTHCOM ALSO FOR POLAD 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PTER, XL 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING FOR U.S. SPONSORED 
TRAINING COURSE BASIC MILITARY INTELLIGENCE 


1. Post requests the Department\'s assistance in screening the 
following candidate who has been nominated for training sponsored by 
the United States, pursuant to the Leahy Act and Foreign Assistance 
Act. Post has no derogatory information on the candidate. 


2. The following candidate is nominated for the Basic Military 
Intelligence course, 30 May - 26 September 2007. 


-- NAME: SAMUEL, Desmond 

-- POSITION: NCO Administration, Sergeant, 24 years service, SVC# 
515 

-- NATIONALITY: St. Vincent and the Grenadines 

-- ORGANIZATION: St. Vincent and the Grenadines Special Services 
Unit 

-- DPOB/Sex: 04 December 1961, St. Vincent, Male 


3. Post appreciates the Department\'s assistance. 
OURISMAN 
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FM AMEMBASSY LIMA 

TO RUEHC/SECSTATE WASHDC 5339 

INFO RUEHBO/AMEMBASSY BOGOTA 4632 
RUEHBR/AMEMBASSY BRASILIA 7323 
RUEHLP/AMEMBASSY LA PAZ MAY QUITO 1194 
RHMFIUU/DEPT OF STATE AIR WING PATRICK AFB FL 
RHEHOND/DIRONDCP WASHDC 

RHMFIUU/COGARD INTELCOORDCEN WASHINGTON DC 
RULSJGA/COMDT COGARD WASHINGTON DC//G-Cl/G-M/G-OLE// 
RUCOWCA/COMLANTAREA COGARD PORTSMOUTH VA 
RUW DQAA/COMPACAREA COGARD ALAMEDA CA 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR INL/LP 
STATE FOR WHA/PPC 
ONDCP FOR LT COL RONALD GARNER 


E.O. 12958: N/A 
TAGS: SNAR, KCRM, ASEC, PREL, PE 
SUBJECT: NAS MONTHLY REPORT FOR APRIL 2007 
REF: A. LIMA 0909 
B. LIMA 1270 
C. LIMA 1587 


D. LIMA 1396 
E. LIMA 1412 


1. (U) The key developments in April 2007: 


** Eradication total of 894 hectares is low compared to this 
time last year; in April 2006 we had eradicated 3,120. 


** Garcia embraced eradication as an important element of GOP 
policy; taking a tough line against cocaleros. 


** CORAH worker killed and 5 police wounded by snipers; 
suspect Sendero Luminoso involvement. 


** To date, DIRANDRO special operations group has destroyed 
121 cocaine-production laboratories. 


** S.L. threat during interdiction/eradication operations in 
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the Yanajanca area is increasing the hours flown by UH-2s and 
the risk of combat. 


** Peruvians seize a total of 2.2 metric tons of cocaine HCL 
at air/seaports, border entry points, and cargo terminals. 


** DIRANDRO and FAP cooperate in using the C-26s to increase 
intelligence for interdiction and eradication operations. 


** NAS is developing six how-to manuals to teach people to 
organize and run a community anti-drug coalition. 


** With NAS support, Justice Ministry initiates a campaign to 
create support for a non-penal asset forfeiture law. 


END SUMMARY 


2. (U) As of April 30, CORAH has eradicated a total of 894 
hectares and eliminated 6,204 square meters of seedbeds. 
This is just 29 percent of last year\'s eradication total at 
this time last year. For comparison, the figures are: 


Hectares eradicated 
Thru April 2006 3,120 
Thru April 2007 894 
During April 2006 1,393 
During April 2007 243 


3. (U) This result is due to several factors: 

** Cocalero protests in the Tocache area halted 
eradication from March 11 to April 6, during which 
Agriculture Minister Salazar signed the Tocache accord with 
the cocaleros (Ref A). 

** Police officers were pulled from the CORAH security 
detail to handle the rash of local strikes resulting from the 
initial cocalero strike in Tocache. 

** Some police returned, but not enough to allow CORAH to 
stay overnight in the field--a strategy that saves on 
transport costs and gives CORAH more time to eradicate. 

** On April 12, eradication was suspended for six days 
when snipers killed a CORAH worker and wounded five police 
(see Para 6 and Ref B). Eradication resumed on April 19. 

** The rainy season started late and is just now coming 
to a close. The wet conditions hampered eradication 
operations and often grounded aircraft. 


4. (U) On April 6, 26 days after the Tocache incident, CORAH 
started eradicating in the Yanajanca area, south of Santa 
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Lucia. The GOP has yet to reinitiate full-scale eradication 
operations, although CORAH has been able to conduct 
small-scale operations, resulting in 243 hectares eradicated 
this month. If eradication operations were to continue at 
the current rate, CORAH would not be able to reach the 
10,000-hectare annual goal and would eradicate only 3,000 
hectares by December 15, the usual cut-off point for 
operations. Production will remain low unless CORAH has 
enough police protection to spend 3-4 nights in the field. 
Eradication is particularly sensitive in the face of strong 
cocalero opposition and the police are exhibiting nervousness 
over inevitable social conflict. 


5. (U) Despite the low eradication figures, there appears to 
be more good news than bad. President Garcia sees the fight 
against narcotics as something that touches upon Peru\'s core 
security interests (Refs B and C). For the first time in 

years, the GOP is putting important new resources of its own 
into the counter narcotics effort. The GOP is also talking 
about such as initiatives as asset forfeiture and increased 
interdiction of precursor chemicals. Garcia has now publicly 
embraced eradication as an important element of GOP policy 
and taken a tough line against negotiations with cocaleros. 
DEVIDA\'s Romulo Pizarro has changed his position and now 
states that eradication is non-negotiable. At a March 30 

press conference, Garcia said he would not retreat a 
\"millimeter\" in the narcotics fight. On April 2, Garcia made 

a dramatic speech that distanced the government from the 
Tocache Accord (Ref A). Garcia expanded on two themes: his 
concern over increased drug abuse by Peruvian youth, and 
politicians who had not acted against drug mafias for fear of 
unpopularity. If Peru could not stop expanding 
narcotrafficking, he warned, it could face an insurgency 
similar to that which occurred in a \"neighboring country.\" 


6. (U) On April 12 while conducting interdiction and 

eradication operations in the vicinity of Churuyacu, Maranon 
province, Huanuco Department, CORAH workers and its PNP 
security escort were ambushed by an unknown number of 
suspected Sendero Luminoso cadre. One CORAH worker was 
killed and five DIRANDRO personnel were wounded by gunfire. 
According to CORAH workers at the scene, the attack involved 
automatic and semi-automatic rifle fire from all four 

quadrants, suggesting the attackers were pre-positioned and 
waiting. The casualties were evacuated by dusk. Both CORAH 
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and PNP security forces remained in the field. The PNP 
believes the attackers were part of the Sendero Luminoso (SL) 
column that operates in the Aucayacu area (Ref D). 


7.(U) To date, DIRANDRO has destroyed 121 
cocaine-production laboratories and seized 207,558 kg of 
chemical precursors, 3,700 kg of cocaine base, and 2,057 kg 
of HCI cocaine. The DIRANDRO special operations group 
consists of three different teams. The first one specializes 

in interdiction (destroying cocaine-production labs and 
precursor chemicals) and intelligence gathering. This team 
seizes the vast majority of drugs and chemicals. 


8. (U) The second team is charged with securing the 
perimeter during eradication operations and providing 
security support for the eradicators and base camp. The 
third team is the road interdiction team, which operates 
throughout the coca-growing region, depending on 
intelligence. They set up roving checkpoints and inspect all 
types of vehicles. About 20 percent of the precursor 
chemicals seizures are done by this team. 


9. (SBU) The interdiction-eradication operation that took 
place in the Yanajanca area, 12 cocaine-production 
laboratories were destroyed. In the first days of 

eradication in Yanajanca (April 6-7), the canine unit 

detected improvised explosive devices that were removed with 
no injuries. On April, 26-27, DIRANDRO personnel based in 
Mazamari and Palma Pampa destroyed 10 cocaine-production 
laboratories during operations in Boca Mantaro-Canaire in the 
VRAE. On April 5, members of a PNP special operations group 
arrested six of their fellow PNP officers as they attempted 

to extort money from a Spanish national who reportedly came 
to Lima to purchase and export 3,000 kg of cocaine HCl. (Ref 


10. (U) The number of helicopter hours flown has increased 
significantly for interdiction and eradication operations 

with CORAH\'s move to the Yanajanca area, a known Sendero 
Luminoso (SL) stronghold. The risk of combat has been 
increasing daily. In the attack that killed the CORAH worker 
(see Para 6), the helicopters were initially unable to land 
because of the heavy gunfire. The helicopter crews were able 
to provide some suppressing fire with their M-60D machine 
guns, firing approximately 1500 rounds of ammunition. On 
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another occasion, a PNP security patrol was transported by 
helicopter to an area where they stumbled into a suspected SL 
base camp and detained 15 suspects. 


11. (U) With the cocaleros on strike and blocking the roads 
to Santa Lucia, getting aviation fuel became a critical 

issue. Fuel trucks were offered police escorts, but the 
owners refused because of death threats. Some of the bridges 
had also been damaged or destroyed. In situations such as 
this, MI-17 helicopters would normally be used to ferry fuel 
from Tingo Maria, but all were down for repair. The pilots 

of the PNP Antonov 32 aircraft then offered to transport the 
fuel even though the Santa Lucia runaway was being repaired 
and was thus shorter than what is normally required for that 
size of aircraft. The offer of the PNP Antonov 32 pilots was 
highly unusual and unexpected, but thanks to them there was 
sufficient fuel to continue operations. 


12. (SBU) The cocaleros did not seem to be aware that the 
strikes and roadblocks could have shut down NAS and GOP CN 
operations due to lack of aviation fuel. NAS always prepares 
alternate routes for fuel and supply trucks, but in some 

cases the options are limited to one or two possibilities. 


13. (U) Increased coordination between DIRANDRO and FAP 
intelligence has the C-26 providing more support for 
interdiction and eradication operations. The C-26 attempted 
to detect nocturnal movement of potentially hostile vehicles 
and personnel moving toward CORAH and DIRANDRO positions. In 
a \"first-ever\" joint operation, DIRANDRO personnel 
participated in the C-26 missions as observers to assist in 

the FLIR collection effort. Operating out of the FAP base in 
Talara, the C-26 used FLIR to detect possible 

narcotrafficking activity along northern PeruVs coast in 
support of Phase Two of \"Operation All Inclusive\". 


14. (SBU) In April, Peruvian counterdrug elements seized a 
total of 2.2 metric tons of cocaine HCL while conducting 
counternarcotics operations at various Peruvian air/seaports, 
coastal maritime locations, roadblocks near land border entry 
stations, customs terminal facilities, and the Peruvian Post 
Office. The interdiction program at the international 

airport in Lima seized 748 kg of cocaine HCL in 62 incidents. 
The largest airport seizure was 500 kg of cocaine HCI masked 
in \"Maca\" (powdered herbal vitamin supplement) seized in air 


Column 3 

cargo on April 2. During the first four months of 2007, 
nearly 1.9 metric tons of cocaine HCI have been seized and 
266 arrests made at the airport. This four-month total is 
roughly equal to the amount seized in all of 2006, which was 
twice as much as was seized in 2005. 

15. (SBU) On April 24 at the Port of Callao, Peruvian 
Customs seized a container carrying 589 kg of cocaine HCI 
masked in 60 tons of barium sulfate. Eight arrests were 
made, i.e., a Lebanese, a Lithuanian, a Russian, and five 
Peruvians. The Manifest Review Unit (MRU) provided the 
intelligence that led to this seizure. On April 21-30 as 

part of Operation \"All Inclusive\", the Peruvian Air Force and 
Navy conducted joint maritime counterdrug searches for 
Peruvian fishing vessels involved in drug smuggling. This 
was the first-ever joint counternarcotics operation by the 
two services. Intelligence has indicated a marked increase 
in drug transshipments via fishing vessels off the Peruvian 
coast, and this operation marks the beginning of a new 
emphasis on Peru\'s northern coast. 


16. (SBU) Peruvian Customs (SUNAT) conducted border 
roadblocks during Operation \"All Inclusive\" this month. 
Using a mobile x-ray van, ion-scans, and drug-sniffing dogs, 
joint SUNAT/PNP teams inspected vehicles using different 
points of entry into Ecuador. Several loads of contraband 
were seized, i.e., 108,611 gallons of gasoline, smuggled 
cultural patrimony items, USD 48,515 in counterfeit dollars, 
a drug lab/distribution center, and 752 kg of sulfuric acid. 
Thirty-nine U.S.-bound Chinese with false passports were 
detained. Due to the lawlessness along the Peru-Ecuador 
border, SUNAT has not conducted interdiction operations there 
for the last five years. Only 37.35 kg of cocaine was seized 
during this operation; however, SUNAT is willing to 
participate in more joint operations in the area. In 

addition, during the month of April, the Peruvian Post Office 
(SERPOST) interdicted over 70 kg of cocaine HCL that was 
being exported in 47 postal shipments. 


17. (SBU) Peruvian CN police conducted two seizures in the 
Iquitos port area on the Amazon River. On April 13, 66 kg of 
cocaine HCL was seized. On April 15, 220 kg of cocaine HCL 
was found in false compartments in boats. NAS only supports 
intelligence-driven operations in the ports in Iquitos, i.e., 

one official and four non-official ports with the 

non-official ports being larger and more heavily used than 

the official port. 


18. (U) The NAS Demand Reduction team is working with 
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CRESER, a local NGO, to develop six how-to manuals (or 
toolkits) to teach people how to organize and run a community 
anti-drug coalition (CAC). On April 10-13, CRESER conducted 
workshops to solicit input from community members of the six 
CACs as well as from the NGO technical assistance teams. It 
is important that the manuals are written with the community 
members in mind. The manuals will express concepts in terms 
and examples appropriate for a Peruvian audience. The word 
usage and illustrations will take into consideration people\'s 
reading ability. Before each of the six manuals is produced, 
CRESER will test and validate them again with the community 
members. The first manual should be ready for publication by 
the end of June. 


19. (U) In April, President Allan Garcia announced that he 
wanted to speed up the timetable for implementing the new 
accusatory criminal code throughout Peru. To help with this 
process, NAS assisted the Peruvian Attorney Generals staff 
in the introductory phase of implementing the code in 

Trujillo, the capital of the Department of La Libertad. This 

is the GOP\'s first effort to expand beyond the small pilot 
program in the Department of Huara. NAS also contributed to 
the Justice Ministry\'s campaign to create a non-penal asset 
forfeiture law by organizing a roundtable and workshop for 
Congressmen and their aides on the use of asset forfeiture as 
a legal tool against drug trafficking and organized crime. 
STRUBLE 
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TO RUEHPH/CDC ATLANTA GA 
RUEHC/SECSTATE WASHDC 5343 

INFO RUEHC/SECSTATE WASHDC 5344 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR WHA/AND 
DEPT PASS TO HHS STEIGER OGHA 


E.O. 12958: N/A 
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TAGS: OTRA, ASEC, KSCA, US, CDC, PE 

SUBJECT: COUNTRY CLEARANCE FOR HHS/CDC LAURA CONKLIN, 
ANTONIO NERI, PAULA STALEY, WENDY BLUMENTHAL, JEFFERY 
JARRETT, REBECCA LEPRELL, JAMES DURANT, AND RENE SUAREZ-SOTO 


REF: A. ATLANTA 01160 
B. ATD # 0226 


1. (U) The Embassy grants country clearance for the visit to 
Peru of Laura Conklin, Antonio Neri, Paula Staley, Wendy 
Blumenthal, Jeffery Jarrett, Rebecca LePrell, James Durant, 
and Rene Suarez-Soto from May 14 to June 1, 2007. The 
purpose of this trip is to assist in Cerro de Pasco 

collecting blood samples and environmental media for analysis 
for heavy metal content. Hotel accommodations have been 
arranged and confirmed at JW Marriott, telephone number 
(51)(1)217-7171, fax number (51)(1)217-7002. POC and ESTH 
officer would appreciate e-mail report of visit. 


When departing Lima by air, the Republic of Peru imposes an 
airport departure tax on any outbound passenger of 30.25 USD 
for international flights and 6.05 USD for domestic flights. 


2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND 
COMPUTER USE: 


Point of contact for the visit is Deputy Economic Counselor 
Howell Howard, office telephone number (51)(1)618-2414, 
cellular telephone (51)(1)9-628-6866, e-mail: 
howardhh@state.gov. Embassy after-hours direct line for 
Marine Security Guard is (51)(1)618-2936. The Embassy 
address is Av. La Encalada, Cuadra 17, in the Monterrico Sur 
Section of Lima. Control officer should be notified as soon 
as possible upon arrival in country. 


State Department TDY visitors requiring OpenNet-Plus Systems 
access during their stay should directly contact Daniel 

Siebert, ISO, in advance of their arrival so a computer 

account can be created if needed. 


Any employee who intends to bring U.S. Government portable 
microcomputers (laptops) for use in CAA or non-CAA areas must 
notify post,s ISSO and RSO in advance of travel. 12 FAH-6 
h-314 prohibits the installation or use of any privately 

owned computer in a government building where classified 
information is processed or stored. Accordingly, post policy 
prohibits Personal Electronic Devices (PED), Personal Digital 
Assistants (PDA) e.g. &Palm Pilots8, MP-3 players, etc. 

within the Chancery facility. Such devices are never 

authorized in CAA spaces and are not authorized connectivity 
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within OpenNet unclassified or classified networks, or 
stand-alone classified PCs. Personnel who wish to bring PDAs 
authorized under the Department of State,s Secure Wireless 
Extended Enterprise Technology (SWEET) program into the 
Chancery must notify Post,s ISSO and RSO in advance of 
travel. Find information concerning the SWEET program at 
http://sweet.irm.state.gov. Please refer to 03 STATE 286036 
for detailed guidance regarding Post,s Information Systems 
security requirements. 


3. (U) PASSPORT/VISAS: 


To ensure full protection for travelers, the mission requires 
that all visitors eligible for official/diplomatic passports 

use them with appropriate visa. Travelers should not use 
tourist passports. In exceptional cases where official 
travelers must use tourist passports/visas, specific 
authorization must be obtained in advance. Foreign citizens 
bearing tourist passports who come to Peru to work, either 
officially or in technical or cultural cooperation, must 

enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. 
If official visitors arrive via military ship, a passport is 

not required unless the individual is required to exit Peru 

via commercial or military air. If an official visitor is a 

Peruvian National serving in the U.S. Armed Forces, a valid 
Peruvian (maroon) passport is absolutely necessary in all 
cases in order for the individual to enter or exit Peru. 

Proof of residency in the U.S. (green card) is required for 
return to the U.S. All visas for onward travel should be 
obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance 
for temporary duty of 30 days or more of the requirement to 
complete mandatory personal security training effective 
January 1, 2005. Personnel requesting country clearance for 
periods of 30 days or more must certify that they have or 

will complete the required training prior to their travel, or 


may request a waiver as per the above policy. For extended 
TDY requests, individual bureaus (not the Bureau of Human 
Resources) are responsible for ensuring that their staff, in 

all employment categories (Civil Service, Foreign Service, 
WAE, PSC, etc.), meets the training requirement. See 04 
State 66580 for more information about the mandatory personal 
security training requirement. 
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Country clearance is granted for travel to non-Embassy 
restricted areas only. Visitors who plan to travel to 

Embassy restricted areas must request Post approval upon 
arrival. A list of these areas can be obtained from the RSO. 
It is imperative that the Mission be notified immediately of 
delays or changes in plans or itinerary. Personnel must not 
change hotels without first notifying control officer. The 

State Department has designated Peru as high threat for 
indigenous terrorism, medium threat for transnational 
terrorism and political violence, and critical threat for 

crime. Two terrorist groups operate in Peru: Sendero 
Luminoso (SL) and Movimiento Revolucionario Tupac Amaru 
(MRTA). Both organizations continue to be potential threats 
and have targeted U.S. facilities in the past. Due to GOP 
efforts, the activities of the SL and MRTA have been greatly 
reduced and are now largely confined to rural areas. 
Overland travel outside of Lima and other large cities during 
the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist 
groups operate with relative impunity in some interior areas 
and are known to target vehicular traffic. Crime is a 

serious problem in metropolitan Lima and popular tourist 
areas such as Arequipa, Cuzco, and Machu Picchu. Most crimes 
involve petty theft, pickpocketing, bag slashing, 
grab-and-run, and theft from occupied and unoccupied 
vehicles. More violent crimes include armed robbery, 
carjacking, and choke-and-rob. Criminals frequently react 
violently when resistance is encountered. In almost all 
instances it is advisable not to offer resistance. Most 

areas of downtown Lima are dangerous and should be avoided 
during the hours of darkness. Visitors are cautioned to 
remain alert to their surroundings at all times, particularly 
when in crowded areas, such as on public transportation, at 
outdoor markets, and at tourist sites. Countermeasures 
against crime also protect against terrorism. Special care 
should be exercised at the Jorge Chavez International Airport 
in Callao. Criminals frequent this area, especially at 

night, and are known to target foreigners both inside and 
outside the terminal. 


Security briefings are mandatory for all official visitors to 
Peru. Briefings are given in the RSO Conference Room at the 
Embassy, on Wednesdays, promptly at 9:00 a.m. 


5. (U) ICASS TDY Policy and Action Request: 


Each visitor, regardless of length of stay, must 
bring/forward fiscal data to pay for direct costs of the 
visit. Each agency, organization, or visiting delegation 
will be charged for the actual costs attributed to their 
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visit. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to the visit. Also, for TDYers over thirty (30) 

days, there is a charge for ICASS support services. If your 
sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a MOU for ICASS support 
services upon arrival. The agency should provide post with a 
written communication, generated by the traveler,s 
headquarters that confirms the agency will pay ICASS charges 
for the TDYers, provides the agency ICASS billing code the 
TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY 
module. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 of the TDY. 


6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date 
yellow fever vaccine and malaria prophylaxis for 
chloroquine-resistant strains of malaria. Primary prevention 
against malaria and dengue fever includes avoiding the 


mosquito vectors of these diseases: using insect repellant, 
appropriate protective clothing, and bed netting. Hepatitis A 
and B vaccinations are strongly recommended for all persons 
before coming to Peru. Rabies is present in country, and 
those individuals whose work and/or leisure activities might 
expose them to wild animals or feral dogs should consider 
receiving the rabies vaccine. Travelers diarrhea/dysentery is 
quite common in Peru. Visitors should substitute bottled 
beverages for potentially contaminated water. Fish, 
shellfish, and vegetables should not be eaten unless well 
cooked, and all food should be eaten while still hot. Fruits 
with a peel are generally safe, provided they are peeled 
before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high 
levels from January to May--the same food and bottled water 
precautions apply. Travelers planning to travel to high 
altitude areas of Peru, such as Cuzco, Machu Picchu, and 
Puno, should consult with their health care provider first, 

and be fully aware of the health dangers of high altitudes 
and measures to minimize these dangers. 
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7. (SBU) MEDICAL CLEARANCES: 


All employees, including WAEs and Civil Service Employees, 
who are in TDY status for more than 60 days (cumulatively) in 
a calendar year are required to have up-to-date medical 
clearances from the Office of Medical Services (Ref: SecState 
243096) in order to receive full State Department medical 
benefits including: 


--Fully cleared TDY personnel receive supplemental medical 
coverage from M/MED for conditions that arise overseas. This 
coverage is in addition to, but does not replace, private 
insurance coverage; 


--Fully cleared TDY employees are eligible for full MEDEVAC 
benefits should it become necessary to transport them from 
their assigned posts for medical reasons by other than 
standard commercial carrier; 


--Fully cleared TDY personnel are entitled to use the 
facilities of the Medical Unit at post on the same basis as 
other permanently assigned personnel. 


It is important to understand that if an employee is at a 

post without a medical clearance and the embassy medical 
provider determines that the employee has a condition that 
cannot be adequately cared for at that post, the employee may 
not be granted access to the embassy medical unit. Moreover, 
an employee at post without a medical clearance is not/not 
covered under M/MED for medical evacuation. While M/MED 
cannot provide MEDEVAC coverage for TDY employees without 
full clearances, private MEDEVAC insurance is available at 
reasonable cost and the employee is strongly encouraged to 
purchase the insurance. Private air ambulance medevacs can 
cost upwards of $100,000. In addition, it is important for 

the employee to review private health insurance coverage. 
Many HMO type policies do not cover hospitalization costs 
incurred outside of the USA. The employee will need to have a 
policy type that will reimburse them for medical expenses 
overseas. 


A medical clearance can be obtained as follows: 


If the WAE or other TDY employee lives in the Washington, DC 
area, they can schedule a medical clearance exam by calling 
(202) 663-1779 or e-mail to medclearances@state.gov. 
Availability of examination dates depends on demand and 
M/MED\'s standard priorities. If the exam is conducted in 
Washington, there is no cost to the employee. If the employee 
lives outside Washington, they may have their medical 
clearance exam performed by a private doctor. The WAE or TDY 
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employee can obtain the forms that the doctor needs to 
complete by calling (202) 663-1668. Clearance exams performed 
outside of MED are at the expense of the employee. 


Contractors or other long-term TDY employees who are not 
direct-hire USG employees are not covered under the 
Department of State Medical Program and so would, in general, 
fit under the guidelines above for TDY employees without a 
medical clearance. They are not covered by M/MED for medevac 
and should be covered by medevac insurance through their 
contracting company. Access of these employees to the embassy 
medical units is a post decision made by the Chief of Mission 

or his designate acting upon the advice of the Regional 

Medical Officer. Please contact the Embassy Health Unit for 


further details. 


Employees working TDY for less than 60 cumulative days 
annually are not required to have medical clearances and are 
not covered under the procedures above. Unfortunately these 
short-term TDY employees frequently may have significant 
health problems that may be exacerbated by overseas travel or 
work and that may require a level of medical care that is not 
available at the post where the TDY employees are working. 
As with any international traveler on personal or business 
travel, these employees should consult with their personal 
physician regarding the safety or advisability of this 

travel. 
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TAGS: OTRA, ASEC, KSCA, US, CDC, PE 
SUBJECT: COUNTRY CLEARANCE FOR HHS/CDC PATRICK SULLIVAN 


REF: A. ATLANTA 01776 
B. ATD # 1450 


1. (U) The Embassy grants country clearance for the visit to 
Peru of Patrick Sullivan, Branch Chief, CCID/NCHHSTP, CDC, 
HHS from June 3 - 9, 2007. The purpose of this trip is to 
assess research capacity in various clinical and outreach 
settings; to provide technical assistance in protocol 
development for HIV subtype B seroconversion research project 
that will be conducted in collaboration with Dr. Juan Guanira 

at the Association Civil Impact Salud y Educacion. POC and 
ESTH officer would appreciate e-mail report of visit. No 
embassy assistance has been requested. 


When departing Lima by air, the Republic of Peru imposes an 
airport departure tax on any outbound passenger of 30.25 USD 
for international flights and 6.05 USD for domestic flights. 


2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND 
COMPUTER USE: 


Point of contact for the visit is Deputy Economic Counselor 
Howell Howard, office telephone number (51)(1)618-2414, 
cellular telephone (51)(1)9-628-6866, e-mail: 
howardhh@state.gov. Embassy after-hours direct line for 
Marine Security Guard is (51)(1)618-2936. The Embassy 
address is Av. La Encalada, Cuadra 17, in the Monterrico Sur 
Section of Lima. Control officer should be notified as soon 
as possible upon arrival in country. 


State Department TDY visitors requiring OpenNet-Plus Systems 
access during their stay should directly contact Daniel 

Siebert, ISO, in advance of their arrival so a computer 

account can be created if needed. 


Any employee who intends to bring U.S. Government portable 
microcomputers (laptops) for use in CAA or non-CAA areas must 
notify post,s ISSO and RSO in advance of travel. 12 FAH-6 
h-314 prohibits the installation or use of any privately 

owned computer in a government building where classified 
information is processed or stored. Accordingly, post policy 
prohibits Personal Electronic Devices (PED), Personal Digital 
Assistants (PDA) e.g. &Palm Pilots8, MP-3 players, etc. 

within the Chancery facility. Such devices are never 
authorized in CAA spaces and are not authorized connectivity 
within OpenNet unclassified or classified networks, or 
stand-alone classified PCs. Personnel who wish to bring PDAs 
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authorized under the Department of State,s Secure Wireless 
Extended Enterprise Technology (SWEET) program into the 
Chancery must notify Post,s ISSO and RSO in advance of 
travel. Find information concerning the SWEET program at 
http://sweet.irm.state.gov. Please refer to 03 STATE 286036 
for detailed guidance regarding Post,s Information Systems 
security requirements. 


3. (U) PASSPORT/VISAS: 


To ensure full protection for travelers, the mission requires 
that all visitors eligible for official/diplomatic passports 

use them with appropriate visa. Travelers should not use 
tourist passports. In exceptional cases where official 
travelers must use tourist passports/visas, specific 
authorization must be obtained in advance. Foreign citizens 
bearing tourist passports who come to Peru to work, either 
officially or in technical or cultural cooperation, must 

enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. 
If official visitors arrive via military ship, a passport is 

not required unless the individual is required to exit Peru 

via commercial or military air. If an official visitor is a 

Peruvian National serving in the U.S. Armed Forces, a valid 
Peruvian (maroon) passport is absolutely necessary in all 
cases in order for the individual to enter or exit Peru. 

Proof of residency in the U.S. (green card) is required for 
return to the U.S. All visas for onward travel should be 
obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance 
for temporary duty of 30 days or more of the requirement to 
complete mandatory personal security training effective 
January 1, 2005. Personnel requesting country clearance for 
periods of 30 days or more must certify that they have or 

will complete the required training prior to their travel, or 

may request a waiver as per the above policy. For extended 
TDY requests, individual bureaus (not the Bureau of Human 
Resources) are responsible for ensuring that their staff, in 

all employment categories (Civil Service, Foreign Service, 
WAE, PSC, etc.), meets the training requirement. See 04 
State 66580 for more information about the mandatory personal 
security training requirement. 


Country clearance is granted for travel to non-Embassy 
restricted areas only. Visitors who plan to travel to 
Embassy restricted areas must request Post approval upon 
arrival. A list of these areas can be obtained from the RSO. 


Column 3 

It is imperative that the Mission be notified immediately of 
delays or changes in plans or itinerary. Personnel must not 
change hotels without first notifying control officer. The 

State Department has designated Peru as high threat for 
indigenous terrorism, medium threat for transnational 
terrorism and political violence, and critical threat for 

crime. Two terrorist groups operate in Peru: Sendero 
Luminoso (SL) and Movimiento Revolucionario Tupac Amaru 
(MRTA). Both organizations continue to be potential threats 
and have targeted U.S. facilities in the past. Due to GOP 
efforts, the activities of the SL and MRTA have been greatly 
reduced and are now largely confined to rural areas. 
Overland travel outside of Lima and other large cities during 
the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist 
groups operate with relative impunity in some interior areas 
and are known to target vehicular traffic. Crime is a 

serious problem in metropolitan Lima and popular tourist 
areas such as Arequipa, Cuzco, and Machu Picchu. Most crimes 
involve petty theft, pickpocketing, bag slashing, 
grab-and-run, and theft from occupied and unoccupied 
vehicles. More violent crimes include armed robbery, 
carjacking, and choke-and-rob. Criminals frequently react 
violently when resistance is encountered. In almost all 
instances it is advisable not to offer resistance. Most 

areas of downtown Lima are dangerous and should be avoided 
during the hours of darkness. Visitors are cautioned to 
remain alert to their surroundings at all times, particularly 
when in crowded areas, such as on public transportation, at 
outdoor markets, and at tourist sites. Countermeasures 
against crime also protect against terrorism. Special care 
should be exercised at the Jorge Chavez International Airport 
in Callao. Criminals frequent this area, especially at 

night, and are known to target foreigners both inside and 
outside the terminal. 


Security briefings are mandatory for all official visitors to 
Peru. Briefings are given in the RSO Conference Room at the 
Embassy, on Wednesdays, promptly at 9:00 a.m. 


5. (U) ICASS TDY Policy and Action Request: 


Each visitor, regardless of length of stay, must 

bring/forward fiscal data to pay for direct costs of the 

visit. Each agency, organization, or visiting delegation 

will be charged for the actual costs attributed to their 

visit. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
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office supplies and all other costs that are directly 

attributable to the visit. Also, for TDYers over thirty (30) 

days, there is a charge for ICASS support services. If your 
sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a MOU for ICASS support 
services upon arrival. The agency should provide post with a 
written communication, generated by the traveler,s 
headquarters that confirms the agency will pay ICASS charges 
for the TDYers, provides the agency ICASS billing code the 
TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY 
module. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 of the TDY. 


6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date 
yellow fever vaccine and malaria prophylaxis for 
chloroquine-resistant strains of malaria. Primary prevention 
against malaria and dengue fever includes avoiding the 
mosquito vectors of these diseases: using insect repellant, 
appropriate protective clothing, and bed netting. Hepatitis A 
and B vaccinations are strongly recommended for all persons 
before coming to Peru. Rabies is present in country, and 
those individuals whose work and/or leisure activities might 
expose them to wild animals or feral dogs should consider 
receiving the rabies vaccine. Travelers diarrhea/dysentery is 
quite common in Peru. Visitors should substitute bottled 
beverages for potentially contaminated water. Fish, 
shellfish, and vegetables should not be eaten unless well 
cooked, and all food should be eaten while still hot. Fruits 
with a peel are generally safe, provided they are peeled 
before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high 
levels from January to May--the same food and bottled water 
precautions apply. Travelers planning to travel to high 
altitude areas of Peru, such as Cuzco, Machu Picchu, and 
Puno, should consult with their health care provider first, 
and be fully aware of the health dangers of high altitudes 
and measures to minimize these dangers. 


7. (SBU) MEDICAL CLEARANCES: 


All employees, including WAEs and Civil Service Employees, 
who are in TDY status for more than 60 days (cumulatively) in 
a calendar year are required to have up-to-date medical 
clearances from the Office of Medical Services (Ref: SecState 
243096) in order to receive full State Department medical 


Column 3 
benefits including: 


--Fully cleared TDY personnel receive supplemental medical 
coverage from M/MED for conditions that arise overseas. This 
coverage is in addition to, but does not replace, private 
insurance coverage; 


--Fully cleared TDY employees are eligible for full MEDEVAC 
benefits should it become necessary to transport them from 
their assigned posts for medical reasons by other than 
standard commercial carrier; 


--Fully cleared TDY personnel are entitled to use the 
facilities of the Medical Unit at post on the same basis as 
other permanently assigned personnel. 


It is important to understand that if an employee is at a 

post without a medical clearance and the embassy medical 
provider determines that the employee has a condition that 
cannot be adequately cared for at that post, the employee may 
not be granted access to the embassy medical unit. Moreover, 
an employee at post without a medical clearance is not/not 
covered under M/MED for medical evacuation. While M/MED 
cannot provide MEDEVAC coverage for TDY employees without 
full clearances, private MEDEVAC insurance is available at 
reasonable cost and the employee is strongly encouraged to 
purchase the insurance. Private air ambulance medevacs can 
cost upwards of $100,000. In addition, it is important for 

the employee to review private health insurance coverage. 
Many HMO type policies do not cover hospitalization costs 
incurred outside of the USA. The employee will need to have a 
policy type that will reimburse them for medical expenses 
overseas. 


A medical clearance can be obtained as follows: 


If the WAE or other TDY employee lives in the Washington, DC 
area, they can schedule a medical clearance exam by calling 
(202) 663-1779 or e-mail to medclearances@state.gov. 
Availability of examination dates depends on demand and 
M/MED\'s standard priorities. If the exam is conducted in 
Washington, there is no cost to the employee. If the employee 
lives outside Washington, they may have their medical 
clearance exam performed by a private doctor. The WAE or TDY 
employee can obtain the forms that the doctor needs to 
complete by calling (202) 663-1668. Clearance exams performed 
outside of MED are at the expense of the employee. 


Contractors or other long-term TDY employees who are not 
direct-hire USG employees are not covered under the 
Department of State Medical Program and so would, in general, 
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fit under the guidelines above for TDY employees without a 
medical clearance. They are not covered by M/MED for medevac 
and should be covered by medevac insurance through their 
contracting company. Access of these employees to the embassy 
medical units is a post decision made by the Chief of Mission 

or his designate acting upon the advice of the Regional 

Medical Officer. Please contact the Embassy Health Unit for 
further details. 


Employees working TDY for less than 60 cumulative days 
annually are not required to have medical clearances and are 
not covered under the procedures above. Unfortunately these 
short-term TDY employees frequently may have significant 


health problems that may be exacerbated by overseas travel or 
work and that may require a level of medical care that is not 
available at the post where the TDY employees are working. 
As with any international traveler on personal or business 
travel, these employees should consult with their personal 
physician regarding the safety or advisability of this 

travel. 
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Classified By: Ambassador Paul A. Trivelli for reasons 1.4 (b and d) 


1. (C) Summary: The group of prominent democrats introduced 
in ref B reports that they are planning a major declaration 

of opposition unity some time in late May. Despite past 
declarations of support from the three defeated 

ex-Presidential candidates however, several seem to be 
waffling in their commitment to the project. Nevertheless, 

the group is confident that they can convince Nicaraguan 
Liberal Alliance (ALN) leader Eduardo Montealegre and Liberal 
Constitutional Party (PLC) ex-candidate Jose Rizo to make a 
joint declaration, while leaving the door open for the 

Sandinista Renovation Movement (MRS) to join the alliance in 
the future. End Summary. 


2. (C) DCM hosted a cocktail on May 7 to discuss opposition 
unity plans with a group of prominent democrats that included 
Jose Adan Guerra, Mauricio Mendieta, Mauricio Diaz, and 
Alfredo Cesar (ref B). The group tentatively plans to 

organize a press event on May 14 or 21 to announce an 
alliance of the three ex-Presidential candidates, although 
Edmundo Jarquin and Jose Rizo appear to be waffling in their 
commitment to the project. 


3. (C) Mendieta recalled a recent conversation with Jarquin, 
during which the MRS ex-candidate explained that only about 
half of his party supports joining an opposition alliance 

with the ALN and PLC -- and the entire party is against any 
process that includes convicted PLC leader Arnoldo Aleman. 
Mendieta opined that the Wradical element of the MRS, 
including Assembly deputy Monica Baltodano, is inherently 
opposed to any alliance with the Liberals. Guerra agreed, 
commenting that the MRS is afraid of losing credibility with 
the larger Sandinista movement and described the MRS and FSLN 
as \"brothers temporarily estranged by a family dispute.\" 
Cesar reiterated that Jarquin is personally interested in the 
project and may be \"putting on the brakes\" to gain more time 
for negotiations. 


4. (C) Jose Rizo, abandoned by the PLC leadership after the 
elections, also appears to be vacillating after initial 

expressions of support. Mendieta mentioned that Rizo did not 
accompany Montealegre on a recent visit to Matagalpa because 
he did not want to give the impression that he had defected 

to the ALN. Guerra and Diaz commented that many in the PLC 
are sympathetic to Rizo, who they see as used and discarded 
by the party leadership, and who could potentially attract 

many Liberals tired of Aleman\'s pacts with the FSLN, but 
unwilling to leave the party. 


5. (C) The group agreed that Montealegre is facing 
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considerable pressure from within the ALN to negotiate with 
Aleman. Cesar specifically mentioned ALN deputies Jamileth 
Bonilla, Eliseo Nunez, Sr., and Indalecio Rodriguez as 
favoring closer ties with Aleman. All concurred that 
Montealegre would lose a large bloc of key independent voters 
if he makes a deal with Aleman. 


6. (C) Ambassador and DCM encouraged the group to plan an 
event outside of Managua and feature PLC local leaders and 
Assembly deputies who would support Rizo, making the point 
that Rizo could be discredited completely unless he can 

attract credible PLC leaders to his side. Ambassador also 
suggested that they approach the private sector, which has 
used opposition disunity as an excuse to withhold funds. 

Cesar responded that many in the private sector, especially 
Vbig capital,\" have been making deals with Ortega and are not 
interested in rocking the boat. 


7. (C) Comment: As usual, the main players in the unity 
project are refusing to fully commit. Cesar suggested, and 
we agree, that unless the project can gain traction in the 
next few weeks, competing groups will emerge to take the 
initiative -- possibly insisting on Aleman\'s inclusion. 

Should that occur, the Liberals would lose support from 
independent voters and any hope of forming an alliance with 
the MRS. 
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NSC FOR SUE CRONIN 

TREASURY FOR OSIA MAUREEN WAFER 
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COMMERCE FOR ITA SARAH COOK 

SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 05/04/2027 

TAGS: PGOV, PHUM, PREL, AID, ECON, PA 

SUBJECT: PARAGUAY POLITICAL AND ECONOMIC UPDATE APRIL 20 - 
MAY 4, 2007 


REF: A. 06 ASUNCION 1113 

B. 06 ASUNCION 1246 
Classified By: MICHAEL J. FITZPATRICK; REASONS 1.4 (b), (d) 
1. (U) SUMMARY: 


-- President Postpones Spain Trip 

-- Government Monopoly Cripples Internet 

-- Deputies Pass Penal Code Reform 

-- Ycau Bolanos Case Can\'t Seat Judge Panel 
-- Journalists Protest Inaction on Cases 


PRESIDENT POSTPONES SPAIN TRIP 


2. (C) President Duarte postponed his trip to Spain April 24 
claiming it was in \"solidarity\" with some 300 Paraguayans 
that were being deported by Spanish authorities. Leticia 
Casati, the MFA\'s Director of the Europe Desk, told PolOff 
May 4 that the President made his decision out of concern 
over \"the suffering of Paraguayan migrants and what he 
(Duarte) viewed as a violation of their human rights by 
Spanish authorities.\" Casati also noted that FM Ramirez 
Lezcano will visit Spain in the near future to discuss 
immigrantion issue among other matters. 


GOVERNMENT MONOPOLY CRIPPLES INTERNET 


3. (U) Internet service for the entire country of Paraguay 
shutdown May 2 for more than 2 hours (and in some 
jurisdictions as much as 5 hours) when a fiber-optic cable 
was accidentally cut by contractors for the Public Works 
Ministry. COPACO, the government-owned communications 
company, controls all Internet service and sells access to 
private firms, who in turn, sell to consumers. 
(NOTE:Paraguay is one of 20 countries selected for funding 
under USAID\'s Global Last Mile Initiative in October 2006 - a 
program that aims to facilitate internet access to more 
marginalized communities in Paraguay\'s interior. Only 3 
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persons out of 100 have access to the internet in the country 
-- the lowest access rate in the region. END NOTE.) 


DEPUTIES PASS PENAL CODE REFORM 


4. (U) The House of Deputies passed the Penal Code Reform 
Bill with minor changes May 3. The bill includes provisions 

to stiffen penalties for money laundering and IPR violations 
and introduces first time provisions and penalties for 

terrorist financing. The Senate is set to review the 

legislation May 14 with some chance it could come up for a 
vote in the Senate by the end of the month. Both sponsors of 
the bill are Senators - one from the governing Colorado Party 
and the other from the opposition - giving it a decent 
prospect for adoption. (NOTE: The Procedural Code Reform 
Bill - which will strengthen the hands of the prosecutors in 
investigating money laundering and terrorist financing - may 
be submitted as well in short order to the Congress. This 

bill could well attract greater controversy from a number of 
different sides, including civil libertarians concerned about 
empowering the state. END NOTE.) 


YCUA BOLANOS CASE CAN\'T SEAT JUDGE PANEL 


5. (C) Judges Segundo Ibarra, Hugo Came and Norma Salomon 
were selected to preside over the new Ycua Bolanos fire case. 
Each of them, however, have recused themselves from the case 
for various reasons. Edgar Sanchez, the prosecutor assigned 

to the case, told PolOff April 2 that, not only was he the 

only prosecutor to agree to take the case, but the courts 

have had trouble identifying presiding judges. Sanchez 
maintained that no judge wants to touch the case and that he 
does not expect the case to be heard before the elections set 
for April 2008. (NOTE: More than 55 judges have recused 
themselves. END NOTE). 


JOURNALISTS PROTEST INACTION ON CASES 


6. (U) The Paraguayan Journalists Union (SPP) protested in 
front of the Supreme Court April 26 to celebrate its 
anniversary (as well as Press Freedom Day) and to draw 
attention to the inaction of the courts on the disappearances 
and/or deaths of several journalists. Supreme Court 
President Alicia Pucheta and Justice Victor Nunez briefly 
attended the event to present files on the cases of several 
journalists including Santiago Leguizamon, Calixto Mendoza, 
Salvador Medina, and Samuel Roman which the Justices 
maintained reflected a complete investigation had taken 
place. SPP officials, however, asserted that the courts have 
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hindered investigation into the cases of the above-noted 
journalists as well as many others that have disappeared or 
have been killed. 


FITZPATRICK 
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E.O. 12958: DECL: 09/06/2014 

TAGS: PREL, MARR, MASS, MOPS, SNAR, PTER, EC, CO 

SUBJECT: AMBASSADOR AND FORMIN CLEAR THE AIR; PREPARE FOR D 
VISIT 


Classified By: PolOff Jarahn Hillsman, Reasons 1.4 (b&d) 


1. (C) Summary: The Ambassador met with Foreign Minister 
Maria Espinosa on May 8 to discuss the Deputy Secretary\'s May 
9 visit, probe the ForMin on her harsh comments about the 
Bilateral Investment Treaty (BIT), and to clarify the USG 

position on the 2007 UNITAS move. She expressed USG hope 
that the GOE would not cancel the June 2007 Peacekeeping 
South (PKO South) exercise to take place in Ecuador, as 
vaguely rumored. Espinosa lamented the USG decision to move 
the 2007 UNITAS without \"sufficient\" consultation, and handed 
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the Ambassador a protest note. She indicated that the subject 
would not dominate the D meeting with President Correa and 
might not be raised at all. She said that Ecuador would not 
cancel PKO South. Her comments and additional details on the 
BIT issue will be reported septel. End Summary. 


BACKGROUND: GOE UPSET OVER UNITAS CANCELLATION; LASHES OUT AT 
USG 


2. (C) Ecuador was selected by U.S. Southern Command to host 
the 2007 UNITAS Pacific multinational naval exercise. 

Planning for the 2007 UNITAS was initiated in December 2006 

in Ecuador. However, the GOE immediately demanded that the 
UNITAS Memorandum of Understanding (MOU) include language 
requiring participating navies to report when entering 

Ecuador\'s 200 nautical mile sea claim, forcing a de facto 
recognition of its excessive territorial sea claim and 

reaffirming its southern maritime limit with Peru (a 

sensitive issue given previous Peru-Ecuador conflict on 

boundary issues and Peru\'s ongoing territorial waters dispute 
with Chile). 


3. (C) USG military officials tried unsuccessfully to 
encourage the Ecuadorian Navy to accept the 2004 model of 
creating an exercise box that exceeded any and all claimed 
territorial limits, thus avoiding potential controversy. 

After six months of stalled negotiations and clear warnings 
that time was running out, Ecuador was notified by the U.S. 
Southern Command that UNITAS would be moved to another 
country. 


4. (U) The Foreign Ministry initially seemed caught off 

guard, apparently believing that our position had been more 
posturing than firm. They made the political choice to 

respond with a counter-attack, with the ForMin decrying our 
\"indelicate\" decision made \"without any consultation.\" 

Correa echoed the same line on May 5, during his weekly radio 
address, lamenting the \"unilateral\" decision by the U.S. to 

move the 2007 UNITAS exercise from Ecuador. He claimed that 
the GOE had been discussing ways to achieve the protocol 
salute upon entering (Ecuadorian) waters, when, \"to our 
surprise, U.S. Southern Command changed the venue without 
consulting us.\" The SOUTHCOM commander apparently thinks we 
are a colony, Correa proclaimed. The press reported on May 7 
that Foreign Minister Espinosa would deliver a diplomatic 

note in protest of the UNITAS move to Deputy Secretary in 

their May 9 meeting. 


AMBASSADOR RECOUNTS UNITAS IMPASSE 


5. (C) The Ambassador stressed the importance of having a 
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positive meeting with the Deputy Secretary, and discouraged 
Espinosa from raising the UNITAS issue. She explained the 
USG\'s position that had offered an approach that should have 
worked for all parties, and lamented Ecuador\'s insistence on 
unacceptable language. After months of stalled negotiations 
and no signs of flexibility, the clock had run out and the 
exercise was moved, with due final warning having been given 
Ecuador prior to the announcement. 


6. (C) Espinosa passed the Ambassador the diplomatic note in 
protest of the exercise shift (text noted below) and 

indicated it would not dominate the D meeting with President 
Correa, perhaps not being raised at all. She said that 

Ecuador had been \"working\" on a solution with Peru, and was 
hopeful that a final agreement could have been reached at the 
final planning conference. Espinosa expressed GOE belief 

that the U.S. should have notified Ecuador of the looming 

shift. The Ambassador again explained that the GOE was warned 
of the possible move on April 4 and notified of cancellation 


on April 23. 


7. (C) Moving on to other issues, the Ambassador expressed 
USG hope that the GOE would not cancel the 2007 Peacekeeping 
South (PKO South) exercise to be held in Ecuador in the wake 
of the ill will over UNITAS, as an unattributed press report 

had indicated might be under consideration. She also stressed 
the need to begin early on discussions for the 2008 Forces 
Commandos exercises also to be held in Ecuador. Espinosa 
said that the GOE would not cancel PKO South, and agreed that 
early top-level planning would be useful for future 

exercises. Full background on both exercises were left with 

the Minister. 


8. (SBU) Text of Diplomatic Note Follows: 


Begin text: The Ministry of Foreign Affairs communicates its 
displeasure and the surprise of the Government of Ecuador 
over the unilateral decision to move the 2007 UNITAS naval 
exercises scheduled for Ecuador, supposedly over protocols 
calling for reporting the position of vessels of the 
multinational forces. 


Said protocols, like organizational aspects derived from the 
responsibilities of the Ecuadorian Navy as host of the 2007 
UNITAS, constitute themes that should be agreed upon by 
delegations of the nations participating in the Final 
Planning Conference. 


For these reasons, the Ministry of Foreign Affairs 
communicates the decision of the Government of Ecuador not to 
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participate in the 2007 UNITAS exercises, requests an 
explication, and expresses its discontent for the manner in 

which the change of the 2007 UNITAS was conducted. End Text. 


COMMENT 


9. (C) The GOE remained inflexible on the MOU language 
throughout the five months of negotiations, clearly intent on 
using the 2007 UNITAS MOU to force Peru to recognize its 
maritime limit with Ecuador. GOE officials unwisely bet on 
U.S. intervention to force an agreement with Peru, apparently 
not seriously heeding warnings that the U.S. would move the 
exercise if agreement could not be reached. The GOE 
mismanagement of the issue is also symptomatic of poor 
communication between and within GOE ministries on issues. 
While Ecuador is making hay publicly speaking of protecting 
national sovereignty, privately officials are signaling a 

desire not to let the UNITAS issue impact broader bilateral 
relations. We will respond to the note with the chronology 

of events and a restatement of the U.S. position. 

JEWELL 
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DEPT. FOR EUR/WE LARREA, DRL/IRF HEWETT 

E.O. 12958: DECL: 5/4/2017 

TAGS: PREL, PHUM, CH, VT 

SUBJECT: SANT\'EGIDIO PESSIMISTIC REGARDING PRC --HOLY SEE RELATIONS 
REF: 05 VATICAN 000484, ET AL. 

VATICAN 00000086 001.2 OF 002 

CLASSIFIED BY: CHRISTOPHER J. SANDROLINI, DEPUTY CHIEF OF 


MISSION. 
REASON: 1.4 (b), (d) 
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1. (C) Valeria Martano of the Vatican-linked Sant Egidio 
Community believes China-Holy See relations are stuck in neutral 
in the short to mid-term because the Chinese do not see a clear 
benefit to formalizing relations with the Holy See. China\'s 
economic clout on the international trade front taken together 
with a deep anxiety of an independent actor causing internal 
\"problems\" have created the stalemate between the two, according 
to Martano. That said, Martano believes that an agreement could 
be reached, similar to arrangements that Holy See has made with 
Vietnam -- if the two sides could meet in formal talks. End 
Summary. 


2. (C) Valeria Martano, the Community of Sant\'Egidio\'s Asian 
Affairs expert, told us in a late April meeting that official 
engagement between China and the Holy See has stalled for the 
moment. (Note: Sant\'Egidio has been involved in China for many 
years, developing academic and government-linked contacts, and 
promoting improved relations with the Holy See per reftel a). 
Martano said the Holy See missed its opportunity to make headway 
in China a number of years ago; today China needs no one and 
fears no one. In fact, it is the rest of the world that is now 
knocking at China\'s doors asking to be received by what many 
believe will be the economic and political powerhouse of the 
twenty-first century said Martano. With its pro-active energy 
outreach to Africa, China will become less and less reliant on 
\"traditional\" sources of oil and gas. What China does fear, 
according to Martano, is internal disharmony, which is why the 
Catholic Church will have to work extremely hard to demonstrate 
to the GOC that it will not be a source of internal dissent. 

Martano said that historically, the Holy See has a poor record 

in this regard, having interfered often in internal Chinese 

domestic affairs. 
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3. (C) Martano indicated that discussions between the Holy See 
and China have been complicated by a lack of consistency in 
interlocutors. Over the last few years, individual church 
hierarchs have visited China and engaged Chinese government 
officials at various levels - but never with an \"official\" Holy 

See mandate. Martano said that the Vietnamese model for 
engagement - which she deemed successful - was based on an 
evolving trust between the two delegations which met often. 
Regrettably, the opportunity to initiate such a process in China 
has passed, she said. 


4. (C) According to Martano there are a variety of episcopal 
selection models available that might satisfy both the Chinese 

and the Holy See. One is the Vietnam solution, where the GOV 
and the Holy See agree on a government-proposed candidate. 
Another model mentioned by Martano is the Eastern-rite Catholic 
method which elects bishops in a synodal process and then 
informs the Holy See of the result. Subsequently the 
newly-elected Eastern-rite bishop requests \"communion\" with the 
Pope as a sign of unity. Martano said if China and the Holy See 
agreed to meet with an official mandate from both sides, then 

she believes a solution could be reached. The challenge, however 
said Martano, is to arrange such a meeting in the first place. 
Taken together with the power-struggles within the Communist 
Party, and an inability on the Holy See\'s part to think outside 

of the box, such a breakthrough is still far off. 


VATICAN 00000086 002.2 OF 002 
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5. (C) The recent death of Beijing\'s archbishop, Michael Fu 
Tieshan, could provide China and the Holy See with an 
opportunity to engage more closely regarding the choice of a 
successor, said Martano. This of course, depends on the message 
that China wishes to send to its Catholic constituents, as well 

as to the wider world. Ever mindful of the concepts of balance 
and fairness, the Chinese compromised their hard-line stance on 
a couple of episcopal appointments, said Martano, accepting the 
\"need\" for Holy See approval. Later, however, the Chinese 
reverted to selecting and ordaining their own men without the 
Vatican\'s \"placet.\" 


6. (C) Despite her belief in engagement through dialogue, 
Martano emphasized that Chinese authorities do not yet see great 
value from having diplomatic relations with the Holy See. Given 
China\'s current level of international economic engagement, it 
sees no realpolitik \"need\" for formal relations with the Holy 

See or expanded freedom for the Catholic Church. In other 
words, China isn\'t suffering because of the restrictions it 

places on the Church, so why change? As Martano pointed out, 
\"everyone wants to do business with China and will continue 
doing so whether they have relations with the Holy See or not.\" 
Martano indicated that Sant\'Egidio had asked the Chinese for 
signs of \"good will,\" such as the release of imprisoned clergy. 
This would indicate that the Chinese value dialogue and the 
possibility of future diplomatic relations with the Holy See. 

So far Sant'Egidio has yet to receive any concrete evidence that 
the dialogue had born fruit. 


Column 3 

7. (C) Martano believes the Chinese are indifferent to anger 
caused in the Holy See by their appointment of bishops without a 
papal mandate. China believes the costs of such a relationship 
outweigh the benefits, and only accepts the Church within its 
society because it contributes to maintaining social harmony - 
at the moment by way of \"free\" social and health care services, 
thus saving the state money. This perspective is more 
pessimistic than that of the Holy See. While Sant'Egidio has 
important insight into Church-State issues, we are less able to 
judge its ability to discern intentions and trends at the 

highest levels within the Catholic Patriarch Association and 
Chinese government. 

ROONEY 
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E.O. 12958: DECL: 05/08/2012 
TAGS: SENV, UNCSD, AORC, PREL, PGOV, ZI, TZ 
SUBJECT: UNCSD: TANZANIA\'S POSITION ON ZIMBABAWE\'S CANDIDACY 
REF: A. STATE 58046 
B. DAR ES SALAAM 00662 
C. DAR ES SALAAM 00543 
D. STATE 44613 


Classified By: Acting Deputy Chief of Mission, Tulinabo Mushingi, 
for reason 1.4 (b). 


1. (C) Ambassador Begum Taj, Head of the Multilateral 


Column 3 

Affairs Division at the Ministry of Foreign Affairs (MFA), 
stressed to Poloff on May 8 that Tanzania would not be the 
country to ask the Africa Group to re-consider Zimbabwe as 

its candidate for Chair of the United Nations Committee on 
Sustainable Development (UNCSD). \"We are involved in many 
regional initiatives already, including the effort which 

brought Zimbabwe onto the SADC agenda at the Summit in Dar es 
Salaam in March 2007. If another country were to call on the 
Africa Group to re-consider, then we may be able to support 

the search for an alternative candidate," Taj said. 


2. (C) Poloff urged Ambassador Taj to consider Zimbabwe\'s 
poor record on land use and economic tailspin which has set 
back the country\'s development by decades. Poloff emphasized 
that Zimbabwe\'s candidacy sent the wrong message; that the 
Africa Group has not taken seriously the opportunity to Chair 
this important Committee and has not selected the best 
representative to advance the Committee\'s goals. Taj 
explained that Zimbabwe was the only African country which 
submitted its candidacy to Chair the UNCSD. \"Only Zimbabwe 
applied for this vacancy in the African Group,\" Taj 

highlighted, adding, \"other countries either missed the 

deadline or were not interested.\" With Zimbabwe as the only 
candidate to fill the vacancy, the Africa Group recognized 
Zimbabwe\'s right to hold the Chair. \"No other countries had 
applied; we decide these things by consensus so what could we 
do?\" Taj asked. 


3. (C) Poloff responded that if the Africa Group did not 
reconvene to select an alternative candidate, then the U.S. 

and other countries who were members of the Committee, 
including Canada, EU countries, etc., urged Tanzania to vote 
against Zimbabwe during the May 11 elections which would be a 
vote by secret ballot. Ambassador Taj did not indicate 

whether Tanzania would vote for or against Zimbabwe ina 
secret ballot. She said while she believed it was too late 


SIPDIS 

to identify a different candidate within the Africa Group 

before the May 11 election, she was open to instructions from 
her superiors. 


Comment: 

4. (C) Canada and Germany are also actively lobbying the GOT 
on this issue. Taj explained that German Embassy officials 

had already discussed the issue with her and we learned that 
the Canadian High Commissioner aims to raise the issue with 
the Deputy Permanent Secretary at MFA on May 9. Tanzania 
appears reluctant to initiate the call within the Africa 

Group to reconsider Zimbabwe\'s candidacy. However, we 
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believe our joint efforts could contribute to Tanzania 

supporting another African country that might come forward 

and oppose Zimbabwe\'s candidacy or, at least, contribute to 
Tanzania voting against Zimbabwe on May 11. END COMMENT. 
RETZER 
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E.O. 12958: DECL: 05/08/2012 
TAGS: SENV, UNCSD, AORC, PREL, PGOV, ZI, TZ 
SUBJECT: UNCSD: TANZANIA\'S POSITION ON ZIMBABWE\'S CANDIDACY 


REF: A. STATE 58046 


B. DAR ES SALAAM 00662 
C. DAR ES SALAAM 00543 
D. STATE 44613 


Classified By: Acting Deputy Chief of Mission, Tulinabo Mushingi, 
for reason 1.4 (b). 


1. (C) Ambassador Begum Taj, Head of the Multilateral 

Affairs Division at the Ministry of Foreign Affairs (MFA), 

stressed to Poloff on May 8 that Tanzania would not be the 
country to ask the Africa Group to re-consider Zimbabwe as 

its candidate for Chair of the United Nations Committee on 
Sustainable Development (UNCSD). \"We are involved in many 
regional initiatives already, including the effort which 

brought Zimbabwe onto the SADC agenda at the Summit in Dar es 
Salaam in March 2007. If another country were to call on the 
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Africa Group to re-consider, then we may be able to support 
the search for an alternative candidate," Taj said. 


2. (C) Poloff urged Ambassador Taj to consider Zimbabwe\'s 
poor record on land use and economic tailspin which has set 
back the country\'s development by decades. Poloff emphasized 
that Zimbabwe\'s candidacy sent the wrong message; that the 
Africa Group has not taken seriously the opportunity to Chair 
this important Committee and has not selected the best 
representative to advance the Committee\'s goals. Taj 
explained that Zimbabwe was the only African country which 
submitted its candidacy to Chair the UNCSD. \"Only Zimbabwe 
applied for this vacancy in the African Group,\" Taj 

highlighted, adding, \"other countries either missed the 

deadline or were not interested.\" With Zimbabwe as the only 
candidate to fill the vacancy, the Africa Group recognized 
Zimbabwe\'s right to hold the Chair. \"No other countries had 
applied; we decide these things by consensus so what could we 
do?\" Taj asked. 


3. (C) Poloff responded that if the Africa Group did not 
reconvene to select an alternative candidate, then the U.S. 

and other countries who were members of the Committee, 
including Canada, EU countries, etc., urged Tanzania to vote 
against Zimbabwe during the May 11 elections which would be a 
vote by secret ballot. Ambassador Taj did not indicate 

whether Tanzania would vote for or against Zimbabwe ina 
secret ballot. She said while she believed it was too late 
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to identify a different candidate within the Africa Group 

before the May 11 election, she was open to instructions from 
her superiors. 


Comment: 

4. (C) Canada and Germany are also actively lobbying the GOT 
on this issue. Taj explained that German Embassy officials 

had already discussed the issue with her and we learned that 
the Canadian High Commissioner aims to raise the issue with 
the Deputy Permanent Secretary at MFA on May 9. Tanzania 
appears reluctant to initiate the call within the Africa 

Group to reconsider Zimbabwe\'s candidacy. However, we 
believe our joint efforts could contribute to Tanzania 

supporting another African country that might come forward 

and oppose Zimbabwe\'s candidacy or, at least, contribute to 
Tanzania voting against Zimbabwe on May 11. END COMMENT. 
RETZER 
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E.O. 12958: N/A 

TAGS: PREF, PREL, TH, BM 

SUBJECT: MATERIAL SUPPORT LEGISLATIVE FIX STILL NEEDED FOR 
BURMESE REFUGEE PROCESSING 


1. (SBU) Summary. Waivers for material support have allowed 
major resettlement programs for Karen and Chin refugees from 
Burma to move forward. However, a significant number of 
Karen and Chin refugees continue to be ineligible for U.S. 
resettlement because their previous activities are not 
waiverable under current legislation. Post recommends that 
Washington agencies move forward with efforts to make 
legislative changes that will remove this block to Burmese 
refugee resettlement. End summary. 


2. (SBU) Post greatly appreciates the material support 
waivers that have been granted for refugees from Burma. This 
has allowed large resettlement programs for Chin and Karen 
refugees in Malaysia and Thailand, respectively, to get back 
on track. At the same time, a sizeable percentage of refugee 
cases from these two groups are still being placed on 
indefinite hold for material support because the refugees 
previously engaged in activities, such as receiving military 
training or being a combatant, that current waiver authority 
does not cover. 


3. (SBU) Recent statistics for the Tham Hin program in 
Thailand, which is largely for Karen refugees, show that 

6,611 persons have come forward to apply for U.S. 
resettlement. Of this total, 807, or about 12 percent, have 
been placed on indefinite hold for being former combatants. 
Another 421 have not appeared for their Department of 
Homeland Security (DHS) interviews. Refugee processing staff 
believe that a significant portion of this latter group, 

perhaps as many as 75 percent, are self-selecting out. That 

is, they were former combatants who expect that their cases 
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would be placed on hold. They are therefore not bothering to 
show up for their interviews. If those placed on hold and 

those who are self-selecting out are added, the percentage of 
those held back in Tham Hin for being former combatants rises 
to about 17 percent. 


4. (SBU) Recent statistics for Chin refugee processing in 
Malaysia show that DHS has placed about 10 percent of cases 
on indefinite hold for non-waiverable material support 

reasons. DHS interviews in Mae La Camp in Thailand, which is 
largely composed of Karen refugees, recently began. 

Statistics so far show that only a small portion of cases, 2 
percent, are being held up by material support. This is 

partly because many of those interviewed so far came to 
Thailand originally when they were young or were even born in 
Thailand. So the likelihood that they would have been 
combatants or participated in some material support 
disqualifying activity in Burma is low. Post expects that 

the 2 percent figure will rise as interviewing moves to later 
arrivals. At the same time, there also is a 10 percent 

no-show rate for DHS interviews in Mae La. Refugee 
processing staff believe that, as in Tham Hin, a large number 
of refugees are choosing not to go forward with their cases 
after they have already gone through initial steps because 

they think they will be placed on material support hold. 


5. (SBU) Besides these refugees, who at least opted to take 
initial steps towards U.S. resettlement, it is also likely 

that other refugees have chosen not to come forward at all to 
apply because of a material support concern. Post has seen a 
significantly lower-than-expected level of interest in Mae La 
Camp for U.S. resettlement. Only about 17,000 in the 
approximately 49,000 person camp have entered the 
resettlement program. It is likely that an important reason 
for this lower turnout is refugee confusion about material 
support and a concern that applying for resettlement will 
result in cases being put on indefinite hold. 


6. (SBU) Experience so far in Tham Hin Camp shows that a 
significant number of camp leaders get caught by material 
support. The general refugee population tends to listen to 
its leaders. If some leaders have no buy-in to resettlement 
because their own cases are effectively being turned away 
because of material support, it is harder to attract average 
refugees to resettlement. Tham Hin also shows that some 
refugee families are faced with an extremely difficult 
decision about whether to leave behind family members who 
have engaged in material support activities that are not 
waiverable. 


7. (SBU) As refugee processing continues in Tham Hin, Mae La 
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and Malaysia, the number of persons who will be placed on 
material support hold will grow. We must also interview a 
larger total number of refugees in order to meet refugee 
resettlement targets given that a certain percentage of cases 
will not be approveable because of material support. This 
reduces efficiency and drives up costs. 


8. (SBU) Action request: To fix the continuing, significant 
problems stated above, Post recommends that Washington 
agencies move forward with efforts to make legislative 
changes that will remove the final materal support blocks to 
Burmese refugee resettlement. 

BOYCE 
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TAGS: PGOV, PREL, IZ 

SUBJECT: SCIRI STRATEGIC DIALOGUE: FIRST POLITICAL 
COMMITTEE MEETING FOCUSES ON SUNNIS 


REF: EMBASSY BAGHDAD CLASS 0/1 26APRO7 AND PREVIOUS 


Classified By: Political Counselor Margaret Scobey for reasons 1.4 (b) 
and (d). 


1. (S) At the first meeting of the political committee of 

the U.S.-SCIRI strategic dialogue (ref), both sides agreed to 
begin discussions by sharing their views on how each of 
IraqWs three major communities viewed the new Iraq. Most of 
the conversation focused on the Sunnis, with the SCIRI side 
arguing that the Sunnis had received genuine and generous 
opportunities to participate in the new Iraq and questioning 
when Sunni demands, and the violence, would ever stop. 
PolCouns noted that the new Sunni leaders and parties did not 
have the same experience and capacity as the leading Shi\'a 
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and Kurdish parties. She urged SCIRI leaders to continue 
seeking a Sunni partner, even if it meant making concessions. 
The group agreed to meet again after two weeks, with each 
side preparing a paper analyzing the positions of the three 
communities in the interim. End summary. 


2. (S) The meeting took place on May 1. The SCIRI 

participants were Vice President Adel Abdel Mehdi (chair) and 
CoR members Sheikh Humam Hamoudi, Sheikh Jalal al-Din 
al-Sagheer, and Ridha Jawad Taqi. The U.S. side consisted of 
PolCouns (chair), Rule of Law Coordinator, Regional Affairs 
Officer, and PolOff. The committee chairs agreed that the 
committee would meet once every two weeks over a three month 
period. 


3. (S) After briefly reviewing the papers each side had 
submitted, Abdel Mehdi stated that SCIRI was in complete 
agreement with the general principles the U.S. had enunciated 
(e.g. democracy, human rights, etc.) He suggested that the 
political committee dialogue begin with each side giving its 
analysis of the current situation in the new Iraq with 

respect to its three main communities. Were the Sunnis 
adjusted to the new Iraq, Abdel Mehdi asked. What sort of a 
map did the Kurds want? Were the ShiVa seeking to rule the 
others or to be partners? PolCouns agreed that these were 
the essential questions. There were three different 
narratives, she continued, showing that Iraqis had not yet 
agreed on the new Iraq. PolOff suggested that Iraq\'s Arab 
neighbors and Iran should also be factored in. 


4. (S) Turning briefly to the Kurds, Abdel Mehdi noted that 
the Kurdish region had its own constitution and political 
institutions but implicitly questioned the Kurds\' commitment 
to the Iraqi state. \"We do not believe that non-Kurds in the 
Kurdish region should have lesser rights than Kurds do in 
Baghdad," he stated. The Kurds\' insistence on \"historical 
rights\" will lead to problems, he continued, noting that 
Article 140 left unanswered important questions on the nature 
and scope of the referendum. Abdel Mehdi asked what the 
Kurds wanted from the oil law, saying that SCIRI wanted oil 
to be for all Iraqis. 


5. (S) Moving to the Sunnis, Abdel Mehdi said that some were 
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complaining of marginalization, which may be a valid 
complaint, but others were undertaking terrorism. What, 
then, is the meaning of participation, he asked. Abdel Mehdi 
questioned why the Sunnis thought deBaathification reform so 
urgent. He claimed that of 95,000 officers and 115,000 
civilians potentially affected, all but 15,000 officers and 
17,000 civilians had returned to their jobs (or were 

receiving pensions). \"Is it just 25,000 (sic) people we are 
talking about,\" he asked, noting these 25,000 might include 
terrorist elements. He questioned why the IIP and 
neighboring Arab countries, no friends of Saddam\'s regime, 
seemed to care so much about the Baathists. 


6. (S) Building on Abdel Mehdi\'s speculation that the Sunnis 
essentially wanted veto authority, Hamoudi argued that there 
was \"not a lot of opportunity to change the basic framework 
of Iraq,W which had been set in the constitution. He noted 
that the constitution and other laws contained certain 
provisions \"that trespass on the rights of the majorityW but 
were accepted to assure the Sunnis that they had a place in 
the new Iraq. These provisions included a three-member 
Presidency Council during a four-year transitional period 
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(effectively giving a representative of each community a 

means to block controversial legislation) and the need for 
two-thirds of the council of ministers to approve a given 

action. \"What are the limits to their demands,\" al-Saghir 
asked. \"When will they be satisfied? How much do we have to 
give to stop the violence?\" 


7. (S) PolCouns noted in response that the Kurds had 
well-developed political institutions and strong, 
well-disciplined parties. Within the ShiVa community, she 
continued, SCIRI was also a longstanding, disciplined, and 
successful party. The Sunnis, however, did not have parties 
with a strong tradition; with the partial exception of the 

IIP, their parties were more ad-hoc and their leaders lacked 
political experience. The Sunnis now felt that they lacked 
real power, PolCouns said, particularly over the Iraqi 

military structure. She acknowledged the latent ShiVa fear 
of Baathists but argued that the ShiVa would have to continue 
seeking a Sunni partner and would have to continue to make 
concessions in the process. PolOff noted that the Sunnis 
could not be considered as one unified bloc. While some 
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might never reconcile to the new Iraq, the challenge for the 
ShiVa was to attract those who were open to it closer to a 
shared vision. Abdel Mehdi acknowledged the need for a Sunni 
partner, saying that ShiVa leaders had even come to the 
conclusion that they needed a strong partner, not a weak one. 


8. (S) As the meeting concluded, Hamoudi commented 
ironically that the Sunnis had been the major topic of 
conversation in a group established to explore a strategic 
partnership between the U.S. and the ShiVa. PolCouns noted 
that the U.S. counted on its partners in Iraq to take the 
difficult steps necessary to move Iraq forward politically. 

She and Abdel Mehdi agreed that each side would prepare a 
short paper for the next meeting outlining its views on where 
IraqVs three major communities stood in relationship to the 
new Iraq. 

SPECKHARD 


107277 

OO RUEHCHI RUEHDT RUEHHM 

DE RUEHBK #2580/01 1290459 

ZNY CCCCC ZZH 

O 090459Z MAY 07 ZDK 

FM AMEMBASSY BANGKOK 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6741 

INFO RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS PRIORITY 
RUEHBY/AMEMBASSY CANBERRA PRIORITY 7095 
RUEHWL/AMEMBASSY WELLINGTON PRIORITY 1742 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RHEFDIA/DIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RUEAIIA/CIA WASHINGTON DC PRIORITY 

RHHMUNA/USCINCPAC HONOLULU HI PRIORITY 

RUEKJCS/SECDEF WASHINGTON DC PRIORITY","C ONFIDENTIAL SECTION 01 OF 03 BA 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 05/09/2017 

TAGS: PGOV, PREL, PHUM, ECON, EINV, KDEM, TH 

SUBJECT: LEGISLATURE PRESIDENT ON CONSTITUTION, FOREIGN 
BUSINESS ACT 

REF: BANGKOK 2071 (FBA SENT TO LEGISLATURE) 


BANGKOK 00002580 001.2 OF 003 


Classified By: Ambassador Ralph L. Boyce, reason: 1.4 (b) and (d). 


Column 3 
SUMMARY 


1. (C) Legislature President Meechai Ruchupan told the 
Ambassador that the public held valid concerns about 
provisions of the draft constitution. The legislature would 

soon produce its official comments on the draft. Regardless 

of the content, the draft\'s fate in the upcoming referendum 
would likely depend on the extent of opposition by political 
figures able to influence voter behavior. If the draft were 

to be voted down, elections would necessarily slip to 2008, 

as the authorities would need time to produce a new draft, 
which would not be subject to a referendum. The Ambassador 
stressed USG interest in elections this year, and also noted 
other developments that would be of concern. Meechai and an 
accompanying colleague predicted amendment of the Foreign 
Business Act this year, with a possibility of grandfathering 
some rights of existing ventures. End Summary. 


CONSTITUTIONAL PROVISIONS 


2. (C) National Legislative Assembly (NLA) President Meechai 
Ruchupan told the Ambassador during a May 7 lunch that 
numerous provisions of the draft constitution appeared 
controversial. Unfortunately, Meechai noted, those who 
supported the current draft tended to remain quiet, while 

only those who disagreed with its contents spoke up; the tone 
of public discourse was, therefore, largely negative. Much 
criticism had been focused on the proposed Senate, which 
would consist of members selected by a committee of 
high-ranking officials. (Note: Such selection would be 
consistent with Thai practice prior to 1997; from 1997 until 
2006, the Senate consisted of elected representatives who 
were ostensibly nonpartisan but, in fact, aligned themselves 
with political parties. End Note.) 


3. (C) Meechai noted that some were uncomfortable with the 
prospect of an appointed Senate exercising the same lawmaking 
authority as the previous elected Senate; an appointed Senate 
might be easier to accept if its authority were reduced. 
Alternatively, people might be more willing to accept an 
appointed Senate if there were some (undetermined) mechanism 
allowing the electorate to influence the appointment process. 
The Ambassador asked whether there might be a provision for 
a mixed Senate, consisting of some appointed and some elected 
members. Meechai noted some previous Thai legislatures had 
such a composition, but this had generally promoted divisions 
between the two classes of legislators. 


4. (C) Another provision provoking controversy would 
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establish a crisis committee. Meechai said this committee\'s 
powers and role remained unclear (especially the extent to 
which it would take on a role currently played by the 

courts), so people viewed this committee warily. While 
establishing a new system of multi-member electoral districts 
for the House of Representatives, the constitution left 
unclear how many votes voters could cast -- that is, if a 
district were to be represented by three legislators, would 
the voters be able to vote for three people, or just one? 


5. (C) Meechai said that Buddhist organizations had hoped for 
years that they would be able to establish greater state 

support for Buddhism\'s role in Thailand. Thus, the pressure 
to establish Buddhism as a state religion was predictable. 

The Ambassador noted the current circumstances, including an 
active separatist insurgency in the predominantly Muslim 
southern provinces, might not prove conducive to such a move. 
He asked whether Thailand, like Indonesia, might be able to 
provide official recognition of more than one religion. 

Meechai said such a solution would not be tenable; until the 
present day, no religion other than Buddhism had featured in 
Thai constitutions. 


CONSTITUTIONAL PROCESSES 


6. (C) The Ambassador asked about the NLA\'s role in providing 
its views on the draft constitution to the Constitution 
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Drafting Committee. Meechai explained that the NLA would 
take a more comprehensive approach than most other state 
institutions, which would just focus on their areas of 

interest. The NLA, by contrast, would offer comments on the 
draft, from beginning to end, just as if it were a bill. An 

NLA committee, chaired by constitutional scholar Wissanu 
Krea-ngam, was currently leading this process. 


7. (C) Meechai conceded that few people knew the details of 
the draft constitution\'s provisions. The high-ranking 
officials who studied and commented on the text would have 
little influence when the draft would be up for vote in a 
referendum. At that time, Thai voters, who tend not to delve 
into finer points of law, would look to local leaders for 
guidance. The referendum might well become a vehicle for 
those opposed to the current government leaders to attack 
them politically. Some people were already trying to stir up 
trouble, Meechai noted. And if the constitution were to fail 

in the referendum, the Council for National Security (CNS) 
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and the Government would have 30 days to pull together a new 
charter. This would necessarily delay the next election 

until sometime in 2008. 


8. (C) This prospect was worrisome, the Ambassador said. The 
USG felt strongly that elections should take place this year. 
Parenthetically, the Ambassador also noted that we would 

look very negatively on any sort of Wre-coupW that might 

upend the movement toward returning to democracy. Even short 
of a military seizure of power, the USG would view it as 
inappropriate for a sitting member of the CNS to become the 
Prime Minister. Additionally, we would oppose any 

application of the government\'s emergency decree in areas 
(namely Bangkok) where there was no evidence such a move was 
warranted. (Comment: Meechai enjoys access to and influence 
with CNS figures, so we believe it was useful to stress these 
points with him. End Comment.) 


9. (C) Meechai said that, to ensure a smooth transition, the 
CNS should mobilize an effective public relations campaign on 
the constitutional referendum. The Ambassador said the CNS 
had not yet shown an aptitude for public relations and had 

not used television broadcasts to get its message out. 
Meechai noted that personal contact with influential figures 

at the local level would prove more valuable than a 

television campaign. 


VIEW OF SURAYUD 


10. (C) The Ambassador solicited Meechai\'s view of Prime 
Minister Surayud Chulanont. Meechai said he felt badly for 
Surayud, whom he characterized as an honest man who lacked 
the support of an effective cabinet. Meechai felt Surayud 

might have set an overly ambitious agenda for himself, by 
taking on such difficult issues as the southern insurgency 

and police reform. 


FOREIGN BUSINESS ACT 


11. (C) The Ambassador also raised the NLAVs current 
processing of the draft amendment to the Foreign Business Act 
(FBA) (reftel). The draft certainly affected other countries 
interests more than those of the U.S., the Ambassador 
acknowledged, but it nevertheless could harm the business 
climate. Foreign corporations might see that Thailand was 
changing its attitude toward foreign investment. The 
Ambassador encouraged the NLA to study the likely 
consequences before proceeding with the FBA. 
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12. (C) Commerce Ministry Permanent Secretary (and NLA 
member) Karun Kittisataporn, who accompanied Meechai to the 
lunch, said it became necessary to proceed with the FBA 
amendment after the government discovered the wrongful use of 
cutout corporations (\"nominees\") by deposed Prime Minister 
Thaksin Shinawatra. Since then, it had become clear that the 
abuses were endemic. The Thais were actually being generous 
by suggesting they would only limit foreign voting rights, as 

the WTO allowed Thailand to impose stricter limitations. 

Karun said it was possible that the NLA would grandfather 
some foreign businesses to minimize the disruption to 

existing investors. 
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13. (C) The Ambassador asked whether the FBA amendment, in 
whatever form, would pass this year. Meechai said it would, 

as the NLA would have to pass the bill prior to the 

expiration of its term, which would be this year. Meechai 

said there would be no public hearings on the FBA amendment 
before its second reading. He said \"seminars\" were possible 
to explain the bill's provisions to affected businesses, but 

only after the bill passes. 


COMMENT 


14. (C) We tend to agree with Meechai that the constitution\'s 
fate will depend not so much on the fine points of its 
provisions, but rather on how political machines mobilize 
voters. Meechai and his colleagues did not appear concerned 
about the prospects of the FBA amendment to further damage 
Thailand\'s investment climate, our entreaties to the contrary 
notwithstanding. 

BOYCE 
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SUBJECT: TANZANIA\'S NEW ANTI-CORRUPTION LAW: A STEP FORWARD 


REF: DAR ES SALAAM 00085 
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Classified By: Deputy Chief of Mission, D. Purnell Delly, for reason 1. 
4 (b). 


1. (SBU) SUMMARY. On April 17, Tanzania\'s Parliament 
passed the Anti-Corruption bill; legislation which has been 
in the works for more than two years. On April 25, Eunice 
Reddick, Office Director of East Africa, met with the 
Director General of Tanzania\'s Prevention of Corruption 
Bureau (PCB) and the Executive Director of a local NGO to 
discuss the new Anti-Corruption bill and the Tanzanian 
government\'s anti-corruption efforts more broadly. 

Overall, it is clear that the bill marks an important step 
forward, laying legal groundwork to accelerate prosecution 
of corruption crimes. The debates within Parliament, the 
donor community, and civil society, however, have revealed 
weaknesses in the new law. Most importantly, it appears 
the independence and effectiveness of the PCB will depend 
largely on political will. While the bill states that the 

PCB is an independent body, the President\'s Office (State 
House) will continue to fund the PCB and the Director of 
Public Prosecution (DPP) will continue to decide whether or 
not to prosecute the cases submitted by the PCB. END 
SUMMARY. 


Parliament Passes New Anti-Corruption Law 

2. (U) On April 13, Minister of State for Good Governance 
Philip Marmo, tabled the long-awaited Anti-Corruption bill 

in Tanzania\'s Union Parliament in Dodoma. On April 17, 
Parliament passed the legislation with one amendment. The 
amendment specified that the Director of Public Prosecution 
(DPP) is obliged to decide within 60 days of receiving a 

case from the PCB whether or not it should be taken to 
court or not. 


Column 3 

3. (SBU) During their April 25 meeting, Reddick 
congratulated 

Edward Hoseah, PCB\'s Director General, on passage of the 
anti-corruption legislation. Hoseah emphasized that he was 
pleased that the legislation had been passed and predicted 
that implementing regulations would be completed by July. 
Hoseah told Reddick that the new bill would \"sharpen the 
PCB\'s teeth to prosecute corruption,\" and he outlined the 
following key provisions: 


-- Corruption Crimes: The bill increases the number of 
corruption crimes from 4 to 24. Hoseah explained that the 
PCB now had the jurisdiction to prosecute corruption 
offenses in critical, new areas such as contracts, 
procurement, fraud, etc. 


-- Power of the Director of Public Prosecution (DPP): The 
bill limits the power of the DPP, mandating that he/she 
decide within 60 days whether the PCB is authorized to 
prosecute a given case or not. In the past, Hoseah noted, 
the DPP could sit on a case for years and then decide not to 
prosecute. 


-- PCB\'s Independence: The bill states that the PCB is an 
independent body that will provide annual reports to both 
the President and Parliament. Hoseah explained that the 
President\'s Office at State House would still be 
responsible for allocating PCB\'s budget and that as 
Director General, he would directly answer to the 
President. 


Parliament Debates PCB\'s Power to Prosecute 

4. (SBU) Although Parliament passed the Anti-Corruption 

bill four days after it was tabled, there was significant 

debate among Members of Parliament (MPs) including 
representatives from the ruling and opposition parties. 

The official opposition member in Parliament, Civic United 
Front\'s Hamad Rashid Mohammed, raised issue with the PCB\'s 
lack of independence, arguing that the PCB needed power not 
only to investigate but also to prosecute its suspects 

without the DPP\'s authorization. To address the PCB-DPP 
working relationship, some MPs suggested that there should 
be a 60 day time limit for the DPP to decide on a case 

brought by the PCB. Other Parliamentarians suggested that 
the DPP should be obliged to give an explanation if he/she 
decided a case should not be prosecuted. On April 17, the 
only amendment endorsed by Parliament was to establish the 
60 day time limit. 
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And Asks Why the Bill is Mute on Political Corruption 

5. (SBU) In addition, MPs suggested that the Director 
General of the PCB should not be appointed by the President 
but rather proposed by a panel of judges and endorsed by 
Parliament. Both CCM and CUF representatives also 
criticized the bill's silence on combating corruption in 
political parties. In response to Reddick\'s questions on 
political corruption, Hoseah said that the Attorney General 
was currently reviewing the 1985 electoral law and the 2000 
law on political parties and that these laws would be 
amended to address the issue of corruption in political 
institutions and during election campaigns. \"The Prime 
Minister\'s Office felt that tackling political corruption 
outside the scope of laws already in place would interfere 
with 

existing laws,\" Hoseah said. 


Donors Recommend Measures to Increase PCB Independence 
6. (SBU) While commending the Government of Tanzania (GOT) 
on passage of the legislation, donors did raise several 

issues with the Anti-Corruption bill. For example, the 
Development Partners Working Group on Governance, which is 
co-chaired by Denmark and the U.K., provided the GOT witha 
set of comments on March 27, encouraging the GOT to address 
areas of concern including the PCB\'s independence. To 
ensure the PCB\'s autonomy, the Working Group recommended 
that the legislation establish (i) a transparent and public 

process to appoint PCB\'s senior officials; (ii) security of 

tenure for the Director General of the PCB; and (iii) 

safeguards on the powers and role of the DPP such as an 
obligation to give reasons for his/her decision to 

prosecute or not prosecute a given case. 


And Increase Penalties 

7. (SBU) In addition, the Working Group on Governance was 
concerned with weak penalties including a five year maximum 
term of imprisonment. Highlighting the UN Convention 
Against Corruption, which requires states to ensure that 
corruption offenses liable to sanctions \'take into account 

the gravity of that offense,\' the Working Group recommended 
minimum fines and minimum terms of imprisonment and that 
sanctions take into account the gravity of offenses. 

Finally, the Working Group recommended that the bill focus 
on measures to deter corruption such as civil forfeiture 

and considerations on how to extend the provisions to 
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Zanzibar. (Note: Neither good governance nor 
anti-corruption has been designated a Union issue\" and 
therefore, the Anti-Corruption bill will not apply to 
Zanzibar.) 


Civil Society Argues for Greater Focus on Prevention 

8. (SBU) To solicit the view of civil society on the 
Anti-Corruption bill, Eunice Reddick and Poloff also met 
with Rakesh Rajani, Executive Director of HakiElimu (a 
local NGO focused on issues of transparency and education) 
on April 25. Rajani noted similar concerns including the 
lack of harsh penalties for corruption crimes (maximum 5 
year imprisonment), and the PCB\'s need to obtain DPP 
authorization to prosecute. Rajani\'s main concern, 
however, was that the Anti-Corruption bill primarily 
addressed prosecuting rather than preventing corruption. 
\"The section on prevention of corruption is about half a 
page,\" Rajani said, adding, \"worldwide studies reveal the 
difficulty of attacking corruption after it has been 
committed - after the horse has bolted.\" 


9. (SBU) Rajani stressed that the GOT needs to focus in 
the future on creating the conditions to deter corruption 
such as increased informational requirements, institutional 
incentives for whistleblowers, etc. Reddick noted that 
there were a variety of simple mechanisms to reduce 
opportunities for rent seeking which could be applied. 
Summarizing his overriding view of the new bill, 

Rajani stated, \"The bill constitutes only a small part of 
Tanzania\'s arsenal needed to fight corruption.\" 


Vital PCB Cases and MCA Training: 

10. (C) In addition to legislative improvements, the 
Prevention of Corruption Bureau has begun investigating 
several large corruption cases. Hoseah revealed that the 
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PCB was currently investigating three key cases: the 
U.K.-Tanzanian radar case, the Richmond power contract, and 
the Bank of Tanzania twin towers recently built in down town 
Dar es Salaam. Hoseah only discussed the radar case in 
detail, which he explained involved Tanzania\'s purchase of 

a 28 million pound radar system from a British Aerospace 
company (BAE). He told Reddick the deal involved a 31 
percent commission which was dispersed through Barclays 
bank and deposited into a Swiss bank account. Without 
mentioning names, Hoseah said that the scandal was big and 
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could involve officials at the highest levels of the 

military and Ministry of Defence. As during our previous 
meeting with Hoseah (reftel), he expressed concern for his 
personal security and informed us that he had 24 hour 
security at his residence. 


11. (C) In investigating these large scale corruption 

cases, Hoseah noted that the new bill would empower the PCB 
since the law was linked to the Procurement Act. He 
emphasized, however, that training for the judiciary branch 
would be critical. Judges must be aware and understand the 
implications of the(nes\"f~gtpHELeybdnQMQ*’Q+U 

20,1" Hoseah told Reddick, \"it is that MCA is making a 
difference.\" 


Comment: 

12. (SBU) The Anti-Corruption bill is significant in that 

it expands the PCB\'s jurisdiction to include corruption in 
crucial areas such as procurement. As Hoseah told Reddick, 
\"Where there is big procurement, there is big corruption.\" 
Passage of the legislation demonstrates President Kikwete\'s 
commitment to corruption and his ability to ensure the 
executive branch follows his lead. In Post\'s view, the 

bill will help to sharpen the PCB\'s teeth and further 
Kikwete\'s anti-corruption campaign. Yet, because the 
Prevention of Corruption Bureau remains under the authority 
of the President, and its prosecution powers limited by the 
DPP, how hard the PCB can bite in years to come will depend 
almost entirely on political will within the President\'s 

Office. END COMMENT. 
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E.O. 12958: N/A 

TAGS: ASEC, NZ 

SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR RYAN, KESNER AND KHALIL; 
MAY 23-25 2007 


REF: CANBERRA 00693 


1. (SBU) Embassy Wellington welcomes and grants country clearance to 
FBI Canberra Assistant Legal Attache Timothy K. Ryan and FBI 
Electronics Engineers Greg D. Kesner and Joseph Khalil for travel to 
Wellington, New Zealand during the time period May 23 - May 25, 

2007. The purpose of this visit is to meet with the New Zealand 

Police and share expertise and technology relating to lawful 

electronic surveillance in the computer and internet environment. 


2. (U) Embassy understands that country clearance is the only 
assistance required at this time and that lodging and transportation 
have already been secured. 


3. (SBU) Embassy point of contact is RSO James Doherty. 
Contact details are as follows: 


Office: 644-462-6013 
Fax: 644-462-6070 
Cell: 027-451-2537 
E-mail: dohertyjp@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington who stay over 5 days 
are required to report to the Regional Security Office for a 

security briefing if they have not completed an approved overseas 
personal security training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
Wellington hotels is approximately 30 NZD. A commercial shuttle 
service is also offered at the airport. Taxi fare from the airport 
to downtown Auckland hotels is approximately NZD55-NZD65. A 
commercial shuttle service is also offered at the Auckland airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD100.00. Personal checks will not be accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. 

Travelers found carrying these undeclared items will be immediately 
fined NZD200.00 (USD150.00). Biosecurity is a serious issue in New 
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Zealand and fines will be administered immediately and without 
warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled Serving 
Abroad for Families 8 Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand has a medium threat crime environment. As such, 
Wellington and Auckland have experienced an increase in violent and 
petty crimes, but they are usually non-confrontational in nature. 

However, home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur countrywide but 
primarily in the large cities of Auckland, Christchurch and 

Wellington, and visitors should be especially aware that street 

crime, such as scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, especially at 

night, to avoid becoming a target of opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
Zealand has been utilized as a transit point for shipments of 
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Ecstasy, Heroin and Cocaine to Australia. The most abused drug in 

New Zealand is locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as to not become a target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and 

Christchurch traffic is significantly better; however, during rush 
hour moderate delays can be expected. Visitors are advised that 
traffic drives on the left-hand side of the road. Visitors are 

advised that traffic accidents are common and that it is safe to 

pull over so that police may take an accident report. However, 
visitors who experience hostility or anti-American sentiment should 
depart the scene immediately and notify the RSO. 


h. (U) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic or 
photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop be permitted to be 
used in the Chancery or connected to Wellington\'s LAN. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand and the most 
recent Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise appropriate 
caution and be alert to their surroundings with regard to their 
personal security. Suspicious incidents/activities should be 

reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


McCormick 
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TO RUEHBY/AMEMBASSY CANBERRA 4834 
INFO RUEHC/SECSTATE WASHDC 4240 


SIPDIS 

SENSITIVE 

SIPDIS 

CANBERRA FOR LEGATT 


E.O. 12958: N/A 

TAGS: ASEC, NZ 

SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR RYAN AND CRUSE; JUNE 4-7, 
2007 


REF: CANBERRA 00692 


1. (SBU) Embassy Wellington welcomes and grants country clearance to 
FBI Canberra Assistant Legal Attache Timothy K. Ryan and Supervisory 
Special Agent Scott L. Cruse for travel to Wellington, New Zealand 
during the time period June 4-7, 2007. The purpose of this visit is 

to attend meetings with U.S. Embassy Wellington, the New Zealand 
Police, and the New Zealand Security Intelligence Service to 

introduce newly appointed Canberra Legal Attache Scott L. Cruse. 


2. (U) Embassy understands that country clearance is the only 
assistance required at this time and that lodging and transportation 
have already been secured. 


3. (SBU) Embassy point of contact is RSO James Doherty. 
Contact details are as follows: 


Office: 644-462-6013 
Fax: 644-462-6070 
Cell: 027-451-2537 
E-mail: dohertyjp@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington who stay over 5 days 
are required to report to the Regional Security Office for a 

security briefing if they have not completed an approved overseas 
personal security training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
Wellington hotels is approximately 30 NZD. A commercial shuttle 
service is also offered at the airport. Taxi fare from the airport 
to downtown Auckland hotels is approximately NZD55-NZD65. A 
commercial shuttle service is also offered at the Auckland airport. 
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6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD100.00. Personal checks will not be accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. 

Travelers found carrying these undeclared items will be immediately 
fined NZD200.00 (USD150.00). Biosecurity is a serious issue in New 
Zealand and fines will be administered immediately and without 
warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled \"Serving 
Abroad for Families & Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand has a medium threat crime environment. As such, 
Wellington and Auckland have experienced an increase in violent and 
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petty crimes, but they are usually non-confrontational in nature. 
However, home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur countrywide but 
primarily in the large cities of Auckland, Christchurch and 

Wellington, and visitors should be especially aware that street 

crime, such as scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, especially at 
night, to avoid becoming a target of opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 

the world drug situation; however, evidence indicates that New 

Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drug in 

New Zealand is locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as to not become a target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and 

Christchurch traffic is significantly better; however, during rush 
hour moderate delays can be expected. Visitors are advised that 
traffic drives on the left-hand side of the road. Visitors are 

advised that traffic accidents are common and that it is safe to 

pull over so that police may take an accident report. However, 
visitors who experience hostility or anti-American sentiment should 
depart the scene immediately and notify the RSO. 


h. (U) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic or 
photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop be permitted to be 
used in the Chancery or connected to Wellington\'s LAN. 


¡. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand and the most 
recent Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise appropriate 
caution and be alert to their surroundings with regard to their 
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personal security. Suspicious incidents/activities should be 
reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


McCormick 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: AORC, OTRA, KZ, TH 

SUBJECT: COUNTRY CLEARANCE REQUEST FOR TRAVEL TO ESCAP 
MEETING, MAY 17-23, 2007 


1. Country clearance is requested for Daniel N. Daley to 
travel to Almaty, May 17-23, to attend the sixty-third UN 
Economic and Social Commission for Asia and the Pacific 
(ESCAP) plenary. 


2. Mr. Daley holds diplomatic passport 910016961 and a top 
secret clearance. 


SIPDIS 
3. Travel itinerary: 


Arrive Almaty Wednesday May 17 at 0015 on KC 932 
Depart Almaty Wednesday, May 23 at 0830 on KC 931 


4. Lodging: Mr. Daley will stay at the Hotel 
Intercontinental, 181 Zheltoksan St., Almaty, 050013, 7(3272) 
50-50-00. 


5. Local transportation: The Government of Kazakhstan 
National Organizing Committee (MFA, UN Section, tel 
7-31 72-72-03-51) for the plenary will provide ground 
transportation to and from the airport in Almaty. 


6. Point of contact: Deborah Mennuti, Embassy Astana, 
telephone: 7 (3172) 70-22-28. 
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7. Mr. Daley thanks Post for making his hotel arrangements. 
BOYCE 
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INFO RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS PRIORITY 
RUEHJA/ISLAMIC CONFERENCE COLLECTIVE PRIORITY 
RUEHBY/AMEMBASSY CANBERRA PRIORITY 0732 
RUEHWL/AMEMBASSY WELLINGTON PRIORITY 1491 

RUEKJCS/SECDEF WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHDC PRIORITY","C ON FIDENTIAL SECTION 01 OF 01 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/08/2012 

TAGS: PGOV, PHUM, KISL, SOCI, ID 

SUBJECT: THE GREENING OF SOCIETY: LOCAL SHARIVA LAWS SHOW 
NO SIGNS OF ABATING 


REF: JAKARTA 821 


Classified By: Political Officer Catherine E. Sweet, Reason 
1.4(d) 


1. (C) Summary. Recent growth in local bylaws based on 
Islamic law (perda syariah) has been exponential, totaling at 
least 46 by early 2007. While many refer directly to shariVa 
and Islamic praxis, most bylaws address issues of morality, 
allowing their proponents to argue )- however disingenuously 

-- that the regulations are not religiously based and making 

the edicts more palatable to individuals who might otherwise 
oppose Islamic law. Most Muslim opinion leaders with whom we 
have spoken expressed mixed feelings about the perda syariah 
that generally reflect the public\'s ambivalence, while 
significantly fewer condemned the laws. Although opponents 
contend that that the regulations violate the constitution 

and Indonesia\'s decentralization regulations, the Supreme 
Court recently upheld the only perda syariah contested in 

court to date, and legal experts argue that the 

Constitutional Court has no jurisdiction over local 

regulations. While the Home Affairs Ministry does have the 
statutory authority to void the laws, it has declined to 
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become involved, as has the central government more broadly. 
Explanations for the explosion of perda syariah focus on 
sociological rather than ideological factors, centered on the 
social and political dislocation that followed the end of 
authoritarianism. And although most of our contacts agree 
that the number of perda syariah will continue to increase in 
the shorter term, they believe that this is a largely 

temporary phenomenon in most areas. Meanwhile, unintended 
consequences of the perda syariah movement include a growing 
militant movement on the predominantly Hindu island of Bali 
and the passage of a \"Christian perda\" in Manokwari, West 
Irian Jaya. End Summary. 


2. (U) In February, the West Sumatran provincial legislature 
passed a regulation requiring public schools to teach the 
Qur\an to all Muslim primary and secondary school students 
and compelling Muslims wishing to marry to demonstrate their 
ability to read and write portions of the QurVan in Arabic. 

It is the latest in a series of local law based on Islamic 

dictates that have been passed over the past seven years. 
Recently, the growth in what are known locally as \"perda 
syariah\" has been exponential. By early 2007, the Indonesian 
Women\'s Coalition had documented 46 different shariVa bylaws 
that are in place and eight that are in draft, a total that 

has more than doubled in the last year alone. Most of these 
regulations have been implemented at the sub-provincial 
regency or city level, although a handful have been passed by 
provincial legislatures. Most perda syariah are concentrated 
in four provinces: West Sumatra, West Java and Banten, and 
South Sulawesi, with others scattered elsewhere in Java, 
Sumatra, Sulawesi, East and West Nusa Tenggara, Lombok, 
Kalimantan, Madura, the Riau Islands and, of course, Aceh. 


Perda Syariah: A Broad Appellation 


3. (U) Of the four dozen or so \"perda syariah,\" only about 

15 percent of the refer directly to shariVa. For example, a 
2002 regulation in West Java\'s Garut regency authorized the 
creation of an institution that would research how to apply 
shariVa law; two other laws established similar institutions 

in Cianjur, West Java and Madura. In South Sulawesi\'s Maros 
regency, a new institution was created to oversee alms-giving 
(one of the five pillars of Islam), specify how much 

residents should donate, and how often. 


4. (C) A further one-third of the perda syariah are linked 

to Islamic praxis. Several require students and those 

seeking marriage licenses to demonstrate proficiency in 

reading the Qur\'an in Arabic (South Sulawesi\'s Bulukumba, 
Maros and Enrekang regencies; and West Sumatra\'s Lima Puluh 
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Kota and Pesisir Selatan, and Solok regencies), while others 
oblige Muslims to wear \"Islamic\" clothing. However, 
definitions of who must wear such attire and what constitutes 
proper clothing vary. In Maros, South Sulawesi, for 
instance, all male Muslim civil servants and students must 
wear long pants with short- or long-sleeved shirts (including 
while exercising), while women must wear loose, long-sleeved 
shirts that cover their rear ends, long skirts or slacks that 
reach the ankle, and veils that cover their \"aurat\" 

(literally, aurat is the Arabic term for genitalia; its 

meaning has been broadened, however, to include all areas 
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that certain Muslims believe cannot be exposed in public. In 
this case, aurat includes a woman\'s hair, neck and breasts). 
According to the text, the legislation seeks to instill 

\"Muslim character and morality,\" as manifested in the wearing 
Muslim clothing, which demonstrates one\'s Muslim identity and 
devotion to the faith. 


ShariVa Regulations or Morality Laws? 


5. (SBU) In large part, however, Indonesia\'s perda syariah 
are concerned with issues of morality, allowing their 
proponents to argue )- however disingenuously -- that the 
regulations are not religiously based. Of these \"morality 
laws,\" about fifteen percent are specifically concerned with 
outlawing prostitution while another twenty-five percent are 
devoted to \"combating immorality.\" 


6. (U) The anti-prostitution edicts are quite far-reaching 

in defining solicitation. The most notorious is Tangerang\'s 

2005 law, which stipulates that in this city on the outskirts 

of Jakarta, \"every person whose appearance or conduct is 
suspicious, such that it produces an opinion that he/she/they 

are prostitutes, are forbidden from being in a street, field, 

lodge, guest house, hotel, boarding house, rented house, 

coffee stall, entertainment center, movie theater, street 

corner, dead-end street, or other place in the district.\" In 

early 2006, Tangerang\'s authorities picked up and prosecuted 
some two dozen women for violating the law; among them was a 
married woman named Lilis Lindawati, who had left her office 

at 8:00 PM and was awaiting a bus to take her home. 

According to Lindawati, the police brandished a tube of 

lipstick they found in her purse as proof that she was a 
prostitute. After being imprisoned for four days and fined, 
Lindawati appealed her conviction. She was unsuccessful, 
however, and on March 1 the Supreme Court unanimously upheld 
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the lower court\'s ruling; there are no further avenues for 
appeal. 


7. (U) Like the prostitution statutes, the \"combating 
immorality\" laws are similarly broad, encompassing a 
multitude of sins both defined and deliberately left vague. 

In the West Sumatran city of Bukittinggi, for example, a 2000 
law on \"Controlling and Taking Action against Social Ills\" 
criminalizes prostitution; the use of narcotics and alcohol; 
eating, drinking, and serving food during the fasting month 

of Ramadan; and gambling. It also forbids a woman from 
wearing clothing that \"may stimulate sexual desire of men who 
see her in a public place;\" such clothing includes anything 
that reveals a woman\'s midsection (between her breasts and 
knees), is form-fitting or transparent. A similar law in 

nearby Solok adds homosexuality and adultery to the list of 
banned activities. 


8. (SBU) Despite protestations that the \"morality\" 

regulations are not shariVa laws, the mores that they 

prescribe are clearly linked to Islamic dictates: a ban on 
alcohol, the requirement that women cover their hair and 
bodies, a prohibition against consuming food or drink during 
Ramadan. Yet calling them morality laws may make them more 
palatable and acceptable to individuals who might otherwise 
reject the notion that God\'s law should replace secular laws. 


Perda Syariah: Muslim Leaders\' Arguments For... 


9. (C) In fact, our discussions with a wide range of Muslim 
opinion leaders suggest that this strategy is working. While 
hardline and radical Islamist groups like Hizbut Tahrir 
Indonesia (HTI), Dewan Dakwah Islamiyah Indonesia (DDI), 
Persatuan Islam (PERSIS) and Abu Bakar Ba\asyir\'s Majelis 
Mujahidin Indonesia (MMI) openly advocate for the 
implementation of shariVa, mainstream organizations are more 
conflicted. Typical of this is the Prosperous Justice Party 
(PKS), a member of the governing coalition, which publicly 
claims that it supports Indonesia\'s secular system of 
government (especially in front of Western audiences). Most 
observers, however, believe that if given the chance, PKS 
would push for greater adherence to shariVa. When we raised 
the perda syariah issue with several PKS parliamentarians, a 
member who arrived to the meeting late (and did not have the 
benefit of being briefed by his more savvy colleagues) 
unapologetically declared that PKS supports the perda 
syariah. His colleagues visibly blanched at this rare 

deviation from the party\'s carefully crafted message. 
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10. (C) Yet many other Muslim leaders have expressed 
genuinely mixed feelings on the perda syariah to us. One 
representative from the Indonesian Muslim Youth organization 
(PII) said that though his group does not support forced 
religion, perda syariah exist because society supports them; 
within a democratic system, he argued, this was the public\'s 
right. Similarly, a representative from the moderate Muslim 
Students Association (HMI) commented that a country\'s 
government must reflect the wishes of society ) if the 

people want shari\'a-based rules, so be it (although he 
pointed out that there is no consensus on which 
interpretation of Islamic law should be used). 


11. (C) As noted above, still others contend that public 
morality laws -- even those governing religious duties -- 
should not be considered shariVa. For instance, the head of 
the Bandung, West Java branch of the Indonesian Ulama Council 
(MUI) argued that none of West Java\'s laws qualifies as 
shariVa (even those mandating when individuals must pray), 
but simply constitute moral guidance to ensure that Muslims 
uphold their religious obligations. Yet even Indonesians who 
are less dogmatic than the MUI have said that the perda 
syariah do not offend their sensibilities. In an exchange 

that we have heard repeated in various forms from numerous 
individuals, a political science professor at Surabaya\'s 
Airlangga University told us that regulations such as those 
requiring Muslim women to cover their heads and compelling 
individuals to demonstrate their ability to read the Qur'an 
would be problematic only if they applied to non-Muslims. 

For Muslims, however, \"it is their duty.\" 


12. (C) The leaders of Indonesia\'s two largest Muslim 
organizations, Nahdlatul Ulama (NU) and Muhammadiyah, have 
not taken public positions on the perda syariah. According 

to one contact on Muhammadiyah\'s central board, both NU\'s 
Hasyim Muzadi and Muhammadiyah\'s Din Syamsuddin have 
deliberately kept silent precisely because the public is so 
ambivalent -- rather than risk alienating their supporters by 
choosing sides, they prefer to hide behind ambiguity. 
Lower-level leaders in NU and Muhammadiyah have also 
expressed discomfort to us about having to take a position in 
the perda syariah debate, although NU tends to come out more 
strongly against the perda syariah than Muhammadiyah. For 
instance, the chairman of Muhammadiyah Youth maintained that 
while his group opposed shariVa bylaws (noting the 

difficulty, among other issues, of determining whose 
interpretation of shariVa should be applied), he claimed that 

the appellation \"shari\'a\" has been applied too loosely to 
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include morality laws. Similarly, Rozy Munir, the head of 
NU\'s international relations committee, said that although NU 
opposes shariVa bylaws and does not favor an Islamic state, 
it also rejects the concept of a secular state. 


...and Against 


13. (C) Meanwhile, few Muslim intellectuals have joined 
women\'s and human rights organizations in condemning the 
perda syariah. Prominent feminist Lily Munir decried the 
bylaws as part of a \"process of deception\" that she believes 
Islamist hardliners are carrying out, cloaking anti-woman, 
anti-progressive tendencies in the sunnah. Munir argued that 
these are not truly shariVa laws, and said that their 
proponents are capitalizing on the general public\'s ignorance 
of the distinction between figh and shariVa. (Note. The two 
terms are often used interchangeably. Technically, shariVa 

is the word of God as written in the Qur'an, while fiqh 

derives from Islamic scholars\' legal rulings about shariVa 
provisions. While the shariVa is immutable, fiqh is not. End 
Note). The executive director of the Muhammadiyah-linked 
MaVarif Institute, Antoni Raja, concurs with Munir that the 
term \"shari\'a\" has been perverted. For example, he said, 
there is no provision in shariVa or figh requiring that a 

Muslim be able to read the Qur\'an before obtaining a marriage 
license. Claims that such a law is based on Islamic law, 
therefore, are false. 


14. (C) Opponents of the perda syariah believe that the 
regulations are inconsistent with national laws in two 
separate ways. First, they say, since Indonesia\'s 
constitution is based on the principle of \"pancasila\" and not 
Islam, religiously based laws are unconstitutional. Second, 
the perda syariah are inconsistent with Indonesia\'s 
decentralization regulations, which specifically grant the 
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national government sole authority over religious matters. 
However, as mentioned above, the Supreme Court has already 
upheld the only perda syariah contested in court to date: 
Tangerang\'s anti-prostitution regulation. Although 

anti-perda activists have suggested that the laws could be 
challenged in the Constitutional Court, legal experts contend 
that the Constitutional Court has no jurisdiction over local 
regulations (reftel). 


15. (C) The Home Affairs Ministry, which has supervisory 
power over regional governments, does have the statutory 
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authority to declare the perda syariah null and void. 

However, the ministry has declined to become involved, as has 
the central government more broadly. While President 
Yudhoyono has reportedly told women\'s groups privately that 
he does not support the shariVa bylaws, he has neither spoken 
out against nor taken any action to invalidate them. Our 
contacts attribute this largely to Yudhoyono\'s unwillingness 

to risk angering the Islamist parties in his coalition, but 

note his fundamental indecisiveness as an exacerbating 
factor. Robin Bush of the Asia Foundation added that 
pro-shari\'a Islamist groups have also been effective in 
silencing their critics by accusing them of being anti-Islam 

or handmaidens of the U.S.; this has made politicians 
especially afraid to oppose them. 


16. (C) Our contacts give various reasons for the explosion 
of perda syariah, most of which are sociological rather than 
ideological. Saiful Mujani, executive director of the 
Indonesian Survey Institute, characterized the perda syariah 
as \"a problem of democratization.\" In his opinion, illiberal 
forces have exploited the new decentralization laws to 
advance an anti-plural, anti-rational, and anti-democratic 
agenda from below. Muslim intellectual Bachtiar Effendy 
agreed, arguing that after Suharto\'s downfall, order and 
stability should have been established before political 
liberties were granted. When the opposite occurred, Effendy 
said, Indonesia\'s political and social systems broke down: 
the government does not govern, the educational system is 
utterly ineffectual, and children have no real prospects for 
the future. Consequently, people blame not only the state 
for these failures, but also secularism. This has created an 
opening for proponents of shari'a, who propose that Islam is 
the solution to Indonesia\'s ills. 


17. (C) In a similar vein, NUYs Rozy Munir described what he 
sees as a decline in public morality after the upheaval of 

the 1990s. Munir spoke of poverty; the sudden push for high 
economic growth that has left people without jobs, economic 
access or the ability to compete globally; rural-urban 
migration that continues to lure the unskilled to the cities, 
where they cannot find jobs; and competition for 
status-conferring luxury goods as factors exacerbating 
Indonesia\'s moral decay. Grappling with this profound 
dislocation, Indonesians have turned to the one thing that 
provides them with moral clarity: religion. 


18. (C) Others are more cynical, believing that proponents of 
perda syariah are manipulating the public. The MaVarif 
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Institute\'s Raja told us that local governments are peddling 
visions of an Islamic utopia to mask their inability to 

deliver services, while Muslim liberal SyafiVi Anwar from the 
International Center for Islamic Pluralism contended that 
hardliners in organizations like the Indonesian Ulama Council 
(MUI) have taken advantage of ordinary Indonesians\' respect 
for and deference to Muslim clerics to advance a radical 
agenda. Although Anwar says that the MUI has not directly 
pushed for the implementation of perda syariah, they have 
influenced popular perceptions by signaling their support for 
the regulations. 


19. (C) Still others cite the influence that foreign Muslims, 
particularly Gulf Arabs, have brought to bear in promoting 
shariVa. Political science lecturers Muradi and Nasrullah 
Nazsir from Bandung\'s Padjadjaran University cited the case 
of Cianjur, West Java, which has passed a number of perda 
syariah. Cianjur is awash in Saudi money, and is home to 
Arab proselytizers who have moved permanently into the 
community, constructing mosques and buying land that is later 
donated for communal use. In doing so, Muradi and Nazsir 
said, the Arabs ingratiate themselves with the locals, who 

are then willing to move the society in a more religiously 
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conservative direction in line with the pious Arabs\' wishes, 
including implementing shariVa. 


Whither Shari\'a? 


20. (C) Although most agree that the number of perda syariah 
will continue to increase in the shorter term, the majority 

of our contacts think that this is a temporary phenomenon in 
most places (although the regulations might be longer-lived 

in historically more conservative areas like South Sulawesi 
and Aceh). Airlangga University\'s Aribowo, for example, sees 
the bylaws as a part of a transition process from 
over-centralization to effective decentralization. In his 

view, while it is relatively simple to push shariVa 

regulations through at the regency level or below, it will be 
significantly more difficult to do so at the provincial or 

national level. Effendy also believes the promotion of 

Islamic law is just a temporary phase in Indonesia, although 
he acknowledges that some people find this intolerable even 
in the short-term. However, he argues, neither conservative 
nor liberal Islam is right for Indonesia. 


21. (SBU) This, of course, raises the question of just what 
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degree of influence ordinary Indonesians feel Islamic values 
should have on laws governing their lives. Public opinion 
surveys fairly consistently reflect serious ambivalence on 

the public\'s part that largely mimics Muslim opinion leaders\' 
views. Supporting the assumption that Indonesians favor 
democracy over theocracy is a September 2006 poll conducted 
by the Indonesian Survey Institute (LSI), in which 85% of 
respondents indicated that the current constitution and state 
doctrine of pancasila provide the best framework for 
Indonesia; 76% likewise agreed that democratic values are 
compatible with Islam. Of those who indicated that Islam is 
incompatible with democracy, slightly more than half said 
that Islamic values are better for Indonesia than democratic 
ones. 


22. (C) Similarly, there is little evidence of Islamist 

political parties gaining ground. In fact, a number of 

public opinion polls have shown that the most popular 
Islamist party, PKS, is actually losing support. Mujani, 
however, is skeptical of using support for Islamist political 
parties as a measure of sharia\'s popularity. Religious 
sentiment at the mass level has not been captured by the 
political parties, he argued, because Islamist political 
parties have so far failed to articulate an Islamic agenda 
and prominent Muslim elites like Amien Rais, Abdurrahman 
Wahid and Hasyim Muzadi have established non-Islamic parties 
that dilute the Islamist partiesV strength. 


23. (SBU) Yet public attitudes about specific shari\a-based 
practices seem to indicate a greater degree of support for 
Islamic law than the data above would suggest. For instance, 
in the LSI survey 50% of respondents agreed or strongly 
agreed that adulterers should be stoned to death, 37% agreed 
or strongly agreed that the government should sever the hands 
of Muslim thieves, 39% agreed or strongly agreed that men 
should be permitted to take more than one wife, and 37% 
agreed or strongly agreed that the charging of interest 

should be prohibited. 


24. (C) At the same time, only 28% agreed or strongly agreed 
that the police should ensure that Muslims fast during 
Ramadan, and just 29% agreed or strongly agreed that the 
police should enforce attendance at Friday prayers. 
Padjadjaran University\'s Muradi and Nazsir have an 
explanation for this apparent contradiction: people will 
support shariVa regulations that are convenient for them, but 
reject those laws that affect them adversely. (We note, for 
example, that shariVa activists are not clamoring for 
confessed Muslim terrorists to be executed, as Islamic law 
prescribes for murderers.) The Asia Foundation\'s Robin Bush 
likewise suggested that self-interest largely drives popular 
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reaction -- or lack thereof -- to the perda syariah. If the 
regulations have a negative impact on individuals personally, 
as the Tangerang statute did by limiting women\'s ability to 
go out after dark or the draft anti-pornography and 
pornographic action law did by proposing a host of 
restrictions on people\'s day-to-day activities, the general 
public may react negatively. Otherwise, she said, they will 
continue to be largely complacent, particularly about laws in 
localities far from their own. 
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Unintended Consequences 


25. (C) The perda syariah has been denounced by women\'s 
groups, human rights organizations, and non-Muslims. Yet 
these opponents have had little success in reversing this 
trend. As the MaVarif Institute\'s Toni Raja points out, the 
NGOs that are most actively fighting the perda are located 
only in Jakarta. Outside the capital, where the majority of 
the perda are being implemented, these groups have no 
credibility; as Raja commented, these Jakarta-based 
Indonesians are seen as \"foreigners.\" 


26. (C) There have been, however, some unintended 
consequences of the perda syariah movement. The vice rector 
of Bandung\'s Parahyangan Catholic University, Anak Agung 
Banyu Perwita, told us about a growing militant movement on 
the predominantly Hindu island of Bali. According to Banyu, 
who is Balinese, there is an increasingly large and vocal 
segment of Bali\'s population that is agitating for Balinese 
special autonomy, along the lines of Aceh\'s autonomy 
arrangement, to ensure that Islamic law cannot be imposed 
locally. The Balinese fear that shariVa-based laws banning 
alcohol or criminalizing skimpy dress would devastate their 
tourism-dependent economy, he said. 


27. (C) Meanwhile, in West Irian Jaya\'s Manokwari, the local 
legislature has passed a \"Christian perda\" declaring the area 
a \"Gospel\" region. The law is similar in many ways to the 
morality laws cited above, with passages prohibiting 
prostitution and illegal drugs, and including 

Christian-specific provisions limiting public activities on 
Sundays and Christian holidays. But it goes further than 
many of the perda syariah by failing to exclude 

non-Christians from its dictates; indeed, non-Christians are 
specifically targeted. For example, the law prohibits the 
establishment of Muslim spaces of worship (like prayer rooms) 
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near government offices, and it forbids all individuals from 
wearing headscarves in public and educational facilities, as 
well as in all public and private offices. 


28. (C) When Jakarta will step in and assert its authority 

over the regions remains an open question. Yet as the 
regulations become more evidently sectarian in nature and, as 
in the case of the Manokwari bylaw, openly hostile towards 
other faiths, it seems that there will have to be some sort 

of recalibration by the central government. What is clear, 
however, is that Indonesian society\'s drift toward increased 
religiosity ) however temporary it may be -- is both real 

and ongoing. 

HEFFERN 
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OO RUEHBC RUEHDE RUEHKUK RUEHROV 

DE RUEHKU #0720 1290541 

ZNR UUUUU ZZH 

O 090541Z MAY 07 

FM AMEMBASSY KUWAIT 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9045 
RUEKJCS/SECDEF WASHDC IMMEDIATE 
RHEHAAA/WHITE HOUSE WASHDC IMMEDIATE 
RUEHEE/ARAB LEAGUE COLLECTIVE IMMEDIATE 
RHWSMRC/USCINCCENT MACDILL AFB FL//CCPA// IMMEDIATE","UNCLAS KUWAIT 000720 


SIPDIS 

SIPDIS 

STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, R/MR, l/GNEA, 
B/BXN, B/BRN, NEA/PPD, NEA/IPA 

LONDON FOR TSOU 

PARIS FOR ZEYA 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, XF, KU, MEDIA REACTION 


SUBJECT: KUWAIT MEDIA REACTION - IRAQI GOVERNANCE, DEBTS, AND IRAN 


Block Quotes 


Wednesday, May 09, 2007 


-- Under the title \"The Disturbed Country" Dr. Ahmad Al-Duaij stated 
in conservative Arabic daily Al-Watan (05/09): 


\"lraq will not stabilize until a fair dictator takes the reigns of 
that country. lraqi history shows us many good examples of this.\" 
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-- Under the title Drop Them! Jaber Al-Hajiri commented in 
progressive Arabic daily Al-Qabas (05/09): 


\"We hope the National Assembly will agree to write off Iraqi debts 
to Kuwait. The parliament would do well to take advantage of this 
opportunity to better Kuwait\'s position on the bilateral level with 
its neighbour and on the international level with other friendly 
countries.\" 


-- Maudi Al-Hajiri penned in moderate Arabic daily Al-Anbaa under 
the title "Iraqi Debts\" (05/09): 


WI doubt that a single Kuwaiti citizen wants to forgive the billions 

owed to Kuwait by Iraq. We don\'t want to be asked about this anymore 
even if others forgive their debts and the Paris Club calls for 

it.\" 


-- The Confrontation\" was the title of Faisal Al-Fuhaid\'s piece in 
progressive Arabic daily Al-Qabas in which he stated (05/09): 


\"Kuwait does not have an integrated and comprehensive emergency plan 
in the event of a military showdown in the region. We should, as one 
example, discuss with U.S. officials what role American troops 

stationed in Kuwait would have should such an event occur.\" 


-- In pro-government daily Al-Seyassah and under the title \"Why the 
Interference in Arab Affairs?\" Nasser Al-Otaibi inquired (05/09): 


\"Come to your senses, brothers, and wise up. There is another 
matter of utmost importance. Arabs do not interfere in Iranian 
affairs, although it may call for it because of its many 
contradictions. What then is the reason behind Iran\'s interference 
in the affairs of Arabs?\" 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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FM AMEMBASSY WELLINGTON 
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TO RUEHC/SECSTATE WASHDC PRIORITY 4242 

INFO RUEHBY/AMEMBASSY CANBERRA PRIORITY 4836 

RUEHNZ/AMCONSUL AUCKLAND PRIORITY 1308 

RUEHRC/DEPT OF AGRICULTURE WASHDC PRIORITY 

RUCPDOC/USDOC WASHDC PRIORITY 0133 

RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 

RHHMUNA/CDR USPACOM HONOLULU HI PRIORITY" "UNCLAS SECTION 01 OF 03 WELLINGTC 


SIPDIS 
SIPDIS 


STATE PASS TO USTR, STATE FOR EAP/ANP, EB, INR, PACOM FOR 
J01E/J2/J233/J5/SUFHQ 


E.O. 12958: N/A 

TAGS: ECON, EFIN, ETRD, PGOV, PREL, NZ 

SUBJECT: NEW ZEALAND\'S MONETARY POLICY AT ODDS WITH FISCAL 
POLICY 


WELLINGTON 00000365 001.2 OF 003 


MIMMZER - ACCIDENTAL REPEAT /////////// 


WELLINGTON 00000365 002.2 OF 003 


MMM ZERIT 


WELLINGTON 00000365 003.2 OF 003 


MMH ZFR 1101111117 
McCormick 
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O 090548Z MAY 07 — //////ZFR ZFR ZFR ZFR//// 

FM AMEMBASSY WELLINGTON 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 4245 

INFO RUEHBY/AMEMBASSY CANBERRA 4839 
RUEHPB/AMEMBASSY PORT MORESBY 0654 
RUEHSV/AMEMBASSY SUVA 0592","UNCLAS WELLINGTON 000366 


SIPDIS 
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SENSITIVE 
SIPDIS 


DEPARTMENT FOR EAP/ANP TVAJDA AND KMCKELLOG 


E.O. 12958: N/A 
TAGS: PREL, NV, XV 
SUBJECT: NZAID: CONTINUING TO EXPAND AID TO THE PACIFIC 


REF: 06 WELLINGTON 462 
111111 ZFR - ACCIDENTAL REPEAT ///////// 
McCormick 
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OO RUEHWEB 

DE RUEHWL #0367 1290549 

ZNR UUUUU ZZH 

O 090549Z MAY 07 

FM AMEMBASSY WELLINGTON 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 4246 
INFO RUEHEG/AMEMBASSY CAIRO IMMEDIATE 0020 
RUEHBY/AMEMBASSY CANBERRA IMMEDIATE 4840 
RUEKJCS/OSD WASHINGTON DC IMMEDIATE 
RHHMUNA/CDR USPACOM HONOLULU HI IMMEDIATE 


SIPDIS 
SIPDIS 


STATE FOR NEA/I, EAP/FO AND EAP/ANP 
OSD FOR ISD JESSICA POWERS 
PACOM FOR J01E/J2/J233/J5/SUFHQ 


E.O. 12958: N/A 

TAGS: EAID, EFIN, PREL, PGOV, UN, IZ, NZ 

SUBJECT: NZ UPDATES ON IRAQ COMPACT SIGNING AND REFUGEE 
ASSISTANCE 


REF: A. WELLINGTON 290 
B. WELLINGTON 315 
C. STATE 40708 
D. STATE 46243 


1. (U) Ref A reported that Embassy Wellington had asked NZ 
officials whether New Zealand would participate in the 

signing of the Iraq Compact. On May 1, Darryl Dunn, Director 
of the Mideast Division at the Ministry of Foreign Affairs 
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and Trade, told Pol-Econ Couns that PM Clark has approved New 
Zealand support for the Iraq Compact. The NZ Ambassador in 
Cairo, Rene Wilson, will sign (or signal support in whatever 

way is preferred) at the May 3 Compact meeting in Sharm 
el-Sheikh. 


2. (U) Ref B reported that the GNZ was considering increasing 
financial assistance to Iraqi refugees. On April 30, Foreign 
Minister Peters announced that New Zealand will give NZD 
million (about USD 750k) to the UN refugee agency UNHCR to 
assist Iraqis displaced within Iraq as well as those who have 
fled to neighboring countries. Post has sent the complete 

text of Peters\' statement to EAP/ANPYs Kelly McKellogg and 
Tom Vajda. 

McCormick 
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E.O. 12958: DECL: 05/07/2017 
TAGS: PGOV, PINR, PINS, IZ 
SUBJECT: PART 1 OF 3: HOW SADRISTS TOOK SADR CITY COUNCIL 


REF: A. BAGHDAD 1168 
B. BAGHDAD 1071 


Classified By: Classified by Deputy PolCouns Charles O. Blaha, reasons 
1.4 (b) and (d). 


1. (C) This cable forms the first part of a three-part 

series on the relationship between the Sadr City District 
Advisory Council (DAC) and the Sadrists located in the Office 
of the Martyr Sadr (OMS). On May 4, poloff conducted a 
protracted interview with Heyder S. Zedan and Suaad A. 
Allami, two leading moderates on the Sadr City DAC, following 
their meeting with the Adhamiya-Sadr City EPRT. This cable 
provides the perspective of Zedan and Allami on the Sadrist 
take over of the Sadr City DAC between 2003 and 2006. The 
following cable (septel) will examine the moderates! recent 
\"push back" against the Sadrists. The final cable (septel) 
will provide detailed information about contemporary life in 
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Sadr City, including the Sadrist extortion racket and 
available healthcare facilities. 


2. (C) SUMMARY: Sadr City DAC Members Heyder S. Zedan and 
Suaad A. Allami told poloff May 4 that the OMS attitude 

toward the Sadr City DAC shifted from indifference to 

violence after Sadrists recognized that the DAC had acquired 
two key sources of local legitimacy: popular sanction through 
elections; and resources through the Coalition Provisional 
Authority (CPA). When their bid failed to take over the DAC 

by physically occupying DAC offices, the Sadrists launched a 
campaign to intimidate and terrorize DAC members. Since 
September 2003, seven of the original 41 DAC members have 
died in targeted killings, and twenty-five have resigned. 

After the death or resignation of each DAC member, the OMS 
doggedly manipulated and intimidated Neighborhood Advisory 
Councils (NACs) to ensure that they elected Sadrists to 
assume vacated DAC seats. Throughout this sporadic election 
process, five NAC members have died in targeted killings, and 
Sadrists won election to every vacated seat. END SUMMARY. 


3. (C) According to Zedan and Allami, the Office of the 
Martyr Sadr (OMS) did not have the organizational capacity 
nor the interest to compete for seats in the first district 
council elections of May, 2003. Initially, they appeared 
indifferent toward the DAC, possibly because DACs operate 
without an annual budget of their own and without authority 
to provide basic municipal services. Over time, however, the 
OMS realized that the Sadr City DAC had acquired two key 
sources of local legitimacy: popular sanction through 
elections; and access to resources through the Coalition 
Provisional Authority (CPA). One evening in August, 2003, 
after DAC members finished work for the day, Sadrists stormed 
the DAC offices and occupied them. They refused to leave. 
The multi-national forces offered to arrest them, but DAC 
members sought to \"avoid causing trouble,\" and tried instead 
to negotiate. After a month-long stand off, DAC leaders 
requested that MNF arrest the Sadrists in September, 2003. 
The MNF released all of them shortly thereafter. (NOTE: The 
leader of the group of Sadrists that occupied the DAC 

offices, Naeem Aboub Al-Kaby, currently serves as 
Municipality Deputy Mayor (reftel A and B). END NOTE.) 
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4. (C) After the failure of this direct bid to claim the DAC 

by occupying its offices, the Sadrists appeared to change 
their tactics. Many of the 41 DAC members began to receive 
threats. Between 2003 and 2007, seven of the original DAC 
members died in targeted killings, including the first DAC 
Chairman. (The DAC decided not to replace the Chairman\'s 
seat, reducing the total number of DAC members from 41 to 
40.) Of the remaining 33 original DAC members, twenty-five 
eventually resigned, many fleeing Iraq. In total, of the 41 
non-Sadrist members first elected to the Sadr City DAC, 32 
have either died or resigned. Only nine independent DAC 
members serve on the council today. 


5. (C) The Office of the Martyr Sadr (OMS) engaged in a 
conscious and deliberate effort to fill every open seat with 

a Sadrist. As soon as a member died or resigned, they began 
pressing the former member's Neighborhood Advisory Committee 
(NAC) to elect a Sadrist replacement to the DAC. The OMS 
applied pressure through threats and intimidation. Five 

members of Sadr City\'s NACs have died in targeted killings 
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since the Sadrists began their campaign to take over the DAC 
through NAC elections. The OMS take over succeeded; the 30 
new DAC members are all Sadrists. 


6. (C) Heyder S. Zedan is a doctor in Sadr City. He has 
served on the Sadr City DAC since the first district council 
election, on May 25, 2003. Currently, he serves as Chairman 
of the Sadr City DAC Committee on Health and Environment, and 
the Civil Society Committee. He is a self-declared 
\"independent\" on the DAC, and seeks to mitigate the influence 
of Sadrist members, whom he describes as \"uneducated\" and 
\"violent.\" Zedan claims to have long cooperated with USG 
officials; in 2006, he traveled to the U.S. on the 

International Visitors Program. He told poloff that his 

family\'s status in Sadr City has helped to protect him from 
assassination, although he described several attempts on his 
life. (Both he and Allami said that they cannot inform 

friends, family or colleagues of their meeting with the USG 
without putting themselves in grave danger of assassination.) 
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He said that his father is a Sheikh and his family is 
affluent. Zedan admitted that he left Iraq for Syria when 
threats on his life seemed most imminent, but continually 
returned to Sadr City and to the DAC. 


7. (C) A combination of factors mark Zedan as a potential 
leader among Sadr CityYs moderates: He comes from a family 
with social stature; he has professional qualifications and 
training, which places him among Sadr City\'s educated elite; 
he has traveled outside Iraq; he is self-assured with an 

easy, open manner that contrasts the brooding demeanor of 
many of his council colleagues; he speaks English at an 
intermediate level. These qualities, which may earn him 
respect among educated moderates and access to USG officials, 
may also diminish his standing among Sadrists. He claims, 
however, to work seamlessly with Sadrist colleagues on the 
DAC, and to have the capacity to influence their thinking 

(see septel). 


8. (C) Zedan\'s colleague, Allami, is one of the few women 
serving on the Sadr City DAC. She is a lawyer who runs her 
own legal practice in Sadr City, specializing in family and 
property law. Like Zedan, Allami has served on the DAC since 
she won a Seat in the first district council election of May, 

2003. She currently serves as Chairwoman of the Legal 
Committee, and of the Committee on Women and Children; in 
addition, she serves as Zedan\'s deputy on the Civil Society 
Committee. Allami claims also to have maintained close ties 
to the USG since 2003. In her capacity as a lawyer and DAC 
member, she said that she led the process of remunerating the 
families of assassinated DAC members. She said that she 
personally transferred $500,000 from the USG to 50 families 
of victims, providing each family with $10,000. Much like 
Zedan, Allami has refused to resign from the Sadr City DAC 
despite threats and harassment. She dresses conservatively 
and appeared more socially reserved than Zedan. She speaks 
English at a basic level. 

CROCKER 
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E.O. 12958: DECL: 05/07/2017 
TAGS: PGOV, PINR, PINS, IZ 
SUBJECT: PART 2 OF 3: MODERATES ENDURE IN SADR CITY COUNCIL 


Classified By: Classified by Deputy PolCouns Charles O. Blaha, reasons 
1.4 (b) and (d). 


1. (C) This is the second of three cables on the 

relationship between the Sadr City District Advisory Council 
(DAC) and the Sadrists located in the Office of the Martyr 
Sadr (OMS). On May 4, poloff conducted a protracted 
interview with Heyder S. Zedan and Suaad A. Allami, two 
leading moderates on the Sadr City DAC, following their 
meeting with the Adhamiya-Sadr City EPRT. Septel described 
the Sadrist take over of the Sadr City DAC between 2003 and 
2006, this cable examines the moderates\' recent \"push back" 
against the Sadrists. The final cable (septel) will provide 
detailed information about contemporary life in Sadr City, 
including a Sadrist extortion racket and available healthcare 
facilities. 


2. (C) SUMMARY AND COMMENT: Sadr City DAC Members Heyder S. 
Zedan and Suaad A. Allami told poloff May 4 that they figure 
among the nine moderates who contend with 30 Sadrists on the 
39-member Sadr City DAC. Over time, these moderates have 
gained power in the DAC through competence, expertise, and 
tactical thinking, culminating in their leadership of 11 of 

the DAC\'s 13 committees. By leading DAC committees, 
moderates can sometimes initiate meetings, projects and 
relationships independent of Sadrist control (such as 

meetings with USG officials). They can also steer DAC policy 
in key areas where Sadrists generally seek total control. 

The Sadrists, an ostensibly confession-based party, even 

allow moderates to control the Religion Committee. Political 
pragmatism appears to have trumped religious ideology on the 
Sadr City Council. END SUMMARY AND COMMENT. 


3. (C) Zedan and Allami, respectively a doctor and a lawyer, 
described the Sadrists as generally \"uneducated\" and 

unqualified for their jobs on the DAC. Nonetheless, they 

claimed to have developed good relationships with every 

member of the DAC, including the 30 Sadrists. (NOTE: The DAC 
began in 2003 with 41 members, but DAC members have not 
replaced the original Chairman, who was killed, or another 
member, who fled the country before resigning. Thus the 
membership now stands at 39. END NOTE.) The moderates have 
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focused their energy on demonstrating their competence and 
expertise on specific issues. By emphasizing efficiency over 
ideology, they claim to have acquired the power to influence 
their Sadrist colleagues, occasionally, to vote based on the 
merits of each decision instead of explicit instructions from 
OMS. (NOTE: The Chiarman of the DAC is a staunch Sadrist who 
will not meet with USG officials. It is unclear the extent 

to which other Sadrists on the DAC can act independently of 
OMS. Zedan and Allami claimed that this freedom exists, but 
did not specify its extent, or any other details, such as 

implicit or explicit red lines that OMS may have established. 
END NOTE.) 


4. (C) The moderates\' demonstrated competence and expertise 
has translated into control of 11 out of 13 DAC committees 
(some of the nine moderates lead more than one committee). 
According to Zedan, OMS simply does not have qualified 
candidates to place on the DAC. As a result, Sadrists have 
ceded control of all but two committees: the Finance 
Committee, and the Oil Committee. OMS clings to these 
committees because they have proved most likely to bring the 
Sadrists revenue. \"If it has money,\" Zedan explained, \"then 
they lead it.\" The 11 committees controlled by moderates 
cover the following issues: Health and Environment; Civil 
Society; Law; Immigration (into Sadr City); Political 

Prisoners; Women and Children; Public Services; 
Anti-Corruption; Youth and Sports; Media and Public 
Relations; and Religion. 


5. (C) Zedan and Allami described the current DAC Chairman\'s 
bid for re-election as an example of OMS pragmatism. They 

said that Chairman Abdel Hassan Al-Jibara has weak leadership 
skills and little understanding of key issues. He has lost 

popular support even among Sadrists on the DAC, and OMS seems 
to have lost confidence in him. He keeps postponing his own 
re-election in order to avoid, according to Zedan and Allami, 

an inevitable defeat. \"Everyone wants someone elected who 

can do a good job,\" Zedan said, including OMS. Zedan and 

Allami perceive this pragmatic desire for effective 
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governance as a weakness of OMS leaders, because it requires 
them occasionally to compromise instead of always imposing 
their will. \"We will work on every weak point\" among the 
Sadrists, Zedan said. Zedan and Allami also suspected that 
Al-Jibara did not check in with the OMS office often enough, 

to ensure that he adhered to their party line. They hope to 
exploit the situation by pressing for the re-election of a 

former Sadr City DAC Chairman, Hassam Shamar, who is an 
independent. 


6. (C) When pressed, Zedan and Allami described fissures 
within the Sadrists on the Sadr City DAC. Three broad types 
of Sadrists serve on the council, they explained: those on 

the Wright" (hard-line), in the \"middle\" (moderate Sadrists), 
and on the \"left\" (comparatively amenable to influence). 

They said that Al-Jibara\'s poor performance has increased the 
number of Sadrists susceptible to the persuasion of 
moderates. Zedan and Allami estimated that the DAC\'s 30 
Sadrists currently break down approximately as follows: 5 
right, 5 middle, and 20 left. 


7. (C) COMMENT: The OMS actions described by Zedan and Allami 
raise a key question: why have the Sadrists permitted 
non-Sadrists to assume leadership roles in the DAC, namely by 
chairing 11 of the DAC\'s 13 committees? Sadrists clearly 

have the power -) through a majority of votes on the 

council, and through their traditional intimidation tactics 

-- to insist that Sadrists lead every aspect of the DAC\'s 
activities. OMS leaders may have allowed moderates to lead 
because the DAC no longer matters to them. The DAC does not 
currently threaten their control of Sadr City, and they have 
enough alternative revenue streams (see, for example, septel 

on OMS extortion rackets) to disregard the USG resources they 
might have accessed in the past through the DAC. 


8. (C) COMMENT CONTINUED: The opposite argument also seems 
plausible: the DAC is so important to Sadrists that they will 
permit moderates to lead it. By taking over the DAC when it 

had a popular mandate and access to extensive resources, OMS 
leaders unwittingly assumed responsibility for the 

institution\'s success. In fact, if the DAC did not matter to 

them, the Sadrists could try to shut it down, or refuse to 

take part instead of seeking to take control. Instead, they 

have exerted energy to install loyal members, and have 
accepted the political compromise inherent in permitting 
moderates to play a significant role. By leading DAC 
committees, moderates can sometimes initiate meetings, 
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projects and relationships independent of OMS control (such 
as meetings with USG officials). They can also steer DAC 
policy in key areas -- including women, media, and religion 

-- where Sadrists generally seek total control. The 

Sadrists, an ostensibly confession-based party, even allow 
moderates to control the Religion Committee. Political 
pragmatism appears to have trumped religious ideology on the 
Sadr City Council. END COMMENT. 
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TAGS: ASEAN, BX, ECON, EINV, ENRG, ETRD, EUN, ECIN, JA 
SUBJECT: ASEAN ADVANCES FTAVS WITH EU, JAPAN 


Classified By: Ambassador Emil Skodon, Reasons 1.4 (B,D) 


1. (C) ASEAN Economic Ministers used the occasion of their 
annual \"retreat\" to conduct consultations with the European 
Union and Japan that advanced Free Trade Area negotiations 
with both of these ASEAN partners. EU Trade Commissioner 
Mandelson agreed to the establishment of a joint committee 

that will define the agenda for talks on an ASEAN-EU FTA, and 
Japanese Minister for Economy, Trade, and Industry Amiri 
approved a general framework of tariff reductions that may 

allow for signing of an ASEAN-Japan merchandise trade 
agreement by November. Progress toward an ASEAN-EU FTA was 
made possible by EU willingness to finesse the issue of 

Burmese participation for now, although Mandelson\'s exchanges 
with his ASEAN colleagues on this subject were reportedly 
contentious and the issue was essentially kicked down the 

road for future resolution. In addition to their 

consultations with the EU and Japan, the ASEAN ministers also 
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discussed general principles that should guide drafting of 

the economic portion of the proposed ASEAN Charter, and the 
possibility of revising the ASEAN investment agreement so 
that coverage is expanded to foreign investors in ASEAN. End 
Summary. 


2. (U) The thirteenth annual ASEAN Economic Ministers (AEM) 

Retreat was held in Brunei on May 3. All ten ASEAN members 

except Cambodia were represented at ministerial level (a 

complete list of participants is in final para of this 

cable). In keeping with the \"retreat\" format, most 

substantive sessions were restricted to the Head of 

Delegation plus one. On May 4 the ASEAN ministers conducted 

formal consultations with European Union Trade Commissioner 

Peter Mndelson and informal consultations with JapaneseMinister for Economy, Trade, and Industry A 


3. (U) Following the EM-EU consultations, ASEAN Secretary 
General OngKeng Yong announced that agreement had been 
reachd to launch negotiations on an ASEAN-EU Free Trade 
Area. Malaysian Minister of International Trad and 

Industry Rafidah, co-chair of the consultations, said a joint 
working committee comprising senior officials from the EU and 
all ASEAN countries would be established to develop the 
modalities, work program, and timetable for negotiating the 
FTA. According to a press release, ministers \"agreed that 
the negotiating process would be based on a region-to-region 
approach, which recognises and takes into account the 
different levels of development and capacity of individual 
ASEAN member countries.\" 


4. (U) The press quoted Ong as saying the \"journey is still 

very long, but we have taken it to the next step after 

talking for more than two and one half years.\" He estimated 

that an FTA had the potential for eventually increasing trade 
between the two blocs by 10 to 18 percent. Mandelson 
commented that an ASEAN-EU FTA \"has huge potential, not just 
(for) economic ties, but to grow international trade as a 

whole to boost the global economy.\" 
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5. (C) Lim Jock Hoi, Permanent Secretary for Trade and 
Economic Affairs in Brunei\'s Ministry of Foreign Affairs and 
Trade, told us that he considered the agreement to begin 
negotiating an ASEAN-EU FTA to be the major outcome of the 
AEM meetings. He said negotiations would proceed as a 
\"single undertaking\" and, at least initially, nothing would 

be off the table -- competition policy, labor, environmental 
protection, government procurement and other issues could all 
be proposed as agenda items. Although talks would be 
conducted on a region-to-region basis, Vietnam would act as 
coordinator for ASEAN, continuing the group\'s past practice 
of naming a member country to coordinate FTA negotiations 
with outside parties. 


6. (C) Lim expected it would take three to four months to 
agree on the architecture of negotiations. He also explained 
that the language regarding \"different levels of development" 
allowed for an FTA that would place fewer requirements on the 
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least developed members of ASEAN, in conformance with the WTO 
principle that developed countries should not insist on 
concessional commitments from LDC\'s in trade negotiations. 


7. (C) Lim told Ambassador that the initiation of FTA talks 
with the EU had been made possible by the EU\'s adjustment of 
its position on including Burma in the negotiations. The 
agreement to follow a \"region-to-region approach\" while 
simultaneously taking into account \"the different levels of 
development and capacity of individual ASEAN\" countries 
helped finesse the issue: it allowed ASEAN to include Burma 
at the negotiating table as part of the ASEAN region, while 
giving the EU scope to treat it differently in a final FTA 
agreement. According to Lim, Mandelson had made clear 
privately that the EU could give no commitments about what it 
might ultimately offer to Burma under an ASEAN-EU FTA, and 
had advised that some capacity building could be possible but 
improved market access was unlikely as long as the present 
regime stayed in place. 


8. (C) Comments made to Ambassador by resident Chiefs of 
Mission from ASEAN states and from Germany (which currently 
holds the EU Presidency) indicated that the EU-ASEAN 
discussions regarding Burma were much more contentious than 
Lim let on. They described Mandelson as having been 
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insistent that his negotiating mandate applied only to seven 
ASEAN countries, and he could not agree to FTA negotiations 
that included Burma, Laos, or Cambodia. ASEAN ministers were 
just as adamant that either all ten of them would have places 

at the table or none of them would. According to our 

diplomatic colleagues, this impasse made for tense moments in 
which tempers flared on both sides. They described the 
agreement to form the working group as basically a means for 
kicking the issue down the road to be dealt with at a later 

date. (Not surprisingly, the Burmese Ambassador to Brunei 
told Ambassador his government was \"pleased\" with the 
outcome.) 


9. (C) Lim was frank in admitting his surprise that the EU 

had apparently decided that gaining ASEAN\'s agreement to 
begin FTA talks was worth finessing the Burma issue. He 
speculated that the EU might have lost confidence in the Doha 
Development Round, or it might have decided to emulate the 
U.S. in seeking regional agreements even while continuing to 
pursue the Doha Round. In any case, he believed the EU was 
serious in targeting ASEAN, India, and Korea for FTA 
negotiations. 


10. (U) Following AEM informal consultations with Japanese 
Minister Amari, SecGen Ong told the media that he expected 
ASEAN and Japan to wrap up talks on freeing merchandise trade 
under the umbrella of their Economic Partnership Agreement 
(EPA) in time for the pact to be signed at the November ASEAN 
Summit (the original deadline had been last April). Keita 
Nishiyama, Director of the Asia and Pacific Division at 

Japan\'s Ministry of Economy, Trade, and Industry, said Wwe 
have agreed in principle on the modalities of the trade deal\" 
and predicted that negotiations would be finalized in August 

in expectation of a November signing (the next AEM Meeting is 
scheduled to take place in Manila in August). 


11. (U) Before the consultations began, SecGen Ong had said 
that Japan was seeking full tariff elimination on 88-92 

percent of total trade and wanted one percent of its imports 
excluded, but was not willing to specify specific product 

lines falling under the one percent exclusion, an omission 

that was unacceptable to ASEAN. Press reports indicated that 
the breakthrough came during the consultations when Japan 
agreed to eliminate 92 percent of its tariffs by value on 
merchandise imports from ASEAN members within ten years, 
reduce tariffs on another seven percent classified as 
\"sensitive\" or \"highly sensitive\" goods, and specify the 
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remaining one percent of goods that would be excluded 
completely from tariff reductions. In return, ASEANVs five 
founding members plus Brunei would eliminate tariffs on 90 
percent of imports by value from Japan within ten years, 
Vietnam would do the same within 10-15 years, and Laos, 
Burma, and Cambodia within 15 years. 


12. (C) Bruneian trade officials confirmed to us that 
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progress had been made on negotiations with Japan, but they 
were not convinced that an agreement could be wrapped up by 
November. They described it as a \"very ambitious\" deadline 
and suggested that a deal might be concluded but not actually 
signed by that time. That would depend in large part on the 
August negotiating session, when Japan had said it would 
present detailed lists of sensitive, highly sensitive, and 
excluded products by SITC code. The Bruneians expected that 
rice and other agricultural products would be on the excluded 
list. 


13. (C) Asked by Ambassador about Director Nishiyama\'s 
comments that Brunei had agreed to include a chapter on 
energy in its own bilateral EPA with Japan, PermSec Lim 
confirmed that general language had been agreed in order to 
satisfy Japan\'s interest in securing its energy imports. It 
was, however, a mostly symbolic gesture, as a later clause 
stated that the agreement to maintain a consistent trade in 
energy was \"subject to market conditions.\" 


14. (U) The AEM Retreat concluded with a call for 
completion of a blueprint containing clearly defined measures 
and timelines to achieve the goal of an ASEAN Economic 
Community by 2015, with the aim of having it ready for 
endorsement by ASEAN leaders at their November summit. 
Ministers also discussed general principles that should 
underlie the economic pillar of the proposed ASEAN Charter 
now being drafted. A press release following the meeting 
reported their conclusion that the Charter should provide for 
\"a broad direction of ASEAN economic integration beyond 2015 
toward a closely integrated regional entity\" and reaffirmed 
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the ASEAN goal of Wa competitive single market and production 
base" The ministers also agreed that \"the region should be 
an open, outward-looking, inclusive, and market-driven 
economy consistent with multilateral rules." 


15. (C) Bruneian officials told us that AEM discussion of 

the proposed ASEAN Charter stuck to generalities, and the 
drafting process has a long way to go in translating general 
principles into operational modalities. As an example of 
practical issues that need to be addressed, they pointed out 
that current thinking is that each of the three proposed 

ASEAN \"communities\" -- economic, security, and social -- will 
have a ministerial council that reports directly to leaders. 
However, nobody has yet addressed the question of what 
ministers will sit on the economic council. Should it be 
ministers of economics, of trade, of finance, or a choice 

left to individual member states? They noted that such 
questions may seem innocuous, but their potential for 
delaying an agreement in the protocol-conscious and 
consensus-driven world of ASEAN could not be discounted. Our 
contacts also highlighted the diverse levels of development 
among ASEAN members, the competition between many to promote 
development in identical sectors, and the resulting impulse 

to protect national champions" as additional reasons why 
progress on the economic community could be slower than on 
the security and social communities. 


16. (SBU) According to the press release issued at the 
conclusion of the AEM Retreat, ministers also discussed the 
need to revise the Framework Agreement of the ASEAN 
Investment Area (AIA) so as to transform it into a 
comprehensive investment agreement. Malaysian Minister 
Rafidah said to the media that new features and provisions 
might be incorporated into the AIA to promote greater 
investor confidence and attract more investment from outside 
ASEAN. Bruneian officials told us that one idea is to amend 
the AIA, which currently extends national treatment in 
designated sectors to all ASEAN investors, so that it also 
applies to foreigners who invest in any single ASEAN country. 
As a result, a foreign company that has an investment in a 
designated sector in, say, Singapore or Malaysia, would 
receive treatment equal to that given an ASEAN investor if it 
wished to extend its production chain across ASEAN borders. 


17. (U) Other results of the AEM Retreat were: 


-- endorsement of a roadmap for integration of logistics 
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services, designed to encourage establishment of broader 
production networks, and due to be signed at the AEM meeting 
in August; 


-- agreement that all efforts should be made to conclude 
pending FTA negotiations so that the business community can 
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benefit from such arrangements; and, 


-- ASEAN recognition of Vietnam as a full market economy, 
coupled with a call to ASEAN dialog partners to provide early 
recognition of Vietnam\'s full market economy status. 


18. (U) The following headed ASEAN national delegations to 
the AEM retreat: 


Brunei -- Pehin Dato Lim Jock Seng, Second Minister of 
Foreign Affairs and Trade 


Cambodia -- Pich Rithi, Deputy Director General, Ministry of 
Commerce 


Indonesia -- Mari Elka Pangestu, Minister of Trade (Director 
General of International Trade Cooperation Herry Soetanto 
represented Indonesia at consultations with the EU) 


Laos -- Nam Viyaketh, Minister of Industry and Commerce 


Malaysia -- Dato Seri Rafidah Aziz, Minister of International 
Trade and Industry 


Burma -- U Soe Tha, Minister for National Planning and 
Economic Development 


Philippines -- Peter Favila, Secretary of Trade and Industry 
(present for consultations with EU; Undersecretary Elmer 
Hernandez represented at AEM Retreat) 

Singapore -- Lim Hng Kiang, Minister for Trade and Industry 


Thailand -- Krirk-krai Jirapaet, Minister of Commerce 


Vietnam -- Truong Dinh Tuyn, Minister of Trade 
SKODON 
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E.O. 12958: DECL: 05/07/2017 
TAGS: PGOV, PINR, PINS, IZ 
SUBJECT: PART 3 OF 3: WHOEVER RULES SADR CITY, RULES BAGHDAD 


Classified By: Classified by Deputy PolCouns Charles O. Blaha, for reas 
ons 1.4(B) and (D) 


1. (C) This is the third of three cables on the relationship 
between the Sadr City District Advisory Council (DAC) and the 
Sadrists located in the Office of the Martyr Sadr (OMS). On 
May 4, poloff conducted a protracted interview with Heyder S. 
Zedan and Suaad A. Allami, two leading moderates on the Sadr 
City DAC, following their meeting with the Adhamiya-Sadr City 
EPRT. Septels described the Sadrist take over of the Sadr 
City DAC between 2003 and 2006, and the moderates! recent 
\"push back" against the Sadrists. This cable provides 
detailed information about contemporary life in Sadr City, 
including a Sadrist extortion racket and available healthcare 
facilities. 


2. (C) SUMMARY AND COMMENT: Sadr City DAC Members Heyder S. 
Zedan and Suaad A. Allami told poloff May 4 that control of 
Sadr City has been tantamount to control of greater Baghdad 
since the district's creation in 1959. They also claimed 

that some Sunnis still live in Sadr City, despite the forced 
expulsions along sectarian lines that have occurred in the 
district and throughout Baghdad since March 2006. In 

addition, they described the organized extortion system 

through which Sadrists regularly collect money from Sadr City 
businesses. Finally, they detailed the healthcare facilities 
available to residents of Sadr City, and requested USG help 
with training, buildings, and medical supplies. END SUMMARY 
AND COMMENT. 


3. (C) Ranging back to the origins of Sadr City in 1959, 
Zedan explained that the military government of Abd Al-Karim 
Qasem created the district of \"Revolution City\" to provide 
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free housing for poor and homeless people who had ventured 
into Baghdad from rural areas -- primarily Shia from the 
south of Iraq. Each family received a home of 144 square 
meters, which tenants eventually sub-divided among several 
families. As the population grew extremely rapidly, 

residents clung to the family members and groups with whom 
they had first arrived in the district. Zedan explained that 
Sadr City has long provided residents a largely 
self-contained economy. Internal markets offer the most 
affordable food and housing in Baghdad. It comprises 104 
square blocks, or sectors, plus three other neighborhoods 
outside the central sector system. 


4. (C) Saddam realized, Zedan said, that \"He who controls 
Sadr City, controls Baghdad.\" To assert his claim over 

densely populated Sadr City, Saddam renamed it after himself, 
\"Saddam City.\" The district only became known as \"Sadr City" 
after the regime fell in April, 2003. 


5. (C) For the first time in its history, Shia residents of 

Sadr City govern their own district. Sunnis, however, still 
live in Sadr City, Zedan and Allami asserted. Some families 
have lived there since Qasem established the district in 
1959. Sunnis do not live there together in large groups, 
Zedan and Allami explained, and they live in fear and 
insecurity, but numerous families remain. Zedan told a story 
illustrative of the challenge Sunnis in Sadr City face 

meeting basic needs: when the child of an old Sunni friend of 
his in Sadr City needed medical care, the friend could not 
safely travel with his child to Zedan\'s medical clinic. 

Zedan had to visit him in his home. 


6. (C) The first Shia experiment with self-government in 
Sadr City centers on the Office of the Martyr Sadr (OMS) in 
Sector 14. Zedan and Allami described the main OMS 
\"hadquarters\" in Sector 14 as a \"huge office\" by Sadr City 
standards, comprising at least 1,000 square feet. The OMS 
has organized itself into various departments and sections 
throughout the district. 


7. (C) Zedan and Allami detailed an organized extortion 
racket that resembles the taxation structure of a normal city 
government and affects the daily lives of all of Sadr City\'s 
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inhabitants. Every day, for example, the OMS collects six 
percent of the daily revenue of each of the district\'s five 

large gas stations. Zedan and Allami emphasized that other 
businesses pay comparable rates through a comparable system. 
Zedan and Allami implied that refusal to pay could prove 
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fatal. OMS earns high profits from this system, they 
explained. 


8. (C) Zedan and Allami added that the citywide services 
institution (the Amanat) ties into the Sadrist system of 
corruption, wherein both Amanat managers and the OMS office 
profit from the provision of services to Sadr City. They 
provided the example of Musa Dishar, General Manager for the 
Environment in the Amanat, whom Zedan and Allami claim has 
recently purchased a house of 600 square meters and now 
drives a BMW. They reported that many OMS and Amanat 
officials in Sadr City flaunt their new wealth through 
conspicuous consumption. 


9. (C) COMMENT: While the threat of violence against those 
who fail to pay \"taxes\" to OMS comes as no surprise, the low, 
seemingly sustainable rate of taxation (six percent) may once 
again reflect Sadrist pragmatism. END COMMENT. 


10. (C) During their May 4 meeting with EPRT Team Leader, 
Zedan and Allami reported that Sadr City has five hospitals, 
including two general hospitals (Al Akadissiya and Al Imam 
Ali) and three specialized hospitals (two for gynecology and 
pediatrics (Admin Balady and Mihabiba), and one psychiatric 
hospital (name unknown). In addition, Sadr City has 19 
health clinics for primary care. 


11. (C) Zedan explained that Sadr City\'s health 

professionals have traditionally purchased medical equipment, 
supplies and medicine from one large depot in Al Hadr, which 

they described as a \'hot\' Sunni area. Most of the workers at 

Sadr CityYs hospitals and clinics no longer feel safe 

traveling to Al Hadr to make necessary purchases. 


12. (C) Zedan requested USG help in building a warehouse for 
medical supplies in Sadr City, and also in building a central 
pharmacy to make drugs available for cancer and other chronic 
illnesses. Most small pharmacies do not stock these drugs, 
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he said. In addition, Allami mentioned that one of her 
relatives serves as director of one of Sadr City\'s general 
hospitals; all of the hospitals, she reported, need emergency 
units. 


13. (C) Most importantly, Zedan said, Sadr City needs 
training for doctors, nurses and technicians. He said that 
training could prove more useful than equipment or money. 
\"Training enters the head,\" he explained, \"not the pocket," 
alluding to the possible theft of material donations. EPRT 
Team Leader noted that it might be possible for Brigade 
Combat Team staff to assist with trauma training. Zedan 
offered to credit the USG for building any new health-related 
structures; EPRT Team members insisted that the people of 
Sadr City would be better served if Iraqi government entities 
take credit. 

CROCKER 
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E.O. 12958: DECL: 01/11/2012 

TAGS: KNNP, PARM, IR, IN 

SUBJECT: INDIA: DEMARCHE DELIVERED ON TRANSIT OF UNSCR 
DESIGNATED IRANIANS 


REF: STATE 61222 
Classified By: PolCouns Ted Osius for Reasons 1.4 (B, D) 


1. (C) PolCouns delivered reftel demarche -- requesting 
stronger vigilance and restraint when considering travel of 
UNSCR designated Iranians -- to Ministry of External Affairs 
Joint Secretary (Americas) Gaitri Kumar. JS Kumar, who had 
been unaware of the Zolqadr incident described in reftel, 

took note of our points, stated India complies with all UN 
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resolutions in regard to Iran, and offered to be \"as helpful 
as possible\" on the issue. She offered to share our points 
with other interested offices in MEA and the GOI 


2. (C) Comment. We expect India will indeed comply with 
UNSCRs 1737 and 1747. However, at this time -- just days 
after the Indian Parliament broke down into chaos over 
reaction to a letter from seven U.S. Congresspeople 
criticizing India\'s relationship with Iran, a letter which 

critics claimed interfered with India\'s sovereignty -- it is 
unlikely the GOI will be as proactive as we would like in 
terms of searching aircraft or preventing the entry/transit 

of designated Iranians. End Comment. 

PYATT 


107292 

PP RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHPOD RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHIT #0387 1290634 

ZNR UUUUU ZZH 

P 090634Z MAY 07 

FM AMCONSUL ISTANBUL 

TO RUEHC/SECSTATE WASHDC PRIORITY 6990 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 

RUEHDA/AMCONSUL ADANA PRIORITY 2312","UNCLAS ISTANBUL 000387 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: PTER, PGOV, TU 
SUBJECT: DINK TRIAL TO BE HELD ON JULY 2 


REF: A. ISTANBUL 42 
B. ISTANBUL 38 


1. Istanbul\'s Heavy Penal Court No. 14 will hear the case 
against the 18 suspects in the Hrant Dink assassination on 
July 2. The hearing will be closed to observers because Ogun 
Samast, the primary suspect, is a minor. The court has 
invited Orhan Pamuk, who was threatened by one of the 
suspects, to testify as a witness. 


2. The indictment asked for life sentences without parole 

for Erhan Tuncel and Yasin Hayal for soliciting Dink\'s 

murder. The prosecutor also recommended from 22.5 to 48 
years of imprisonment for Erhan Tuncel for \"managing an armed 
terror organization\" and \"producing and using explosives.\" 

For Yasin Hayal, another 18 to 30 years in prison is sought 
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for managing an armed terror organization, threatening Orhan 
Pamuk and carrying an unlicensed fire-arm.\" The indictment 
stipulates that the gunman, Ogun Samast, is below 18 and 
should be imprisoned for between 18 and 24 years the maximum 
sentence available for a minor. It also calls for various 

prison terms for the remaining 15 suspects ranging from 7.5 

to 35 years. Two Grand Union Party (BBP) members, Yasar 
Cihan and Halis Egemen, could be sentenced to between 7.5 and 
15 years if convicted of \"aiding and abetting a terrorist 
organization.\" 


3. Comment: The prosecutor\'s decision to charge the 
defendants in this case under terrorist-related statutes is 

not without controversy. The initial submission was rejected 
by the judge, but a second application was sustained. The 
court will now rule on the charges as presented in the 
indictment. Although it appears we will be unable to observe 
the trial itself, we will continue to monitor this case. 

JONES 
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E.O. 12958: DECL: 04/22/2017 

TAGS: PREL, CH, TW 

SUBJECT: Xiamen Researchers Say Little Change in Taiwan 
Cross-strait Policy Regardless of Winner 


Classified by Robert Goldberg, Consul General, Guangzhou, 


Column 3 
Reasons 1.4 (b/d) 


REFERENCE: Shanghai 195 


1. (C) Summary and comment: Scholars at Xiamen 
University?s Taiwan Research Institute told the Ambassador 
April 17 that they believed there would be little change in 
Taiwan?s policy toward the mainland regardless which party 
wins the presidential campaign. In their view, it would be 
neither as good with the Kuomintang nor as bad as with the 
Democratic Progressive Party as some people were 
predicting. The scholars questioned why the USG did not 
take stronger action to curb independence moves by Chen 
Shui-bian. The TRI scholars appeared quite sophisticated 
in their understanding of Taiwan?s domestic political scene 
and about issues of importance in the upcoming elections, 
but for obvious reasons continue to hew to Beijing?s 
standard line on how United States arms sales and ?failure? 
to publicly chastise Chen contributes to ? and supports ? 
Chen?s independence objectives. Walking out after the 
meeting, in response to the Ambassador?s question, Dr. Liu 
Guoshen alleged that he was well-acquainted with both Chen 
Shui-bian and Frank Hsieh. End Summary and comment. 


2. (C) During an April 17 meeting with Ambassador Ranat 
and the Consul General, scholars of the Taiwan Research 
Institute (TRI) of Xiamen University (Dr. Liu Guoshen, 
President of the Institute; Professor Deng Tongchao, Vice 
President; Deng Lijuan, Vice President; Li Peng, Assistant 
President; Li Fei, Director of Economic Research Section; 
Zhang Wensheng, Director of Political Research Section; and 
Professor Lin Jin) shared insights about the current 
political situation and upcoming elections in Taiwan. 
Beijing did not have a specific preference among the 
Presidential candidates, KMT or DPP, though there was a 
possibility for somewhat more rapid (albeit limited) 
improvement in cross-Strait relations with a KMT victory. 
All agreed that it would take a long time to resolve 

current differences. 


Evaluating Candidates in the KMT and DPP 


3. (C) Ma Ying-jeou was the obvious choice for the KMT, 
while the DPP contest had likely now come down to Frank 
Hsieh and Su Tseng-chang. The scholars were split on which 
DPP leader had the inside track, though some thought Su?s 
control of significant administrative resources, as 

premier, gave him the inside track. (Note: Hsieh was 
subsequently selected as the DPP?s candidate. End note) 
They characterized Su and Hsieh as practical and in favor 
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of non-political cross-strait exchanges, but noted that 

neither is likely to depart from the DPP?s fundamental 
doctrine of ?independence.? All of the DPP candidates, in 
their view, had chosen a ?deep green? stance for their 
campaign; they were trying to ?out green? one another. 
However, the realities one confronted in actually governing 
after election ? whether KMT or DPP ? meant that pre- 
election promises would be honored only insofar as they had 
practical applications. 


Concerns about an Amended ROC Constitution 


4. (C) According to Liu Guoshen, Taiwan watchers in Xiamen 
are most concerned about an amended ?Republic of China? 
constitution. The draft did address practical matters, 

such as how Taiwan moved forward in terms of democratic and 
economic development, but it also had an ?irrational? 
component, i.e., the call for independence. TRI scholars 

said this latter aspect was in line with former ROC 

President Lee Tung-hui?s ?two country theory.? Liu Guoshen 
said the Xiamen scholars were acquainted with the Taiwan 
professor responsible for drafting the new constitution, 

and they did not believe the new draft reflected the 
professor?s real thinking. 


5. (C) Liu went out of his way to compliment Taiwan?s 
democratic development and suggested it could be a model 
for the mainland. He said that he could not imagine 
mainland authorities going after the family of senior 
government leaders as Taiwan courts had done in dealing 
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with corrupt practices by Chen Shuibian?s family. 


Unexpected Cross-Strait Crises and USG ?inaction? 


6. (C) The scholars expressed concern that Chen Shui-bian 
might seek to move forward with his independence agenda and 
thereby precipitate a cross-strait crisis (see reftel for a 

similar view from Fuzhou). They hoped the United States 
Government would send a strong public message to forestall 
any such move and to warn DPP candidates in particular from 
using the ?independence? card as part of their election 
campaigns. They wondered as well why the United States had 
not been more forceful in addressing Chen?s ?four wants and 
one no? statement, likening our response to ?giving loud 
thunder sound but dropping little rain,? i.e., all gesture 


Column 3 
and no substantial action. Similarly, they viewed United 
States arms sales as only encouraging separatists. 


7. (C) The Ambassador stated that the United States had 
directly and forcefully responded to its serious concerns 
raised by Chen Shui-bian?s ?Four Wants? message. The 
President had been very clear and consistent about 
administration views on cross-Strait matters and the need 

for a peaceful resolution of all outstanding matters. The 
Ambassador also pointed out our obligation under the Taiwan 
Relations Act to ensure that Taiwan had the wherewithal to 
defend itself, and that this was today even more important 

in view of China?s aggressive non-transparent military 
buildup. We well understood, he said, the issues at stake 
here and supported policies and actions that reduced 
tensions and are in the interests of the people on both 

sides of the Strait. Dr. Liu alleged that he was well- 
acquainted with both Chen Shui-bian and Frank Hsieh, whom 
he said he had recently met. 
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E.O. 12958: DECL: 04/22/2017 

TAGS: ETRD, ECON, PGOV, CH 

SUBJECT: Dell China: Expanding Amid Concerns of Growing 
Nationalism Affecting the Market 


Column 3 
Classified by Robert Goldberg, Consul General, Guangzhou, 
Reasons 1.4 (b/d) 


1. (C) Summary: In meetings with the Ambassador, executives 
from Dell-China took note of the critical importance of China 

to Dell?s future operations in the Asia-Pacific region, 
expressed confidence in their ability to continue building 
market share and discussed Dell?s expansion plans, especially 
out of its plant in Dalian, which is geared toward exports to 
Japan and South Korea. Dell China President Amit Midha 
expressed concern about PRC Government efforts to direct 
Chinese IT purchases to local companies. He also suggested 
that the draft labor law could restrict company flexibility in 
terms of hiring temporary workers and took note of rising 
consumer litigation against defective Dell products. End 
summary. 


2. (C) During meetings April 17 and 18 in Xiamen with Ambassador 
Randt, the Consul General and staff members, senior Dell 
executives [Dell China President Amit Midha, Managing Director 
York Li and General Counsel Albert Wang] provided an overview 
of Dell?s development, growth and evolving market strategy in 
China. 


Expansion 


3. (C) Dell?s two factories in Xiamen currently supply 70-to-80 
percent of the North Asia market. Dell?s service base is 

centered in Shanghai and its Dalian plant is oriented toward 

the Japan and Korean markets. The company plans to expand its 
manufacturing base in Xiamen by opening more lines and optimizing 
the use of its workshop space. 


4. (C) Most of Dell?s suppliers are American or Taiwan companies. 
About 80 percent of them manufacture in China, mainly in 
tax-bonded zones. In 2003, Dell was China?s 10th biggest 
foreign investor. In 2005, the company?s global procurement 
from China was about USD 16 billion, which, according to Peking 
University researchers, created about 1.5 million jobs in the 
country. Dell directly and indirectly contributed USD 36.4 

billion to China?s economy, more than 1 percent of national GDP. 
Dell?s purchases out of China increased last year to USD 18 
billion and are expected to amount to USD 22 billion this year. 

In Xiamen, Dell accounts for about 16% of the Prefecture?s 
industrial revenues and pays USD 2.3 billion in taxes. 


Rising Nationalism 


5. (C) At his breakfast meeting with the Ambassador on April 
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18, Dell China President Amit Midha expressed concern about 
Chinese Government efforts to promote local standards without 
regard to international standards-making procedures. The 
Central Government was now requiring Dell to account for the 
local content and domestic IPR of its products and the lack of 
same has had an impact on Dell?s ability to access the lucrative 
government procurement market. Dell has been able, however, to 
design a first-time buyer computer, the EC 280, in its Shanghai 
research and development center, which retails in China for USD 
300 and is selling well. 


New Labor Union 


6. (C) In response to the Ambassador?s question about the impact 
of the Chinese labor movement on Dell, the executives said that 
the company had been on the black list of the All China Federation 
of Trade Unions (ACFTU), along with Wal-Mart, for not having 

a trade union. Dell did have an employee committee that gave 
voice to employees? concerns, however. According to Wang, the 
employees did not see a need for having their own trade union, 
but Dell, nonetheless, had decided to quietly establish an ACFTU 
branch; the head of Dell?s union is a long time employee. Wang 
said trade unions would have a greater impact on employees in 
domestic firms and Taiwan-invested enterprises, where working 
conditions are poor and employees do not have input into work 
procedures. Dell China handled its sometimes difficult 
relationship with the national ACFTU by doubling its government 
relations efforts and seeking assistance from contacts in the 

State Council?s Ministry of Commerce, as well as in the Xiamen 
ACFTU. Wang said labor disputes were inevitable, and Dell?s 
strategy would be to follow all of the government?s labor 
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regulations and to guarantee maximum transparency in dealing 
with its employees. Dell?s employees are young, with an average 
age of 29, and have a ?new economy? outlook. 


7. (C) Dell is concerned about proposed changes in a draft labor 
contract law that would automatically make temporary workers 
permanent once certain conditions are met. The draft law could 
thus limit company flexibility in responding to market and 
seasonal fluctuations. 


Media Coverage of Lawsuits 


8. (C) Consumer litigation is another challenge that Dell has 
tried to handle with a low-profile strategy. Domestic customers 
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have sued Dell for ?false advertising? due to reportedly having 

the ?wrong? chips in ordered products; the local district court 

in Xiamen is hearing the case. Negative media stories against 
Dell regarding the case have been confined mainly mostly to blogs 
and on bulletin boards rather than in mainstream media. In other 
cases, Dell staff believe that the mainstream media has engaged 
in campaigns against Dell similar to those against other large 
American companies, including Proctor and Gamble, McDonald?s, 
and KFC. Wang cited the media?s handling of the way in which 
Dell?s global recall of defective laptop batteries spread in 

the press, while a similar problem with Lenovo batteries was 
ignored. Though the negative stories have had little impact on 
Dell?s business, officials are concerned about the effect of 

such press on employee morale. 


Relations with Local Government 


9. (C) Despite the trade union and litigation crises, Dell still 

has excellent relations with local Xiamen Government leaders 

and agencies. Dell was able to find additional land for 

expansion at a time when the Prefecture faced land shortages. 

In contrast, Dell did have problems with a local district 

government in Shanghai which wanted to revoke a land use contract 
that its predecessors signed several years earlier. The 

district government tried to force Dell to yield by flooding 

the company with officials - from the tax bureau to the labor 

bureau ? who repeatedly inspected Dell?s operation. 


10. (C) Dell-China President Midha said that despite labor 
problems, differing standards and the government?s reluctance 
to certify Dell for government procurement, Dell would be even 
more successful than it has been were it not for a few mistakes. 
He cited delays in rolling out new products; reading customer 
preferences incorrectly; higher operational costs; investments 
in some consumer products that have not paid off, such as 
television; and slowness in investing in direct consumer support. 
The return of Michael Dell to the helm signifies the return of 
?Dell culture.? Michael Dell has attracted ?stars? to help him 
manage the decision-making process more quickly. 


Comment: Favoring Local Producers 


11. (C) While the draft labor contract law is of concern and 

could affect Dell?s manufacturing flexibility; Dell is much 

more concerned about the Central Government?s decision to favor 
Chinese producers by insisting on indigenous standards, a 
situation similar to the WAPI issue of several years ago. 

China?s preference for locally developed IPR also prejudices 
Dell?s chances of selling to Chinese Government customers at 


Column 3 

all levels. Dell?s situation is similar to that of many American 
enterprises, which have problematic relations with local Chinese 
governments and which find it difficult to operate in a 
non-transparent business environment. 
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PLEASE PASS TO TREASURY, ISN, AND NEA. 

E.O. 12958: DECL: 05/07/2017 

TAGS: KNNP, EFIN, PARM, BG 

SUBJECT: BANGLADESH: REQUEST FOR DETAILS AND 
IMPLEMENTATION OF ASSET FREEZE FOR BANK SEPAH AND BANK 
SEPAH INTERNATIONAL 

REF: SECSTATE 60238 


Classified By: /DCM DUNDAS MCCULLOUGH FOR REASONS 1.4d 
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1. (SBU) On May 6, Econoff delivered demarche (reftel) to Ms. 
Abida Islam, Director, America and Pacific Wing, Ministry of 
Foreign Affairs. 


2. (S) On May 9, Ms. Islam reported to Econoff that 
Bangladesh Bank (the central bank), through its Deputy 
Secretary Ruhi Rahman, (8802) 955-4940, issued a letter 29 


SIPDIS 

April directing HSBC and Sonali Bank to comply with UNSCR 
1747. Econoff confirmed this directly with Ms. Rahman, and 
requested additional details on accounts frozen, suspicious 
transactions immediately before 1747 was enacted, and other 
specific actions taken by the banks. Post will follow up 

with that information if/when it is received. 

BUTENIS 
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E.O. 12958: N/A 

TAGS: KFLU, TBIO, AORC, PREL, BG 

SUBJECT: BANGLADESH: DEMARCHE ON KEY U.S. OBJECTIVES AT 
THE ANNUAL WORLD HEALTH ASSEMBLY 


REF: SECSTATE 61739 


On May 9, Econoff delivered demarche (reftel) to Ms. Abida 
Islam, Director of America and Pacific Wing, Ministry of 

Foreign Affairs. Post confirmed that Bangladesh\'s delegation 
will consist of Dr. AS M Matiur Rahman, Adviser to the 

Ministry of Health and Family Welfare (chief of delegation); 

Dr. Mohammad Shajahann Biswas, Director General, Directorate 
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of Health Services; Prof. Dr. Mohammed Abul Faiz, Principal, 
Dhaka Medical College and Hospital; and Mr. Mohammed 
Jahangir, Joint Chief, Health Economics Wing. Econoff 
provided reftel talking points to Ms. Islam for forwarding to 
the delegation. Post will report any substantive response. 
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DEPT FOR AF/W (DBANKS) 
KAMPALA FOR FLINTROP, LONDON FOR HAHN, PARIS FOR DVELIA 


E.O. 12958: N/A 

TAGS: PGOV, PREL, BN 

SUBJECT: BENIN: PRESIDENTIAL COALITION WINS PLURALITY OF VOTES AND 
CONTROL OF NATIONAL ASSEMBLY 


REF: COTONOU 0272 


PRESIDENT YAYI WINS CONTROL OF THE NATIONAL ASSEMBLY 


1. (U) SUMMARY: On May 4, Benin\'s National Assembly members, 
composed of the 83 legislators voted into office at the March 31 
elections, selected their new 6-member Executive Board. The slate of 
candidates from parties supporting President Yayi won all the 
positions, with 44 votes, confirming that Yayi and his allies have 
succeeded in constructing a working majority in the new Assembly. 
END SUMMARY. 


2. (SBU) As reported in reftel, the coalition \"Force Cowrie for an 
Emerging Benin\" (FCBE), which is closely linked to President Boni 
Yayi, won a plurality of 35 seats, and was in a strong position to 

find enough small party allies to build a majority. In the end, the 
FCBE claims that they have signed up at least 11 additional members 
of the Assembly, for a 46-member strong majority. Two junior 
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positions among the six Executive Board seats went to small allied 
parties, with FCBE taking the remaining four positions, including 

the Presidency of the Assembly. How easy or solid these 
negotiations were remains to be seen. Several local commentators 
were surprised that it took nearly two weeks after the Assembly\'s 
April 23 inauguration for the FCBE to exercise their majority 
successfully and elect the new Board. President Yayi has personally 
noted to the Ambassador his disappointment that the FCBE slate 
received only 44, instead of the expected 46 votes, though it is 

hard to know who the two wayward members were in the secret ballot. 


3. (U) The new president of the National Assembly is Mathurin Nago, 
who had been, up until his election to the Assembly, serving as 
Yayi\'s Minister of Higher Education and Vocational Training. Nago, 
who has previously served in the National Assembly from 1995 to 
1999, is a professor of Biochemistry and Food Science, and former 
Dean of the Faculty of Agronomy at the University of Abomey Calavi. 
Many observers believe that his combination of a cool temperment, 
strong personality, and past legislative experience could make him 
an effective leader of the new legislature. 


UP NEXT: A GOVERNMENT RESHUFFLE 


4. (U) In addition to Mathurin Nago, four other ministers from 

Yayi\'s current government won seats in the Assembly. Political 
speculation in Benin has, therefore, now turned to the question of 
what changes the President will make in his government. Latest 
reports indicate that President Yayi will announce his new team 
quickly, no later than May 12. All eyes are on whether Yayi will 

only make the minimum changes required, or whether he will use the 
opportunity to shift even some of his ministers who were not 
involved in the elections. 


COMMENT 


5. (SBU) With 64 new members, and only 19 who were able to win 
re-election, the new National Assembly holds the prospect for 
significant political renewal. Many of the new members, however, 
are untested, and not all, including some within the President\'s 
coalition, are free from the taint of scandal or corruption. 
Nonetheless, the FCBE\'s success in controlling the Executive Board 
of the Assembly represents another important victory for Yayi. With 
both the government and the legislature under his control, Yayi has 
unrivalled influence to set the legislative agenda for the next four 
years, and to mold the composition of most key state institutions, 
such as the Constitutional Court, as their current terms expire in 
the coming years. END COMMENT 
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EUR/NCE FOR ERIC FICHTE, IO/RHS, DRL/MLGA, EUR/PGI, UNSUN 
NEW YORK, USMISSION GENEVA 


E.O. 12958: DECL: 05/03/2017 

TAGS: PHUM, PREL, UNHR, EZ 

SUBJECT: CZECHS WILL NOT VOTE FOR BELARUS FOR UNHRC SEAT, 
BUT PREDICT BELARUSIAN SUCCESS NONETHELESS 


REF: STATE 58036 


Classified By: Political-Economic Counselor Mike Dodman 
for reasons 1.4 (b) and (d). 


1. (C) Czech MFA Director Human Rights Department Veronika 
Stromsikova informed Poloff on May 5 that the Czech Republic 
will vote for Slovenia for a seat on the UNHRC, but will 

not/not vote for Belarus. Because no other candidate has 
announced its candidacy, the Czechs plan to cast only one 
vote. They do not plan to write in a candidate. 


2. (C/NF) Stromsikova believed the EU will not issue a 

statement opposing Belarus\'s candidacy because of the EU\'s 
\"non-cooperation rule,\" pursuant to which EU member states 
agree not to take a common position on the candidacy of any 
country running for a seat in a multi-lateral organization. 

She expressed concern that some unidentified EU member states 
will vote for Belarus. When pressed, she was purposefully 

vague, saying only that she was thinking of certain counties 

in southern Europe. 


3. (SBU) In conclusion, Stromsikova pessimistically predicted 
that Belarus would be elected. 
GRABER 
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FOR NASA/JP - MARY P. WILLIAMS 
STATE(OES/SAT AND EUR/UBI) 


E.O. 12958: N/A 

TAGS: TSPA, OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR NASA AMES RESEARCH 
CENTER OFFICIAL ALEXANDER TIELENS - MAY 17-23, 2007 


REF: STATE 62456 


1. Country clearance is granted for the National Aeronautic 
and Space Administration Ames Research Center official 
Alexander Tielens to travel to Groningen, The Netherlands 
from May 17-23, 2007. The purpose of the travel is to attend 
the HIFI Instrument Delivery Readiness Review. 


2. Embassy understands that no assistance is necessary. 
POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. lf level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
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before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do nat distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
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Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 
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Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
assistance is: (31) (70) 310-2209. 


ARNALL 
ARNALL 
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STATE FOR I/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: MEDIA REACTION - US BUDGET FOR IRAQ - TOKYO 


LEAD STORIES: Wednesday morning\'s Asahi front-paged an 
article on an interim report compiled by a research team 

at the Ministry of Health, Labor, and Welfare that has 

found that there were no prions discovered in the brains 

of mice that had been implanted with brain tissue from 21- 
and 23-month cattle that tested positive for BSE in 2003. 

The daily wrote that given that Tokyo has set a 20-month 

age limit on US beef imports based on the 2003 

preliminary tests, this discovery could affect future 

beef trade talks between the US and Japan. 


1. US Must Fulfill Responsibility to Stabilize Iraq\" The 
top-circulation, moderate Yomiuri editorialized (5/9): 

\"The Bush administration and Congress are increasingly at 
loggerheads over policy on Iraq, which has become more 
chaotic. President Bush has vetoed a supplementary budget 
for Iraq spending approved by both houses of Congress on 
the grounds that the inclusion of a date for withdrawals 

was irresponsible. As things stand, the US effort in Iraq 

will begin running short of money as early as July, 

likely hindering US military activities there. Moves are 
underway for the president and Congress to explore a 
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political compromise to enact a new supplementary budget. 
The failure to reach a compromise would inevitably have a 
negative effect on US policy in Iraq.... The Democratic 
Party, which won the midterm elections, sees political 

gain in insisting on an early withdrawal so as to turn 

the tide of the 2008 presidential campaign in its favor. 
President Bush, for his part, will have to take 

responsibility during his remaining term of office for 
stabilizing Iraq.\" 


DONOVAN 
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SUBJECT: UTTAR PRADESH ELECTIONS CONCLUDED; RESULTS ON MAY 
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REF: A. NEW DELHI 2140 
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C. NEW DELHI 1946 
D. NEW DELHI 1915 
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E. NEW DELHI 1699 
F. NEW DELHI 1675 
G. NEW DELHI 1508 


Classified By: Political Counselor Ted Osius for reasons 1.4 (B,D) 


Election Concludes on QPeaceful Note 


1. (U) On May 8, polling concluded in the seventh and final 
phase of the protracted election in Uttar Pradesh (UP). The 
voting took place in 59 constituencies in East UP. 
Approximately 45 percent of the electorate cast their votes 
and there were no reported security incidents. The East UP 
districts of Gorakhpur, Azamgarh and Faizabad, where voting 
was held, have long been known throughout the state as the 
home of criminal mafias and \"contract killers,\" and elections 
have been routinely dominated by \"musclemen\" who intimidate 
villagers to vote for \"mafia dons.\" Some 163 of the 
candidates had criminal records, including felony 

convictions. To ensure a fair and smooth contest, the 
Election Commission deployed 657 companies of the Central 
Para Military Force (CPMF) and the Punjab Police service and 
five \"special observers.\" Voters expressed gratitude for the 
security blanket, with many, especially low-caste voters, 
saying this was the first time in living memory that they 

felt they could vote as they pleased. The Samajwadi Party 
(SP) of Chief Minister Mulayam Singh Yadav is well-entrenched 
in this region and he pulled out the stops to ensure a good 
result, regularly addressing campaign rallies in remote 
villages. 


A Mini Surge for the SP 


2. (U) In the 2002 elections the SP won a clear majority of 
the 59 Legislative Assembly seats: 


SP - 21 

BSP - 17 
BJP - 10 
Congress - 4 


The NDTV exit poll predicted a \"mini-surge\" for the SP in 
this year\'s contest: 


SP - 20-24 


Column 3 
BSP - 19-23 


BJP - 10-11 
Congress - 4-6 


Mayawati Within Striking Distance? 


3. (U) The last minute increase in SP votes is not enough to 
reverse the state-wide trend, however, as exit polls continue 
to predict that the ruling party will suffer a major setback 

in 2007. Polls and pundits agree that Mayawati\'s BSP party 
will emerge as the largest in the state and that she could 
have a serious chance of forming the next government. 


The Star News/Nielsen exit poll: 
BSP - 137 


NEW DELHI 00002203 002 OF 002 


BJP - 108 
SP - 96 
Congress - 27 


The CNN-IBN/Indian Express Poll predicted an even bigger 
pro-BSP wave: 


BSP - 152-168 
SP - 99-111 
BJP - 80 - 90 
Congress 21-27 


Congress by the Wayside? 


4. (C) Should the CNN-IBN exit poll prove the most accurate, 
a combination of the BSP and Congress would be within 5-10 
seats of a majority. Should the margin be that slim, it 

would take Mayawati only a matter of hours to find the needed 
seats to put her over the top by enlisting small parties and 
independents into yet another hodge-podge coalition. Sucha 
government would continue the trend of ongoing instability in 
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UP and could prove short-lived. Several polls have now 
predicted that the efforts of the Gandhi family to spark a 
Congress revival in UP will prove a failure, and that the 

party could gain as few as two seats despite the efforts of 
Sonia, Priyanka and Rahul. This would be a big blow to 
Gandhi-Nehru prestige, most particularly for Rahul Gandhi, 
who spent considerable time conducting \"road-shows\" 
throughout the state. The widely-respected NDTV poll broke 
with the consensus, stating that Congress will log 35-45 
seats. State-wide results will be announced May 11 and post 
will provide analysis septel. 


5. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
PYATT 
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Classified By: AIT Director Stephen M. Young, 
Reasons: 1.4 (b/d) 
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1. (C) Summary: In the May 6 primary vote by DPP members 
to select candidates for the upcoming LY elections, members 
and associates of the reformist New Tide faction, which 
supported Premier Su\'s presidential campaign, fared poorly 
overall in comparison to some more strident, populist 
competitors. Several of these \"reformers\" could still come 
out on top if they do well in public opinion polls that will 

be conducted over the next month. The DPP\'s final slate of 
legislative candidates will be announced June 20, and party 
nominations will be formally approved at a party congress on 
June 30. End Summary. 


2. (U) DPP members on May 6 voted to select candidates for 
the upcoming Legislative Yuan (LY) elections, which will be 
held in December 2007 or January 2008. Party members voted 
for one of 19 candidates competing for position on the DPP\'s 
list of at-large LY candidates. DPP members also cast 

ballots in 27 legislative districts where there are multiple 
candidates vying for the party nomination. Party vote 

results for the at-large and district primary races will be 
weighted 40 and 30 percent, respectively. Public opinion 
polling, which accounts for the rest of the weighting, will 

be conducted from May 11-18 for at-large legislative 
candidates and from mid-May to mid-June for district primary 
races. On June 20, the DPP will announce its final slate of 
legislative candidates, including a limited number of 

at-large candidates nominated by the party chairman and some 
others specially recruited to run in \"difficult districts.\" 

Party nominations will be formally approved at a party 
congress on June 30. 


3. (U) Note: Voters in the general LY election will cast 
two ballots, one for their district (or aborigine) 

legislator, and one for the party of their choice. Taiwan\'s 
legislature will be cut in half, from 225 to 113 seats. Of 
those, 73 seats will be district seats and 6 will be allotted 

to aborigine groups. The at-large seats total 34 and will be 
apportioned to parties according to the percentage of votes 
they win on the second, party preference ballot. End Note. 


4.(C) Many candidates associated with the New Tide faction 
fared poorly in the party primary vote for at-large seats, 

losing in a number of cases to more strident, populist 
candidates. During the primary campaign, New Tide support 
for Premier Su Tseng-chang made this faction a special target 
for supporters of Frank Hsieh and the other presidential 
candidates. Hsieh\'s camp, although not necessarily aligned 
with the \"Deep Green\" in ideological terms, capitalized on a 
concerted existing effort by some Deep Green figures to 
prevent several New Tide and other reformers from 
representing the DPP in the LY elections. These Deep Green 
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figures were irate because, in their view, the reformers had 
been disloyal to the DPP and President Chen in the difficult 
period last fall when the opposition was trying to unseat 

Chen over corruption charges. The Deep Green also charged 
key New Tide faction members and associates with being \"too 
close\" to China and espousing cross-Strait economic 
liberalization, which the critics saw as pandering to the 
pan-Blue and Ma Ying-jeou, and being weak-kneed on Taiwan 
identity. 


5. (C) New Tide members received only 18,000 votes in the 
at-large party race, a steep drop from their 42,000 total in 
2004. Legislator Hung Chi-chang, one of the New Tide\'s 
strongest candidates and a vocal advocate for cross-Strait 
economic liberalization, placed 7th in the field of 19 
candidates, while Luo Wen-chia and Shen Fu-hsiung, two 
prominent non-New Tide reformers, placed 11th and 12th 
respectively. Shen, who along with Luo and Hung had been 
blacklisted as one of the \"eleven (disloyal) bandits,\" 
stressed that, unlike some of the winners, none of his votes 
had been bought. Anti-New Tide candidates saw their votes 
increase significantly. Supporters of Frank Hsieh and other 
anti-New Tide candidates took the top six slots on the 
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at-large list, building momentum ahead of the public opinion 
polls. 


6. (C) New Tide candidates came out ahead in only two LY 
district primaries, but remain close enough in three 

districts to win nominations if they do well in the public 
opinion polls. Several prominent candidates associated with 
the New Tide, including Legislator Bikhim Hsiao, lag 
significantly behind their more strident competitors, and the 
media estimates Hsiao would have to beat rival Wang 
Shih-chien by more than 14 percent in the public opinion poll 
to win the nomination in her North Taipei district. Hsiao, 

one of the LY\'s more thoughtful and proactive legislators, 
was pummeled in the run-up to the primary by Wang, who 
attacked her as a \"Chinese zither\" (a play on her name) for 
allegedly holding pro-China views. Hsiao told AIT her odds 
are long, but not impossible, and vowed to keep campaigning 
vigorously in the run-up to the next poll. Two New Tide 
candidates, Shen Fa-hui and Lin Cho-shui, withdrew from their 
district races on May 7. Lin, who resigned from the LY last 
year in reaction to the DPP\'s failure to address charges of 
corruption against President Chen, warned fellow party 
members that the DPP was moving on the road to \"populism.\" 
Legislators associated with Frank Hsieh won the initial 
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battle in all four districts where they competed. 


7. (C) Academia Sinica Research Fellow Hsu Yung-ming 
attributed the New Tides\' defeat in the party vote to efforts 
by anti-New Tide legislators and Frank Hsieh\'s camp to cast 
the election as a struggle against the New Tide faction and 
individuals \"disloyal\" to the DPP. Despite the New Tide\'s 
poor performance so far, however, some may capitalize on high 
name recognition and do well in the upcoming polls. Hsu told 
AIT he expects Hsieh\'s presidential primary victory to boost 
public opinion poll numbers for Hsieh\'s supporters, including 
Legislator Wang Shih-chien, who is running against Bikhim 
Hsiao. 


Comment 


8. (C) The poor showing by New Tide candidates and their 
allies suggests that this group, a number of whose members 
have expressed moderate views on cross-Strait policy, has 
indeed been weakened, at least in the short term, by the 
sustained attacks against them in recent months. The New 
Tide supported Premier Su Tseng-chang, who lost to Frank 
Hsieh in the DPP presidential primary, but presumably the 
faction will now try to find a way to work with the Hsieh 

camp since the two are not far apart in substantive terms. 
However, Hsieh supporters and the New Tide have been at odds 
since the 1994 Taipei mayoral primary contest, when, 
according to the Hsieh camp, the New Tide\'s last minute 
\"betrayal\" of Hsieh cost him the race against Chen Shui-bian. 
Although Hsieh himself has adopted generally moderate 
positions, he has cultivated and enjoys widespread support 
from a broad spectrum within the pan-Green camp. 

YOUNG 
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SUBJECT: ARAB LEAGUE MEDIATING IN THE COMOROS 


REF: SECSTATE 60497 
Sensitive but unclassified. Please handle accordingly. 


(SBU) On May 8, a member of Arab League Secretary General 
Moussa\'s cabinet staff told poloffs that the League was 

heavily engaged in the ongoing political strife in the 

Comoros Islands, one of the League\'s 22 member states. The 
head of the AL Secretariat\'s Office of African Affairs, Samir 
Hosni, was traveling to the Comoros on May 8 to \"mediate\" 
between the disputing parties. We will seek a read-out of 
Hosni\'s efforts upon his return. The League has not yet 

taken any public positions on the conflict in the Comoros. 
RICCIARDONE 
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1. (C) SUMMARY: The two leading candidates for president 
face a decision point: whether to remain within the Grand 
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National Party (GNP), agreeing to abide by the results of the 
party\'s August primary, or whether to leave the party and 

pursue the presidency independently. The two leading 
candidates, Lee Myung-bak and Park Geun-hye, have stepped up 
their tense rivalry since the GNP lost in the April 25 

by-elections (Ref A). After tense finger-pointing and calls 

for mass resignation of the GNP leadership council, Lee and 
Park appeared to reach a resolution on May 1 when Lee pledged 
to support the current GNP Chairman, Kang Jae-sup and the two 
candidates agreed to meet on May 4. Their May 4 meeting 
aimed to patch over the candidates\' differences, but instead 

led to a new round of political attacks. Observers view the 
internal strife in two ways: the bickering will lead to a 

split in the party; or, the two candidates, already committed 

to join the GNP primary, are now looking to gain an advantage 
before the primary rules are finalized. Chairman Kang 
announced he would finalize primary details on May 10 and Lee 
Myung-bak pledged to accept his decision. Park expressed 
reservations and criticized Kang for proposing further 

changes to the primary rules. END SUMMARY. 


2. (C) Last summer, after Park Geun-hye stepped down as GNP 
party chairman, the election of her replacement was seen as 

the first key battle between the two main GNP candidates. 

Lee\'s close confidant Lee Jae-oh ran against Park supporter 
Kang Jae-sup. In a tight race, Kang won. Last summer, Park 
led Lee in polls and had a stronger party support base. In 
October, 2006, Lee vaulted ahead of Park in all polls and has 
since enjoyed a double digit lead. Lee\'s sustained popular 
support has also eroded Park\'s internal party support. 

Informal internal party polling and Assembly sources suggest 
Lee currently has a slight lead inside the GNP. When former 
Prime Minister Goh Kun dropped out of the race in January, 
Lee\'s support grew and no non-GNP candidate has emerged with 
significant public support. 


3. (C) The center of the battle between Lee and Park focuses 
on the details of the GNP primary. (Ref B) The primary is 

set to occur before August 22 and general agreement was 
reached in March on who could participate in the primary, but 
other details are still to be determined. Currently a total 

of 200,000 people -- 40,000 GNP senior party members, 60,000 
GNP party members, 60,000 public voters and 40,000 through 
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polls -- can vote in the primary. At dispute is how to weigh 
the 40,000 votes chosen through the polls. Park argues that 
it should be the absolute number of votes, while Lee believes 
that whatever the number of votes, this group must be 
accorded a 20 percent weight. 


4. (C) Lee claims primary regulations should better reflect 
public opinion while Park contends the March agreement should 
stand. Chairman Kang, in an attempt to keep the party 
together, said he would announce new, final primary rules on 
May 10 and many assume the new rules would reflect a change 
favorable to Lee. Park told reporters May 8, “Who will keep 
principles if they are in tatters?\" Her advisors told poloff 

that she must, on principle, go against any further changes 
since the primary regulations have already been changed three 
times, not to mention the current rules favor her cause. 


5. (C) With the party registration deadline nearing 

(sometime in May, still to be determined), Lee and Park are 
losing time to create credible justification for leaving the 

party. After the by-election loss, some claimed the GNP had 
to regroup, reform or even disband to have a chance to win in 
December. Many pundits surmise that since the party survived 
the turmoil after the by-elections, Lee and Park will both 

join the primary. If Lee and Park enter the primary 

together, and the loser supports the winner, the eventual GNP 
candidate will be tough to beat, according to most pundits. 


6. (C) Leading political analyst, Chung Ang University 
professor Jaung Hong, told poloff on May 2 that the latest 
drama about the breakup of the GNP was just that -- drama. 
He noted that since there was no credible candidate from the 
progressive camp, a more likely scenario than the demise or 
split of the GNP was a landslide victory in December for Lee 
or Park. Jaung is part of a team of political scientists 
analyzing the candidates! policies for conservative \"Chosun 
IlboW newspaper. 


7. (C) He noted that Lee, with the most money and largest 
staff, had much more in-depth, detailed policy stances ona 
wide range of issues. Park, he noted, had made a big 
strategic mistake by emphasizing the conservative aspect of 
her policy positions. In spring/summer 2006, Park led most 
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polls, not for her policies, but for her perceived reasonable 
leadership approach. Park ceased emphasizing her reasonable 
approach and had suffered in the polls since. Regardless of 
the policy choices or strategic mistakes either of the GNP 
candidates makes, Jaung asserted the GNP would come out on 
top in December because of the lack of a progressive 
candidate. 


8. (C) Hong Hyoung-sik, head of Hangil Research, a liberal 
polling firm, told poloff May 3 he suspected one of the two 
leading GNP candidates could still split from the party 

before the registration deadline. Many speculate that the 
large political camps the two candidates have formed have 
taken on their own bureaucratic inertia and would be 

difficult to merge now, or even after the primary outcome. 
Hong was also pessimistic about the progressives, and noted 
that even if the GNP split, it would still be difficult for 

any progressive candidate to win in December. Another 
leading progressive analyst, political science professor Kang 
Won-taek, told poloff May 4 that Lee and Park have no choice 
but to mend fences for now. 


9. (C) The first round of the battle for the GNP candidacy 
has begun in earnest. Many pundits, both on the left and 
right of the political spectrum, assume the presidency, will 
go to the winner of the GNP primary. Provided the GNP 
remains united. Sources close to both Lee and Park say, 
despite rumors and press exaggerations, that it would be 
impossible for their candidate to leave the GNP. Those who 
have left the party in the past have not succeeded and, for 
now at least, there is nothing to suggest either Lee or Park 
could buck that trend in Korean politics. 

VERSHBOW 
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SUBJECT: UNMIN: HURRY UP AND WAIT ON PHASE II OF ARMS 
MANAGEMENT 


Classified By: Charge dV Affaires Robert Hugins. Reasons 1.4 (b/d). 


Summary 


1. (C) UN Mission in Nepal (UNMIN) Political Advisor John 
Norris told the Charge May 7 that UNMIN was in \"hurry up and 
wait\" mode regarding the start of Phase Il of the arms 
management process. UNMIN Chief lan Martin had declared 
publicly May 1 that UNMIN was ready to begin verification of 
People\'s Liberation Army (PLA) \"combatants\" and had chided 
the Maoists for setting pre-conditions for the launch. 

However, Norris reported that negotiations continued between 
the ruling Nepali Congress (NC) Party and the Maoists over 
Maoist demands including compensation for cantoned personnel, 
improved conditions in the camps, and the establishment of a 
commission to undertake security sector reform. The Charge 
and Norris also discussed the need for a rehabilitation and 
vocational training/job creation plan for expelled 

combatants, a firm Constituent Assembly election date, and a 
comprehensive dialogue with Nepal\'s marginalized groups. 


Maoist Demands Stall Verification Efforts 


2. (C) UNMIN Political Advisor John Norris told the Charge 

May 7 that UNMIN was in \"hurry up and wait mode\" regarding 

the start of verification of cantoned PLA \"combatants.\" 

UNMIN had been ready to begin Phase II of the arms management 
process since mid-April, Norris said, but was waiting for the 
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green light from the parties to proceed. Norris said 
discussions continued between the Prime Minister\'s Nepali 
Congress (NC) and the Maoists on preliminary Maoist demands 
such as compensation for cantoned personnel, improved 
conditions in the camps, and the establishment of the 
committee envisioned by Article 146 of the Interim 

Constitution for rehabilitation of Maoist Combatants and Army 
reform. (Note: UNMIN Chief lan Martin issued a public 
statement May 1 that stressed that verification of Maoist 
combatants needed to begin immediately, reminding the Maoists 
that the UN did not recognize any pre-conditions for 
proceeding. End Note.) 


Maoists Accuse the Government of Failing in Camp Management 


3. (C) The UNMIN political advisor said the Maoists 

believed the Government of Nepal (GON) had not lived up to 
its responsibilities vis-a-vis management of the PLA camps. 
They objected that the GON had failed to provide adequate 
water and sanitation and had not moved quickly to construct 
dwellings to replace the existing tents. He reported that 

the GON planned to build 1,000 units for 15 combatants each 
out of pre-fabricated sheet metal and bamboo that would hold 
up during the coming monsoon. However, the government had 
only piloted one \"model home" thus far. Norris said UNMIN 
remained very concerned regarding camp conditions and had 
offered assistance multiple times, including engineers to 
assist in constructing more permanent structures. Norris 
reported that the Ministry of Physical Planning, led by a 
Maoist, might begin to take more responsibility for camp 
management. (Note: After the formation of the Interim 
Government on April 1, the new Ministry of Peace and 
Reconstruction assumed responsibility for the camps from the 
Home Ministry. End Note.) Norris complained that the 
bureaucracy did not understand what a deterioration in camp 
conditions meant for the peace process and political 

stability. 


Intra-Party Dynamics Thwart Progress 


4. (C) Norris reported that internal dynamics within the 
dominant NC Party and the Maoists challenged peace process 
negotiations. The peace process had reached a period of 
entrenchment, Norris lamented, as fatigue kicked in on both 
sides. At a recent Maoist Central Committee Meeting, the 
Maoist leadership came under fire from party members and PLA 
commanders demanding that Maoist Chief Pushpa Dahal (aka 
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Prachanda) stop giving into the demands of the political 
parties, as the Maoists had \"already given away too much.\" 
Similarly, Norris said, the NC was having its own internal 
leadership struggles; many of its leaders felt the Prime 
Minister had capitulated to the Maoists. 


Expulsion of Ineligible from Camps... Then What? 


5. (C) The Charge asked Norris what would happen to the 
projected 15,000-plus Maoist combatants that were deemed 
ineligible to remain in the camps and released into the 
countryside. Norris said that expelled minors would come 
under the protection of the UN Children\'s Fund (UNICEF) and 
various other NGOs who were poised to assist in family 
reunification and rehabilitation. Transit centers, Norris 

said, were in place for these minors. In addition, 

discussion had begun regarding options for vocational 
training and temporary employment for expelled combatants, 
including a potential public infrastructure rebuilding 

program. Without an income generation option, he feared 
those expelled from camps could pose a security risk and a 
recruiting pool for Maoist militia, the Youth Communist 
League, and other armed groups. 


Comprehensive Security Sector Reform Efforts Needed 


6. (C) Norris mentioned the Maoist militia, which was 

outside the current arms management scheme, posed an 
additional threat and a comprehensive look at reintegration 
options was needed to ensure all those outside the 
cantonments did not contribute to a further deterioration of 
security in the countryside. The UNMIN political advisor 

said Maoist leadership\'s openness to vocation training and 
infrastructure rebuilding options for former combatants 
represented a real \"evolution\" in their thinking. Norris 

said the debate over how to reintegrate former Maoist 
combatants was part of a broader issue: the need to look more 
holistically at security sector reform. That would include a 
discussion of how to address the Nepal Army, which was twice 
the size of a peacetime force, defining a role for the Armed 
Police Force, and further promoting civilian oversight over 

the security forces. 


Threat of Jana Andolan Ill Maoist Pressure Tactic 


7. (C) The Charge asked what UNMIN had heard regarding the 
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YCL threat to begin another people\'s uprising, or Jana 

Andolan Ill, in mid-May if the Maoist demand to abolish the 
monarchy was not met. Norris said the Maoists always seemed 
to ramp up pressure when it was \"crunchtime\" in the 
negotiation process. Norris instead suggested the Maoist 
threats were irresponsible public posturing. 


Firm Election Date Needed 


8. (C) Norris shared the Charge\'s concern that the GON set 
a Constituent Assembly election date soon. Norris said the 
Election Commission had recommended November 22 or 23 
following Nepal\'s Fall holidays. The UNMIN Advisor said the 
elements of democratic parties and some sitting Members of 
Parliament were \"misbehaving.\" Threatened by the possibility 
of losing their seat, they were pushing to skip the 

Constituent Assembly Election and to turn the current Interim 
Parliament into the Constituent Assembly. The Charge and 
Norris agreed this would be a terrible turn of events for the 
peace process. The UN official highlighted that diplomatic 
pressure was needed to push back on the parties on this 
point. 


Dialogue with Marginalized Groups Necessary 


9. (C) Norris highlighted the importance of the GON holding 
a series of roundtables with all the marginalized groups, 
instead of individual piecemeal talks with each. Norris said 
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the new Minister of Peace and Reconstruction, Ram Chamdra 
Poudel, could be empowered to facilitate such a dialogue. As 
a high-caste, \"Brahman\'s Brahman,\" Norris thought Poudel 
might have the stature to make a deal stick but might not be 
seen as a credible convener by the marginalized groups 
because of his high-caste. 


Terai Wild with Conspiracy Theories 


10. (C) Norris said UN personnel in Nepal\'s southern Terai 
had expressed heightened concern regarding the erosion of 
security across the region. The combination of armed wings 
of Madhesi rights groups, Maoists, and opportunistic 
criminals had created a complex security challenge. The UN 
Political Advisor said conspiracy theories abounded that 
India, the United States, and the Nepali Congress were 
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backing anti-Maoist Madhesis. The Maoists were suspicious of 
the U.S., Norris said, having heard of the Ambassador meeting 
Madhesi People\'s Rights Forum\'s leader Upendra Yadav and 

rumors circulated that Madhesi training camps had been set up 
in India. Norris said it was becoming increasingly difficult 

to differentiate between legitimate Madhesi concerns 

regarding inclusion, and criminal elements in the Terai; 

there was no credible front for Madhesi rights. 


UNMIN at One-Third of Full Staffing 


11. (C) Norris said that UNMIN had reached a little over 
one-third of total projected staffing levels (over 1,000 at 

full strength). The UN Mission would have a close to full 
contingent (155 of 186) of arms monitors by the week of May 
14 and UNMIN\'s five regional offices had been stood up. The 
lagging area was civil affairs officers, with only two in 

country. The district election officers would also not be 
assigned until an election date was declared, Norris added. 


Comment 


12. (C) UNMIN Political Advisor Norris seems to view the 
stalling of verification of the roughly 30,000 Maoist 

\"combatants\" as the responsibility of the Prime Minister\'s 
Nepali Congress, as the dominant party in the Nepali 
Government, and the Maoists. However, UNMIN Chief Martin has 
been clear publicly that the Maoists are the ones who need to 

be taken to account for the delay. Post agrees. Phase Il 

must move forward immediately. We agree with Norris that 
camp management issues need to be remedied. We want to see 
Peace and Reconstruction Minister Poudel to retain control. 

Post sees eye-to-eye with Norris as well on the need for a 
rehabilitation and reintegration plan for expelled 

combatants, a firm election date, and a comprehensive 

dialogue between the GON and Nepal\'s marginalized groups. 
HUGINS 
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SUBJECT: CROSS-STRAIT OPENING WILL BE TOP ECONOMIC PRIORITY 
UNDER A MA PRESIDENCY 


Classified By: AIT Director Stephen M. Young, Reason 1.4 d 


1. (SBU) Summary: If the Kuomintang\'s (KMT) Ma Ying-jeou 
is elected President of Taiwan next year, cross-Strait 
liberalization measures will be the focus of his economic 
policies. He is likely to lift various restrictions on 
investment in China and continue cross-Strait discussions 
on charter flights and tourism. Some of the KMT economic 
advisors we spoke to were uncertain about the level of 
cooperation Ma will receive from Beijing on bilateral 
initiatives if he wins. However, they appear confident 

that the Democratic Progressive Party (DPP) in the 
opposition will not be able to block Ma\'s cross-Strait 
economic agenda. End summary. 


Setting an Agenda 


2. (U) Cross-Strait economic opening is certain to be a 
high priority if the KMT\'s Ma Ying-jeou is able to win 
Taiwan\'s presidency in 2008. On May 2, 2007, after he 
was confirmed as the KMT\'s presidential candidate, Ma 
held a press conference and outlined his economic plan. 
The plan set ambitious targets such as growth of 6.5 
percent, increasing per capita GDP to US$20,000 (from 
US$15,640 in 2006), and reducing unemployment below 3 
percent. Ma also highlighted general strategies that 
included promoting emerging industries, assisting 
\"traditional\" manufacturing industries, and making Taiwan 
a regional operations center. 


3. (U) Most of the specific measures Ma identified to 
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reach these targets and implement these strategies 
involved further opening Taiwan economically to China. 
Ma pledged to eliminate the capital limit on investment 

in China (often called the 40 percent rule because it 
limits many Taiwan firms to investing no more than 40 
percent of their capital in China). He also promised to 
properly manage high-tech investment in China, implying 
he would free investment in some more advanced 
technologies. In addition, Ma said he would allow Taiwan 
firms with large investments in China to list on the 
Taiwan Stock Exchange and that he would open Taiwan up to 
more mainland tourists with an upper limit of 3 million 
PRC visitors per year. 


Focus on Cross-Strait 


4. (C) The lack of specific measures aimed at other areas 

of Taiwan\'s economy strongly suggests that cross-Strait 
issues will be the highest priority on the economic 

agenda of a Ma presidency. One of MaYs economic advisors 
explained to us that other economic problems were 

important but would only be addressed after cross-Strait 
initiatives were underway. Professor Chu Yun-peng at 
National Central University, who is also Director of the 
school\'s Center for Taiwan Economic Development has been 
described in the media as one of Ma\'s closest economic 
advisors. Chu told us that there was more to Taiwan\'s 
economy than just cross-Strait trade and investment, but 

he called cross-Strait restrictions a \"bottleneck,\" which 

is holding back the economy as a whole. Once the 
bottleneck is broken, the Taiwan authorities can move on 

to other issues, he said. In an April speech to AmCham, 

Chu highlighted the need to relax cross-Strait 

restrictions in order to allow Taiwan\'s economy to reach 

its potential. 


5. (C) In discussing Ma\'s cross-Strait economic agenda 
with KMT insiders, we found disagreement about which 
specific measures would be implemented first. Chu 
emphasized that Ma would have to first implement those 
measures he could accomplish unilaterally, specifically 
lifting technology and capital restrictions on 

investment. Kao Koong-lian, former Mainland Affairs 
Council Chairman and a fellow at the KMT\'s National 
Policy Foundation (NPF), said the opposite. He told us 
Ma would focus on cross-Strait negotiations on charter 
flights and tourism because those would bring the 
greatest direct benefit to Taiwan\'s domestic economy. 
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Chang Jung-kung, the Mainland Affairs Department Director 
of the KMT Central Committee, said Ma would be able to 
pursue all of these initiatives simultaneously. 


PRC Cooperation and Prospects for Success 


6. (C) Ma\'s ability to succeed in implementing his cross- 
Strait agenda will depend in large part on the attitude 

of the PRC toward a Ma presidency. On this issue too, 

there were different opinions here on how eager Beijing 

might be to work with Ma. Both former MAC Chairman Kao 
and Professor Chu expressed uncertainty about Beijing\'s 
reaction to Ma in the role of President of Taiwan and 
suggested it might take time to conclude bilateral 

initiatives. This could be particularly problematic as 

expanded charter flights move closer to discussions of 
regular direct air links. Chu pointed out that Ma was 

much more cautious than KMT Honorary Chairman Lien Chan, 
who has now led three delegations to China for meetings 

with Chinese Communist Party leaders. Chu commented that 
Beijing would likely take note of the fact that Ma still 

talks about the Tiananmen Square incident in public 
appearances. KMT Central Committee Member Chang was more 
optimistic about Beijing\'s willingness to cooperate with 

a Ma administration. He predicted a four year honeymoon 
during which the PRC would be eager to demonstrate 

quickly that Taiwan could benefit economically from 

closer ties to China. 


DPP Opposition Not a Problem 


7. (C) There seemed little concern among KMT insiders 
about the potential for DPP opposition to block progress 

on cross-Strait economic initiatives or the need for 
bipartisan consensus. Kao pointed out that nearly all of 

the measures that Ma has proposed can be implemented by 
executive authority alone, without requiring any approval 

by the Legislative Yuan. The Chen administration hosted 
two conferences in 2001 and 2006 to reach consensus among 
academic, business and political leaders of all parties 

on cross-Strait and other economic policies. Kao 

dismissed the idea that a Ma administration would use 

such an approach. He explained that the DPP in 

opposition would boycott such a conference or use it for 
political ends. In addition, he noted that the earlier 
conferences had to a large extent already endorsed the 
KMT cross-Strait agenda. 
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Comment - Just How Fast? 


8. (C) If Ma Ying-jeou is elected President in 2008, 
cross-Strait issues will form the core of his economic 
policy. Expectations of rapid change will be high in the 
Taiwan business community and among foreign investors. 
Some may be disappointed by the pace of change if Beijing 
initially displays caution about Ma. However, cross- 

Strait liberalization under a Ma presidency will almost 
certainly accelerate from the sluggish progress observed 
under Chen Shui-bian. 

YOUNG 
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1. (SBU) Martin Bursik, Deputy Prime Minister, Minister of 

the Environment, and Chairman of the Czech Green Party, will 
visit the U.S. May 8-12. He will attend the UN Commission on 
Sustainable Development before traveling to Washington for 
consultations on May 11. These meetings are expected to 
cover missile defense and environmental issues. 


2. (C) As discussed reftels, Bursik is a relatively new face 
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on the Czech political scene, but his party yields influence 
well beyond its size. The Greens are the new force in Czech 
politics: more centrist than their western European 
counterparts, and -- at least under Bursik\'s leadership -- 
more open to compromise on fundamental issues, including 
nuclear power. Bursik is a young dynamic leader who has 
transformed the Green Party and brought it into Parliament 
and government for the first time. Bursik is engaging and 
well-informed, speaks excellent English, and is generally 
well disposed toward the United States. 


3. (C) The Green Party is divided on missile defense. In 
discussions with the Ambassador, Bursik has demonstrated a 
continued willingness to be flexible on MD. But he has 
avoided speaking out on the issue recently. Instead, his 
party\'s Deputy Chair, Ondrej Liska, has voiced the Greens\' 
concerns about the bilateral nature of the U.S. proposal, 
possible opposition to MD within the U.S. Congress, and 
doubts about whether it is advisable or even necessary to 
pursue a European MD site at this time. Bursik has also had 
to tread carefully on the question of a referendum on MD: 
his party supports the idea of a more flexible general law on 
referenda (and in fact this week put forward a draft law on 
this for cabinet approval); Bursik himself has criticized 
Communist-led efforts to craft an unwinnable referendum 
solely on MD. 


4. (C) The Czech government realizes that BursikYs personal 
opinion on MD is important. The Czech embassy has arranged a 
lunch for Bursik to discuss MD with senior USG officials. In 
addition to analyzing the potential link between the U.S. 

system and NATO, Bursik will be particularly interested in 
discussing the position of the Congress regarding the future 

of the U.S. BMD system, including the third site. In the 

early 1990s Bursik interned for Representative McDermott 
(D-WA) and the two have remained in touch since (Bursik will 
meet him for breakfast on May 11). 


5. (SBU) While he will be obliged to discuss MD during his 

visit, Bursik\'s real passion is the environment and he will 

be more focused on his planned meetings at EPA and State/OES. 
These meetings offer an opportunity to convince an 

influential European Green of U.S. commitment to confronting 
climate change. During a December meeting with Bursik\'s 
predecessor, Petr Kalas, the Czech side proposed a memorandum 
of understanding to cover cooperation in areas in which the 

U.S. excels, such as alternative energy and energy saving or 
clean technologies. The Greens are actively promoting the 

use of biofuels, and have submitted a bill to require 2% of 

all gasoline to be biofuel. Kalas is still an advisor to 

Bursik and post believes the Czechs, although they have not 
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raised it since, may still be interested in greater 
cooperation in these fields. 


6. (U) Post has nominated two of Bursik\'s assistants for 
FY-08 International Visitors Programs on alternative energy, 
renewable and new policy initiatives. One, Ales Kutak, was 
just promoted to Deputy Environment Minister. The other, 
Daniel Vondrous, is Secretary to Bursik and head of his team 
of advisors. 

GRABER 
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SUBJECT: Latvian Parliament passes law to regulate Presidential 
election 


1. Summary: On May 3, two months before the July 7 expiration of the 
term of office of President Vaira Vike-Freiberga, the Saeima 
(parliament) unanimously passed the Presidential Election Law 
initiated by the serving President. The new law, apart from 
expanding the eligibility criteria provided by the Constitution, 
outlines procedures for the presidential nomination, repeated and 
extraordinary elections. The upcoming presidential elections, which 
are expected to take place on June 6, will be regulated by the new 
law. Since the ruling coalition has not managed to agree on fielding 
a common candidate for the first round of elections, it is possible 
that no winner will be decided that day and a second round of 
balloting will be required, likely the week of June 17. End 
summary.. 


2. The four presidential elections which have taken place since 

Latvia regained independence in 1991 have been regulated by general 
provisions provided by the Constitution and tradition. President 
Vike-Freiberga suggested that a more orderly process was needed and 
proposed legislation, which was adopted without much change. The 
new law reiterates the Constitutional requirements for the 
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President; the candidate must be age 40 and cannot be a dual 
citizen. The law adds seven disqualifying conditions, including a 
ban on service in the security services of the USSR, Soviet 
Socialist Republic of Latvia or any foreign country, or membership 
in the Communist party or affiliated groups after January 13, 1991. 


3. The law also provides a calendar for the process. We have 
provided the dates in which these events will fall in this cycle 

based on the July 7 expiration of Vike-Freiberga\'s term. 

Nominations for post of the President are made by members of 
Parliament and shall be submitted to the Saeima Presidium in writing 
not earlier than 50 days (19 May) and not later than 45 (24 May) 

days before the expiration of the term of an outgoing President. 

The Saeima\'s Presidium is responsible for setting a day for the 
Saeima to vote on the candidates not earlier than 40 days (29 May) 
and not later than 30 days (8 June) before the expiration of the 

term of an outgoing President. Parliamentary and political sources 

all say the vote will take place on June 6. 

4. The Constitution requires an absolute majority of 51 votes in the 
100-member Saeima to elect the President. According to the law, on 
a single day of voting repeated rounds of balloting are to be held 

if any of the candidates fails to collect 51 votes, with the 

candidate getting the least number of votes in each round being 
dropped from the next round. As lawmakers can submit blank ballots 
and the ruling coalition has not yet agreed on a single candidate, 

it is possible that no candidate will emerge victorious on June 6. 

In that case, the process starts over again. New nominations would 
have to be made not later than 5 days after the last round of the 
elections, or June 12 based on the current calendar. Candidates who 
were eliminated in the first round of voting can be nominated again. 
The Saeima Presidium convenes a Saeima session for new elections 
not earlier than 10 days (17 June) and not later than 15 days (22 
June) after the last election round. The elections are repeated in 
compliance with the above mentioned procedure until a candidate 
receives 51 votes. 


5. The law also provides for procedures for extraordinary 
presidential elections to be held in the event that the sitting 
President resigns, dies or is removed from office. Previously, 
Latvia had no legal arrangements for selecting a new President in 
these situations. 


6. Comment: Until now the only effective legal norms regulating 
presidential elections have been provided by the Constitution. The 
repeated calls of President Vike-Freiberga to set clear procedures 
and deadlines for presidential elections were ignored by politicians 
until the President exercised her rights to order a national 
referendum concerning the controversial amendments to the security 
laws in March. In response, the Saeima not only abolished the 
adopted amendments to the security laws, but also adopted the 
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Presidential Election Law. While the law was designed to increase 
transparency in the election process and allow for greater public 
discussion of candidates, there remains little clarity about who the 
candidates will be. To date, only the coalition-leading People\'s 

Party (TP) and opposition New Era (JL) have put forward names. TP 
has nominated Maris Riekstins, fomer Latvian Ambassador to the US 
and current chief of staff to the Prime Minister JL has put forward 
former FM and EU commissioner Sandra Kalniete. Other names that have 
surfaced include EU Commissioner Andris Piebalgs, President of the 
Bank of Latvia IImars Rimsevics, judge of the European Court of 
Justice Egils Levits, former Chair of the Constitutional Court 

Aivars Endzins, Chair of the Supreme Court Andris Gulans, and head 
of the Latvian Institute Ojars Kalnins. However, none of these 
candidates have been openly supported by any political party. 


BAILEY 
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1. (SBU) Summary: Eighteen U.S. business representatives delivered a 
message of optimism mixed with concern during a mission of the 
U.S.-ASEAN Business Council (USABC) to Hanoi on May 3 and 4. The 
highlight of the mission\'s two-day series of meetings with 

Government of Vietnam (GVN) officials, mostly at the Vice Minister 
level, was a 45-minute meeting with Prime Minister Nguyen Tan Dzung, 
who emphasized the GVN\'s intention to continue economic reforms 
along with enthusiastic, though unspecified, encouragement for the 
development of the U.S.-Vietnam business relationship. He did 
explicitly state that Vietnam is looking forward to the conclusion 

of a Trade and Investment Framework Agreement (TIFA). The media 
provided extensive and positive press coverage of the mission. End 
Summary. 


2. (U) Eighteen U.S. business representatives delivered a message of 
optimism about opportunities in Vietnam in the wake of WTO entry 
during a mission of the U.S.-ASEAN Business Council (USABC) to Hanoi 
on May 3-4. Throughout the visit, the representatives expressed 
concern about the lack of clarity in government regulations, 

procedures and decision making and expressed frustration with 
continuing intellectual property rights violations. They noted they 

were the first U.S. business mission to Vietnam following the 

country\'s accession to the World Trade Organization (WTO) and 
Vietnam\'s obtaining Permanent Normal Trade Relations (PNTR). The 
businesses represented were ConocoPhillips, Exxon Mobil, Raytheon 
International Inc, Ford Motor Company, IBM, Alcoa, The Boeing 
Company, Vietnam Partners, Chevron Vietnam, Abbott International, 
Agilent, Hewlett-Packard, Time Warner, APCO Worldwide, GE, JHPIEGO, 
United Telecom Services and UPS. 


PRIME MINISTER EXPRESSES SUPPORT 


3. (SBU) The highlight of the mission was a 45-minute meeting with 
Prime Minister Dzung, who presented himself as a cordial and 
enthusiastic supporter of U.S. investment. Dzung emphasized the 
GVNVs intention to continue economic reform along with enthusiastic, 
though unspecified, encouragement for the development of the 
U.S.-Vietnam business relationship. While he noted that he looks 
forward to the signing of a TIFA as a deliverable for President 
Nguyen Minh Triet\'s visit to the United States this year, he did not 
hint at the conclusion of any other of the large business deals, 

such as a Boeing sale of 787s to Vietnam Airlines or a Chevron gas 
supply contract. Frances Zwenig, USABC Counselor, Jim Andrews, 
Vietnam Business Development Manager for ConocoPhillips and Mike 
Fleming, Vietnam Sales Manager for Boeing, spoke for the USABC 
group, congratulating Vietnam for its progress, but speaking of 
concerns. The Ambassador also attended. 
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4. (SBU) ConocoPhillips\'s Andrews noted that a constant concern is 
the lack of clarity in new business decrees, regulations and 

internal procedures to support these changes. \"We would urge a 
dialogue with the investment community to ensure that there are no 
unintended consequences for new legislation,\" he said. 

Many investors fear that Vietnam\'s infrastructure development will 
not keep pace with demand. Two types of infrastructure urgently 
need investment: 1) hard infrastructure, including railroads, ports, 
roads, air ports, air planes and electricity; and 2) soft 

infrastructure, i.e., skilled workers in the legal, business, 
technology, earth sciences and health professions, Andrew said. 


5. (SBU) Boeing\'s Fleming opined that this is Vietnam\'s time, but 

the times of opportunity never last quite as long as we would like 

them to. \"As global companies we have to weigh opportunities in one 
region or another. In the interest of helping Vietnam achieve its 

goals, we hope to see Vietnam speed the ease of doing business,\" he 
said. (Note: This message is related to Boeing\'s desire for a 

quicker decision by the GVN on the Boeing sale. Boeing says the GVN 
must make the purchase decision soon or lose the slots reserved for 
delivery in 2014 and 2015. End Note.) 


6. (SBU) Dzung, smiling and attentive throughout, spoke for the next 

25 minutes, noting the development of the economic relationship 
between the United States and Vietnam in the last ten years and 
outlining Vietnam\'s major goals. Recent reforms had successfully 
transformed Vietnam into a \"genuine market economy," and the GVN\'s 
\"democratic\" policies and emphasis upon social equity were 
responsible for its success. \"Our policies reflect the will of the 
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people. We believe the trust of the people is the root of 
sustainable development,\" he said. The GVN will continue the 
development of its global economic integration, which required an 
institutional and legal framework. \"We are going to change our 
legal framework to make ourselves conform to the international rule 
of the WTO,\" he said. \"You said that you are concerned about the 
clarity of legal documents. That is our concern too.\" 


7. (SBU) Dzung also addressed the concerns mentioned by the USABC 
members. Tipping his hat to an often raised concern by Time Warner 
during the mission, Dzung said \"We know IPR protection is the 
foundation for economic development.\" He also agreed that Vietnam 
must urgently address both its hard and soft infrastructure needs 

and specifically asked for United States assistance in developing 

the skills of Vietnam\'s workforce. \"This is one of our primary 
intentions,\" he said. On the TIFA, Dzung stated that he believed 

the agreement would represent \"another step forward for the success 
of Vietnam.\" At the end of his presentation, Dzung said that 
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Vietnam is very interested in the many projects represented in the 
room. \"| have asked the ministries to take steps to realize your 
proposals,\" he said. 


8. (SBU) The Ambassador closed the meeting noting that Vietnam has 
many friends in the United States and the companies participating in 
this trade mission are among the most influential. He urged the 
Prime Minister to ensure that his government helps make President 
Triet\'s visit to the United States later this year as productive as 
possible. He expressed his hope that some of the deals represented 
by the firms present could be announced during the visit and also 
emphasized the potential benefit of the two governments signing a 
TIFA. (Note: In a separate meeting, the Ambassador briefed the 
USABC group in detail about our growing concerns regarding human 
rights. End Note.) 


LUNCH FOR VICE MINISTER FOR FOREIGN AFFAIRS 


9. (SBU) At a luncheon for Vice Minister of Foreign Affairs Le Van 

Bang, USABC Counselor Zwenig read a letter signed by U.S. Senators 
John Kerry and John McCain commending Bang for his work to normalize 
U.S.-Vietnam relations extending back to his time as Ambassador to 

the UN and chief of the liaison office to the United States in the 

early 1990s. Zwenig, Virginia Foote--former President of the 
U.S.-Vietnam Trade Council and now President of Vietnam Partners 
LLC, an investment bank--and the Ambassador recalled warmly the 
critical role Le Van Bang played throughout his years of working on 
U.S.-Vietnam relations and wished him well in his next assignment. 
(Note: Le Van Bang is expected to become Vietnam\'s next Ambassador 
to China. End Note.) 


ECONOMIC DEVELOPMENT STRATEGY AND PLANNING 


10. (SBU) In a session devoted to economic development and 
infrastructure investment, Vice Minister of Industry Do Huu Hao and 
Vice Minister of Planning and Investment Nguyen Bich Dat described 
the GVN\'s three development policy pillars: economic growth, social 
equity and environmental protection. The goal is to turn Vietnam 

into an industrialized economy by 2020, Dat said. Vice Minister Hao 
said the rate of industrial growth in Vietnam is expected to be 

double that of economic growth and he emphasized the numerous 
opportunities for foreign investors in the energy industry, 

particularly in power stations, renewable resources and refineries. 
Vietnam aims to build a nuclear power station by 2015, he added. Ha 
Khac Hao, Deputy Director General of the Ministry of Transportation, 
said that additional opportunities exist in the transportation 
infrastructure, particularly the north-south road axis. He also 

noted upcoming port projects in Hai Phong and Can Tho, as well as 
airport projects such as an international air terminal in Danang. 
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11. (SBU) In the question and answer period, Chevron\'s Andrew Latham 
asserted that Vietnam is facing \"challenges related to legislation 

that is changed without investor consultation,\" a lack of 

transparency in government structures, decision making bottlenecks 

and a lack of skilled human resources. He said that the GVN is 

making regulatory reform progress, \"but in the energy sector, it is 

slow.\" Foreign investors also face a lack of clear boundaries 

between the roles played by the state-owned energy monopoly, which 
simultaneously acts as joint-venture partner, regulator, buyer and 

seller of petroleum products, he said. (Note: Lathan was referring 
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to state oil and gas monopoly PetroVietnam. End Note.) He also 
urged a resolution of the dispute between China and Vietnam over the 
Spratly Islands, noting that the gas resources there needed to fuel 
Vietnam\'s growth cannot be developed. Michael Fleming of Boeing 
urged a decision by Vietnam Airlines on its purchase of Boeing 
aircraft, noting that Vietnam Airlines\' fleet would have to nearly 

triple to 31 airplanes by 2015 to meet its growth needs. 


MINISTRY OF POST AND TELEMATICS 


12. (SBU) Vice Minister Tran Duc Lai of the Ministry of Post and 
Telematics (MPT) presented at a second session on economic 
development. The session was dominated by questions put forth by 
Hugh Stephens, Time Warner\'s Senior Vice President for International 
Relations and Public Policy for the Asia Pacific region. Stephen 

urged GVN officials to fulfill VietnamYs WTO intellectual property 

rights commitments, noting that one digital satellite television 

firm, Vietnam Multimedia Corporation (VTC), owned by MPT and 
operating in \"pilot\" status for three years, has been pirating Time 
Warner content such as CNN and HBO for years. Vice Minister Lai did 
not commit to a change, only saying that \"we are working to make the 
experimental period as short as possible.\" Subsequent to this 
meeting, the Vice Minister helped to schedule meetings between Time 
Warner and representatives from VTC to discuss their business 
operations and pirating of Time Warner-owned content. 


MINISTRY OF TRADE AND WTO ACCESSION 


13. (SBU) In a session on Vietnam\'s trade policy after joining the 
WTO, Vice Minister of Trade Luong Van Tu and President of the 
Vietnam Chamber of Commerce and Industry (VCCI) Mr. Vu Tien Loc 
described how the GVN and Vietnamese businesses are responding to 
new responsibilities, opportunities and challenges now that Vietnam 

is aWTO member. VM Tu summarized the legal reforms Vietnam has 
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undertaken to comply with its WTO commitments, noting specifically 

its joining of the Berne Convention and ongoing work to institute a 

more robust regime to protect and enforce intellectual property 

rights. Loc discussed the optimism among Vietnamese enterprises and 
their aspirations to partner with U.S. firms. The GVN is working 

closely with VCCIVs member companies to educate them on Vietnam\'s 
WTO commitments and the practical impact that its membership will 
have on their operations. Additional vocational training and human 
resources development are needed, Loc added, suggesting this as a 
possible area for international investment and cooperation. 


14. (SBU) In the Q&A session with the panel members, U.S. businesses 
welcomed the prospect of a TIFA as an opportunity to continue 
dialogue and explore ways to expand bilateral economic cooperation. 
One firm suggested the creation of an energy sector working group 
under the TIFA, while another noted its hope that TIFA discussions 
could eventually lead to additional openings in Vietnam\'s key 

service sectors. IPR protection is paramount for U.S. businesses, 
explained one delegation member, noting the desire to see enhanced 
enforcement of Vietnam\'s BTA and WTO obligations on IPR protection, 
particularly in the prevention of signal and broadcast piracy. The 
delegation also expressed willingness to assist training Vietnamese 
businesses to understand international business practices and 
Vietnam\'s WTO commitments better. 


15. (SBU) Vice Minister Tu agreed that the signing of a TIFA, if 
realized, would be a great step forward. Vietnamese businesses are 
also optimistic about new cooperative opportunities through a TIFA. 
Many VCCI member companies will travel to the United States this 
summer with President Triet, where Mr. Loc hopes they will be able 
to sign a number of high-value commercial deals. Responding to the 
proposed development of an energy-sector working group, the VM 
agreed that investment in the energy field is a legitimate interest 

for both countries, and he hopes to see further U.S. investment in 
the energy sector, particularly refineries, as well as other 

projects to develop Vietnam\'s core infrastructure. Finally, Tu 
agreed that a gap remains between the IPR legal regime and the 
reality in Vietnam\'s market, but reiterated that Vietnam is fully 
committed to implement its laws and is working to strengthen 
inspection and enforcement efforts. 


MINISTRY OF FINANCE 
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16. (SBU) Vice Minister of Finance Truong Chi Trung said the GVN 
plans to continue to develop the country\'s capital markets and speed 
up the equitization of State Owned Enterprises (SOEs). About 200 
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firms currently trade on the official markets in Ho Chi Minh City 

and Hanoi, and 800 on the informal over-the-counter market. The 
equitization process is essential for the restructuring of SOEs, he 
said. These equitizations were creating new opportunities for 

capital market development as many firms are being listed publicly. 
The GVN will focus on concluding equitization between now and 2010, 
with a focus on major SOEs. Colin Low, President of General 

Electric (GE) for Singapore, the Philippines and Vietnam, commended 
the GVN for raising the cap on foreign holding of Vietnamese 
commercial banks and asked for the Vice Minister to clarify the 
requirements for \"strategic partners" who invest in banks. Vice 
Minister Trung said that the definition in the law is vague and that 

a new decree on equitization to replace Decree 187 would spell out 
these requirements more specifically. Virginia Foote said that many 
laws had been passed for Vietnam to join the WTO, but many questions 
remain about issues related to corporate governance. Vice Minister 
Trung acknowledged the problem, adding, however, that new laws on 
accounting and auditing would require companies to apply 
international standards. A new law on taxation would also lead to 
many new business practices at Vietnamese firms, he said. 


NATIONAL ASSEMBLY 


17. (SBU) In a May 4 working lunch session on lawmaking and the 
fulfillment of WTO commitments, a panel including National Assembly 
Foreign Affairs Committee Vice Chairperson Madame Ton Nu Thi Ninh 
and National Assembly Economic and Budget Committee Members Danh Van 
Thanh and Truong Huu Chi opined that U.S.-Vietnam relations are at a 
very unique moment of opportunity. This opportunity will not last 
forever, the legislators cautioned, adding that the National 

Assembly, the GVN and the United States must take actions to 
capitalize on the great momentum that has developed between our two 
countries. Madame Ninh outlined the three main challenges she 
believes Vietnam is facing in the post-WTO environment: 1) the need 
for significant infrastructure development in Vietnam; 2) the need 

to reform Vietnam\'s education system and develop better human 
resources; and 3) the challenge of legal enforcement and 
implementation of Vietnam\'s new WTO commitments. 


18. (SBU) Madame Ninh envisions the National Assembly playing a 
greater role in each of these areas, and encouraged U.S. businesses 
to keep Wan open channel" with NA members to ensure that Vietnam 
upholds its commitments. Vice Chairperson Ninh also stressed the 
important role that a strong judiciary should play in strengthening 

and improving Vietnam\'s business environment. Finally, she urged 
U.S. businesses to work with Vietnamese firms to organize 

delegations such as the current USABC delegation to Vietnam; as such 
trips can go far in developing stronger ties between our countries. 
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MINISTRY OF HEALTH 


19. (SBU) The Ministry of Health\'s (MOH) Tong Hoai Nam described to 
USABC members the problems in Vietnam\'s healthcare system. 
According to Nam, Vietnam lacks funds to upgrade its healthcare 
system. Moreover, at present, Vietnam has a serious shortage of 
preventative medical staff and many healthcare workers have not 
received sufficient training. About 3.5 million Vietnamese contract 
diseases such as the flu, malaria and tuberculosis each year, but 
preventative medicine remains inadequate. Nam said Vietnam\'s policy 
makers are working to upgrade Vietnam\'s healthcare system. The GVN 
has completed a plan that aims by 2010 to increase significantly the 
number of preventative medicine specialists. In addition, MOH is 

trying to develop a new model for the health insurance system. Nam 
will give more details of Vietnam\'s \"master healthcare plan\" to the 
USABC after it is completed. 


20. (SBU) Ms. Leslie Mancuso of JHPIEGO, an international health 
organization affiliated with John Hopkins University, told the group 

that JHPIEGO can enhance the quality of healthcare services for 
women and families through training and health education. However, 
JHPIEGO will not provide funds for MOH plans. GE\'s Colin Low raised 
questions about equipment and products from China and India that the 
GVN does not allow to be used in Vietnam. Nam responded that the 
GVN does not purchase this equipment because much of Vietnam\'s 
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healthcare budget comes via aid from the Japanese Government. The 
GVN can only spend Japanese Government aid money on Japanese 
equipment, Nam added. 


PRESS COVERAGE 


21. (U) Press coverage of the USABC meetings was extensive and 
positive, with nearly every major news daily and internet news 
source covering the events. Separate pieces covered the panel 
sessions, the lunch with Vice Foreign Minister Le Van Bang and the 
meeting with Prime Minister Dzung. 
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1. (C) Summary. Lt. General Henry Obering, Director of the 
Missile Defense Agency, held meetings with a broad range of 
leaders in Prague on April 22-23 to discuss the U.S. proposal 
to place a missile defense radar in the Czech Republic. 
Participants described the meetings as extremely useful, and 
press reporting and commentary were generally positive. 
During the visit, senior representatives of the Czech 
Government indicated their intention to pursue the idea of 
joining the group of missile defense \"framework nations." 
The Czechs are also interested in following up on this visit, 
and the very successful parliamentary trip to the Marshall 
Islands, with additional briefings for the press and 

additional travel to U.S. facilities. End summary. 


2. (U) During his visit on April 22-23, Lt. General Obering 

met with Czech President Vaclav Klaus, Prime Minister Mirek 
Topolanek, Deputy PM Alexandr (Sasha) Vondra, Foreign 
Minister Karel Schwarzenberg, Defense Minister Vlasta 
Parkanova, Opposition leader Jiri Paroubek (CSSD), and other 
key members of the MFA, MOD, and the Parliament (Supporters 
and opponents of the missile defense proposal alike). Obering 
also had interviews with the local press that generated 
considerable coverage on the issue. 
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Meeting with President Klaus 


3. (C) General Obering met with Czech President Vaclav Klaus, 
who was preparing for a state visit to Russia on April 27. 
Obering described the April 19 NRC meeting in Brussels, and 
said the U.S. delegation went to great length to refute 

Russian claims that MD sites in Central Europe are directed 
against Russia. In response, Klaus said his long-planned 

visit to Moscow, which initially focused on economic ties, 

would now have a strong MD component. Klaus said his goal was 
to ensure that Russian concerns over MD do not harm otherwise 
positive Czech-Russian relations. (Note: Klaus generated 
widespread press on April 26 for his comment that he would 
explain to Russia during his official visit that missile 

defense in Central Europe is not aimed at Russia. End note) 


4. (C) Notably, Klaus did not offer a strong statement of 
support on MD. Instead, he repeated his previous assessment 
that MD is a complicated issue, and that it is important for 

the Czech Republic to thoroughly debate the issue before a 
final decision is made. In response to Obering\'s description 
of the perceived threat from Iran, Klaus said he believes the 
West should engage with Iran, in addition to providing a 
strong deterrent. 


5. (C) General Obering offered his presentation and 
simulations to the full National Security Council, consisting 

of the Prime Minister and senior cabinet members concerned 
with national security, as well as the speakers of the two 
chambers of parliament. The briefing was well received, with 
Prime Minister Topolanek terming it \"brilliant.\" 


6. (C) General Obering gave an in-depth presentation on 
missile defense and the radar to a gathering of MFA and MOD 
experts and leaders working on missile defense. Attendees at 
the meeting included Deputy Foreign Minister Tomas Pojar, 
Deputy Defense Minister Martin Bartak, and Chief of General 
Staff Vlasitmil Picek. Pojar focused on the degree of overlap 
between U.S. and Czech environmental laws, an issue which 
General Obering said was under investigation. Defense Policy 
Director Dvorak asked about Russia\'s perception that missile 
defense could be expanded to host more interceptors in the 
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future, and also about the appropriate level of air defense 
for the facility. Obering said the United States has no plans 
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to expand the planned number of interceptors, and that the 
United States currently saw no need for defenses such as the 
Patriot PAC-3\'s that Polish officials have said they might 
request. 


7. (C) Over lunch, Deputy PM Alexandr (Sasha) Vondra said he 
was focused on three things to make the missile defense 
proposal a success: 1) information sharing, 2) communication 
of that information, and 3) preparation for negotiations. 

Vondra believes there is plenty of time to favorably change 
Czech public opinion on MD, and hopes the negotiation process 
could be portrayed as beneficial for both sides. 


8. (C) Referring to the Green Party, Vondra described himself 
as a \"hawk who must communicate with doves\" within the 
coalition government to promote missile defense. 


9. (C) On the topic of the Russian opposition to MD, Vondra 
estimated that Russian interference had been largely 
counterproductive in terms of Czech public opinion. He 
explained that the average Czech, while not happy about 
increased tensions, takes a dim view of Russian proclamations 
about the Czech Republic. Vondra added that Czech President 
Klaus could play a helpful role during his April 26 visit to 
Moscow. Vondra observed that, though the allies must still 
brief Russia on technical information, the real nature of 
Russian opposition is not technical. Further on the subject 

of Russia, Deputy FM Pojar said German Chancellor Angela 
Merkel is fed up with Russian enthusiasm for causing 
disturbances in German politics, and thought she would not be 
outspoken for domestic reasons. 


10. (C) General Obering and DFM Pojar discussed the 
possibility of the Czech Republic signing a Framework 
Memorandum of Understanding on Missile Defense Cooperation, 
similar to the ones previously signed by the United Kingdom, 
Denmark, Japan, and Italy. General Obering described the 

April 19 NAC and NATO-Russia Council meetings in Brussels as 
extremely productive, and said that we stand at a critical 

moment to achieve security not just for the U.S. and the 

Czech Republic, but also for allies and friends. 
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11. (C) Vondra expressed his hope that Czech companies would 
be selected to provide technology for missile defense. He 

spoke of the need for a example of defense contracting to 
demonstrate the economic benefits of close ties with the 

United States. He thought Czech software companies had been 
involved in Defense Department tenders in the past. Vondra 
thought such a contract need not be a big budget deal. He 
suggested the United States send a trade delegation to the 
Pribram and Plzen area, to promote economic cooperation. 


12. (U) CSSD parliamentarian Miroslav Svoboda attended the 
lunch and shared his belief that, based on his visit to 
Kwajalein, the Czech Republic has nothing to fear from 
hosting the radar. 


13. (C) General Obering\'s detailed presentation to members of 
the Parliamentary and Senate committees on Foreign Affairs 
and Defense was greeted with predictably mixed results. 
Minister of Defense Vlasta Parkanova and ODC Parliamentary 
Committee Chairman Jan Vidim praised the depth of 
information-sharing. Members of the left end of the CSSD 
party and the Communist party were cynical, asking questions 
in the form of statements. Many did not bother to listen to 

the answers. 


14. (C) Parliamentary questions focused on Russia, the 
effectiveness of the MD system, U.S. Congressional levels of 
support for funding the European site, and degrees of 
collaboration with NATO. Overall the presentation and Q&A 
session won high marks for transparency and for countering 
Russian assertions. Nevertheless, it failed to convince the 
deputies who oppose missile defense for ideological reasons. 
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15. (C) General Obering had a cordial and productive meeting 
with Social Democratic Party (CSSD) Chairman Jiri Paroubek 
(who was accompanied by his Foreign Policy Advisor, Ivan 
Busniak). Paroubek spoke at length about the close relations 
between his party and the United States, and CSSD\'s support 
for transatlantic relations. He said the MD radar is the only 


Column 3 

area of difference between CSSD and the USG, but repeated his 
earlier pledges that the party\'s stance on MD would remain 
\"flexible\" and open to debate. With the recent return of 

several CSSD MPs from their trip to the Marshall Islands, 
combined with the positive developments at NATO, Paroubek 
announced that a second phase" of the party\'s internal 

debate on MD would now begin. Obering offered USG assistance 
to support the debate, and invited Paroubek to visit the 

United States to see MDA facilities. (Note: Paroubek did not 
respond to this invitation, which Ambassador had previously 
made. Paroubek has told us he would be interested in a visit 

to the U.S. in the fall, but would likely not have time to 

visit the Marshall Islands. End note.) 


16. (C) General Obering showed Paroubek a computerized 
simulation that demonstrates the improved coverage for Europe 
that a radar in the Czech Republic (and interceptors in 
Poland) would provide in the event of a long-range missile 
launch from Iran. Paroubek said he appreciated the 
simulation, as well as Obering\'s detailed explanations about 
the Iranian threat, future integration with NATO, and the 
health aspects of the radar. Paroubek said he wanted to 
distribute the minutes of the meeting to CSSD members, and 
later asked Emboffs for copies of certain MDA slides to 
provide to CSSD members on the partyVs intranet. 


17. (C) Further describing CSSD views on MD, Paroubek went to 
great length to distinguish CSSD\'s approach to foreign policy 
from that of the current government. He described ODS\'s 
approach as simplistic, focused solely on transatlantic 
relations and ignorant of the importance of maintaining good 
relations with European neighbors, including the EU. He 
accused the government of failing to conduct an adequate 
public debate about MD, both in the Parliament and the Brdy 
region. He said the government often resorted to \"sentimental 
arguments\" (e.g., \"the Americans liberated the country in 
1945, therefore we need to support MD\"), rather than relying 
on a fact-based approach. 


18. (C) Paroubek restated the CSSD demand for a clear linkage 
to NATO and a referendum. However, he did not dwell on these 
points, and instead focused on how the GOCR could do a better 
job selling the system to the Czechs. (He noted that 80 per 

cent of his party is opposed to MD.) He thought it is 

important for the GOCR and the USG to work with Czech 
scientific experts to educate them on the radar, so they can 
explain the system and answer technical questions. Finally, 
Paroubek explained the political dilemma he faces in dealing 
with the Communist party. As CSSD Chairman, he said he made 
the decision to pursue a more \"sophisticated and flexible\" 
policy with the Communists (KSCM), in contrast to his 
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predecessors. He said KSCM today is the weakest it has ever 
been, and attributed that weakness to the CSSD policy on, 
inter alia, the MD radar. He said CSSD could not be more 
forward leaning on MD, as this would be a \"gift\" to KSCM. 
Paroubek plans to pursue his \"sophisticated\" policy until 
KSCM preferences fell to 8%, which he termed the number of 
\"Stalinists\" who would never vote for CSSD or anyone else. 


19. (C) FM Schwarzenberg gathered a range of influential 
opinion makers for the final event the visit, a dinner at the 
MFA. Attendees included Czechs dedicated to bringing a 
missile defense radar to the Czech Republic, and skeptics 
such as Green Party Foreign Policy Sookesman Ondrej Liska, 
and CSSD Parliamentary Foreign Affairs Committee chair Jan 
Hamacek. The dinner provided an opportunity for frank 
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discussion between individuals that do not have daily contact 
on the issue because they are not natural allies, and 
therefore encouraged mutual transparency and exchange of 
information. 


20. (C) MOD Director of Defense Policy and Strategy Ivan 
Dvorak hosted a breakfast discussion on missile defense with 
members of think tanks, and political advisors influential on 
defense issues. Discussion focused on Russia, NATO, the 
nature of the missile threats, environmental and health 
concerns, and missile defense as a deterrent. The invited 
guests were happy to have had the opportunity to discuss the 
issues Surrounding the proposed deployment with General 
Obering. There was a request from this group to view the MD 
briefing given at NATO on April 19. General Obering said the 
U.S. would be happy to provide a briefer at some stage in the 
future, and Dvorak agreed to organize a follow-up meeting to 
host the event. 


21. (U) General Obering\'s visit was covered widely by the 
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Czech media and reached the broadest Czech audience possible. 
In total, Obering\'s statements reached about 1.5 million 
readers and 4 million viewers. The statements most reported 
in the press concerned: (1) when the Czech government is 
likely to make a decision and what will happen if the 

response is negative, (2) the threats the MD system is 
designed to protect against, (3) how the system fits into the 
NATO defense strategy, and (4) Russia\'s opposition to the 
system. In addition to in-depth coverage by the three leading 
Czech daily newspapers (MF Dnes, Pravo, and Lidovy Noviny), 
General Obering\'s 20-minute interviews for Czech Radio and 
Czech Television were broadcast in their entirety. Czech TV 
also rebroadcast the main features of the interview in its 

prime news program. Czech journalists covered the opening of 
the meeting Obering had with parliamentarians, but were not 
able to stay to see the actual briefing Obering presented; 
several journalists and GOCR officials have since told us 

that it is important to make the briefing available to the 

public, in order to maintain the spirit of transparency that 

both governments have been promoting in this debate. 


22. (C) General Obering\'s visit gave a major boost to the 
U.S.-Czech effort to explain the U.S. missile defense system 
and the rationale for the Czech radar to a broad range of 
decision makers and the Czech public. Our task now is to 
capitalize on the progress made during this visit, as well as 
that generated by the parliamentary trip to the Marshall 

Islands April 16-20. Immediate next steps include: 

-- responding to the Czech desire for information about a 
Framework Agreement on MD cooperation (this would be separate 
from the two agreements we will start negotiating with the 
Czechs in May, but may also reduce pressure from the Czechs 
to make \"cooperation\" an element of these negotiations). 

-- providing the Czechs with a copy of General Obering\'s 
briefing that can be used with the press, to include a 

version of the simulations. 

-- bringing USG technical experts to Prague for follow-on 
meetings with Czech government experts, Czech scientists, and 
local officials; as a first step, the Czechs are preparing a 

list of questions that they hope can be answered during a DVC 
between USG and Czech government technical experts. 

-- planning for the next trip of Czechs (to include 

journalists) to U.S. MD facilities. 


23. (U) This cable has been cleared by MDA and OSD. 
GRABER 


Column 3 

107311 

PP RUEHWEB 

DE RUEHUL #1385 1290840 

ZNY CCCCC ZZH 

P 090840Z MAY 07 

FM AMEMBASSY SEOUL 

TO RUEHC/SECSTATE WASHDC PRIORITY 4419 

INFO RUEHGB/AMEMBASSY BAGHDAD PRIORITY 0085 
RUEHEG/AMEMBASSY CAIRO PRIORITY 0063 
RUEAIIA/CIA WASHINGTON DC PRIORITY 
RHHMUNA/CDR USPACOM HONOLULU HI PRIORITY 
RHMFISS/COMUSKOREA J2 SEOUL KOR PRIORITY 
RHMFISS/COMUSKOREA J3 SEOUL KOR PRIORITY 
RHMFISS/COMUSKOREA J5 SEOUL KOR PRIORITY 
RHMFISS/COMUSKOREA SCJS SEOUL KOR PRIORITY 
RUEKJCS/SECDEF WASHINGTON DC//OSD/ISA/EAP// PRIORITY 
RHEHNSC/NSC WASHINGTON DC PRIORITY 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/09/2017 

TAGS: PREL, EAID, EFIN, KS, IZ 

SUBJECT: ROKG WVERY SATISFIED\" WITH INTERNATIONAL COMPACT 
FOR IRAQ RESULTS 


Classified By: A/DCM Joseph Y. Yun. Reasons 1.4 (b,d). 


1. (C) On May 9, Do Bong-kae, Deputy Director of Development 
Cooperation Division, Ministry of Foreign Affairs and Trade 
(MOFAT) told poloff that ROK Foreign Minister Song Min-soon 
was \'very satisfied\" with the results of the International 
Compact with Iraq (ICI) conference in Egypt. Do said that 

half of the additional USD 200 million in assistance pledged 

by FM Song at the ICI conference is slated for grants and 

half would be provided as soft loans. Do noted that the 

total sum had been approved by the ROKG, but that interagency 
meetings to determine assistance details were just getting 
underway. 


2. (C) The USD 200 million will be disbursed over the period 
2008 to 2011, but the breakdown has not yet been determined, 
with each year\'s assistance subject to National Assembly 
approval through the annual budget process, Do said. Like 

the ROK assistance pledged at the Madrid Conference in 2003, 
the USD 200 million will be funneled through Korea 
International Cooperation Agency (KOICA) programs to be 
coordinated with the Iraqi government. Do said the ROKG does 
not anticipate providing any additional debt relief for Iraq, 
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as the majority of remaining debt was provided by private ROK 
creditors. 
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E.O. 12958: DECL: 05/08/2017 

TAGS: PHUM, PREL, UNHRC, AU 

SUBJECT: UN HUMAN RIGHTS COUNCIL -- AUSTRIA OPPOSES BELARUS 
CANDIDACY, SEEKS WAYS TO BLOCK ELECTION 


REF: STATE 58036 


Classified By: Economic-Political Counselor Gregory E. Phillips. Reaso 
ns: 1.4 (b) and (d). 


1. (SBU) EconPolCouns delivered reftel demarche on May 8 to 
Engelbert Theuermann, the head of the Austrian MFA\'s Human 
Rights Bureau. 


2. (C) Theuermann said that while EU lobbying efforts on the 
UN Human Rights Council (HRC) did not name Belarus, the 
criteria that the EU Political and Security Committee (PSC) 

had adopted clearly precluded EU member state support for the 
Belarus candidacy. The PSC adopted an internal paper 
specifying that EU member states would not support the HRC 
candidacies of countries guilty of gross and systemic human 
rights violations, especially those against whom the EU has 
adopted restrictive measures. Theuermann said this meant 
that \"no EU state will vote for Belarus.\" 


3. (C) Theuermann said EU lobbying efforts in the UN 

reflected the PSC decision. A letter to all UN member states 

in late February noted that the General Assembly had decided 
that HRC members should uphold \"the highest standards in the 
promotion and protection of human rights.\" It added, \"the EU 
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will therefore only cast its vote in favor of those 

candidates who meet these standards and wdho contribute to 
the promotion and protection of human rights. We would like 

to call upon each Member State of the United Nations to also 
adhere to these agreed standards. Germany (as the EU 
Presidency country), Britain and France were active in 
organizing demarches in capitals around the world, Theuermann 
added. 


4 (C) Naming Belarus would be counterproductive, Theuermann 
said, because the Belarus UN ambassador is well-established 
and well-liked. An explicit campaign against Belarus could 

well cause the \"south\" to \"gang up\" to support him. 


5. (C) Realistically, Theuermann said, we could not count on 
a third candidate emerging from the Eastern European region 
before May 17. Austria was working towarda scenario in 
which Belarus would fail to win an absolute majority on the 
first round, while Slovenia would get in. Hopefully, the 

Belarus vote count would be embarassingly low in comparison 
to that of Slovenia. In subsequent rounds, Austria hoped 
informal agreement could arise on a replacement candidate for 
Belarus. Theuermann stressed that the Austrian delegation 
wanted to work closely with the U.S. delegation in New York. 
McCaw 
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E.O. 12958: DECL: 05/09/2032 
TAGS: ECON, PGOV, ETRD, EFIN, EINV, CH 
SUBJECT: KEY ECONOMIC ADVISORS ON FINANCIAL CHALLENGES 


REF: 06 BEIJING 20974 


Classified By: Minister-Counselor for Economic Affairs Robert Luke; Rea 
sons: 1.4 (B/D) 


SUMMARY 


1. (C) The NDRC Director General for Fiscal and Financial 
Affairs said that Chinese monetary officials are &doing the 
best they can8 managing the increasingly difficult policy 
challenge of maintaining price and financial stability while 
facing a flood of liquidity in the financial system due to a 
rising balance of payments surplus. The People\'s Bank of 
China will continue to sterilize inflows and raise reserve 
requirements, perhaps another 3-4 percentage points but other 
near-term policy options are constrained. This assessment 
was largely echoed in a separate conversation with the 
Chairan of the Economic Leading Group. Despite rising 
inflation which has lowered real interest rates, China is 
hesitant to raise nominal interest rates to contain 
investment growth and the flow of bank deposits into equity 
markets because this would attract additional capital 
inflows, particularly since U.S. interest rates are expected 
by many to fall. Moreover, borrowing and investment by 
state-owned enterprises is unlikely to be sensitive to small 
hikes. 


2. (C) Although the renminbi\'s (RMB,s) rate of appreciation 
has slowed, this does not signal a retrenchment from the 
decision to move towards greater currency flexibility. 

Rather, greater two-way risk in the RMB,s movement is needed 
to reduce investor expectations of the RMB,s appreciation, 
which has previously led to excessive speculative inflows. 
There is growing concern in the Chinese Government about the 
large and persistent trade surplus, and MofCom,s new 
emphasis on stressing the importance of reducing the trade 
surplus reflects this concern. There is a widespread search 

for mechanisms to slow export growth (e.g., eliminating VAT 
tax rebates, an export tax on sectors with excess capacity 

like steel). The government is working on plans to 

streamline corporate bond issuances and volumes should rise 
significantly this year. END SUMMARY 


LIQUIDITY 
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3. (C) During a recent meeting with Finatt and Econoff, NDRC 
Director General for Fiscal and Financial Affairs Xu Lin 
described a Chinese Government struggling with and at times 
divided over managing the increase in financial sector 
liquidity due to a large and rising balance of payments 
surplus. The People\'s Bank of China (PBOC) is in the short 
term trying to soak up excess liquidity from the system 
through interest rate hikes, reserve requirement (RRR) 
increases, and sterilization. The latter two tools, however, 
hurt bank profitability, since the interest paid on central 

bank assets does not cover the banks\' cost of funds -- yet 
the PBOC has no other effective means to keep mounting bank 
deposits from turning into potentially unproductive loans 
and/or fueling inflationary pressures in goods and asset 
markets. 


4. (C) Xu assessed room for another 300 to 400 basis point 
increase in the RRR. The bias toward RRR represents 
widespread concern in the Chinese Government that interest 
rate increases will only attract more capital inflows and 
liquidity, particularly given anticipation of a near-term 

decline in U.S. interest rates, he said. Besides, 

state-owned enterprises are not sensitive to small increases 
(interest rate hikes are usually 27 basis points at a time in 
China). 


5. (C) Economic Leading Group Chairman Liu He made separate 
but similar comments about the challenges of liquidity. Liu 
underscored the government\'s preoccupation with short-term 
capital inflows and expressed frustration that higher 

interest rates would only bring more money into the system. 

He said the challenges of managing all of these inflows were 


BEIJING 00003078 002 OF 003 


of sufficient concern that there would soon be a special 
meeting at the State Council to review options. 


RENMINBI FLEXIBILITY 


6. (C) Xu stressed that a &straight line8 appreciation of 
the remnimbi would only attract further inflows. He 
explained that recent decline in the RMB,s rate of 
appreciation does not represent a reversal of the broader 
decision to pursue greater currency flexibility over time, 
adding, \"We can\'t go back." 
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7. (C) Xu asserted that the direction of renminbi policy is 
now transparent and that it is important for China\'s 
companies to understand this and plan accordingly. 
Eliminating predictability in the RMB\'s movements is 
important in avoiding having investors perceive that money 
can be placed in China risk-free as a one-way bet on the 
currency. 


8. (C) The currency basket in place is still heavily weighed 
towards the USD and will remain so given that approximately 
65% of foreign exchange reserves are also held in USD (XuVs 
estimate, which he indicated might not be authoritative). 
Observing the RMB\'s depreciation against some Asian 
currencies, Xu acknowledged that the RMB has not moved much 
on trade-weighted basis, and this is clearly a factor fueling 
China\'s trade surplus. Xu said MofCom has softened its 
position on the currency and trade surplus issues, now 
recognizing the need to balance promotion of exports and 
foreign direct investment with the need to reduce broader 
macroeconomic imbalances. 


IMBALANCES 


9. (C) Xu said the government is determined over the longer 
term to reduce China,s external imbalances by encouraging 
domestic consumption. In the mean time, China is reducing 
VAT rebates for exports and identifying other measures that 
the State Administration for Taxation and MofCom can deploy 
to slow the rise in China\'s current account surplus. Even 
zeroing out VAT rebates, however, will still leave some 
products highly competitive, so there may the need for export 
taxes on products like steel and that consume a lot of energy 
or pollute heavily. Such an arrangement would only be needed 
for 1-2 years, he suggested. 


CORPORATE BONDS 


10. (C) Developing a corporate bond market is a priority, 
according to Xu. Institutional reforms are underway and 
there will soon be a dramatic increase in issuance volume. 
Contrary to press reports, Xu said that transferring approval 
authority from NDRC to CSRC is still under debate. NDRC is 
not adamant about hanging on to its existing authority, but 
the outcome of any changes must be a market-oriented issuance 
process with clear and simple procedures for obtaining 
approval. Xu mentioned there may soon be pilot projects for 
foreign companies to issue RMB bonds here. Wal Mart has 
shown interest in participating; this would allow the company 
to obtain RMB for local operations without increasing foreign 
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exchange inflows into the country. (Comment: It would also 
facilitate diversification of Chinese investors, financial 

assets by giving them access to debt instruments of blue chip 
foreign companies. End Comment.) 


STATE FOREIGN EXCHANGE INVESTMENT CORPORATION 


11. (C) Our government contacts have suggested the new State 
Foreign Investment Exchange Corporation (SFEIC) will focus 
primarily on portfolio investments. Xu, expressing a 

personal view, said he would like SFEIC to explore more 

direct investment opportunities, perhaps working with other 
partners to invest in infrastructure and energy in Asia. 
Whatever the case, SFEIC will have limited fund management 
talents at first, so it will take time to ramp up assets 
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under its management. NDRC\'s role will be informal and 
suggestive, although the NDRC may ultimately hold a seat on 
any board set up to advise SFEIC. 


12. (C) The SFEIC might also be a catalyst for bond market 
development. The Ministry of Finance could issue Treasury 
bonds with a duration greater than the PBOC;s sterilization 
bonds, extending China,s domestic yield curve said Xu. 

(Note: SFEIC Chairmen Lou Jiwei later confirmed to Ambassador 
Randt that the most likely financing scheme will be for MOF 

to issue RMB denominated bonds, buy foreign currency from 
SAFE, and then invest the foreign currency in SFEIC. End 
Comment) 


STOCKS AND IPOVS 


13. (C) Xu explained that the NDRC does not itself approve 
which Chinese companies go public, but that he holds a vote 
on the approval committee. NDRC does, however, review 
projects that IPO proceeds will fund and then send comments 
to the CSRC stating whether investment plans are in line with 
government policies. 


FISCAL POLICIES 


14. (C) Xu called for greater coordination between monetary 

and fiscal policies. The government should stand ready to 

help workers and companies dislocated by an appreciating RMB. 
Tax revenues are rising rapidly, so the government is in a 
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good position to offset any contractionary impact of currency 
appreciation through fiscal stimulus, which would also 
improve the social security system, and pursue initiatives 
that would narrow the growing income gap. However, the 
Ministry of Finance resists this. It is focusing too 

narrowly on containing the growth of government debt, 
explained Xu, and limits too strictly, for example, NDRC,s 
budgetary allocations for rural infrastructure investment. 
As ameans to provide fiscal stimulus, tax cuts are 
undesirable because they would widen income disparities. 


\"PEACEFUL RISE\" AND THE STRATEGIC ECONOMIC DIALOGUE 


15. (C) Liu He referred to China\'s desire to have a \"peaceful 
rise\" on the world stage. China will pursue policies that 
bring stability around the world so that it can raise the 

living standards of its own population. In this regard, the 
Strategic Economic Dialogue is highly valued by Chinese 
officials as a means to advance issues that will allow China 
and the U.S. to pursue growth on mutually beneficial terms. 
To this end, there is a need for SED outcomes that 
demonstrate the dialogue\'s short-term value while laying the 
groundwork for productive longer-term collaboration. Liu 
predicted that it would be relatively easy for both sides to 
achieve energy and environment related deliverables, much 
more so than attaining finance-related outcomes. 


COMMENT 


16. (C) Xu and Liu both saw China\'s monetary policy options 
as frustratingly limited. Liu, however, commented that Xu is 
particularly reform-minded and stands out among his 
colleagues at the NDRC. 


RANDT 
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E.O. 12958: DECL: 05/07/2017 
TAGS: PGOV, PINR, SF 
SUBJECT: THE LOGIC BEHIND COSATU\'S ZUMA SUPPORT 


REF: A. 05 PRETORIA 4438 
B. 06 PRETORIA 393 


Classified By: Charge d\'Affaires Donald Teitelbaum. Reasons 1.4(b) and 
(d). 


1. (C) SUMMARY. Long-time Embassy contact, academic, and 
labor activist Eddie Webster discussed COSATU\'s rocky 
relationship with the ANC and its calculated strategy of 

taking over ANC policy by supporting ANC Deputy President 
Jacob Zuma, who they consider an \"empty vessel.\" Webster 
argued that COSATU decided to support Zuma sometime during 
Mbeki\'s first Presidential term after years of 

disillusionment with the ANC\'s market-friendly economic 
policies and lack of labor consultation. However, COSATU\'s 
rallying cries for Zuma could be putting its political 

influence in the mid-term at risk, depending upon who is 
elected ANC President in December. END SUMMARY. 


2. (C) DepEconCouns and PolOff met with Eddie Webster, Head 
of the University of Witwatersrand Sociology Department, 
long-time Embassy contact, and respected labor academic and 
activist on 02 May to discuss COSATU\'s rocky political 
relationship with the ANC. Webster traced the origins of the 
hostility between COSATU and the ANC back to 1992 when COSATU 
was excluded from formal negotiations with the National Party 
government over a new Constitution. COSATU believed the 
crucial role it played during the anti-apartheid struggle had 
earned it a permanent seat at the table. According to 

Webster, the federation\'s resentment at being \"sidelined\" by 
the ANC was further exacerbated in 1996 when the ANC 
announced the market-friendly GEAR (Growth, Employment and 
Redistribution) policy without first consulting its labor 

allies. WCOSATU was at the forefront of the liberation 

struggle in the 1980s,\" Webster explained. \"It has always 

seen itself as more than a labor union. It sees itself as a 
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political actor, too.\" 


3. (C) COSATU\'s continuing disappointment with the ANC 
eventually led the federation and the South African Communist 
Party to a decision to support ANC Deputy President Jacob 

Zuma as President Mbeki\'s successor during Mbeki\'s first 
Presidential term, according to Webster. Zuma provided them 
\"an empty vessel with working class charisma.\" The idea was 

to surround Zuma with smart people who could help him make 

the government more labor-friendly and left-leaning when he 
assumed Mbeki\'s mantle. Webster advised against focusing on 
Zuma as a person, but rather on what COSATU hopes to achieve 
through the use of Zuma. Webster also warned that recent 

news articles claiming COSATU had dumped Zuma were false, 
noting that he heard that the meeting during which Zuma\'s 
support was rescinded was \"completely ordinary.\" (COMMENT: 
Webster\'s comments on COSATU\'s calculation that Zuma\'s lack 
of vision and strong ideological leanings make him an ideal 
candidate have been echoed by other Embassy contacts. 
However, COSATU\'s membership is not monolithic and reports of 
COSATU dumping Zuma still could have been leaked by an 
anti-Zuma faction within COSATU. END COMMENT) 


4. (C) What is personal, however, is South African Communist 
Party Chairman Blade Nzimande\'s hatred of Mbeki. Webster 
believes that Nzimande was and continues to be a driving 
force behind COSATU and SACP support for Zuma, not out of 
respect for Zuma but out of spite for Mbeki. Webster 
explained that Nzimande has never gotten over the public 
humiliation he suffered when he was not appointed Mbeki\'s 
first Minister of Education in 1999. Webster reported that 
after Mandela assured him the post, Nzimande brought his 
mother, with whom he is extremely close, to Parliament to 
hear the announcement only to hear Mbeki call out Kader 
Asmal\'s name as Minister. 


5. (C) COSATU could not have anticipated the extent of Zuma\'s 
legal troubles, but Webster does not think these difficulties 
impact COSATU\'s support for Zuma, given the reasons behind 
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it. Webster believes that though Zuma is guilty of 

corruption, a credible case can be made that Zuma is, at the 
same time, a scapegoat. Webster said that other ANC members 
have committed far more corrupt acts with little consequence, 
citing ANC Secretary General Motlanthe\'s involvement in 
OilGate (Ref A) as one example. When asked how so many South 
Africans can ignore the irrefutable evidence of Zuma\'s 
corruption that came out of the Shaik trial, Webster 

explained that most people view Shaik and Zuma\'s relationship 
as one of \"benefactor/recipient,\" rather than 
corrupter/corrupted. Webster further explained that \"most 

ANC members have had benefactors in their careers, including 
President Mbeki; it was the only way to survive when blacks 
weren\'t allowed capital." 


6. (C) Webster believes the difference between Zuma and Mbeki 
simply boils down to \"basic needs.\" Mbeki does not have 
children or family to support (his mother is financially 
independent) and is motivated more by power and control than 
money. Zuma, on the other hand, is not necessarily motivated 
by unabated avarice, but rather by his need to support three 
wives, numerous children, as well as other family members. 
Webster also noted that Zuma probably would not be able to 
even understand the accounts and records relating to Shaik,s 
bribes. (NOTE: Zuma\'s inability to read financial records, 

if true, does not equate to naivete. It does, however, 

indicate that he would need significant intellectual support 

for the implementation of macroeconomic policy. END NOTE) 
The rape allegations in early 2006 (Ref B) were a different 
matter. Webster personally believes what Zuma did was 
unacceptable and tantamount to \"incest no matter what country 
you live in or what culture you are from.\" However, the fact 
that Zuma was found innocent of rape in an independent court 
of law means that the incident cannot and should not be held 
against him. (Note: Webster knew both Zuma and the alleged 
victimVs father, \"Judson,\" in the early-mid 1970s and said 

they were very close. Webster also noted that he and Zuma 
attended Judson\'s wedding to his bride, who was pregnant with 
the victim at the time. END NOTE) 


7. (C) Though the relationship between COSATU and the ANC 
remains acrimonious, Webster believes that policy differences 
between the two have narrowed in recent years. The SAG is 
expanding infrastructure spending, has abandoned its 
privatization policy (although it does insist that 

parastatals have \"hard budgets\"), and has used trade remedies 
to curtail cheap imports from China. Most significantly, it 
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has implemented a system of low income social grants that is 
virtually \"unprecedented\" anywhere in the world. (COMMENT: 
Recent press reports note that there are 12 million South 

Africans who receive some type of government grant, compared 
to 8.3 million formal taxpayers. END COMMENT) Asked then why 
tension between COSATU and the ANC rages on, Webster sighed 
and said, \"Politics is about power and patronage, isn't it?\" 


8. (C) Webster is probably the most well-connected industrial 
sociologist in the country, having strong professional and 
personal ties to the labor leadership. He has mediated 
several internal COSATU conflicts, including last year\'s ugly 
battle between COSATU\'s president, Willie Madisha, and its 
secretary general, Zwelinzima Vavi. Webster also confided to 


SIPDIS 

us that he would be meeting with the National Intelligence 
Agency, upon their request, to discuss the possibility of 
strike-related violence in the near-future. 


9. (C) COSATU is following in the footsteps of other African 
labor unions that feel they must be tied to a political party 

to have any influence. Given South Africa\'s market-friendly 
economic policy and COSATU\'s perceived right to be involved 
in non-economic decisions, like social issues and foreign 
policy toward Zimbabwe, they are probably correct. However, 
COSATU could be playing with fire by spporting a longshot 
like Zuma, especially if an Mbeki loyalist (or Mbeki himself) 

is elected ANC President in December. 

TEITELBAUM 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: U.S. ARMS PROCUREMENTS 


Summary: Taiwan\'s major Chinese-language dailies focused news 
coverage May 9 on the fist fighting in the Legislative Yuan Tuesday 
over the Organic Law of the Central Election Commission; on the 2008 
presidential election; and on a scandal over a local TV network 
allegedly falsifying information in a documentary on the 2-28 

Incident of 1947. The pro-status quo \"China Times\" front-paged a 
banner headline that said, \"China Times\' Latest Opinion Survey: Ma 
Wins Hsieh by Nine Percentage Points Only.\" In terms of editorials 
and commentaries, an editorial in the pro-independence, 
English-language \"Taipei Times\" discussed the Legislative Yuan\'s 
failure to pass the government\'s annual budget. The article said 

the pan-Blue camp\'s obstruction of a special budget for the U.S. 
arms procurements was \"a setback for Taiwan\'s security and foreign 
relations.\" End summary. 


\"Obstructionist Tactics Hurt Everyone\" 


The pro-independence, English-language \"Taipei Times\" [circulation: 
30,000] editorialized (5/9): 


\"... However, the Chinese Nationalist Party (KMT) has forced the 
legislature to review its proposed - possibly unconstitutional - 
amendment to the Organic Law of the Central Election Commission 
before passing the budget, causing more than five months of 
deadlock. As a result, the opposition should bear the greatest 
responsibility. 


\"The pan-blue camp, which has refused to pass a special budget for 
the US arms procurement package, now wants it put in the annual 
budget. Therefore, it, too, remains frozen in the legislature. 
Taiwan\'s efforts to update its military have been stalled, and 

friends like the US have begun to doubt whether Taiwan has the 
resolve to defend itself and whether it is sincere as an ally. This 

has been a setback for Taiwan\'s security and foreign relations. 

ale 
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E.O. 12958: N/A 

TAGS: ECON, ENRG, EINV, EPET, EFIN, CH 

SUBJECT: CHINA/ENERGY: PETROCHINA ANNOUNCES MAJOR BOOST TO CHINA\'S 
OIL RESERVES 


1. (SBU) China\'s largest oil producer, PetroChina, announced a major 
oil discovery in the Bohai Bay (water near Beijing-Tianjin) last 

week. The oil is considered to be of high quality and is easily 
recoverable, according to our contacts. Although estimated by the 
company to be around 7 billion barrels, China\'s rising oil 

consumption will easily absorb the domestic production gains created 
by the find. News of the discovery increased the company\'s share 
value by some 14 percent, making PetroChina the third highest valued 
energy company in the world. The company is planning an additional 
stock listing in Shanghai in the near future, and the boost in 

valuation will likely be reflected in higher proceeds. The 

anticipated infusion of cash potentially positions the company to 
launch an overseas acquisition effort at some time in the future. 

End Summary. 


2. (SBU) China\'s largest oil producer, PetroChina, announced on May 
4 a major oil discovery in the Bohai Bay Basin. The company stated 
in its press release that the Jidong Nanbao Oilfield, located off of 
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the Hebei Province port city of Tangshan, holds reserves of more 
than 1 billion tons, or 7 plus billion barrels. Reports suggest the 
oil\'s quality is high and the projected costs of its production 
relatively low. An investment bank energy analyst told us that the 
oil field should be producing about 160,000 barrels per day by 2010. 
The analyst acknowledged rumors we had heard that the field\'s 
geology may be more complicated than is being admitted by PetroChina 
(potentially affecting the economic recoverability of the oil), but 
noted that the general consensus of experts is that the field will 

be a large producer. 


3. (SBU) PetroChina\'s market value grew significantly as its stock 
moved upward 14 percent on the day of the announcement. The 
international financial press noted that the single day increase in 
PetroChina\'s stock bumped it up from the fifth to the third most 
valuable publicly traded oil company in the world, worth an 
estimated USD 233 billion. The top five are now: ExxonMobil, Royal 
Dutch Shell, PetroChina, Gazprom, and British Petroleum. Our 
investment bank contacts all listed PetroChina as a \"buy\" in notes 
distributed to clients over the weekend, claiming the double-digit 
share price increase is justified by the discovery and by broader 
underweighting of energy stocks in institutional Asian market 
portfolios. 


4. (SBU) At the end of 2006, China had 24.5 billion barrels of oil 
reserves, according to a recent study by a renowned international 
energy consultancy. This ranked China fifteenth worldwide in total 
oil reserves. Utilizing the same oil reserves formulation used by 
the energy consultancy (see note below for more on this), the Bohai 
Bay find will add an additional 5 billion barrels to China\'s 

reserves. This addition moves China past Libya and Brazil on the 
list, absent significant discoveries or production output changes in 
other countries, but is not large enough to move China past Qatar 
(34.5 billion barrels), Nigeria (36.2 billion barrels), or 

Kazakhstan (41.4 billion barrels) into the top ten of the reserve 

list. The discovery will likely generate more calls for offshore 
exploration in the Bohai Bay and beyond. Such a call was made in 
the local press by a senior researcher with the Ministry of Land 
Resources in April as he encouraged greater deep sea exploration 
beyond the Bohai Bay basin (where more than 80 percent of proven 
offshore reserves are located). 


5. (SBU) Note: The energy consultancy reserve figure is based upon a 
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standard \"proved plus probable" formulation that implies a 50 
percent probability of recovering at least 5 billion barrels of the 
announced 7 billion barrel find. There are two kinds of reserves: 
proved and unproved. Proved reserves have a 90 percent probability 
of recovery. Among unproved reserves is a sub-category called 
\"probable,\" which is those unproved reserves that have a 50 percent 
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chance or greater of recovery. The \"proved plus probable!" 
formulation therefore counts in reserve figures the overall quantity 
that has a 50 percent or greater chance of recovery. See 
www.spe.org for more on these definitions. End Note. 


6. (SBU) Local Chinese and English media have hailed the Bohai Bay 
find as another significant step towards energy independence. 

National Development and Reform Commission (NDRC) Vice-Chairman Chen 
Deming, speaking in Saudi Arabia over the weekend, promoted China\'s 
potential to increase its oil and natural gas production, according 

to the China Daily. While the new find represents such an 

opportunity in the oil sector, its significance in the face of 

China\'s rising consumption will be largely muted. As noted above, 
analysts expect the new Bohai Bay field to produce 160,000 barrels 

per day by 2010. This will represent at best only about five 

percent of China\'s daily needs by 2010, as computed against a 
conservative estimate of 8 million barrels per day consumed. (Note: 
China is on track to consume well over 7 million barrels per day in 

2007, according to international energy analysts. End Note.) 


7. (SBU) An even more significant development may be the capital 
infusion into PetroChina resulting from its stock price increase. 

The company already has shares traded in New York and Hong Kong. A 
Chinese media report recently stated that PetroChina is awaiting 
approval for a further listing in Shanghai, valued at approximately 

USD 4 billion. The higher valuation resulting from the Bohai 

discovery could boost the proceeds of that listing significantly. 

With extra cash in hand, the firm could potentially be emboldened to 
launch an acquisition effort abroad similar to China National 

Overseas Oil Company\'s (CNOOC\'s) aborted effort to acquire Unocal in 
2005. 


RANDT 
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E.O. 12958: DECL: 05/09/2017 

TAGS: ECON, EINV, ETRD, ELAB, PGOV, ENRG, CH, HK 
SUBJECT: CENTRAL CHINA EXPO 2007: IF YOU BUILD IT, THEY 
WILL COME 


REF: A. BEIJING 22299 
B. 06 BEIJING 10969 


Classified By: MINISTER COUNSELOR FOR ECONOMIC AFFAIRS ROBERT LUKE; REA 
SON 1.4(B) AND (D) 


SUMMARY 


1. (C) Government officials and businessmen descended on 
Zhengzhou April 26-28 for the second Central China Expo. The 
Expo, a featured part of the Central Government\'s 

six-province \"Central China RisingW strategy, was well 

attended despite the poor organization of volunteers who were 
ill-prepared for the large-scale event. The Central China 

Expo, with support from Vice Premier Wu Yi, Commerce Minister 
Bo Xilai, and the six provincial governors, appears to be 
maintaining its momentum seven months after the first Expo in 
Changsha (Ref A). Zhengzhou\'s business sector demonstrated 
its growing clout, as businessmen flocked to the city\'s 

exhibition center (the largest in China outside Shanghai) on 
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the first two days of the event, in marked contrast to the 

more politically staged Changsha event. For foreign 

investors, views on Zhengzhou\'s investment potential, while 
buoyant in public, remain guarded in private. END SUMMARY. 


TRAVEL TO ZHENGZHOU 


2. (C) Econoff and Econ Assistant traveled to Zhengzhou, 
Henan Province April 24-27 to attend the Central China Expo. 
They also met on the margins of the Expo with provincial 
government officials and businessmen. Zhengzhou, the capital 
of China\'s most populous province, is the Embassy\'s first 
Virtual Presence Post (VPP) in China, and Press Officer and 
Consular Officer joined Econoff in Zhengzhou to publicize the 
launch of the VPP website (septel to follow). 


HENANVS ECONOMIC DEVELOPMENT: IF YOU BUILD IT... 


3. (C) Wei Zhiyong, Director of the Foreign Economy 
Department at the Henan Provincial Development and Reform 
Commission, highlighted the province\'s recent economic 
successes during a meeting with Econoffs on April 25. Wei 
stated that Henan\'s GDP growth rate outpaced the country as a 
whole, exceeding 14 percent for the third consecutive year in 
2006, boosted by investment in the manufacturing, real estate 
and transportation sectors. Infrastructure in the province 
continues to improve, Wei said, and Henan now boasts more 
highway mileage than any other province. The Central China 
Expo gives Henan an opportunity to inform potential investors 
about the province\'s benefits -- an opportunity the 

provincial government would not have been able to seize at 
any point during the previous twenty years due to lack of 
development. Significant challenges remain for continued 
development, Wei said, particularly increasing foreign direct 
investment (FDI), which remains low. Henan relies on Hong 
Kong, Taiwan, and coastal provinces for much of its incoming 
investment, Wei added. (Comment: Henan does not lack 
domestic investment in areas such as real estate. However, 
FDI is still highly welcomed as a means to create higher 
value, sustainable employment. End Comment.) 


4. (C) Henan Governor Li Chengyu told a group of diplomats on 
April 26 that Central China is growing increasingly 

competitive. According to Li, with resources such as oil and 
gas, sectors like petrochemical and aluminum, along with 
textile manufacturing and rice production, Henan Province 
plays an important economic role in the region. Li said he 

is particularly proud of Henan Province\'s transition from a 
predominantly state-owned economy to one that is more driven 
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by the private sector. From 2002 to 2006, the share of 
non-state-owned enterprises increased from 30 percent to 55 
percent, Li said. (Note: Provincial officials routinely 

include firms in the non-state-owned category that are not 
wholly state-owned, but in which government entities retain 
shares. End Note.) 


... THE BUSINESSMEN WILL COME 
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5. (C) Proof positive of HenanYs growth was the robust 
attendance at the Expo. In marked contrast to the low 
turnout in Changsha (Ref A), government officials and 
businessmen flocked to Zhengzhou\'s exhibition center (the 
largest in China outside Shanghai) in the Zhengdong New 
District. Even on the second day of the Expo, long after the 
VIPs had departed, local businessmen continued to stream 
through the exhibit, suggesting the event offered more than 
ceremony and symbolism. Wang Chaobin, a local real estate 
magnate and member of the Chinese People\'s Political 
Consultative Congress (CPPCC), said that the Zhengzhou event 
clearly was more commercially driven that its predecessor in 
Changsha. 


6. (C) Continuing its focus on Central China, Hong Kong sent 
a large trade mission to Zhengzhou, led by Chief Executive 
Donald Tsang. The Expo trade floor, like the Henan 
International Trade and Investment Fair one year earlier, was 
dominated by companies from Hong Kong as well as investors 
from coastal provinces (Ref B). In an effort to broaden the 
scope of trade and investment opportunities, Expo organizers 
also held a special symposium on China-Africa trade and 
investment (septel to follow), and invited Trade and 
Commercial Officers from Beijing-based Embassies. 
Representatives of the UK, Canadian, German and Belgian 
Embassies all attended. 


CENTRAL CHINA: GO THE DISTANCE! 


7. (C) The Central China Rising strategy -- supported by the 
Central Government and the provinces of Henan, Hubei, Hunan, 
Anhui, Shanxi, and Jiangxi -- aims to advance an artificial 
construct, i.e., integrating the development of six provinces 

that are otherwise not a natural economicunit. The Expo, 
however, appeared to furthercement the ties between the 
Central Government and the six provinces in their effort to 
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market Central China as a single entity. At a meeting with 
multinational companies on April 25, Governor Li promoted 
Central China as an investment destination, stating that 310 
of the Fortune 500 companies and 300 of China\'s top 500 
companies already have invested in the region. 


8. (C) Other provincial leaders focused on Central China\'s 
contributions in the sectors in which their respective 

provinces hold comparative advantages. Anhui Governor Wang 
Jinshan spoke of the importance of Central China as a 
manufacturing hub. Zhou Qiang, Governor of Hunan Province, 
emphasized the important role of tourism. Shanxi Vice 
Governor Song Beishan focused on Central China as an energy 
base. More than 40 multinational companies attended the 

April 25 meeting, and Richard Hansmann, Vice President of 
Siemens China and Chairman of the Executive Committee of 
Foreign Invested Companies (CAEFI), represented the 
multinationals, giving a positive assessment of the region\'s 
natural and human resources. 


9. (C) To further emphasize the purported synergies in the 
Central China region, Zhengzhou Stadium hosted an Olympic 
Opening Ceremony-like spectacle on April 26. The three-hour 
presentation boasted star singers from all over China and 
hundreds of performers from Central China\'s six provinces, 
and highlighted the attractions of each of the six provinces 

in televised promotional videos. The six provincial 

governors all attended the extravaganza. 


THE VIEW FROM INVESTORS: EASE THEIR PAIN 


10. (C) Despite the Expo\'s public success, there was much 
grumbling in private. Businessmen and diplomats complained 
that logistically speaking, Zhengzhou was not adequately 
prepared for the Expo. The Henan Provincial Government\'s 
staff and volunteers were poorly organized and ill-prepared 
for the large-scale event. Business representatives\' views 

on Central China\'s potential were, although positive in 

public forums, more guarded in private discussions. 


11. (C) Michael Barbalas, President of the American Chamber 
of Commerce in China, told Econoff that 23 companies 
participated in the Expo, and while they were favorably 
impressed with Zhengzhou\'s infrastructure, they remain 
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concerned about transparency. Goh Hung Song, Chief 
Representative of APL Logistics China, attended the Expo as 
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part of the United States-China Business Council (USCBC) 
delegation, and lamented that only 13 members of USCBC had 
elected to participate. Wang Zhaohua, Vice President of 
Michelin China, said that Michelin has little interest in 

Central China but was encouraged to attend the Expo by the 
Ministry of Commerce. Christopher Hassall, based in 
Guangzhou as Vice President of Procter and Gamble\'s Greater 
China External Relations Office, told Econoff that his 

company might not have been represented at the Expo were it 
not for a new village distribution agreement in Henan 

Province that Procter and Gamble is about to finalize. 


COMMENT: CENTRAL CHINA A MIXED BAG, ZHENGZHOU BOOMING 


12. (C) We see a mixed result in the second Central China 
Expo. On one hand, it underlined that the region still has 

its difficulties, including, despite provincial officials\' 

claims, an over-reliance on the state-owned sector, lack of 
transparency, and inexperience with wooing investors, not to 
mention that the six-province Central China construct remains 
largely an artificial political creation. However, the 
marketing of Central China as a unit does appear to be 
gaining at least some traction with the private sector. The 
city of Zhengzhou itself appeared to be far more successful 
than Changsha in demonstrating an ability to attract 
commercial interest. Logistical difficulties 

notwithstanding, the city appeared to use the Expo to 
showcase that it is on the way to becoming the number two 
economic hub in Central China after Wuhan. Zhengzhou will 
need to address some of its shortcomings in the near-term, 
however, to ensure that it is able to lure investors from 

Hong Kong, Taiwan, coastal China, and elsewhere if it is to 
prove that it is more than just a field of dreams. End 
Comment. 

RANDT 


107318 

PP RUEHWEB 

DE RUEHUL #1386 1290903 

ZNR UUUUU ZZH 

P 090903Z MAY 07 

FM AMEMBASSY SEOUL 

TO RUEHC/SECSTATE WASHDC PRIORITY 4420 
INFO RUEHLO/AMEMBASSY LONDON 0926 
RUEHOT/AMEMBASSY OTTAWA 2166 
RUEHPG/AMEMBASSY PRAGUE 0511 
RUEHTC/AMEMBASSY THE HAGUE 0803 
RUEHKO/AMEMBASSY TOKYO 2606 
RUEHSK/AMEMBASSY MINSK 0014 
RUEHGO/AMEMBASSY RANGOON 2468 


Column 3 

RUEHUB/USINT HAVANA 0010 
RHMFISS/COMUSKOREA J5 SEOUL KOR 
RUEHVEN/USMISSION USOSCE 0017 
RHMFISS/COMUSKOREA J2 SEOUL KOR 
RUCNDT/USMISSION USUN NEW YORK 0432 
RHMFISS/COMUSKOREA SCJS SEOUL KOR 
RUEHGV/USMISSION GENEVA 1884 

RHHMUNA/CDR USPACOM HONOLULU HI 
RUEKJCS/SECDEF WASHINGTON DC//OSD/ISA/EAP// 


SIPDIS 


SIPDIS 
SENSITIVE 


DRL/MLGA 


E.O. 12958: N/A 

TAGS: PHUM, PREL, EUN, KS 

SUBJECT: ROKG HOLDS LINE ON UN COUNTRY-SPECIFIC SPECIAL 
RAPPORTEURS 


REF: A. STATE 60672 
B. SEOUL 1286 


(SBU) On May 9, poloff delivered Ref A points encouraging 
nations to resist the loss of any Item 9 country-specific 

mandates to Jang Hyun-cheol, MOFAT\'s Human Right and Social 
Affairs Division Deputy Director. Jang said that Seoul 

shared the U.S. view and wanted to maintain all the existing 
Special Rapporteur mandates, even though that this would be 
difficult in the face of opposition from Non-Aligned Movement 
(NAM) countries. Aware of the rumored deal to eliminate 
mandates on Cuba and Belarus, he said the ROKG, like the USG, 
did not favor the proposal. He reiterated that Seoul also 

opposed Belarus\'s bid for a UNHCR seat due to its human 

rights violations (Ref B). 

VERSHBOW 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, KIRF, SOCI, PINR, VM 
SUBJECT: FOUR MORE HOA HAO DISSIDENTS IMPRISONED 


REF: 06 HCMC 630 AND PREVIOUS 


1. (SBU) On May 4, a contact in the Hoa Hao community told us 
that the provincial court in the Mekong Delta province of Dong 
Thap sentenced four Hoa Hao dissidents to prison terms ranging 
from four to six years on charges of \"creating public disorder," 
under Article 245 of the 1999 Criminal Code. The four are 
members of the Hoa Hao dissident group of Le Quang Liem that 
continues to oppose what it terms GVN control over the Hoa Hoa 
church. The charges against the four stem from a hunger strike 
and protest the four organized in June 2006. Per reftel 

reporting on the incident, the group demanded the return of 

their former headquarters in HCMC and the lifting of a ban on 
celebration of \"founder\'s disappearance day. The protestors 
also demanded an investigation into an earlier incident in which 
they allege police beat a group of Hoa Hao members who were 
attempting to attend the death anniversary ceremony of another 
leader of the Liem group. 


2. (SBU) The four Hoa Hao members sentenced on May 3 are: 


-- Nguyen Van Tho, Chief representative in Dong Thap province 
for Le Quang Liem. He was arrested on October 2, 2006 and 
sentenced to six years in prison. 


-- Duong Thi Tron, chief of Women\'s Affairs for the Dong Thap 
chapter of Hoa Hao and Nguyen Van Tho\'s wife. Tron also was 
arrested on October 2, 2006. She was sentenced to four years in 
prison. 


-- Le Van Soc, Deputy Chief representative of the Liem faction 

in Vinh Long province, was sentenced to six years in prison. He 
was arrested on November 4, 2006 for involvement in the May 2006 
hunger strike and for planning another hunger strike ahead of 

the President\'s November 2006 visit to HCMC. Soc also is a 
member of the political dissident 8406 Bloc. 


-- Nguyen, Van Thuy, Youth Affairs Chief for the Vinh Long 
chapter, was arrested on November 21, 2006 and sentenced to five 
years in prison for his role in the May 2006 hunger strike. 


3. (SBU) Another Hoa Hao supporter of the Liem faction, Nguyen 
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Thi Thanh was detained in February 2006 and remains in police 
custody. Thanh is Liem\'s adopted daughter. Thanh was charged 
with instigating and assisting Hoa Hao elder Nguyen Thi Thu to 
self-immolate in March 2001. She could face life imprisonment. 


4. (SBU) Comment: At the time of the hunger strike, there were 
credible threats -- based on the past track record of Liem\'s 
supporters -- that the group of 16 Hoa Hao protestors would 
commit mass self-immolation should the police attempt to 
forcibly breakup the protest. After negotiations between Liem 
and senior police officials in HCMC, an agreement reportedly was 
reached in which the authorities guaranteed that none of the 
protestors would be punished if they were to end the protest 
peacefully. The authorities also promised to investigate the 
allegations of the beating of other Hoa Hoa activists. 


5. (SBU) We are not aware of any GVN investigation into the 
police abuse allegations and we do not know what motivated the 
GVN to go back on its apparent pledge not to prosecute the 
protest organizers. Broken promises will make it more difficult 
for the GVN to defuse other protests by Liem\'s violence-prone 
group in the future. End Comment. 


WINNICK 
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E.O. 12958: DECL: 01/01/2015 
TAGS: PGOV, PINR, PREL, EU, BK 
SUBJECT: BOSNIA - CONSTITUTIONAL REFORM AND THE EUROPEANS 
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REF: A. MAY 7 FOOKS-MURPHY E-MAIL 


B. STATE 22980 
C. SARAJEVO 41 


Classified By: Ambassador Douglas McElhaney. Reason 1.4(b) and (d). 


1. (C) SUMMARY: Christian Schwarz-Schilling, in his capacity 
as European Union Special Representative (EUSR), briefed 
Quint Ambassadors (plus the European Commission Ambassador) 
on the proposal to create a Constitutional Reform Commission 
(CRC), which would be responsible for guiding a longer-term 
constitutional reform process in Bosnia. All ambassadors 
expressed general support for the process and for a U.S.-EU 
partnership on \"phase II\" constitutional reform, but several 
also expressed concern that the draft concept paper provided 
for too great a role for the international community in the 
process. Several ambassadors also objected to the proposed 
size of the secretariat, which would provide technical and 
administrative support. We stressed two points. First, 

absent a strong guiding hand from the international 
community, the prospects for reaching an agreement on 
constitutional reform were slight. An \"ownership\" strategy 
would not produce the results the U.S. and EU wanted. 
Second, this process required careful political management 
given the current political environment in Bosnia. It did 

not make sense to force an agreement. In that context, we 
expressed concern about an EUSR and German proposal to hold a 
\"ceremony\" in mid-June announcing support for a 
Constitutional Reform Commission. From our perspective, it 
would be useful for Washington officials to underscore these 
messages with Schwarz-Schilling during his visit to 
Washington the week of May 14. END SUMMARY 


EUSR Outlines Long-term Constitutional Reform Process 


2. (C) At a May 8 meeting Christian Schwarz-Schilling, in his 
capacity as EU Special Representative (EUSR), briefed UK, 
German, French, Italian and European Commission ambassadors 
on a U.S.-EU proposal to establish a longer-term process of 
constitutional reform regardless of what happens to the 
existing, U.S.-brokered package of amendments (Ref B). The 
EUSR said that he had been working closely with his own 
expert group and the U.S. for several months to develop a 
proposal that could be launched by a political agreement 
among Bosnian political party leaders. The proposal involves 
the creation of a Constitutional Reform Commission (CRC), 
which would consist of eight representatives from Bosnia\'s 
major political parties and would be supported by a 

secretariat composed of international and Bosnian technical 
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SIPDIS 

experts. An American, a European and a Bosnian would 
co-chair the CRC (Note: The Bosnian co-chair would rotate 
among the CRC Bosnian membership. End Note.) 


Ownership vs. Guiding Hand 


3. (C) The European ambassadors expressed their strong 
support for \"the overall process of constitutional reform," 
but expressed concern about the scope of international 
involvement in the process. That said, they argued that 
placing an American and a European at the head of the 
Commission and including international experts among the 
secretariat staff undercut the principle of \"ownership.\" 


SIPDIS 

European ambassadors maintained that U.S. and European 
\"intervention\" in the constitutional reform process ought to 
be limited, and they urged the EUSR to restructure the 
proposal to provide Bosnians with a greater responsibility 

for shaping proposed amendments and driving the associated 
political process. The EC Ambassador underscored that 
constitutional reform is not a requirement for EU accession. 
Ambassador replied that progress on constitutional reform, 
like every other major reform in Bosnia, required a strong 
guiding hand from the international community. That did not 
mean writing the constitution for the Bosnians, but rather 
providing them political support when tough choices had to be 
made. For the Bosnians, the constitutional reform process 
would not be a graduate school seminar, but rather a bitter 
political struggle that would bare their still festering 

distrust and animosity. 


Timing is Everything 
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4. (C) The Ambassador repeated our commitment, as part of 
this process, to consult with party leaders to assess the 
political viability of the U.S.-brokered package of 
amendments, but he also stressed that consultations on 
\"meshing\" the U.S.-brokered package with the longer-term 
process would have to be carefully orchestrated. Some 
Bosnian leaders might use the U.S.-EU proposal as a pretext 
to walk away from the constitutional reform process 
altogether, if it involves abandoning the U.S.-brokered 
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package. Others, particularly opponents of the U.S.-brokered 
package, might use the U.S.-EU proposal to claim a political 
victory and vindication for their previous positions, which 

might embolden them to press even more aggressively for their 
Vall or nothing approach to constitutional reform. We would 
have to find the right moment in the current political 
environment to press ahead, the Ambassador concluded. 


5. (C) Though there was general agreement on this point, both 
the EUSR and the German Ambassador expressed their interest 
in holding a formal event in mid-June to announce U.S.-EU 
support for a longer-term constitutional reform process, 
including a pledge to provide technical and financial support 
for the process. The EC Ambassador suggested that it might 
be best to hold such a ceremony only once political party 
leaders had agreed to sign a political declaration supporting 
the CRC\'s creation. EUSR argued that a U.S.-EU event could 
be designed to put political pressure on the party leaders to 
sign such a declaration and did not need to be connected to a 
specific milestone in the long-term constitutional reform 
process. (Note: On the margins of the meeting, the German 
Ambassador told us that while Berlin would prefer a mid-June 
event, he thought Germany might ultimately be flexible about 
timing. End Note.) 


Size Matters 


6. (C) The German, French, and EC Ambassador also expressed 
concern about the size of the proposed Secretariat, which 

would include 10 internationals (including the two co-chairs) 

and 23 Bosnians. The EC Ambassador suggested that the EU and 
Economic Affairs Section of the Secretariat be cut in half 

from three to six people. At one point, the German 

Ambassador proposed that international technical experts fly 

into Bosnia Was needed\" as they did when supporting the 
constitutional drafting process in Afghanistan. EUSR 

countered that outside experts his staff had consulted were 
surprised at how small the proposed secretariat would be. He 
noted that the Defense Reform Commission ultimately involved 
almost 120 people, stressing that the CRC\'s task was arguably 
much more complex and politically challenging. (Comment: We 
are agnostic about how many EU-related experts the CRC might 
require and would certainly not object to cuts. End Comment) 


Next Steps 


7. (C) Despite the lack of consensus on some of aspects of 
the Constitutional Reform Commission, EUSR plans to brief EU 
Heads of Mission and the Steering Board Ambassadors this week 


Column 3 

on the proposal, albeit in much less detail. He will also 

brief the EU Political-Security Committee in Brussels on 
Friday, May 11 before traveling next week to Washington. In 
the meantime, EUSR staff will seek \"line-in, line-out\" 
suggestions from the Germans, British, French, Italians, and 
European Delegation with the aim of finalizing the proposal 

in the next week. EUSR has suggested that U.S.-EUSR 
consultations with political party leaders might begin as 

soon as he returns from Washington (on Friday May 18), but we 
have signaled that we believe clear agreement on the concept 
paper outlining a longer-term constitutional process is 
necessary before we begin consulting party leaders. The EC 
Ambassador made a point of noting that \"this briefing should 
not be seen as an endorsement by the Commission of the 
proposal.\" 


Comment 


8. (C) We are increasingly concerned about whether this is 
the right moment to push constitutional reform, whether the 
U.S.-brokered package or a longer-term process. It could 
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further inflame inter-ethnic political tensions as well as 
strengthen the political hand of Bosniak member of the 
Tri-Presidency Haris Silajdzic, who remains the biggest 

obstacle to reaching political consensus on major reforms. 

We expect EUSR to press us to move quickly nonetheless, since 
he sees some sort of agreement on a long-term constitutional 
reform process as a legacy issue (hence the full court press 

on the mid-June \"ceremony\"). The Germans and others eager to 
throw him a bone before his June 30 departure may well 

support him. It would be useful for Washington to underscore 

to EUSR that while we remain committed to a US.-EU-led 
constitutional reform process, we must carefully consider the 
political consequences of trying to rush an agreement. In 

that context, we are skeptical about the wisdom of a mid-June 
\"ceremony\" absent a clear commitment from political leaders. 
We suspect this last message will have to be delivered to 

Berlin as well. 

MCELHANEY 
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Column 3 
TO RUEHC/SECSTATE WASHDC IMMEDIATE 6763 
INFO RHEBAAA/DEPT OF ENERGY WASHDC PRIORITY 


SIPDIS 
SIPDIS 
FOR BOBBY CARTER, DOE HQ 


E.O. 12958: N/A 

TAGS: ENRG, PARM, OTRA, KNNP, TH 

SUBJECT: THAILAND COUNTRY CLEARANCE FOR: WMD COMMODITY 
IDENTIFICATION TRAINING (CIT) IN BANGKOK, STUBBLEFIELD, 
DONALDSON AND WEISS 


REF: STATE 57742 


1. Post warmly welcomes and grants country clearance to 
Richard L. Stubblefield, Terrence L. Donaldson, Loretta A. 
Weiss from 5/19/07 - 5/27/07. 


2. Reservation information will be forwarded to Richard 
L.Stubblefield and Loretta Weiss via email. 


3. Embassy point of contact is: 


Name: Jennifer R. Littlejohn 

Work phone: (66-2) 205-4865 

Cell phone: (66-8) 1918-3116 

Unclass E-mail Address: LittlejonnJR@state.gov 


SIPDIS 


After-hours emergency number for the Embassy is (66-2) 
205-4108. 


4. Due to limited resources and easy availability of airport 
transportation, post policy does no allow for airport meet 

and assist. Thai Airways Limousine Service and American 
Express Airport Taxi are recommended for persons unfamiliar 
with Bangkok; these services are located on the 2nd floor of 
Suvarnabhumi Airport (http://www.bangkokairportonline.com) 
for arriving passengers and the cost of a one-way trip varies 
from 700 to 1,500 Baht, depending on the type of vehicle, 
with an additional 70 Baht for highway tolls. The new 

airport currently has limited facilities for regular taxis in 

the main terminal (located on the ground floor) and if no 
taxis are available there, arriving passengers will have to 
board an airport shuttle bus from the main terminal to a 
nearby taxi and bus terminal. Regular taxis cost 
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approximately 250 Baht, not including tolls, and an airport 
taxi surcharge of 50 Baht. Currently, the Thai Baht is 
approximately 34.50/dollar. 


5. Although visas are not required of holders of U.S. 
passports (whether diplomatic, official or tourist) who plan 

to stay fewer than 30 days, post nonetheless recommends that 
TDY travelers obtain an official visa before coming to 
Thailand. It is extremely difficult to extend the 30-day 

entry permit granted without a visa at the airport, and fines 

for overstays are costly. 


6. Temporary memberships to Bangkok\'s Commissary (Emporium) 
may be granted to U.S. Government personnel traveling through 
Thailand on TDY orders. TDYers who wish to shop in the 
Commissary MUST present his/her official or Diplomatic U.S. 
passport to the Commissary Office along with a copy of this 

Country Clearance telegram or Official Orders to gain access. 
Membership fees will not be charged to visitors with less 

than 30 days scheduled in-country, however, the Commissary 
charges membership fees US $3.00 per month) for those on TDY 
status in country for more than 30 days. 


7. SECURITY INFORMATION 


-- All U.S. citizen personnel serving under Chief of Mission 
authority in a temporary duty status of 30 days or more must 
complete appropriate overseas personal security training 

prior to travel (04 State 66580). Employees who have 
completed the Security Overseas Seminar course at State,s 
Foreign Service Institute (FSI) after June 1, 2000 meet this 
requirement. All other TDYers must either, 1) complete the 
approved four-day seminar at FSI entitled \"Serving Abroad for 
Families & Employees (SAFE)\" or 2) have their agency certify 
to the State Department Bureau of Diplomatic Security that 
the employee has undergone equivalent security training. The 
contact for this certification is Assistant Director of 

Training, DS/T, at telephone (703) 205-2617. Country 
clearance will not be granted for any traveler with planned 
TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 

DS RSOBangkok@state.gov. 
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-- Crime is generally non-confrontational in nature. 

Criminal acts are usually crimes of opportunity such as 
purse-snatchings, thefts of unattended property, and pick 
pocketing. Visitors should be especially alert in crowded 
buses, streets, and markets or while on \"tuk-tuks.\" Visitors 


should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


-- Be aware of common scams and frauds (including credit 
cards, in particular). Visitors should only use credit cards 
at well-established and reputable businesses. Visitors 
should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 
it is illegal to import these products into the U.S. Be wary 
of common scams for jewelry, suits, silks, gems, or 
antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized, seek assistance from Tourist 
Police by dialing 1155. 


-- Visitors are cautioned from visiting bars involved in the 

sex trade. Many of these operate illegally and clients can 

be subject to RTG law; they often charge exorbitant drink 

prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
sporadic reports of victims being drugged and robbed or 

beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment, unconsciousness, and if 
overdosed, death. 


-- The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side, 
opposite from the U.S., although there may be a bus lane that 
flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


-- The threat from transnational terrorist groups to the 
U.S. Mission in Bangkok is currently ranked medium. Despite 
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stepped up RTG efforts to monitor its borders, they remain 
relatively porous and allow easy illegal access. 
Transnational terrorist groups, including Al-QaVida and 
Jemaah Islamiyah (Jl), have utilized Thailand as a transit 
point. 


-- The threat from indigenous terrorist groups is currently 
rated as low. There is no evidence to indicate that 
indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence, including incidents attributed to armed local 
Muslim separatist groups. Although Americans have not been 
specifically targeted in the past, the indiscriminate nature 
of past attacks by these groups -- including bombings of 
public places -- indicates a potential threat to American 
citizens. 


-- The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia, including 
Thailand. Travelers to Thailand should therefore exercise 
caution, especially in locations where Westerners congregate, 
such as clubs, discos, bars, restaurants, hotels, tourist 

areas, and other places frequented by foreigners. 


-- Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


-- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones, and to securely 
safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


-- Visitors should also review the State Department,s 

Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov. DOD personnel 


must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 


-- In essence, visitors to Bangkok must exercise appropriate 
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caution and be alert to their surroundings with regard to 

their personal security. Suspicious incidents/activities 

should be reported to RSO Bangkok (tel. 02-205-4000, 24 
hrs/day). On behalf of US Embassy Bangkok, we hope you have 
a safe and pleasant visit. 

BOYCE 
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TO RUEHC/SECSTATE WASHDC IMMEDIATE 8905 
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RHEHNSC/NSC WASHDC IMMEDIATE 

RUEHDE/AMCONSUL DUBAI PRIORITY 7046","S E C R E T ABU DHABI 000755 


SIPDIS 
SIPDIS 
STATE FOR T, ISN, NEA/ARP 


E.O. 12958: DECL: 05/01/2032 

TAGS: PARM, PREL, ETTC, MNUC, IR, CH, AE 

SUBJECT: UAE TELLS CHINESE AMBASSADOR TO RECALL SHIPMENT OF 
PROLIFERATION CONCERN 


REF: A. ABU DHABI 743 


B. STATE 60894 
C. ABU DHABI 737 
D. ABU DHABI 734 
E. ABU DHABI 728 
F. STATE 58623 


Classified By: Ambassador Michele J. Sison for reasons 1.4 (b, c, 8 d). 
1. (U) This is an urgent action request. Please see para 4. 


2. (S) Econchief called MFA Director for International 
Organizations Yacoub Al-Hosani (a member of the UAE 
Counterproliferation Task Force) on May 9 to follow-up on 

the three containers that the UAE unloaded from the M/V Iran 
Tehran. Al-Hosani said that he had called in the Chinese 
Ambassador to the UAE, on May 8, to inform him about the 
shipment and to pass an MFA letter of instruction urging the 
Chinese to accept the return of the first container. He said 

that the shipment was an \"unacceptable violation of UNSCRs 
1737 and 1747. Al-Hosani said that he told the Ambassador 
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that the USG had already informed the Chinese authorities 
about the shipment, and that the UAE valued its cooperation 
with the GoC and did not want to \"complain to the UN Security 
Council that a member was violating the Council\'s 

resolutions.\" Al-Hosani also said that the MFA would 
communicate with the UAE Embassy in Beijing today to have the 
Embassy follow-up. 


3. (S) Econchief asked about the status of the second and 
third containers, noting that JAMCO had a history of 
facilitating transfers to UNSCR designated companies. 
Econchief also noted that the machine tools could make a 
contribution to Iran\'s missile program. Al-Hosani explained 
that the UAE\'s customs and security services investigation 
had determined that there was no indication that these 
containers were going to a designated entity. They had also 
determined that the items were not MTCR-controlled and 
appeared to be destined for civil, rather than proliferation, 
use. He added that the UAE intelligence services had 
investigated the company involved and had not uncovered 
\"anything suspicious.\" Al-Hosani stressed that the UAE had 
no proof justifying holding the second and third containers 
and could not hold them much longer, absent any further 
compelling information that the containers were destined for 
a UNSCR controlled entity. 


4. (S) Action Request: Please provide any additional 
information that post can share with the UAEG about the 
second and third containers indicating that they are 

violations of UNSCRs 1737 or 1747, and which would cause the 
UAEG to reopen its investigation. End Action Request. 

SISON 
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SIPDIS 

SIPDIS 

PASS TO OES/OA (JOHN FIELDS) 
E.O. 12958: N/A 


TAGS: SENV, EFIS, KSCA, PREL, IWC, ETRD, PO 
SUBJECT: PORTUGAL ON INTERNATIONAL WHALING COMMISSION 


Column 3 
ANNUAL MEETING 


REF: SECSTATE 56397 


1. On May 3, PolEconOff delivered reftel talking points to 
Jorge Palmeirim, Portuguese representative to the 
International Whaling Commission (IWC), who plans to attend 
the May 28-31 Annual Meeting in Anchorage. Regarding the 
U.S.-Russia request to update the bowhead whale quota, 
Palmeirim stated that Portugal remains committed to its 
pro-conservation stance and would not be inclined to vote in 
favor of any proposal allowing more whales to be hunted. He 
also opined that the mandate for the Conservation Committee 
should not be changed to include sustainable use or 
management issues. 


2. Palmeirim noted that Portugal had submitted its candidacy 
to host the 2009 IWC Annual Meeting in Madeira two years ago. 
The only other candidate country was Japan, which nominated 
itself last year, and Palmeirim asked for U.S support for 
Portugal\'s candidacy. 

Hoffman 
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OO RUEHBI RUEHCI RUEHDBU RUEHLH RUEHPW 
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FM AMEMBASSY NEW DELHI 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5474 
INFO RUCNCLS/ALL SOUTH AND CENTRAL ASIA COLLECTIVE 
RUEHBJ/AMEMBASSY BEIJING 6116 
RUEHBY/AMEMBASSY CANBERRA 1116 
RUEHJA/AMEMBASSY JAKARTA 0591 
RUEHLO/AMEMBASSY LONDON 3571 
RUEHML/AMEMBASSY MANILA 1565 
RUEHMO/AMEMBASSY MOSCOW 2060 
RUEHOT/AMEMBASSY OTTAWA 0643 
RUEHUL/AMEMBASSY SEOUL 1233 
RUEHKO/AMEMBASSY TOKYO 4950 
RUEHWL/AMEMBASSY WELLINGTON 0165 
RUEKJCS/SECDEF WASHDC 

RUEAIIA/CIA WASHDG 

RHEHNSC/NSC WASHDC 

RUEIDN/DNI WASHINGTON DC 
RUCNDT/USMISSION USUN NEW YORK 4618 
RUEHGV/USMISSION GENEVA 6877","C ON FIDENT1IAL NEW DELHI 002209 


SIPDIS 


SIPDIS 
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DEPARTMENT FOR SCA/INS 


E.O. 12958: DECL: 05/09/2017 

TAGS: PREL, PGOV, PHUM, XB, AS, CA, ID, JA, KS, NZ, RP, IN 
SUBJECT: INDIA COMPARES ASIA DEMOCRACY PARTNERSHIP TO 
PARTNERSHIP FOR DEMOCRATIC GOVERNANCE 


REF: SECSTATE 56424 
Classified By: PolCouns Ted Osius for Reasons 1.4 (B,D) 


(C) PolCouns delivered reftel demarche to Ministry of 

External Affairs (MEA) Joint Secretary (Americas) Gaitri 
Kumar April 27. In a follow-up conversation May 9, Kumar 
noted that the Asia Democracy Partnership seemed similar to 
the Partnership for Democratic Governance, support for which 
had been solicited by Stephen D. Krasner, Senior Advisor to 
the Secretary of State in a letter to the MEA April 30. 

Kumar said the Government of India would need to consider the 
different partnerships and decide where best to expend its 
resources. 

PYATT 
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FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 3429 
INFO RUEHBY/AMEMBASSY CANBERRA PRIORITY 2122 
RUEHJA/AMEMBASSY JAKARTA PRIORITY 4264 
RUEHML/AMEMBASSY MANILA PRIORITY 1013 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 8331 
RUEHOT/AMEMBASSY OTTAWA PRIORITY 9562 
RUEHUL/AMEMBASSY SEOUL PRIORITY 3010 
RUEHWL/AMEMBASSY WELLINGTON PRIORITY 0982 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, XB, JA 

SUBJECT: JAPAN FORMULATING SUGGESTIONS FOR ASIAN DEMOCRACY 
PARTNERSHIP 


REF: STATE 56424 


Column 3 


(SBU) Embassy Political Officer delivered reftel demarche 

April 27 and followed up May 9 with MOFA Asian and Oceanian 
Affairs Regional Policy Division Principal Deputy Director 
Yasuhiro Kobe. Kobe said that the Asian Democracy 
Partnership (ADP) would be a natural extension of FM Aso\'s 
\"Arc of Freedom and Prosperity\" concept, calling the proposal 
a \"good idea. Japan is committed to supporting democracy in 
the region, and has ODA programs supporting rule of law and 
elections in several countries of the region, including 
Cambodia, Bhutan, and Nepal. Although Kobe was somewhat 
skeptical about the workability of joint programs, he said 

that information sharing and coordination between countries 
would contribute significantly to the success of regional 
programs. Kobe\'s office is coordinating a response to the 
demarche with the Foreign Policy Bureau\'s Policy Planning 
Division and several divisions within the International 
Cooperation Bureau. Japan should be able to make some 
concrete comments on the proposal within about two weeks, 
said Kobe. 

DONOVAN 
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FM AMEMBASSY ROME 
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RUEATRS/DEPT OF TREASURY WASHDC IMMEDIATE 
INFO RUCNIRA/IRAN COLLECTIVE PRIORITY 
RUEHSS/OECD POSTS COLLECTIVE PRIORITY 
RUEHFL/AMCONSUL FLORENCE PRIORITY 2366 
RUEHMIL/AMCONSUL MILAN PRIORITY 8623 
RUEHNP/AMCONSUL NAPLES PRIORITY 2524 
RUEHBS/USEU BRUSSELS PRIORITY 4518","S E C RE T ROME 000971 


SIPDIS 
SIPDIS 


STATE FOR ISN/CPI, JENNIFER CHALMERS AND NEA/IR, SEAN MISKO 
TREASURY FOR TFFC, RACHEL LOEFFLER 


E.O. 12958: DECL: 05/09/2017 

TAGS: EFIN, KNNP, PARM, PREL, UNAUS, IR, IT 

SUBJECT: ITALIAN IMPLEMENTATION OF ASSET FREEZE ON BANK 
SEPAH ROME 


REF: A. STATE 60238 
B. ROME 628 


Column 3 


Classified By: Economic Minister Counselor Tom Delare for 
reasons 1.4 (b) and (d). 


1. (S) The Bank of Italy (BOI) March 26 sent two 
\"provisional administrators\" to manage Bank Sepah Rome\'s 
affairs for sixty days, effectively placing the branch under 

BOI control (Ref B). BOI reported March 27 that Bank Sepah 
Rome is now Wan empty box!" -- i.e., the branch allegedly has 
no remaining liquid assets, cannot pay its employees, and 
conducts no banking activity. 


2. (S) A high-level BOI official reported to EcMin April 20 

that the BOI will likely recommend that the Ministry of 

Finance (MOF) appoint a \"special administrator" after the 

sixty day period to manage the branch and potentially 

liquidate the branch\'s assets to pay its outstanding bills. 

Any such action would take place in late May. A BOI 

regulatory official supervising BOI\'s oversight of Bank Sepah 
Rome confirmed this May 8 and reported no new developments. 
Spogli 
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FM AMEMBASSY TEL AVIV 

TO RUEHC/SECSTATE WASHDC PRIORITY 0993 
RHEHAAA/WHITE HOUSE WASHDC PRIORITY 
RHEHNSC/WHITE HOUSE NSC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 
RUEAHQA/HQ USAF WASHINGTON DC PRIORITY 
RUEADWD/DA WASHDC PRIORITY 
RUENAAA/CNO WASHINGTON DC PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 
RUEHAD/AMEMBASSY ABU DHABI PRIORITY 2132 
RUEHAS/AMEMBASSY ALGIERS PRIORITY 8868 
RUEHAM/AMEMBASSY AMMAN PRIORITY 2102 
RUEHAK/AMEMBASSY ANKARA PRIORITY 2935 
RUEHLB/AMEMBASSY BEIRUT PRIORITY 2132 
RUEHEG/AMEMBASSY CAIRO PRIORITY 0001 
RUEHDM/AMEMBASSY DAMASCUS PRIORITY 2875 
RUEHLO/AMEMBASSY LONDON PRIORITY 9768 
RUEHFR/AMEMBASSY PARIS PRIORITY 0244 
RUEHRB/AMEMBASSY RABAT PRIORITY 6850 
RUEHRO/AMEMBASSY ROME PRIORITY 4253 
RUEHRH/AMEMBASSY RIYADH PRIORITY 9154 
RUEHTU/AMEMBASSY TUNIS PRIORITY 3345 
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RUCNDT/USMISSION USUN NEW YORK PRIORITY 5273 
RUEHJM/AMCONSUL JERUSALEM PRIORITY 6770 
RHMFISS/CDR USCENTCOM MACDILL AFB FL PRIORITY 
RHMFISS/COMSOCEUR VAIHINGEN GE PRIORITY 
RHMFIUU/COMSIXTHFLT PRIORITY" "UNCLAS TEL AVIV 001358 


SIPDIS 
STATE FOR NEA, NEA/IPA, NEA/PPD 


WHITE HOUSE FOR PRESS OFFICE, SIT ROOM 
NSC FOR NEA STAFF 


SECDEF WASHDC FOR USDP/ASD-PA/ASD-ISA 

HQ USAF FOR XOXX 

DA WASHDC FOR SASA 

JOINT STAFF WASHDC FOR PA 

CDR USCENTCOM MACDILL AFB FL FOR POLAD/USIA ADVISOR 
COMSOCEUR VAIHINGEN GE FOR PAO/POLAD 

COMSIXTHFLT FOR 019 


JERUSALEM ALSO ICD 

LONDON ALSO FOR HKANONA AND POL 
PARIS ALSO FOR POL 

ROME FOR MFO 


SIPDIS 
E.O. 12958: N/A 
TAGS: OPRC, KMDR, IS 


SUBJECT: ISRAEL MEDIA REACTION 


Israel Radio reported that on Tuesday the State Department denied 

that the decision to postpone Secretary of State Condoleezza Rice\'s 

visit was a sign that the US administration is distancing itself 

from Olmert due to his government\'s turmoil. HaVaretz quoted State 
Department Spokesman Sean McCormack as saying: \"We work very closely 
with Prime Minister Olmert ... We are working very closely with him 

and his government as we speak on ... Israeli-Palestinian issues and 

how to move that process forward.\" Israel Radio reported that on 
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Monday FM Tzipi Livni talked with Secretary Rice. The radio quoted 
sources in Livni\'s bureau as saying that Rice\'s decision to cancel 
her visit had nothing to do with the phone call with Livni. Israel 

Radio quoted senior sources in Olmert\'s bureau as saying that they 
know nothing about such a call. Maariv (Uri Yablonka) reported that 
a source in Olmert\'s bureau claimed that the possibility that Rice\'s 
visit might be postponed was already apparent three weeks ago, so 
there is no connection between the postponement of the visit and the 
crisis following the conclusions of the Winograd report. Maariv 
quoted other Israeli sources as saying that the reason for the 
cancellation is still unclear. However, Maariv reported that a 

\"more problematic\" image of impasse emerged from meetings between US 
and Israeli officials regarding the possible fall of Israel\'s 

current government and Israel\'s inability to conduct a long-range 
policy on the Palestinian track. Maariv reported that senior 

officials in Washington told senior Israeli officials that so long 

as there is uncertainty due to the instability of the government, 

the peace process will remain deadlocked and there may even be 
repercussions affecting other issues between the two countries. 
Maariv has learned that the American warnings left a grave 
impression on the Israeli side, the lack of confidence in Washington 
in the stability of the Israeli government may undermine cooperation 
with the US until further notice. Maariv wrote that, in 

conversations with Israelis, the Americans did not specify the 

issues on which relations between the two countries would be 
damaged, but one of the statements made was that the complex track 
with the Palestinians will not tolerate governmental instability on 

the Israeli side too. According to Maariv, the Americans also 
expressed doubt about the possibility of dialogue with a government 
that will soon be changing hands. Maariv quoted a senior Israeli 
political source as saying: \"The US is Israel\'s senior strategic 
partner. We are as dependent on it as on the air we breathe.\" The 
source went on to say: \"The US is our insurance policy in the 
Security Council,Q and is Qrestraining the European tendency towards 
expanding cooperation with the Hamas-Fatah government in the PA.\" 
The source warned that \"our impasse on the Palestinian issue must 
not be allowed to become official policy.\" The Jerusalem Post 
reported that the State Department is downplaying the significance 
of Rice\'s canceled trip. The Jerusalem Post quoted former US 
ambassador to Israel as saying that Rice\'s decision to skip the trip 
was \"curious,\" adding that the State Department would not point to 
another country\'s internal politics as the reason to avoid a trip, 

even if that were the cause. 


All media reported that on Tuesday former PM Ehud Barak publicly 
called on PM Ehud Olmert to resign, but quoted him as saying that 
should Olmert refuse to either resign or call new elections, he 

would be prepared to sit in a possible transitional Olmert 

government. Politicians and commentators criticized Barak\'s 
zigzagging. HaVaretz quoted senior officials of the Kadima party as 
saying, in response to Barak\'s statement by Ehud Barak urging Olmert 
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to resign, that Kadima must begin preparing to choose a replacement 
for Olmert. 


Leading media reported that today the Winograd Commission will 
release the testimonies of Olmert, Defense Minister Amir Peretz, and 
former IDF chief of staff Dan Halutz. Israel Radio reported that 

this morning the diplomatic-security cabinet is discussing the 
classified portions of the report. Maariv cited the concern of 

Olmert associates that the publication of an expunged report might 
cite Olmert\'s testimony out of its context. 


HaVaretz and Israel Radio quoted the World Bank as saying in a new 
report that Israel harms Palestinian freedom of movement and access 
to parts of the West Bank, damaging any chances for the Palestinian 
economy to emerge from crisis. The bank\'s particularly critical 

report also says the limitations imposed on PalestiniansY movement 
prevents their access to about 50 percent of the West Bank, and 
prevents any likelihood that the Palestinian economy can grow. The 
radio quoted the World Bank as saying that Israel has split the West 
Bank into ten cantons without any economic connections between them. 
Israel Radio also quoted the World Bank as saying that the 
international blockade of the PA ahs worsened the Palestinians\' 
economic condition. 


Israel Radio reported that the five permanent UN Security Council 
members and Germany will meet today to discuss imposing tougher UN 
sanctions against Iran unless it halts uranium enrichment work the 
West suspects is part of a secret program to build nuclear weapons. 


Major media reported that, wary of the security implications of 

Palestinians traveling between the Gaza Strip and the West Bank, the 

Israeli defense establishment expressed its opposition to this part 

of the US \"benchmarks plan\" for Israel and the PA. HaVaretz quoted 

defense officials as saying in internal meetings this week that 

allowing freedom of movement between the two territories may create 

a dangerous security situation, enabling the transfer of 

technological know-how for the making of Qassam rockets from the 

Gaza Strip to the West Bank. Makor Rishon-Hatzofe reported that 

Israeli defense officials clarified this to US officials. HaVaretz 

said that the US argues that Israel has already committed to 

allowing the transit of convoys between the West Bank and the Gaza 

Strip as part of the November 2005 Agreement on Movement and Access. 
HaVaretz reported that Israeli defense officials responded as 

follows: \"The security situation in the Gaza Strip has deteriorated 

significantly since the Movement agreement, and the Qassam rocket 

attacks continue and in some cases have intensified. This fact 

should not be ignored.\" However, The Jerusalem Post quoted Israeli 

diplomatic officials as saying that although the security prism is 

an important prism through which to view the plan, it is not the 

only one. The Jerusalem Post quoted the officials as saying the 
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roadblocks and checkpoints extract a high diplomatic price for 

Israel around the world. The Jerusalem Post quoted one officials as 
saying: \"The Western world, with the exception of the US, sees the 
roadblocks and checkpoints as a main problem here. It is considered 
collective punishment that bothers everyone, but only weeds out a 
few terrorists.\" The Jerusalem Post quoted US diplomatic officials 
as sayng on Tuesday that the paper is not a \"take it or leave it\" 
document. The Jerusalem Post quoted the spokesman of the US Embassy 
in Tel Aviv as saying that the benchmarks were \"not a fixed 

deadline, but a flexible set of targets to help facilitate 

discussions.\" 


The Jerusalem Post reported that on Tuesday veteran pollster Stanley 
Greenberg told the Knesset\'s Subcommittee on Foreign and Public 
Relations that America\'s support for Israel is greater than ever. 


Israel Radio reported that PA Chairman [President] Mahmoud Abbas and 
his senior aide Saeb Erekat are demanding that the Palestinian 

factions respect the calm in the Gaza Strip. The radio reported 

that Erekat asked the factions to extend the truce to the West Bank. 
Yediot quoted Israeli experts as saying that the latest Qassam 

rockets launched at Israel are more accurate and lethal than the 
previous ones. 


Over the past few days, leading media cited data published by the 
Jerusalem Institute for Israel Studies, according to which in 2020 
Jews will constitute 60 percent of Jerusalem\'s population -- and 
Arabs around 40 percent, 


Maariv reported that, in a telephone conversation he held with 
opposition leader Binyamin Netanyahu on Tuesday, French 
president-elect Nicolas Sarkozy pledged not to allow Iran to develop 
nuclear weapons. Maariv also quoted Arab newspapers as saying that 
it was the Jews who had crowned Sarkozy as France\'s next president. 
The Jerusalem Post reported that Arno Klarsfeld, the son of renowned 
Nazi-hunters Serge and Beate Klarsfeld, is rumored to be the top 
candidate to become minister of immigration and national identity 
when Sarkozy chooses his cabinet in the coming weeks. Klarsfeld 
acquired Israeli citizenship in 2002 and joined the Border Police. 

He served at checkpoints around Bethlehem. 


Leading media reported that on Tuesday, Hamas\'s military wing 
threatened to kill abducted IDF soldier Gilad Shalit if Israel 
carries out a large-scale military operation in the Gaza Strip. 
Media cited Hamas\'s denial of the report. 


Maariv reported that, in an independent move on Tuesday, FM Livni 
met with Fausto Bertinotti, Speaker of Italy\'s Lower House of 
Parliament, who had met with Hamas representatives. The newspaper 
wrote that Olmert did not meet the foreign official 
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HaVaretz found that, despite occasional friction between 
Palestinians and Jewish settlers, Hebron is the West Bank\'s most 
secure city. 


HaVaretz cited the belief of sources in the Finance Ministry that 
Israel has a very good chance of being voted into the Organization 
for Economic Cooperation and Development (OECD). The finance 
ministers of the 30 OECD countries are due to meet on Tuesday and 
Wednesday next week in Paris and are expected to decide in favor of 
Israel\'s joining the organization. The list of candidates seeking 

to join the OECD includes Chile, Brazil, Russia, China, India, South 
Africa, Cyprus, and European countries that have recently joined the 
EU. The organization last expanded its membership in 1995. 
HaVaretz wrote that Israeli Treasury sources describe the move as a 
very important achievement for Israel, both economically and 
diplomatically. 


Maariv reported that last week, citing case of violence by 
Palestinians, the IDF decided to ban bathing by Palestinians in the 
Dead Sea. Those were the only beaches were the Palestinians had 
been allowed to bathe. 


The Jerusalem Post reported Israel Broadcasting Authority -- which 
includes Israel TV and Israel Radio -- is seriously considering 
closing its Washington bureau. The move has been spurred by an 
urgent need to cut down on costs. 


Yediot reported that Israel will donate 20 million shekels (around 
USD 5 million) to aid organizations helping Darfur refugees. 


Leading media cited the Transportation Ministry as saying on Tuesday 
that Israeli airlines El Al and Arkia will receive special financial 

aid from the government to continue operating regular flights to 
Egypt and Jordan. El Al had threatened to discontinue flights to 
those neighboring countries because they were unprofitable. 
HaVaretz quoted Transportation Minister Shaul Mofaz as saying on 
Tuesday: \"The existence of regular flights to and from Egypt and 
Jordan is of primary importance in the political sense.... Any 

change or discontinuation could be construed as a violation of these 
agreements, with all the far-reaching political repercussions 

derived from that.\" 


Yediot presented the results of a Mina Zemach (Dahaf Institute) poll 
conducted among registered Labor Party voters: 

-\"Should Labor quit the government?\" No: 55 percent; yes: 32 
percent; 13 percent were undecided. 

-\"Who will you vote for [in the first round of] the Labor leadership 
contest?\" Ehud Barak: 32 percent; Ami Ayalon: 29 percent; Amir 
Peretz: 18 percent; Ophir Pines-Paz: 11 percent. Danny Yatom: 3 
percent; 7 percent were undecided. 

"Who will you vote for in the second round [of a Labor leadership 


Column 3 
contest]: Ami Ayalon: 45 percent; Ehud Barak: 41 percent; 14 percent 
were undecided. 


Makor Rishon-Hatzofe reported on the results of a poll commissioned 
by a branch of the Katzenelson Institute and carried out by the 

polling institute Market Watch, to mark 40 years of Jerusalem\'s 
reunification: 62 percent of Israeli are unwilling to renounce 

Israel sovereignty on Jerusalem, but 78 percent of the public are 

not prepared to move to the city. 


The independent, left-leaning HaVaretz editorialized: \"US Secretary 
of State Condoleezza Rice, who canceled her planned visit to Israel, 
realized something that has not been understood by ministers in [the 
Israeli] government.\" 


The conservative, independent Jerusalem Post editorialized: \"As 
[Foreign Minister Tzipi Livni] rightfully noted, the government 
isn\'t so much as discussing IDF pressure for action against the 
rocket launchers, no plans are being reviewed, and no scenarios 
examined. \" 


Contributor Prof. Gerald Steinberg, who heads the Program on 
Conflict Management at Bar-Ilan University and is the Executive 
Director of NGO Monitor, wrote in The Jerusalem Post: \"When Europe 
begins to heal itself by rejecting the dominant myths and dealing 
realistically with its own problems, relations with Israel will also 
improve, to the benefit of both countries [sic].\" 


Block Quotes: 


|. \"Contempt For the Public\" 


The independent, left-leaning HaVaretz editorialized (5/9): \"US 
Secretary of State Condoleezza Rice, who canceled her planned visit 


SIPDIS 

to Israel, realized something that has not been understood by 
ministers in a government desperately searching for a defense 
minister to rescue it, a government in which the Foreign Minister is 
demanding the resignation of the Prime Minister, and in which the 
Finance Minister has been suspended from duty on suspicion of 
stealing from the public purse. Even if the Winograd report were to 
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state that some of the military operations were pointless, aimed 
only at creating the impression of victory where victory was nowhere 
to be found, Ehud Olmert would not resign. Never before has 
Israel\'s future so heavily depended on the veteran Labor Party, its 
institutions and its members. It is no coincidence that Labor Chair 
Amir Peretz was forced to draw conclusions about the war while 
Olmert held his position. The internal struggle within Labor 

reflects the clash between national responsibility and the hedonism 
of power.\" 


Il. \"Waiting For Disaster\" 


The conservative, independent Jerusalem Post editorialized (5/9): 
\"It takes no uncommon acumen to realize that it\'s only a matter of 
time before something dreadful happens in Sderot or elsewhere within 
the range of Gaza\'s Qassam rockets.... Nevertheless, away from the 
western Negev, there is barely any reaction. Qassam barrages are 
reported as if they were routine, negligible phenomena. It is 

eerily reminiscent of the equanimity with which accounts of massive 
Hizbullah rearmament were greeted after the hasty pullout from 
Lebanon in 2000 and until the outbreak of last summer\'s war. This 
is precisely what Foreign Minister Tzipi Livni complained about soon 
after [Monday\'s] kindergarten near-hit. As she rightfully noted, 

the government isn\'t so much as discussing IDF pressure for action 
against the rocket launchers, no plans are being reviewed, and no 
scenarios examined. For all intents and purposes, it\'s business as 
usual, even down to the habitual warning by Defense Minister Amir 
Peretz (a Sderot resident) that \'Israel\'s restraint isn\'t 

unlimited.\' If a sudden -- though hardly unexpected -- catastrophe 
occurs, the concern is that the ministers would be as clueless as on 
July 12 and as ill-equipped to make intelligent choices.... Livni 

and Olmert may now be busy goading each other, but her criticism 
must not be dismissed.\" 


Ill. "Where Europe Fails\" 


Contributor Prof. Gerald Steinberg, who heads the Program on 
Conflict Management at Bar-Ilan University and is the Executive 
Director of NGO Monitor, wrote in The Jerusalem Post (5/9): \"While 
Israel is outside the formal European political framework, the 
influence of events and policies made in Paris, Brussels, London, 
Stockholm and elsewhere is strongly felt. Avoiding their own 
problems, Europeans preach the merits of multiculturalism and soft 
power, and warn of the perils from \'nationalist Zionism,\' while 
denigrating Israeli democracy and shared cultural foundations. As a 
result, the level of mutual distrust and lack of confidence between 
Israel and Europe is greater than ever. Similarly, in their 

enthusiasm for civil society, European governments also provide the 
funding for Israeli NGOs that claim to promote peace, democracy and 
human rights, but often justify the demonization of Israel. In this 
way, Europe sponsors the rhetoric of multiculturalism that is used 
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by [the Israeli-Arab civil rights groups] Adallah and Mossawa to 
campaign for the dissolution of Israel. Although Israel is not free 

of blame for the tension in the relationship, European responses 
have gone far beyond constructive criticism, and the intense 
political correctness has blocked an honest dialogue. When Europe 
begins to heal itself by rejecting the dominant myths and dealing 
realistically with its own problems, relations with Israel will also 
improve, to the benefit of both countries [sic]. \" 
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SUBJECT: YOUNG BOYS AND MEN SUFFER SEXUAL EXPLOITATION AS TRADITIONAL 
DANCERS IN EAST INDIA 


1. Summary: A United Nations Development Program (UNDP) 
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funded report entitled Dancing Boys: Traditional Prostitution 

of Young Males in India\" highlights the problem of sexual abuse 
and exploitation of Wlaunda dancers\" - young boys and men, who 
are hired to dance (in women\'s clothing) at marriage ceremonies 
and Hindu festivals in the states of Bihar and Uttar Pradesh. 

The report was conducted by non-government organization (NGO) 
People Like Us (PLUS) and involved a survey of 400 boys and 
young men. The report notes that there is very little awareness 
about this traditional practice of launda dancing in Northern 

India. It recommends that national, state and local governments 
and NGOs recognize the issue, take appropriate measures and 
provide resources to address the problem. The report is 

available at http://www.crin.org/docs/dancing%20boy.pdf. End 
Summary. 


2. Traditionally, \"laundas,\" young boys in the age range of 15 

- 25 years were hired by poor families in Bihar and Uttar 

Pradesh who could not afford women dancers to perform at 
weddings and festivals. Over time, Wlaunda naach\" has become an 
integral part of such celebrations and demand for laundas has 
grown. Lured by money and faced with very limited options to 
participate in mainstream occupations, effeminate boys from poor 
families are tempted or sometimes forced into this profession. 
PLUS estimates that there are approximately 5,000 launda 

dancers, with almost half coming from West Bengal. 


3. The launda dancers mainly originate from West Bengal, Bihar, 
Uttar Pradesh and Maharashtra and also from Nepal and Bangladesh 
via West Bengal. They are introduced into the profession 
through peers who act as pimps, elderly laundas, and orchestra 
party members. They migrate from place to place within the 
states of Bihar and Uttar Pradesh during the marriage season, 
between April and June in Summer and December to February in 
Winter. Usually, orchestra companies hire launda dancers on 
contract and pay them a lump sum of money in addition to free 
food and accommodation. However, the money offered to the 
dancers is only a fraction of what the orchestra owners actually 
receive from clients. 


4. The problems faced by the launda dancers are many. The 
owners of orchestra parties they belong to force them into 
prostitution. The dancers have to cope with frequent physical 

and sexual assaults from intoxicated clients. Young boys unable 

to defend themselves are sometimes gang raped by men at weddings 
and festivities where they are sent to dance. Due to their 
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mobility, multiple partners and unsafe sexual practices, they 
are at a high risk of contracting HIV/AIDS. In many cases, 
forced by circumstances, laundas accept castration, so that for 
the rest of the year (besides the marriage season) they can join 
the \"hijra\" (traditional transvestite) community to earn a 

living. The castration is often performed by quacks and a 
majority of the dancers suffer from post operation complications 
and infections for which they cannot go to government medical 
facilities, since their operation is technically illegal. As a 

result, approximately 25 percent die due to post castration 
problems. 


5. The report puts forward some figures to highlight the 

magnitude of the problems faced by the launda dancers. The 

study was conducted among 400 respondents, primarily launda 
dancers in the age group of 15 - 25 years. 76.75% of the 
respondents were from West Bengal, 7% from Uttar Pradesh, 4% 
from Bihar, 6% from Nepal, 1% from Bangladesh, and 5% from other 
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parts of India. When asked about the reason for taking up the 
profession of launda dancing, 64.47% said they do it for money, 
26.5% do it since they believe it is the only option they have, 

7.9% do it because they believe dancing is their only skill. 
Regarding the migratory behavior of the launda dancers, 32.8% of 
the respondents changed their destination between 3-5 months, 
59.39% between 6-11 months, 7.7% every 12 months. 


6. With reference to sexual exploitation, the figures are 
alarming. 49% of the respondents said that their first sexual 
encounter was between 9-12 years. 88% reported that it was 
forced. 62.5% said they regularly faced sexual assault. 32.5% 
said they had sex with 21-30 partners in the last month, 25% 
said they had 31-40 partners. High mobility, forced sexual acts 
and multiple partners makes the launda dancers highly vulnerable 
to Sexually Transmitted Diseases (STDs) and HIV / AIDS 
infections. However, only 8.5% of the respondents said that 
they used condoms regularly. As a result, 42% of the 
respondents reported that they were suffering from STDs in the 
last six months. Although 69.7% said that they had heard about 
HIV, barely 16% had actually gone in for testing. 


7. Comment: The report brings to the focus the plight of 
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children and young adults who face physical and sexual abuse 
under the guise of a socially accepted tradition of dancing in 

the states of Bihar and Uttar Pradesh. It also makes several 
recommendations to relieve the misery of this community. 
Recommendations include the creation of \"healing centers!" for 
gender variant boys subjected to violence, sexual abuse and 
exploitation, raising awareness about HIV/AIDS prevention and 
practicing safe sex, and improving access of members of this 
community to state funded medical services. However, given the 
limited awareness about this problem of exploitation of young 
boys and men, it would also require a concerted effort by 
government offices and NGOs to change social attitudes and to 
improve enforcement of laws against sexual assault. End Comment. 
JARDINE 
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1. Summary: The second round of East Timor\'s presidential 
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election concluded May 9 without incident. There were visible 
improvements compared to the first round with regard to 
logistical preparations. The Embassy will urge all parties to 
use established legal mechanisms for filing complaints, to wait 
for results to be finalized, and will stress that the results of 

an election that is free and fair and reflects the will of the 
people should be peacefully accepted by all parties. End 
summary. 


2. Voting in the second round of East Timor\'s presidential 
election concluded May 9 to select between current Prime 
Minister Jose Ramos-Horta and Fretilin party leader Francisco 
\"Lu\'Olo\" Guterres. East Timor generally has been calm today and 
the election proceeded without significant apparent security, 
logistical, or political problems. Participation based on 
anecotdal observation appeared to be slightly lower than in the 
April 9 first round of 81.7 percent of registered voters, but 
likely will be still high by international standards. Many of 

the logistical problems of the first round, such as late arrival 

of ballots and materials, appear to have been resolved. 


3. Some polling officials enforced limits on the number of 
international observers allowed in at one time and there was 
confusion at times about the access international observers were 
permitted. There were some unconfirmed allegations that parties 
bribed voters to vote for their candidate or purchased voter 
identification cards in order to manipulate the vote. Voters 

and citizens will have 24 hours to file complaints about the 

voting and counting process. Post will monitor this process as 
well as encourage Timorese to use established legal mechanisms 
for lodging complaints. 


4. The U.S. Mission sent nine teams of observers throughout East 
Timor to monitor the vote. All are reporting in regularly and 
coordinating with the DCM and RSO. Preliminary results will not 
be available until later this week. U.S. Mission observers will 
monitor the counting and tabulation process. The U.S. Mission 
will coordinate with UNMIT and other diplomatic missions to urge 
continued calm and responsible behavior as the results are 
tabulated and announced. 


5. Suggested press guidance follows. 
Begin text. 


---We congratulate the people and institutions of East Timor on 
organizing the final round of their presidential election. 

Initial reports from Embassy and international election 
monitoring teams indicate that today\'s presidential election 
proceeded peacefully with active turnout by Timorese exercising 
their right to vote. It is still too early to judge the extent 
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or effect of any irregularities. 


--- We understand that the tabulation of election returns will 
take several days. We join the international community in 
reiterating that the results of an election that is free and 

fair and reflects the will of the people should be accepted by 

all parties. Any concerns regarding electoral misconduct should 
be pursued through the dispute mechanisms established by 
Timorese law and regulations. 


--- We will continue to monitor the situation in East Timor as 
the country welcomes its new president and looks ahead to the 
June 30 parliamentary election. We will be coordinating with 
UNMIT and encouraging the Timorese electoral authorities to 
carefully investigate any allegations of voter intimidation or 
manipulation of the vote and will urge parties to use the 
established dispute mechanisms. 


End text. 
Background: 


East Timor held the second round of its presidential election on 

May 9. Prime Minister Jose Ramos-Horta and President of the 
Parliament Francisco \"Lu\'Olo\" Guterres competed. The presidency 
is a largely ceremonial position, but it does possess important 

veto powers. Moreover, the elections could serve as an 
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indicator of public opinion in advance of the June 30 
parliamentary election. 


The U.S. Government has provided over $1.2 million of technical 
assistance through USAID to support the elections and the 
development of democratic institutions in East Timor in areas 
such as support to domestic election monitors, media training, 
political party training, and assistance to the National 

Electoral Commission (CNE), the independent oversight body for 
the electoral process. 

NAGY 
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Classified By: Deputy Chief of Mission Daniel V. Speckhard for reasons 
1.4 (b) and (d). 


1. (S) SUMMARY: Iran\'s detention of 15 British naval 
personnel in March highlighted long-standing tensions along 
the lraq-lran maritime boundary and the importance of helping 
Iraq develop the diplomatic and military tools necessary to 
defend its frontiers against intrusion and infiltration. The 
dispute over the Shatt al Arab -- Iraq\'s only outlet to the 

Gulf from the Euphrates River -- has important economic, 
political and military implications. The 1975 Algiers Accord, 

an UN-registered treaty, remains in force as the legal 
instrument outlining the land and river boundary between the 
two countries; however, political contention, treaty 

ambiguities and thirty years of alterations to the coastline 

call into question the Accord\'s current relevance. In 

addition, beyond the Shatt al Arab limit, Iran and Iraq have 

no maritime boundary. Instead, the U.S. Military and 
Coalition partners patrolling the northern Persian Gulf have 
created an Operational Line (OPLINE) marking the limit of 
Coalition vesselsY movements. Iraqi leaders\' posture on this 
issue has been muted by Iraq\'s more immediate security crises 
and by its current inability to enforce its territorial 

waters. We have begun to engage with Iraqis on how they can 
better assert Iraq\'s sovereignty. END SUMMARY. 


2. (C) The late March detention of fifteen British sailors 
and marines was the latest in a long series of aggressive 
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moves by Iran in the disputed territorial waters of the Shatt 

al Arab. During a mid-April meeting of the Ministerial 

Council for National Security (reftel), Iraqi Joint 

Headquarters Commander General Babakr al-Zebari complained 
that the Iranians were increasingly \"creeping\" into lraqi 
territorial waters. In response, PM Maliki said the GOI 

needed to tell Tehran to stop these incursions. 


3. (C) In 1975, Saddam Hussein and the Shah of Iran signed 
the Algiers Accord, defining their common land and river 
boundary. The Accord, which was registered with the UN in 
1976, granted Iran concessions along the Shatt in exchange 
for Iran\'s agreement to end support for the Kurdish revolt 
inside Iraq. The conditions of the treaty have not been 
consistently implemented, however, resulting in an alignment 
today that deviates from the original definition of the 

boundary. Saddam unilaterally repudiated the Accord in 1980, 
three days before invading Iran, but reconfirmed it 10 years 
later in an attempt to win Iranian support following Iraq\'s 
invasion of Kuwait. Many Iraqis view the Accord as a betrayal 
by Saddam that gave too much control of the river to Iran 
while constraining IraqVs security and economic independence. 
Neither country, however, has ever requested that the UN 
terminate the treaty and it - according to the UN - remains 

in force. 


4. (C) The Accord draws the river boundary in the Shatt al 
Arab in accordance with the thalweg principle, fixing the 
boundary in the center of the deepest navigable part of the 
waterway. The land boundary enters the Shatt al Arab near the 
Iranian city of Khorramshahr and stretches down to the mouth 
of the river, ninety kilometers downstream. The boundary 
continues another 12 kilometers in a straight line through 

the usually submerged mudflats of the river delta and out to 
the Persian Gulf. The Algiers Accord identifies the boundary 
terminus as \"Point R.\" This area between the mouth of the 
Shatt and Point R constitutes the two states\' internal 

waters; the other side of Point R indicates international 
waters. 


5. (C) The Accord provides for a boundary commission to 
conduct periodic surveys to determine the location of the 
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thalweg, which has moved appreciably both upstream and in the 
mudflats, but there has been no reassessment since the 
original 1974 survey. Silt deposits have shifted the mouth of 
the river in the mudflats westward, shrinking lraq\'s 

coastline by almost a kilometer in Iran\'s favor. When Iran 
captured the British vessel in March, State Department 
geographers initially thought Iran was claiming the boundary 
had moved south with the river channel. The British vessel 

was located just southwest of Point R, placing the capture 
point clearly within Iraqi internal waters, according to the 
Accord. When the UK challenged Iran on this, however, Tehran 
promptly broadcast new coordinates, placing the vessel north 
of the Algiers Accord line and clearly in Iranian waters. 

While Iran has implied it has its own views on the current 
boundary line, Iran did not use the March incident to 

directly challenge the boundar 

y location of the original Accord line. 


6. (S) Beyond Point R, Iran and Iraq have never established a 
boundary separating their territorial sea claims, which 
extend out twelve nautical miles and overlap in the cul de 
sac that forms the northern Persian Gulf. Without a clear 
boundary line to guide them, U.S., UK, and Australian 
maritime forces have established an \"Operational Line\" 
(OPLINE) to provide a clear northern coastal limit within 
which Coalition Forces could operate assured that they were 
in Iraqi waters, particularly as they carried out their 

mission to protect Iraq\'s two oil platforms. The OPLINE is 
not intended to separate Iran and lraq\'s territorial 
sovereignty. The OPLINE continues out as a straight-line 
tangent from the Accord line at Point R for twelve nautical 
miles, passing just north of the Khawr Al Awar Oil Terminal 
and well within lraq\'s territorial waters. 


7. (C) Iran has never publicly articulated where it perceives 
its territorial waters separate from Iraq\'s beyond Point R. 
Instead, Tehran has exploited the territorial ambiguity to 

its advantage, arresting hundreds of fishermen for operating 
within areas it asserts are Iranian. Some of these areas are 
close to, and sometimes cross, the OPLINE, according to 
military and press reports. According to the Coalition, 
Islamic Revolutionary Guard craft have also encroached into 
Iraqi maritime space and challenged Coalition forces in the 
vicinity of the Iraqi oil platforms. 
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8. (S) During a 23 April meeting with the Pol-Mil Counselor 

and MNF-I leaders, Iraqi Rear Admiral Jawad Kadhum, Head of 
Navy (HON), acknowledged that Iranian military vessels 
regularly crossed the Algiers agreed boundary, as well as the 
OPLINE. He conceded, however, that the Iraqi Navy had neither 
the strength nor the will to enforce either line on its own, 

adding as a joke that the Navy leadership is half-Iranian. 

Jawad noted he had discussed this with former Iraqi Prime 
Minister al-Jaffari, who agreed there was a problem, but 
stressed that it was not time to address the issue. Jawad 

said that Iraq was still not in a position to challenge Iran 

and that he had specifically ordered his sailors not to fire 

on intruding Iranian vessels, maintaining instead a \"peaceful 
reaction.\" He warned that the Iranians are trying to provoke 

a Coalition reaction that could then be exploited by their 

media as an example of foreign invaders victimizing the 

Iranian people. 


9. (C) Iraq has two maritime forces in the southeast: the 
Iraqi Coast Guard\'s Inland Waterways Division enforces the 
law along Iraq\'s rivers, while the Iraqi Navy forces patrol 
Irag\'s territorial waters beyond in the Persian Gulf. 
Responsibility for the northern mudflats of the Shatt al 

Arab, including the site where the British were detained, is 
unclear due to the contentious border, as well as the 
location\'s inaccessibility for Iraqi Navy and NAVCENT forces. 
Based on our general understanding of their jurisdictions, 
the Coast Guard should patrol this area, but limited 
Coalition presence in southern Iraq prevents visibility into 
the Coast Guard\'s structure or reliability. Of the 14 Border 
Transition Team requirement identified by MNC-I, only one 
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three-man Border Transition Team supports the whole MND-SE 
area of responsibility. 


10. (C) Poor internal security and the lack of maritime 
agreements with lran prevent the development of any clear 
shipping and security treaties along Iraq\'s border with Iran, 
inhibiting the development of legal trade and fostering an 
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increase in smuggling. Smugglers move freely along the river 
and across the submerged mudflats, using illegal docks along 
the waterway in operations that often involve whole villages. 
Great volumes of smuggled oil and refined product are 
purportedly often sold to waiting oil tankers, costing the 

Iraqi government millions in lost revenue. 


11. (C) Additionally, threats of attacks and bribes deter 
many foreign shippers from entering Iraqi waters and using 
Iraqi ports. Because the Shatt has been poorly maintained, 
commercial shippers also face dangers from shipwrecks, 
shallow water, unexploded ordnance, and a lack of 
navigational aids. Accurate maps are scarce, and mariners 
often share navigational information by word of mouth, 
following maritime courses that appear to run over land on 
outdated nautical charts. 


12. (C) Iragi leaders have expressed interest in working with 
Iran to re-dredge the Shatt and remove wrecks; U.S. 
assistance in setting up this arrangement would be considered 
valuable. Admiral Jawad told Embassy officers that a 
committee from Basrah University had received funding from 
the Ministry of Higher Education and the Basrah governorate 
to conduct a survey to determine how far the thalweg had 
shifted. While it is useful for Iraq to take the initiative, 

results from an Iraqi university survey may not be recognized 
by Iran. Participation by an independent third party could 
bolster this initiative and provide an internationally 
recognized picture of the waterway that could be used to 
clearly redefine Iraq and Iran\'s maritime boundary. 


13. (C) The Embassy is trying to elicit a clear understanding 
of the GOl\'s position toward to the Algiers Agreement, as 
well and whether it shares the U.S.\'s interpretation of the 
treaty. In addition to Admiral Jawad, we have begun to 
engage Iraqi political leaders on the issue of territorial 
sovereignty. The Embassy and MNF-I have also raised the 
related issue of Iranian drilling activities in disputed 

territories along the land boundary between Iran and Iraq. On 
April 27, Econ Counselor and MNF-I Deputy Chief of Staff for 
Strategic Operations MG Fastabend presented Deputy PM Barham 
Saleh with information on Iranian drilling near Fort Goteyba. 
The DPM, who was scheduled to visit Tehran, responded 
positively to the request to raise these violations with the 
Iranians. Saleh also volunteered the view that with the shift 

in the thalweg in the Shatt al Arab, the Iranians many 
technically be correct in asserting the UK mariners were in 
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Iranian waters. Saleh explained that he did his doctoral 
dissertation on coast 

al engineering, so he has a personal interest in the question 
of where the boundary might actually be. 


14. (S) We should also consider whether to unite our 
comparative advantage in naval power with Iraqi resentment of 
Persian encroachment. The U.S. military could share 
information with lraq on the regular incursions by Iran and 

the costs of constant oil and weapons smuggling as motivation 
to act on the issue. We can work with the Ministry for 

Foreign Affairs to protest all future incursions and conduct 

an info campaign aimed at building popular Iraqi resentment 
over the Shatt al Arab maritime dispute. 

CROCKER 
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(d). 


1. (U) On May 6, the GOB issued, and on May 7, officially 
published, decree number 29122 giving state-owned oil company 
YPFB majority control over residual crude oil exportation 

from two refineries owned by Brazil's Petrobras, the largest 
investor in Bolivia\'s hydrocarbons sector. Press reports 
calculated that the GOB takeover of the refineries would 
decrease Petrobras\' earnings by USD $194,000 daily, turning 
the refineries into losing businesses. Petrobras responded 

to the decree by calling for fair negotiations for the sale 

of the refineries to the Bolivian state. On May 7, Petrobras 
sent YPFB and Hydrocarbons Minister, Carlos Villegas, its 
final proposal for the transaction, and gave the GOB 48 hours 
to respond. The GOB has previously offered to purchase the 
two refineries from Petrobras for USD $60 million, but the 
Brazilian company is seeking USD $160 million to $180 
million. Brazilian Energy Secretary, Silas Rondeau, 
threatened in a May 7 press conference to bring the case 
before international arbitration if the GOB did not offer a 
timely, reasonable price for the refineries. 


2. (C) Arturo Castellanos, Petrobras representative in La 

Paz, told Econoffs on May 7 that the decree was a means to 
pressure Petrobras to sell its refineries. Brazilian press 
reported on the Lula administration\'s disappointment with the 
GOB for its \"deceptive\" decree, and insinuated that the 
takeover could have a negative impact on the bilateral 
relationship. 

URS 
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E.O. 12958: DECL: 03/30/2017 
TAGS: ECON, PGOV, PREL, BL, CU 
SUBJECT: CUBA STEPS UP ITS MISSION IN BOLIVIA 


Classified By: Ecopol Counselor Andrew Erickson for reasons 1.4 (b) and 


(a). 


1. (C) Summary: Overt Cuban presence in Bolivia consists 
primarily of medical assistance and literacy programs. There 
are an estimated 2,000 Cuban medical personnel in Bolivia, of 
which 1,200 claim to be doctors. Cuba has funded 11 
opthamology centers in Bolivia, and the Cuban Government 
recently announced an expansion of medical outreach through 
the funding of 23 additional hospitals. Bolivian medical 
personnel resent Cuban interference in the health sector, as 
Bolivian doctors are severely underpaid and underemployed. 
Cuba also helped to launch a literacy campaign in Bolivia in 
March 2006. The campaign, modeled after CubaYs own literacy 
program, has received great fanfare in Bolivia, and President 
Morales is already touting its success in some rural areas. 
Cuban involvement in medical and educational missions has led 
to an increased Cuban presence in Bolivia, although exact 
numbers are unknown. End summary. 


2. (S/NF) The Bolivian Medical Association estimates there 
are 2,000 medical personnel in Bolivia, of which 1,200 claim 
to be doctors. Post believes that some Cuban intelligence 
officials enter Bolivia under the guise of medical and 
educational missions, but we cannot verify to what degree 
this occurs. Cuban medical personnel are likely scattered 
throughout all of Bolivia\'s nine departments, especially in 
the more remote, rural areas. President Morales publicly 
claims that Cuban doctors have assisted more than 1.6 million 
Bolivians and saved more than 2,350 lives. Morales even 
prefers Cuban doctors to Bolivian medical personnel for his 
personal medical needs. On April 5, Morales attended a La 
Paz clinic where Cuban doctors removed a mole from his left 
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eyelid. (Note: There is no shortage of Bolivian doctors. 
According to the Bolivian Medical Association, there are 

16,000 Bolivian doctors, 10,000 of whom are unemployed. End 
note). In contrast, when Vice President Alvaro Garcia Linera 
had back surgery on May 1, he was attended by Bolivian 
physicians in his hometown of Cochabamba. 


3. (U) Cuba has funded 11 opthamology centers in Bolivia. 
Morales claims that the Cuban eye clinics have performed more 
than USD $80 million worth of free operations in 14 months. 

In a public ceremony in Caracas on April 15, Morales 
expressed his gratitude for Cuban assistance while taking aim 
at the U.S. He said, Cuba is a country that sends troops to 
save lives, unlike other countries that send troops to end 

lives. This is the profound difference between Cuba and the 
United States.\" 


4. (U) The Cuban Government announced on March 25 that they 
are expanding medical outreach to Bolivia by funding 23 
additional hospitals. The hospitals will be scattered 

throughout 20 municipalities in six departments. Ten of the 
donated hospitals will include equipment, ten will include 
equipment and personnel, and three will be reserved for 
Bolivia\'s National Police. In mid-April, President Morales 

and Cuban Ambassador Rafael Dausa inaugurated a Cuban-funded 
intensive therapy unit in the Camiri municipal hospital, 

Santa Cruz Department. The unit will reportedly be staffed 

by Cuban medical personnel until Bolivian specialists are 

able take over in their place. Prior to the opening of the 

Camiri intensive therapy unit, emergency patients had to be 
taken to the departmental capital for care. 


5. (SBU) Bolivian medical personnel resent Cuban interference 
in the health sector as the country\'s doctors are severely 
underpaid and underemployed. Health workers shut down public 
hospitals on April 26, and Bolivian medical professionals 

began a national strike on May 3 to demand a seven percent 
increase in salary. Many health workers complain that Cuban 
medical personnel are operating illegally in Bolivia as they 

are not accredited to practice medicine in the country. Ata 
late-April meeting of the Medical Confederation of Latin 
America and the Caribbean (CONFEMEL), the organization 
denounced foreign interference in any nation\'s health sector. 
CONFEMEL\'s declaration is reminiscent of Cuban medical 
missions in Bolivia, and the organization even posted its 

public denouncements in La Paz\'s leading daily, La Razon. 
(Note: In December 2006, the World Medical Association issued 
a similar declaration. End note). 


6. (U) While medical professionals resent foreign 
interference in the health sector, Cuban-funded medical 
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missions and free clinics remain wildly popular with 
Bolivia\'s majority poor population. 


7. (U) The Cuban-style campaign to eradicate illiteracy was 
launched in Santa Cruz in March 2006. The Cuban Ambassador 
(as well as the Venezuelan Ambassador) participated in the 
inaugural ceremony where President Morales promised to 
eliminate illiteracy in 30 months. Twelve months later, 

Morales was already touting the success of Bolivia\'s 
Cuban-sponsored literacy campaign. On March 26, Morales 
declared the town of Tolata, 33 kilometers outside of 
Cochabamba, to be free of illiteracy. Minister of Education 

and Culture, Victor Caceres, reported that Tolata is the 

first completely literate Bolivian municipality. Meanwhile, 
Bolivian teachers have been clashing with the GOB in recent 
weeks over salary increases, the establishment of a pension 
system, and the new education law. On May 7, urban teachers 
ended their strike in all municipalities except La Paz, in 
exchange for a six percent salary increase, but rural 

teachers threatened to begin a 72-hour strike on May 9 if 

their demands were not met. 


8. (C) Comment: Cuban involvement in medical and educational 
missions has led to an increased Cuban presence in Bolivia, 
although exact numbers are unknown. The expansion of Cuban 
medical assistance in recent months and the GOB\'s public 
praise of Cuban-style literacy programs is an obvious 
mechanism to garner support for President Morales in the 
run-up to Constituent Assembly voting and the proposed 
national elections. Morales\' embrace of Cuban support, while 
well-received and popular with the general population, has 
alienated Bolivian health care and education workers. End 
comment. 

URS 
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SIPDIS 
SIPDIS 
SENSITIVE 


E.O. 12958: N/A 
TAGS: PGOV, PINR, RP 
SUBJECT: 2007 MID-TERM ELECTIONS: ALL IN THE FAMILY 


Ref: A. Manila 1467 
B. Manila 1215 
- C. Manila 1073 


1. (SBU) Summary. Political dynasties again will dominate many 
Philippine elections at the national, provincial, and local levels. 
Despite clear term limitations, political dynasties often turn to 

other family members to \"warm\" their seats until they can return or 
simply trade seats. Family-dominated politics reflect a highly 
stratified elite structure, the importance of name recognition 
coupled with weak political parties and old-fashioned patronage. 
End Summary. 


First Family Sets Example 


2. (SBU) Daughter of a previous President, incumbent President 
Gloria Macapagal Arroyo and her family are perpetuating a family 
tradition of public service. First Son Juan Miguel \"Mikey\" Arroyo 
is seeking re-election (unopposed) in the second Congressional 
district in Pampanga, the President's home province. His younger 
brother Dato Arroyo is a first-time candidate in Camarines Sur, 
south of Manila, where he attended university and in whose dialect 
he is fluent. (\"They love him there,\" according to First Daughter 
Luli.) First Gentleman Juan Miguel \"Mike\" Arroyo\'s brother Ignacio 
is seeking re-election in the fifth Congressional district of Negros 
Occidental province in the Visayas. The First Gentleman\'s sister 
Marilou Arroyo is a nominee for a party-list seat representing 
Kasangga sa Kaunlaran (Partners for Progress). 


Cabinet and Senate Follow Suit 


3. (SBU) Children of several Cabinet members are also competing 
this year. Foreign Secretary Alberto Romulo\'s lawyer-son Roman is 
running for the lone Congressional seat in Pasig City, while 
daughter Berna Romulo-Puyat is running in the first Congressional 
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district of Quezon City, both in Metro Manila. (Both have been 
unsuccessful in previous bids.) Eileen Ermita-Buhain, daughter of 
Executive Secretary Eduardo Ermita, is seeking re-election in the 
first Congressional district of Batangas province (of which her 
father was once a three-time Congressman), while brother Edwin is 
running for vice governor of the province. Mark Leandro \"Dong\" 
Mendoza, son of former Philippine National Police chief and current 
Transportation Secretary Leandro Mendoza, is also seeking a 
Congressional seat in Batangas. Maria Aurora Gonzalez, eldest 
daughter of National Security Adviser Norberto Gonzalez, is running 
in the second Congressional district of Bataan, where her father had 
earlier pondered but decided a campaign this year (in part due to 
reported death threats from the New People\'s Army, he has 
admitted). 


4. (SBU) Interior Secretary Ronaldo Puno\'s younger brother, 

broadcast journalist Ricardo Puno, challenges incumbent Congressman 
Rufino Biazon, son of incumbent Senator Rodolfo Biazon in Muntinlupa 
City of Metro Manila. Justice Secretary Raul Gonzales\' son, Raul 

Jr., is seeking re-election as Congressman in lloilo. The son of 
Presidential Advisor on Revenue Enhancement Narciso \"Jun\" Santiago, 
Jr. (husband of Senator Miriam Defensor Santiago, the aunt of Senate 
candidate and former Congressman and Presidential Chief of Staff 
Michael Defensor) -- Narciso Ill -- is a party-list nominee for 

Congress. 


5. (B) Bowing out of politics, Finance Secretary Gary Teves\' 
father Herminio, who has completed a third and final term 
representing the third Congressional district of Negros Oriental, 
has fielded grandson Pryde Henry Teves to replace him. 


6. (SBU) In Danao City of Cebu province, the father of Tourism 
Secretary and Team Unity Spokesman Joseph \"Ace\" Durano -- Mayor 
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Ramonito Durano (who served as Congressman for three terms before 
first son \"Ace\" and then son Ramon \"Red\" Durano VI replaced him) -- 
again faces a challenge from older brother Don, who lost in 2001 and 
2004. \"Red\" is seeking re-election in the fifth Congressional 

district. 


7. (SBU) The son of Senate Minority Leader Aquilino \"Nene\" 
Pimentel, Jr. (who is not up for re-election this year), \"Koko,\" is 
running for the Senate as part of the Genuine Opposition (although 
his father swears that this was not his idea). The cousin of 

outgoing Senator Ramon Magsaysay, Jr., \"Vic\" Magsaysay, is part of 
the Team Unity ticket for the Senate. Incumbent Senator Manuel 
\"Lito\" Lapid is running for Makati City Mayor (see para 12). 


8. (SUB) The sons of incumbent Senator (and Senate candidate on 
the Team Unity ticket) Edgardo Angara and of incumbent Senator Juan 
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Ponce Enrile are seeking Congressional re-elections in the family 
bases of Aurora province and Cagayan, respectively. The brother of 
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incumbent Senator Pilar Juliana \"Pia\" Cayetano, Alan Peter, is a 
Senate candidate for the Genuine Opposition. Popular actress and 
current Lipa City Mayor Vilma Santos, wife of incumbent Senator and 
current Team Unity Senate candidate Ralph Recto, is running for 
governor of Batangas province, after having convinced brother-in-law 
Ricky Recto to drop his candidacy and instead seek the fourth 
Congressional district seat. Incumbent Senate President Manuel 
\"Manny\" Villar Jr. is again running for Senate, while his 
Congresswoman/wife Cynthia is seeking re-election in Las Pinas City; 
they remain the richest members of their respective houses. 


9. (SBU) Less noticeable but still noteworthy, son Edwin of Ephraim 
Genuino, close aide of the President and head of the powerful 
Philippine Amusement and Gaming Corporation, is running in the 
second Congressional district of Makati, while son Anthony is 
running for councilor in Makati City. 


Metro Manila \"Mafias\" 


10. (SBU) In the City of Manila (where the Chancery is located), 
son \"Ali\" of term-limited incumbent Mayor \"Lito\" Atienza is seeking 
to replace his dad, after having worked in his father\'s 
Administration for the past decade. He has adopted his father\'s 
traditional Hawaiian shirts and openly admits that his father will 

be his political guide. He nonetheless faces some tough opposition, 
including incumbent Senator Alfredo Lim, third-term Congressman 
Rodolfo Bacani of the fourth district, and incumbent Vice Mayor 
Danny Lacuna. 


11. (SBU) In Valenzuela City, Mayor Sherwin Gatchalian - son of 
former Estrada crony and businessman William Gatchalian -- is 
seeking re-election. Sherwin\'s brothers Rexton and Weslie are 
seeking the first and second Congressional district seats, 
respectively. San Juan Mayor JV Ejercito -- son of ousted President 
Joseph Estrada -- is seeking a third and final term. Ejercito 
scrapped initial plans to run for the Senate on the Genuine 
Opposition ticket; his mother/former actress Guia Gomez had 
otherwise planned for mayor to run against Precy Ejercito, wife of 
JV\'s half-brother, incumbent Senator Jinggoy Estrada. 


12. (SBU) Leader of the Genuine Opposition Jejomar \"Jojo\" Binay is 
seeking re-election as mayor of Makati City, the country\'s financial 
and business capital, despite a late night May 4 effort by the 
Department of Local and Interior Government to serve a suspension 
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order from the Office of the Ombudsman, in apparent violation of the 
rules of order from the Commission on Elections (COMELEC) against 
campaign season suspensions. He has been mayor for a total of 19 
years; wife Elenita warmed the mayoral seat after Jojo was 
term-limited in 1998. Son Jejomar \"JunJun\" Erwin, 29, is also 
seeking re-election, as councilor, while lawyer-daughter Abigail, 

31, is vying for the second Congressional district seat. Mayor 

Binay typically responds to criticism of nepotism with an assertion 
that strengthening his family\'s political strength is \"proof of a 
healthy democracy." 


Same Story in \"The Provinces\" 


13. (SBU) This phenomenon of political dynasties exists throughout 
the country. Below is a rundown of selected provinces, from north 
to south. 


14. (SBU) In Luzon, term-limited Governor Ferdinand \"Bongbong\" 
Marcos, Jr. is backing his cousin, provincial legislator Michael 

Keon, to replace him as Ilocos Norte governor. Bongbong will 

instead vie for the second Congressional district seat to be vacated 

by sister Imee, who decided to take a break from politics. In 

Isabela province, Governor Grace Padaca, whose 2004 victory brought 
democratic space to a province long dominated by the Dy political 

clan, faces former Governor Benjamin Dy. Dy\'s brothers Caesar and 
Napoleon are seeking re-election as mayors in Cauayan and Alicia 
towns, respectively. 


15. (SBU) In Bulacan, north of Metro Manila, outgoing Bulacan 
Governor Josie de la Cruz is supporting her brother, Provincial 

Board Member Joselito Mendoza, to take over her seat. In 

Pangasinan, House Speaker Jose de Venecia is optimistic he will 

retain the fourth Congressional district seat, but faces competition 

from outgoing Dagupan City Mayor Benjamin Lim, whose 28-year old son 
Brian is seeking to replace him. The wife of outgoing governor 

Victor Agbayani, who himself is seeking the second Congressional 
district seat, is in a tight three-way fight over the governorship. 


16. (SBU) In the Bicol region, the Villafuerte clan continues to 
dominate Camarines Sur province. Ruling party KAMPI chief and 
second district Congressman Luis Villafuerte as well as son Governor 
Luis Raymond are seeking re-election, albeit under different 
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Dato Arroyo in the first Congressional district.) The late Senator 
Raul Roco\'s brother, former Congressman Sulpicio Roco, will 
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challenge Villafuerte. (Raul Roco\'s widow, Sonia, is on the Genuine 
Opposition senatorial slate.) In Sorsogon Province, Genuine 
Opposition Senate candidate and incumbent Congressional Minority 
Leader Francis \"Chiz\" Escudero\'s father Salvador is seeking to 
return to his old place in Congress. 


17. (SBU) In the Visayas, three from the Garcia clan in Cebu -- 

which delivered winning votes for President Arroyo in the 2004 
presidential elections -- are in the thick of campaigning. 

Incumbent Governor Gwendolyn Garcia is seeking re-election, but 
faces a challenge from an outgoing representative. Father Pablo 
Garcia, who preceded Gwen as Cebu governor, is seeking the second 
Congressional district seat, while his son Pablo John seeks the 

third Congressional district seat. 


18. (SBU) Among the Tupas clan of Iloilo -- who have joined the 
opposition -- incumbent Governor Niel Tupas is seeking re-election, 
while eldest son Niel Jr. aspires for the fifth Congressional 

district seat, after completing a term as provincial legislator. 
Second oldest son, town Mayor Raul Tupas, is also seeking 
re-election, while youngest child Nielex is running for councilor in 
lloilo City. In Naga City, incumbent Mayor Jesse Robredo -- 
currently facing yet another disqualification suit for his alleged 
Chinese citizenship -- has designated his wife as his substitute 
candidate in the event he loses his case. 


19. (SBU) In Mindanao, the Zubiri clan of Bukidnon province is 
deploying at least four members in the various local races in the 
province. Incumbent governor and family patriarch Jose Maria Zubiri 
is seeking re-election, while son Jose Maria Zubiri III seeks the 

third Congressional district seat vacated by older brother Juan 

Miguel \"Migz\" Zubiri, who is running for the Senate with Team Unity. 
Nephew Inaki Zubiri, the outgoing Malaybalay City Vice Mayor, faces 
former Commissioner of Elections Virgilio Garcillano (the presumed 
voice talking to President Arroyo in 2004 on the now-infamous \"Hello 
Garci\" wiretap), along with Maria Lourdes Acosta, sister of outgoing 
Congressman Nereus Acosta, who is running for governor. Acosta\'s 
mother Socorro is meanwhile seeking re-election as mayor of Manolo 
Fortich town. 


20. (SBU) In Camiguin province, Governor Pedro Romualdo and 
Congressman-son Jesus Romualdo have agreed to switch seats (assuming 
the electorate agrees). However, another son, Mambajao town 

incumbent mayor Noordin, is also running for this Congressional 

seat, aligned with his clan\'s political nemesis, Attorney Antonio 

Gallardo, the former governor who is now seeking to reclaim his old 

job. Davao City showcases a perhaps unique father-and-daughter 

tandem -- incumbent Mayor Rodrigo Duterte and lawyer-daughter Sara 

-- running virtually unopposed for mayor and vice mayor, 

respectively. 
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21. (SBU) Facing the end of his third and final term, Basilan 
Governor Wahab Akbar is seeking the lone Congressional seat to be 
vacated by term-limited Gerry Salapuddin. Akbar\'s first wife is 
running for governor; his second wife is running for mayor of 
Lamitan City; and third wife is running for mayor of Isabela City. 
(Akbar is a Muslim and entitled to more than one wife.) The Pinol 
brothers are running for key positions in North Cotabato. 
Term-limited Governor Emmanuel Pinol is sliding down to seek the 
vice gubernatorial seat. Brother Bernardo is campaigning for the 
second Congressional district seat, while two other brothers, Efren 
and Joselito, are each running for mayor in their respective towns. 
International featherweight champion Manny Pacquiao challenges 
incumbent Congresswoman Darlene Antonino Custodio in the first 
district of South Cotabato Province. The Antoninos have dominated 
local politics for at least 20 years and a Pacquaio victory would 
represent a significant upset; he is, however, trailing in the 

latest polls. 


22. (SBU) In Maguindanao province, Governor Andal Ampatuan is 
seeking re-election unopposed. Immediate and distant relatives of 
Governor Ampatuan are candidates for mayor in 18 of the 22 
municipalities in Magunidanao, and all are unopposed. Son-in-law 
\"Bimbo\" Sinsuat faces a tough challenge from one of the Mastura clan 
as governor of the neighboring new province of Shariff Kabunsuan, 
however. Ampatuan\'s son Datu Zaldy is currently governor of the 
Autonomous Region in Muslim Mindanao. 


Comment 


23. (SBU) With few exceptions, politics in the Philippines remains 
very much an elite, insider game. Few upstarts or grass-roots \"poor 
boy\" candidates succeed in challenging traditional landowners or 
local chieftains, who in many cases have dominated the area for 
decades or even generations. This is another reflection of a highly 
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stratified, almost feudal societal structure, although a few of the 
more recently rich Sino-Philippine families have begun to edge out 
some older families. The other key to success in local and even 
national politics is simple name recognition; voters remember the 
politicians\' names they have always known and continue to write in 
the newest family candidates. The personality-driven political 
system with its weak and ever-changing political parties makes such 
family ties even more important. On top of these factors, 
old-fashioned patronage -- along with allegations of vote buying and 
command voting by local \"barangay\" captains to ensure precinct 
voters make the \"right\" choice -- continues to play a more sinister 
but almost inevitable role in favoring incumbents and their anointed 
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relatives. 
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STATE FOR NEA/MAG (MHARRIS AND EHOPKINS) 
USEUCOM FOR J5 
DOD FOR USDP ADMIN/ISA/NESA// 


E.O. 12958: DECL: 05/08/2017 
TAGS: MARR, MASS, MOPS, PGOV, TS 
SUBJECT: VCJCS MAY 5 MEETING WITH FM ABDALLAH 


CLASSIFIED BY: AMBASSADOR ROBERT F. GODEC FOR REASONS 1.4 (B) AND (D) 


1. (C) SUMMARY. DURING HIS MAY 4-6 VISIT TO TUNISIA, VICE 

CHAIRMAN OF THE JOINT CHIEFS OF STAFF ADMIRAL EDMUND 
GIAMBASTIANI MET WITH FOREIGN MINISTER ABDELWAHEB ABDALLAH ON 
MAY 5 TO DISCUSS BILATERAL MILITARY AND COUNTERTERRORISM 
COOPERATION. ABDALLAH SAID THAT, THANKS TO WISE POLITICAL, 
ECONOMIC AND SOCIAL POLICIES, THE GOT IS IN FULL CONTROL OF 

THE DOMESTIC SITUATION. HOWEVER, ABDALLAH SAID THAT TUNISIA 

IS CONCERNED ABOUT EXTERNAL TERRORIST THREATS. ADM 
GIAMBASTIANI TOLD THE FM THAT COOPERATION ON THE GLOBAL WAR 
ON TERRORISM IS EXCEPTIONALLY IMPORTANT AND SAID THAT THE USG 
LOOKS FORWARD TO CONTINUED DIALOGUE ON COUNTERTERRORISM 
ISSUES. ADM GIAMBASTIANI SAID THAT THE USG WANTS TO CONTINUE 
THE STRONG BILATERAL MILITARY ENGAGEMENT, INCLUDING 

FINALIZING A STATUS OF FORCES AGREEMENT. END SUMMARY. 


2. (SBU) PARTICIPANTS: 


U.S. 
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ADMIRAL EDMUND GIAMBASTIANI, VICE CHAIRMAN OF THE JOINT 
CHIEFS OF STAFF 

AMBASSADOR ROBERT F. GODEC 

COL RONALD TUGGLE, J5 

COL ROBERT NOLAN, EXECUTIVE ASSISTANT 

MARK GORENFLO, DIRECTOR OF COMMUNICATIONS 

SUSANNAH COOPER, EMBASSY NOTETAKER 


TUNISIA 


FOREIGN MINISTER ABDELWAHEB ABDALLAH 

HATEM ATALLAH, CHIEF OF STAFF 

MOHAMED SALEH TEKAYA, OFFICE OF THE MINISTER 

SAIDA CHTIOUI, SECRETARY OF STATE FOR THE AMERICAS AND ASIA 
MHAMED CHELAIFA, DIRECTOR GENERAL FOR THE AMERICAS AND ASIA 
HOLLA BACHTOBJI, DIRECTOR FOR THE AMERICAS 

MOHAMED KANTARA, DIRECTOR OF INFORMATION 


3. (C) FOREIGN MINISTER ABDELWAHEB ABDALLAH BEGAN THE MEETING 
BY TELLING VICE CHAIRMAN OF THE JOINT CHIEFS OF STAFF ADMIRAL 
GIAMBASTIANI THAT TUNISIA CONSIDERS ITS RELATIONSHIP WITH THE 
UNITED STATES ONE OF \"STRATEGIC COOPERATION\". ABDALLAH SAID 
THAT THE GOT INSISTS ON MAINTAINING THE DOMESTIC STABILITY IT 
HAS ACHIEVED THROUGH ECONOMIC DEVELOPMENT, WOMEN\'S 
EMPOWERMENT, EDUCATION AND DEMOCRATIC INSTITUTIONS. THE 
FOREIGN MINISTER SAID THAT DUE TO SIGNIFICANT GOT INVESTMENT 
IN EDUCATION AND DEVELOPMENT, TUNISIA\'S MILITARY BUDGET 
REMAINS MODEST. TUNISIA IS NOT CONCERNED ABOUT THE SECURITY 
SITUATION, SAID ABDALLAH, BUT IT DOES FACE THREATS FROM 
OUTSIDE ITS BORDERS, PARTICULARLY TO THE SOUTH AND WEST. 
ABDALLAH OPINED THAT THE UNITED STATES AND TUNISIA ENJOY 
EXCELLENT COOPERATION ON COUNTERTERRORISM ISSUES, BUT THAT 
THERE CAN BE FURTHER IMPROVEMENT. 


4. (C) ADM GIAMBASTIANI TOLD THE FM THAT HIS VISIT 

DEMONSTRATED THE IMPORTANCE THE USG ATTACHES TO US-TUNISIAN 
MILITARY COOPERATION. HE STRESSED THAT CONTINUED COOPERATION 
ON THE GLOBAL WAR ON TERRORISM AND INFORMATION EXCHANGE IS 
EXTREMELY IMPORTANT. ADM GIAMBASTIANI COMPLIMENTED THE GOT\'S 
DISRUPTION OF A TERRORIST CELL IN DECEMBER 2006 AND JANUARY 
2007 AND SAID THE USG LOOKS FORWARD TO CONTINUED 
COUNTERTERRORISM COOPERATION. RECOGNIZING GOT DISAPPOINTMENT 
OVER DECREASING FMF FUNDING IN FY08, ADM GIAMBASTIANI SAID 

THAT HE HOPES TO FIND A WAY TO CONTINUE USG SUPPORT FOR THE 
TUNISIAN MILITARY. THE ADMIRAL ASKED FOR THE MINISTER\'S 
ATTENTION TO THE GOT\'S REVIEW OF THE PROPOSED STATUS OF 
FORCES AGREEMENT (SOFA), WHICH WOULD BE A TOPIC OF DISCUSSION 
AT THE UPCOMING JOINT MILITARY COMMISSION. ABDALLAH SAID 

THAT THE GOT IS IN THE PROCESS OF FINALIZING THE SOFA. 
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5. (C) ABDALLAH CLOSED THE MEETING BY SAYING HE HOPED TO SEE 
ADM GIAMBASTIANI DURING HIS UPCOMING VISIT TO WASHINGTON IN 
JUNE. HE ADDED THAT HE WAS PLEASED TO RECEIVE FORMER 
SECRETARY OF DEFENSE RUMSFELD IN TUNIS IN FEBRUARY 2006 AND 


SIPDIS 

HAD PREVIOUSLY MET WITH DEPUTY SECRETARY OF DEFENSE ENGLAND. 
ADM GIAMBASTIANI SAID HE HOPED THAT THE FOREIGN MINISTER 
WOULD ALSO MEET WITH SECRETARY GATES. 


6. (U) THE VICE CHAIRMAN OF THE JOINT CHIEFS OF STAFF CLEARED 
THIS MESSAGE. 
GODEC 
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STATE FOR NEA/MAG (MHARRIS AND EHOPKINS) 
USEUCOM FOR J5 
DOD FOR USDP ADMIN/ISA/NESA// 


E.O. 12958: DECL: 05/07/2017 
TAGS: MARR, MASS, MOPS, PGOV, TS 
SUBJECT: VCJCS MAY 5 MEETING WITH DEFMIN MORJANE 


CLASSIFIED BY: AMBASSADOR ROBERT F. GODEC FOR REASONS 1.4 (B) AND (D) 


1. (C) SUMMARY. DURING HIS MAY 4-6 VISIT TO TUNISIA, VICE 
CHAIRMAN OF THE JOINT CHIEFS OF STAFF ADMIRAL EDMUND 
GIAMBASTIANI MET WITH MINISTER OF NATIONAL DEFENSE KAMEL 
MORJANE ON MAY 5 TO DISCUSS BILATERAL MILITARY COOPERATION. 
WHILE NOTING THE POSITIVE BILATERAL MILITARY RELATIONSHIP, 
MORJANE SAID THAT FOREIGN MILITARY FINANCING (FMF) CUTS 
SUGGEST \"SOMETHING IS NOT GOING WELL." (NOTE. TUNISIAS FMF 
IS PROJECTED TO DECLINE FROM $8.075 MILLION IN FY07 TO $2.064 
MILLION IN FY08. END NOTE.) HE STRESSED THAT THE TUNISIAN 
MILITARY IS FOCUSED ON COUNTERTERRORISM PREPAREDNESS AND 
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BORDER SURVEILLANCE AND IS DEPENDENT ON THE USG FOR SUPPORT. 
ADM GIAMBASTIANI SAID THAT THE USG APPRECIATES TUNISIAN 
COUNTERTERRORISM EFFORTS, BUT URGED FURTHER AND BETTER 
COOPERATION. THE VCJCS SAID THAT HE WAS PARTICULARLY FOCUSED 
ON TUNISIA\'S FMF NEEDS. END SUMMARY. 


2. (SBU) PARTICIPANTS: 


U.S. 

ADMIRAL EDMUND GIAMBASTIANI, VICE CHAIRMAN OF THE JOINT 
CHIEFS OF STAFF 

AMBASSADOR ROBERT F. GODEC 

COL RONALD TUGGLE, J5 

COL ROBERT NOLAN, EXECUTIVE ASSISTANT 

COL BRAD ANDERSON, DATT 

MARK GORENFLO, DIRECTOR OF COMMUNICATIONS 

SUSANNAH COOPER, EMBASSY NOTETAKER 


TUNISIA 

KAMEL MORJANE, MINISTER OF NATIONAL DEFENSE 

ABDELLATIF CHEBBI, MINISTERS CHIEF OF STAFF 

GEN MAHMOUD BEN MHAMED, AIR FORCE CHIEF OF STAFF 

GEN MOUHAMED MEDDAB, DIRECTOR GENERAL OF MILITARY SECURITY 
COL MOHAMED GHORBAL, DIRECTOR OF INTERNATIONAL COOPERATION 
CAPT MOHAMED KHAMMASSI, NAVY HEADQUARTERS 


3. (C) DURING AN INITIAL PRIVATE MEETING WITH VICE CHAIRMAN 

OF THE JOINT CHIEFS OF STAFF ADMIRAL EDMUND GIAMBASTIANI AND 
AMBASSADOR, MINISTER MORJANE SAID THAT THE ADMIRAL\'S VISIT 
CONFIRMED THE GOOD RELATIONSHIP BETWEEN THE UNITED STATES AND 
TUNISIA, PARTICULARLY THE TWO MILITARIES. HOWEVER, MORJANE 

SAID THAT IT APPEARS THAT \"SOMETHING IS NOT GOING WELL,\" IN 

LIGHT OF THE CUTS IN FOREIGN MILITARY FINANCING (FMF) AND THE 
PROBLEMS WITH DRAWDOWN AUTHORITY. MORJANE STRESSED THAT THE 
TUNISIAN MILITARY MAY BE CALLED ON TO SUPPORT MINISTRY OF 
INTERIOR EFFORTS TO COMBAT TERRORISM, BUT THAT THE TUNISIA\'S 
MEANS ARE LIMITED. ADM GIAMBASTIANI TOLD MORJANE THAT HE 
CONSIDERED FMF FOR TUNISIA TO BE A PRIORITY AND THAT HE IS 
FOCUSED ON THE ISSUE. 


4. (C) THE VCJCS SAID THE USG RECOGNIZES THE GOTYS SUCCESS IN 
TAKING DOWN A TERRORIST GROUP IN DECEMBER/JANUARY, BUT NEEDS 
MORE AND BETTER COOPERATION ON COUNTERTERRORISM (CT). 
MORJANE ACKNOWLEDGED THE IMPORTANCE OF COOPERATION, BUT SAID 
THAT THE MINISTRY OF INTERIOR WAS IN CHARGE OF TUNISIA\'S CT 
EFFORTS. ADM GIAMBASTIANI ASKED ABOUT TUNISIA\'S VIEWS ON 
AFRICOM. MORJANE SAID THAT WHILE SOME COUNTRIES IN THE 

REGION SEE IT AS A MEANS FOR THE UNITED STATES TO CONTROL 
AFRICA, THERE ARE SOME GOOD REASONS FOR THE ESTABLISHMENT OF 
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AN AFRICAN COMMAND THAT WILL FOCUS ON HUMANITARIAN, AS WELL 
AS MILITARY, ISSUES IN THE CONTINENT. AMBASSADOR NOTED THAT 
THREE ADDITIONAL UH-1 HELICOPTERS WERE BEING REFURBISHED IN 
RESPONSE TO THE TUNISIAN MILITARY\'S BORDER SURVEILLANCE 
NEEDS. MORJANE EXPRESSED HIS APPRECIATION FOR US EFFORTS TO 
RESPOND TO THESE NEEDS. 


5. (C) DURING THE GROUP MEETING, MORJANE SAID THAT HE AND HIS 
MILITARY COLLEAGUES WERE CONCERNED ABOUT DECREASING FMF 
FUNDING AND SURPRISED BY THE DECISION. HE SAID THAT THE 
TUNISIAN MILITARY\'S PRIORITY IS OPERATIONS AND TRAINING 
RELATED TO THE FIGHT AGAINST TERRORISM. WHILE THE MINISTRY 
OF INTERIOR IS IN CHARGE OF THIS FIGHT, MORJANE SAID THAT THE 
JOB OF THE MILITARY IS TO HELP AND SUPPORT THE SECURITY 
FORCES. MORJANE ADDED THAT THE TUNISIAN ARMY IS RESPONSIBLE 
FOR THE INTEGRITY OF TUNISIA\'S BORDERS AND IS FIGHTING VA 
COMMON ENEMY,\" SPECIFICALLY AL-QAEDA IN THE ISLAMIC MAGHREB 
(AQIM). THE MILITARY, PARTICULARLY THE AIR FORCE, IS 

DEPENDENT ON CONTINUED SUPPORT FROM THE UNITED STATES. 


6. (C) ADM GIAMBASTIANI TOLD MORJANE THAT HE, THE AMBASSADOR 
AND THE COUNTRY TEAM SUPPORT FMF AT ALEVEL REQUIRED TO 
MAINTAIN TUNISIAN MILITARY EFFECTIVENESS. THE ADMIRAL SAID 


THAT THE USG APPRECIATES THE STRONG MILITARY-TO-MILITARY 
COOPERATION AND IS CONCERNED ABOUT AQIM. GEN BEN M\'HAMED 
SAID THAT HE HOPED FMF WOULD INCREASE, AS TUNISIA HAD 
SCHEDULED SOME ACQUISITIONS BASED ON FMF VALUES THAT DID NOT 
MATERIALIZE. HE COMPLAINED ABOUT THE DELAYS RELATED TO THE 
UH1 DELIVERIES, AND MORJANE ADDED THAT THE GOT APPRECIATED 
THE ADMIRAL\'S AND AMBASSADOR\'S EFFORTS ON DELIVERY TIMES. 
MORJANE SAID THAT THE MILITARY IS PARTICULARLY CONCERNED 
ABOUT TUNISIAS SOUTHERN AND WESTERN BORDERS AND THAT IT IS 
\"IMPORTANT TO HAVE MAXIMUM SUPPORT FROM YOU.\" 


7. (U) THE VICE CHAIRMAN OF THE JOINT CHIEFS OF STAFF CLEARED 
THIS MESSAGE. 
GODEC 
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E.O. 12958: DECL: 05/09/2032 

TAGS: PGOV, PREL, TW 

SUBJECT: DPP PRESIDENTIAL CANDIDATE FRANK HSIEH ON DOMESTIC 
POLITICS, CROSS-STRAIT ISSUES, AND U.S.-TAIWAN RELATIONS 


Classified By: AIT Director Stephen M. Young, 
Reasons: 1.4 (b/d) 


1. (C) Summary: DPP presidential candidate Frank Hsieh told 
the Director on May 9 that if elected, he would seek common 
interests between the U.S. and Taiwan, strengthen mutual 
trust, and work to maintain strong security cooperation with 
the U.S. Hsieh said he supported a more open 
economic-centered cross-Strait policy and that he would work 
to negotiate a coalition arrangement with non-DPP legislators 
so that the Legislative Yuan (LY) could function effectively. 
Hsieh analyzed the recent primary results and said he is 
considering selection of a running mate but does not want to 
make the decision quickly. That said, Hsieh discussed the 
strong points of former acting Kaohsiung Mayor Yeh Chu-lan 
and noted that President Chen would prefer Premier Su 
Tseng-chang to be the vice presidential candidate. Hsieh 
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told the Director he would like to make a trip to the U.S. if 
possible, perhaps in June or July, before the presidential 
campaign begins in earnest. End Summary. 


2. (C) The Director met with DPP candidate Frank Hsieh on 
May 9 to congratulate Hsieh on winning the partyYs May 6 
primary and to discuss his presidential campaign. Hsieh said 
he was maximizing his exposure in the media during the 
current honeymoon period, which he expected to last just four 
days. Although confident he would win the overall primary 
contest with Premier Su Tseng-chang and two other hopefuls, 
Hsieh was surprised by the 16,000 vote margin of his victory 
in the party member vote. Although President Chen had 
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personally assured him twice that he was taking a neutral 
position in the primary contest, several people had told 

Hsieh that Chen had in fact quietly asked them to support Su. 


3. (C) Hsieh attributed Su\'s defeat to a combination of 
factors. Su\'s top-down approach of working though county 
magistrates and city mayors had been less effective than 
Hsieh\'s bottom-up grassroots campaigning. Su\'s reliance on 
the New Tide faction hurt him because of the anti-New Tide 
movement within the party. Su fell especially short in 

Taipei County, where he had hoped to capitalize on his 
popularity from the time he was county magistrate. Hsieh 
said he had expected to lose Taipei County by 6,000 votes but 
ended up in a virtual dead heat. Su had made a strategic 
mistake, Hsieh explained. Su\'s supporters running against 
other DPP candidates in legislative districts in Taipei 

County had led these other DPP candidates to line up behind 
Hsieh. Finally, Su had made another mistake at the very end 
by portraying the election as a confrontation with Hsieh 

alone, because this had led supporters of the two weaker 
candidates to jump ship and vote for Hsieh. 


4. (C) Hsieh told the Director that President Chen had urged 
him to quickly choose a running mate to balance the political 
forces within the party, and may have wanted him to choose 
Su. Hsieh said he had told Chen that he did not want to make 
a quick decision. The most important factor in choosing a 

vice presidential candidate, Hsieh explained to the Director, 

is to have a running mate that will help win the election. 

Hsieh noted that KMT Chairman Wu Poh-hsiung is a Hakka, 
adding that the DPP will have trouble winning Hakka votes if 
Taiwanese hold all of the top DPP positions. Some people had 
suggested that former acting Kaohsiung Mayor Yeh Chu-lan, a 
Hakka from Miaoli County, would make a good running mate. 
Hsieh pointed out that Su might not add much to his campaign 
since their political backgrounds were both centered in 
southern and northern Taiwan. The critical battleground in 

the presidential election will be central Taiwan, since DPP 
strength in the south and KMT strength in the north will 

cancel each other out. Su, however, is unpopular in central 
Taiwan because of his previous strong opposition to combining 
and raising the status of Taichung City and County. 


5. (C) KMT candidate Ma Ying-jeou has a good image, is 
highly educated, and appeals to women voters, Hsieh noted. 
Ma\'s weak point is poor crisis management. The indecisive Ma 
even manages to turn non-crises into crises. That said, the 
negative effects of Ma\'s special mayoral allowance case have 
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already played out, Hsieh suggested. Although a cooperative 
Wang Jin-pyng would be an addition to Ma\'s ticket, Hsieh did 
not think Ma actually wants Wang as his running mate. Ma 
looks down on Wang and would prefer someone who is more 
highly educated and polished. According to his recent 
internal polling, Hsieh noted, he would beat Ma with Su as 

his running mate but would lose to Ma either on his own or 
with Yeh Chu-lan as vice presidential candidate. But he 
noted that polls could fluctuate over time. 


6. (C) On another election issue, Hsieh confirmed that the 
DPP would like to combine the presidential and legislative 
elections on a single date. The KMT also prefers holding the 
two elections together because they believe Ma\'s coattails 
will help their LY candidates. 


7. (C) Because the DPP will not be able to win an outright 
majority in the upcoming LY elections, Hsieh said, one of the 
important planks in his platform is to create a coalition 

with non-party and other non-DPP LY members to achieve a 
majority so that the LY can function effectively. Hsieh 
emphasized that he would try to accomplish this within two 
months of becoming president. Taiwan needs political 
stability and effective government, especially in the LY, to 

be competitive internationally. 


8. (C) Hsieh observed that national security concerns 
currently play too big a role in cross-Strait policy. He 

would give greater emphasis to the economic viewpoint, Hsieh 
said. Taiwan needs to be freer and more open. Businesses 
will not identify with the government or follow laws that are 

too restrictive, a dangerous situation. Hsieh noted he had 
stuck to his position on the cross-Strait issue during the 
primary despite being attacked by the Deep Green, adding that 
his victory in the DPP primary showed that party members 
accepted his viewpoint. Hsieh said he would work gradually 
to let skeptics better understand his policies. 


9. (C) The Director asked Hsieh about his relations with 
President Chen and whether he expected Chen in his final year 
to pursue controversial issues such as constitutional change 

to establish his legacy. Hsieh pointed out that policy 
differences with Chen had led him stepping down as premier in 
early 2006. Campaign programs are different than final 

goals, which need to be pursued gradually, Hsieh observed. 
Chen understands the importance of winning the 2008 election, 
because if the DPP loses, the KMT will want to reverse much 
of what the DPP has done and will also want to dig up dirt on 
the DPP from the account books left by the DPP. In addition, 
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Hsieh pointed out, Chen cannot do anything major on issues 
such as constitutional change. 


10. (C) Chen would like to hold a referendum on the popular 
issue of joining the UN under the name Taiwan, Hsieh 
suggested, but there is not enough time to collect the 
signatures needed to hold such a referendum. Hsieh said that 
he was not personally opposed to this since more than 70 
percent of the public support this position. Entering the UN 
under the name Taiwan does not violate the \"four noes,\" Hsieh 
asserted, adding that he believed this issue should not 

matter since Taiwan will be kept out of the UN regardless of 
whether it uses the name \"Taiwan\" or WRepublic of China." 


11. (C) The Director stressed the importance of maintaining 
cross-Strait stability. He explained to Hsieh that the U.S. 

had not dictated the \"four noes\" to Chen Shui-bian in 2000. 
We had explained U.S. interests to Chen and he had come up 
with the \"four noes.\" If Hsieh were elected, the Director 

said, we would continue to talk about our common interests, 
but we would not dictate to Taiwan. Hsieh responded that he 
would seek common interests between the U.S. and Taiwan, and 
would work to strengthen mutual trust. He would let the U.S. 
know what he would do, and he would not do those things he 
had said he would not do. Hsieh also said he would pay 
attention to working closely to ensure continued U.S. support 
for Taiwan\'s security. 


12. (C) Hsieh told the Director he would like to make a trip 
to the U.S. and wondered whether he would be allowed to make 
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such a visit after his nomination. The Director said the 
question would need to be talked over with Washington, but 
there was precedent for such a visit. Hsieh said he would 
prefer to make such a trip to the U.S. soon, perhaps in June 
or July, because once he had begun campaigning in earnest, 
there would be no way to take time off to travel abroad. 
Hsieh also hopes to visit Japan and perhaps Singapore and 
Europe if time permits. 


Comment 


13. (C) Hsieh comes across as sober-minded about the 
challenges he faces in beating the more popular Ma Ying-jeou, 
but he also strikes us as quietly confident in his own 

abilities as a politician and a competitor. His tone in 
discussing Chen Shui-bian is proper, but betrays no great 
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affection for his long-time rival. While recognizing that he 
needs the DPP establishment to win next year, Hsieh suggests 
he will seek to distance himself from some of the party\'s 

more radical ideas, and will expect President Chen to give 

him some running space as he outlines his campaign strategy. 
We see Chen\'s willingness to restrain himself as a key test 

of Hsieh\'s ability to unite the DPP behind his candidacy in 

the coming months. 


YOUNG 
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E.O. 12958: N/A 

TAGS: PREL, EPET, PGOV, VZ, TD 

SUBJECT: VENEZUELA WITHDRAWS T8T INVITATION TO SOUTH AMERICAN ENERGY 
SUMMIT 


REF: (A) CARACAS 00781 


(B) PORT OF SPAIN 00389 
(C) 2006 CARACAS 1712 


SENSITIVE BUT UNCLASSIFIED - HANDLE ACCORDINGLY 


1. (U) SUMMARY: After first inviting Prime Minister Patrick Manning 
to a South American energy summit in Venezuela, Hugo Chavez 
unexpectedly withdrew the invitation on April 17, attributing the 
disinvitation to a lack of consensus among the summit participants 
regarding arrangements for Manning\'s attendance. Coincidentally, 
the GOTT announced that Chavez would not be visiting T&T in April, 
as originally planned, to consolidate what Manning had called \"the 
T&T/Venezuelan energy alliance\". Speculation is rife as to why the 
invitation to Manning was withdrawn, why the Chavez visit was 
postponed, and to what extent a so called \"energy alliance between 
T&T and Venezuela is in fact on the cards\". Some commentators and 
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anti-government politicians have said that possible reasons for the 
apparent friction in the relationship are Manning\'s initial 

opposition to the Petrocaribe initiative, T&T\'s unwillingness to 
participate in any South American gas cartel, and Mercosur\'s 
resistance to Port of Spain as a headquarters for an FTAA. However, 
the likelihood is that the publicly stated reason of a lack of 

consensus about Manning\'s attendance at an otherwise exclusively 
South American gathering is in fact on the mark. Post will continue 
to monitor any progress or lack thereof in Manning\'s efforts to 
promote energy cooperation between T&T and Venezuela. END SUMMARY. 


2. (U) On April 17, Prime Minister Patrick Manning canceled his 

trip to Margarita Island, Venezuela reportedly because BRV 
authorities were unable to finalize appropriate arrangements for 

him. Manning had been invited to attend a two-day South American 
Energy Summit. Minister of Foreign Affairs Arnold Piggott received 

a diplomatic note from the BRV Foreign Minister stating that due to 

a lack of consensus among attending South American countries, 
arrangements could not be organized in time for Manning, according 
to media reports. The Prime Minister\'s office tried to downplay any 
impression that this might set back Manning\'s effort to promote 
bilateral energy cooperation with the BRV by stressing that GOTT and 
BRV energy Ministries continue to work on a bilateral energy 
Memorandum of Understanding (MOU), with the goal of having it ready 
for the next Manning/Chavez Summit. 


3. (U) Efforts to downplay the canceled trip, however, were 

undercut when Energy Minister Lenny Saith revealed at an April 26 
post-Cabinet news conference that Manning and Chavez had not yet set 
a date for Chavez\'s prospective visit to T&T to continue discussions 

on regional energy cooperation between the two countries. The 

remark came as a telling departure from initial statements made by 
Manning and Piggott that Chavez would come to T&T in April, leading 
many to conclude that the GOTT was diplomatically snubbed by the 
BRV. Moreover, with national elections in view the issue is 

becoming politicized. On May 2, Opposition Party United National 
Congress (UNC) Deputy Political Leader Jack Warner publicly asserted 
that Manning was disinvited to the Summit because MERCOSUR members 
were opposed to Manning\'s bid for the FTAA seat. 


4. (SBU) Initially, speculation was that GOTT\'s disinvitation to 

the Summit was because of comments made by Saith at the April 9 Doha 
Gas Exporting Countries Forum in Doha that the GOTT would not 
participate in a Western Hemisphere gas organization. 


5. (U) However, another set of possible explanations was put forth 
by Basil Ince - a local columnist and former GOTT Minister of 

Foreign Affairs - in an April 25 op/ed in the Trinidad Express. 

Ince concluded that GOTT was snubbed by BRV for three reasons: 1. 
GOTT\'s reluctance to support Venezuela\'s Petrocaribe initiative; 2. 
GOTT\'s negative stance on Venezuela\'s ALBA initiative, Chavez\'s 
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effort to undermine the FTAA, and; 3. The fact that the Summit was 
drawn up as a South American affair. 


6. (SBU) COMMENT: Post doubts that Petrocaribe factored into the 
BRV\'s equation given that Manning muted his criticism of Petrocaribe 
before visiting Caracas on March 20 and is now angling for a 
supporting role in the initiative (reftel C). However, Manning\'s 
publicly stated strong support for the FTAA process and his 
reluctance to sign on to ALBA during his meeting with Chavez could 
have weighed in the decision to disinvite the GOTT, since Chavez 
used the Energy Summit meeting to push his own Venezuela-centric 
vision of regional integration. Also, it is too early to tell 

whether Jack Warner\'s criticism of Manning\'s FTAA stance will have 
legs. Even if opposition criticism continues, Post does not expect 
Manning to moderate his support for FTAA. 


7. (SBU) COMMENT CONTINUED: All told, the likelihood is that GOTT 
was disinvited because it fell outside the Summit\'s South American 
framework. Chavez\'s verbal off-the-cuff invitation to Manning at 

the hastily arranged March 20 meeting probably was not seconded by 
other members, all South American nations. But the timing of the 


disinvitation, as well as the continued postponements in Chavez\'s 
prospective visit to T&T raise doubts as to where Manning and Chavez 
really stand on Manning\'s proposed bilateral energy cooperation, 
which on April 16, he described to CODEL Engel as an \"energy 
alliance\" intended to temper Venezuela\'s influence in the region 
(reftel B). Post will continue to monitor as the matter unfolds. 

END COMMENT. 
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TAGS: OTRA TSPA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR NASA GODDARD SPACE 
FLIGHT CENTER OFFICIAL GEORGE SONNEBORN - JUNE 6-10, 2007 


REF: STATE 62472 


1. Country clearance is granted for National Aeronautics and 
Space Administration Goddard Space Flight Center official 
George Sonneborn to travel to Amsterdam, The Netherlands from 
June 6-10, 2007 to give a colloquium entitled Imaging and 
Spectroscopy with the James Webb Space Telescope at the 
University of Amsterdam. 


2. Embassy understands that no further assistance is 
necessary. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. lf level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
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raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do not distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
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shipment of classified equipment and information. 


Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 


Column 3 

Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
assistance is: (31) (70) 310-2209. 


ARNALL 
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E.O. 12958: N/A 
TAGS: PGOV, PINR, PREF, ECON, EAID, KDEM, SU 
SUBJECT: UNDP Conference for Sudanese Women in Politics in Juba 


1. (U) Summary: The first annual National Conference on Sudanese 
Women in Politics, held May 7 - 11, was convened at Juba University 
under the sponsorship of the Government of Southern Sudan\'s (GOSS) 
Ministry of Parliamentary Affairs (MPA) and the United Nations 
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Development Program (UNDP). GOSS President Salva Kiir and others 
gathered to give opening remarks of support for the role of women in 
the reconstruction and development of Sudan and called for increased 
programming designed to address the marginalization of women, 
particularly in the South. End Summary. 


2. (U) The conference was the first of its kind held in Southern 

Sudan since the signing of the Comprehensive Peace Agreement (CPA) 
and brought together over 600 diverse women from the north and 
south, Muslim and Christian, urban and rural, to address the lack of 
political participation by women in Sudan. First Lady of the 
Government of National Unity Fatima Bahir, and First Lady of the 
GOSS Mary Auen, wife of Salva Kiir, who seldom makes any public 
appearances, both addressed the participants. Themes in the 
conference\'s opening remarks included education for women and girls, 
female leadership in business and politics, the role of women as 
peacemakers, and addressing the female representation gap in the 
GOSS. In addition to Kiir and the two first ladies, remarks were 

made by the Dutch Minister of International Cooperation, Minister of 
Transport and Roads Rebecca Garang, Presidential Advisor on Gender 
and Human Rights Awut Deng, and Minister of Gender, Social Welfare 
and Religious Affairs Mary Kiden. The First Lady of South Africa 

was to have participated but sent her Gender Minister in her absence 
who spoke on the commonality of the struggle in South Africa and 
offered to share lessons learned. Throughout the four day 
conferenc%, NGOs and civic lua$ers$will(hold sEmi~crs#/n emO0owev}nTQQQad\"afgit-itiz(acxiOl8vQ« 
number of and positions held by women currently serving in the GNU 
and the GOSS, including three Sudan People\'s Liberation Movement 
(SPLM) representatives in the GNU, four female GOSS advisors to the 
President, three female GOSS commissioners, and 40 female GOSS 
parliamentarians. Kiir emphasized a point he had made earlier in 

the week to the GOSS Governors\' Forum (septel) that women had to be 
accommodated in the GOSS at all levels and that he was putting men 
who were \"sitting on women\'s seats\" in government on notice that 
\"their days were numbered.\" Kiir also lauded the impact of Southern 
Sudanese affirmative action on the rest of the nation, noting that 

the South appointed the first woman Under Secretary (Parliamentary 
Affairs) and was followed by the North. He also cited the lead of 

the South in appointing the first woman Parliamentary Speaker in 
Equatoria State. 


4. (U) Much of the oratory at the conference addressed the need for 
serious dialogue on how to tackle societal and cultural factors 

weighing against the education and advancement of women. The 
Gender Minister urged women to become involved in the discussions on 
the electoral law to ensure their adequate representation in all 
government institutions. 


5. (SBU) Comment: The kick off of this Women\'s Empowerment 
Conference was a mass celebration with dancing, singing, and fiery 
speeches designed to galvanize the women as they begin the serious 
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deliberations on the need to quickly address ways to reach the 
\"marginalized of the marginalized\" as Kiir stated. The topics they 
hope to address - women\'s abject poverty and unemployment, the 
excessive childbirth mortality rates, illiteracy, and political 

exclusion of the over 60 percent of the population of Sudan who are 
female, with most of it in the South, are critical to the success of 
the CPA. The Conference also foreshadows the kind of alliances, or 
at least networking, that may be formed across race, religion and 
region in the run up to the 2009 elections. But we won\'t really 
know until after the singing stops. End comment. 
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DEPT FOR AF/SPG AND SE NATSIOS 
DEPT PLS PASS USAID FOR AFR 


E.O. 12958: N/A 
TAGS: PREL, PGOV, EFIN, ECON, EAID, SU 
SUBJECT: MAY 3 AEC WEALTH SHARING WORKING GROUP 


1. Summary: The May meeting of the wealth sharing working group of 

the Assessment and Evaluation Commission (AEC) featured two 
presentations on intergovernmental transfers. For the first time, 
representatives from the Government (GNU) of National Unity (GNU) 

and the Government of Southern Sudan (GOSS) made joint presentations 
to the working group. The GNU and GOSS representatives pledged to 
improve coordination and cooperation. End Summary. 


2. The May 3 meeting of the Assessment and Evaluation Commission 
working group on wealth sharing was chaired by the U.S. and attended 
by representatives from NCP, Norway, Kenya, U.K., U.S. and observers 
from EU (Germany) and EC, World Bank and UN. The representatives 
from the SPLM were not present. 


GNU Presentation Critical of GOSS 
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3. Government of National Unity (GNU) Undersecretary of the Ministry 
of Finance and National Economy (MFNE) El Sheikh El Mak gave a 
presentation on Intergovernmental Transfers. The Undersecretary said 
all revenue goes into the National Revenue Fund (NRF) in accordance 
with the CPA. The NRF reallocations are made to three levels: the 
Federal Government, the GOSS, and the National States Support Fund 
(NSSF). The latter exclusively handles transfers to states in the 

North, in contravention of the CPA\'s wealth-sharing provisions. 


4. El Mak noted that the GNU Ministry of Finance lacks the capacity 
to implement the Fiscal Financial Allocation and Monitoring 
Commission (FFAMC)\'s recommendations for direct transfers to 
Northern state governments. The UN representative called into 
question the continuing NSSF role, and called for increased 
transparency within financial transfers in the North. The World Bank 
representative also voice concern over the NSSF\'s continued 
existence, noting that the NSSF is outside the control of the 

Ministry of Finance. Its continued inclusion in a process of fiscal 
decentralization therefore creates problems of timeliness and 
discretion of criteria. (Comment: The NSSF is able to use its own 
discretion in making transfers to state governments. The concern is 
that it will not follow the criteria established by the FFAMC. End 
comment.) More changes and reforms are needed, he emphasized. 
(NOTE: A report on the ongoing World Bank capacity building program 
with the MFNE is due to be published in June. END NOTE.) 


5. El Mak responded that the \"status\" of the NSSF was under review. 
The U.S. representative asked that the parties plan to brief future 
working groups on what steps are being taken to ensure the Ministry 

of Finance is able to implement fiscal decentralization in 

accordance with the CPA. (Note: The NSSF Council of Trustees decided 
to decrease State fund allocations by 6% during the last transfer, 

giving Northern states a smaller revenue share than originally 

allocated to them by the FFAMC. End Note.) The percentage breakdown 
between the three levels is 56% to the Federal Government, 28% to 

the Northern States and 16% to the GOSS. 


Acting GOSS Minister of Finance Speaks 


6. The Acting Minister of Finance for the Government of Southern 
Sudan Gabriel Changson Chang discussed the financial system in the 
South. GOSS budgets for the past two years have been based almost 
entirely on the 50% share of oil revenues. (Note: The monthly 

figures for oil revenues transferred to the GOSS for January, 
February and March 2007 were: $67 million, $58 million and $44 
million, respectively. El Mak complained that the GOSS unfairly 
benefited from the domestic oil subsidy, since the value of the oil 

sent to local refineries is calculated on international export 

prices, rather than the actual domestic price. End Note.) 
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7. Block grants totalling $100 million were made to the ten southern 
states in 2006. The bulk of this disbursement covers personnel 
costs and state operating costs. State governments are also able to 
raise revenue through local taxes and fees. The GOSS also awarded 
development grants targeting the education and health sectors of 
individual states. Planning was underway to ensure that during the 
2008 budget cycle southern states would be able to table individual 
budget requests to Juba. 


8. Undersecretary El Mak criticized GOSS book-keeping, noting the 
GOSS\' budget lack of detailed breakdown and that state budgets have 
classification problems. He contended that non-oil revenues from 
Southern sources have not been shared with the GNU, as required by 
the CPA. GNU customs officials have not been allowed to operate in 
the South, and revenue transfers since July 2005 between Juba and 
Khartoum have totalled only $2 million. 


9. Changson agreed that a more realistic approach to the GOSS budget 
was required, and the current $1.5 billion revenue estimate in 
particular, will have to re-examined. The generation and collection 
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of non-oil revenues needs to be improved, he noted, and a legal 
framework established for its transfer to Knartoum. He explained 
that the deployment of national customs officials to southern Sudan 
was not received well because it was poorly explained, and hoped 
that his presence in Khartoum for meetings would lead to a smoother 
GNU/GOSS relationship in the financial sector. Changson admitted 
that the GOSS was not adequately sharing non-oil revenues with 
Khartoum. He noted his desire to remedy this, and assure that the 
system of exemptions from customs and taxes is not abused. There 
is aneed to maintain the same rates of foreign exchange in the 
south and the north in order to avoid arbitrage, the Acting Minister 
stated. 


10. The Acting Minister said that the GOSS is working on developing 

criteria for horizontal transfers within the South and that he is 

working on improving coordinating mechanisms between the GNU and the 
GOSS. Under Secretary El Mak commended the GOSS for its efforts to 

improve its systems, and the North/South relationship overall. The 

World Bank commended the GNU\'s compliance with FFAMC recommendations 
on transparency, particularly with respect to transfers to the 

South. He called for similarly transparent measures to be 

implemented within the NSSF. 
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E.O. 12958: DECL: 05/08/2017 

TAGS: PGOV, PREL, PHUM, KDEM, ASEC, AM 

SUBJECT: INCREASING TENSIONS EXPECTED IN LORI, MORE 
VIOLENCE POSSIBLE 


YEREVAN 00000587 001.2 OF 003 


Classified By: PolOff K.L. Fisher, reasons 1.4 (b,d) 


1. (C) Embassy officers on May 4 visited Vanadzor (Lori 
Region), the largely-impoverished third-largest city of 
Armenia to examine pre-election conditions. Typically, 
pro-government officials claimed there were no problems in 
the run-up to 12 May while opposition and NGO figures noted 
otherwise. Different colorful perspectives were offered on 
the recent murder of a reputed Viktor Dallakian supporter and 
the intimidation of an opposition female majoritarian 
candidate. END SUMMARY. 


2. (C) The majoritarian race in Territorial Election 

Commission (TEC) district #30, encompassing the Vanadzor 
area, is expected to be tense on Election Day as incumbent MP 
Viktor Dallakian (an opposition-minded independent) runs 
again Republican-backed independent Vahram Baghdasaryan. 
Both men held majoritarian seats in the previous National 
Assembly, but redistricting left Vanadzor with just one 
majoritarian seat for the two incumbents to fight over. The 
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executive director of Lori TV, Narine Avetisyan, noted that 
Dallakian had lately been under increasing pressure and said 
he was afraid to appear on any local television broadcast, 
including the seemingly more neutral Lori network. 


3. (C) Hrant Hakobian, a reputed supporter of Viktor 
Dallakian, was stabbed to death on April 27 by thugs close to 
opponent Vahram Baghdasarian. Emboffs asked the local 
Helsinki Citizen\'s Assembly (HCA) representative, Artur 
Sakunc, about the incident who said he had been personally 
investigating the matter, speaking to Hakobian\'s parents and 
neighbors. Sakunc informed us that one of the attackers 
that had been arrested and held for the murder was observed 
on the street just days later and seen on the margins of a 
Dallakian meeting on May 3 apparently getting consistent 
reporting on the crowd from a stream of men going between the 
car and the crowd. Sakunc told Emboffs that local 
broadcaster \"0-2 TV\" went off the air in mid-broadcast right 
before the commentator was to report on the murder. Sakunc 
said he had not been able to access any opposition news 
websites recently, specifically A1 , for coverage of the 
incident, a point corroborated by the translator for the 
OSCE\'s long term observers in Vanadzor. 


4. (C) We met in Yerevan May 2 with Victor Dallakian himself 
in the embassy. Dallakian told us that Hakobian\'s links to 

his campaign had been exaggerated by media accounts. 
Hakobian had never been connected with Dallakian\'s campaign, 
and indeed Dallakian had never to his knowledge met the man, 
he said. Dallakian characterized Hakobian as a \"supporter\" 

in a very generic sense. He told us that Hakobian was 
something of a \"big man\" around the neighborhood, of a type 
typical in Armenia. He was a local small business owner who 
had had a great deal of informal influence with his 

neighbors; the alpha male of the backgammon-playing boys who 
hang around on the local front stoops. The way Dallakian 

tells it, Republican Party organizers came around 

aggressively politicking for Vahram Baghdassarian, and sought 
Hakobian\'s support. Hakobian declined, saying he favored 
Dallakian. The dispute later made its way to some dark 

alley, where Hakobian ended up dead, with at least a dozen 
stab wounds, and broken ribs, sternum, and collarbone. 
Dallakian also volunteered that Hakobian was known to have 
\"shady\" friends and business associates. He said, however, 
that the public mood in Vanadzor was quite tense in the wake 
of the incident, which seems to have been born out by our 
other interlocutors. 


5. (C) Dallakian had other interesting comments to share with 
us. Despite near-universal belief that he had fallen out 
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with Prosperous Armenia (PA) over the winter, Dallakian told 
us that in fact he still has a quiet arrangement with PA. 

Though it is true that President Kocharian (the PA 
puppet-master, according to Dallakian\'s portrayal) is not 

fond of Dallakian, PA leader Gagik Tsarukian remains friendly 
with Dallakian and the regional PA organization in Lori is 
quietly backing Dallakian\'s candidacy against the 
Republican-backed Vahram Baghdassarian. Dallakian hinted we 
would see him in some kind of PA-sponsored leadership role in 
either parliament or the government after the elections, if 
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PA proves successful at the polls. 


6. (C) In another incident, People\'s Party of Armenia 
majoritarian candidate Larisa Paremuzyan, running in TEC #31 
east of Vanadzor, reportedly was intimidated by unknown 
assailants last week when their black BMW cut off her 
campaign vehicle on a Lori road, ordering her out of the 

car. Paremuzyan claimed one of the men grabbed her arm and 
told her to stop campaigning in area. She called HCA\'s 
Sakunc immediately to report the incident and then went to 
local police to file a complaint. Sakunc opined that the men 
were probably connected to rival Republican majoritarian 
candidate Karen Saribekyan, the local director of the 

Armenian electrical network branch. Governor Aram Kocharyan 
offered an improbable version of the events in a meeting 

with Emboffs, suggesting that the men involved were 
intoxicated from a party and merely took her hand to invite 

her to the festivities. 


7. (C) Emboffs\' meeting with HCA\'s Sakunc further yielded an 
energetic discussion on widespread regional violations he had 
personally observed or had been reported to him. He 
highlighted the Republican Party\'s strength in Lori and said 
that Prime Minister Serzh Sargsian appeared to be using all 
administrative resources to control the situation. Sakunc 
noted that the Republicans recently bought airtime on Lori TV 
to advertise free health services courtesy of the party. He 
also mentioned that figures close to Kocharian have 
communicated to Lori Republicans and police not to engage in 
any violations or interfere in the election run-up, 

presumably to avoid any appearance of violating international 
standards. Sakunc provided the Emboffs with an extensive 
Armenian-language list of other violations in the region 
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published by his office and expressed frustration that past 
OSCE reports had not included similar observations. He 
claimed that he would publicly criticize the OSCE if the 
organization\'s next election 

report again neglected to note his findings. 


8. (C) Emboffs met with Lori TV executive director, Narine 
Avetisyan, who commented that, in comparison to the flawed 
2003 elections, there was less pressure from authorities on 

TV networks across the country. Local NSS officers were also 
not interfering with Lori TV\'s reporting lately, whereas in 

the past the same officers had hassled TV executives and 
confiscated reporting materials. Avetisyan, however, went to 
pains throughout the interview to differentiate between her 
comments made as a representative of the network and those as 
a private citizen, most of which surrounded local 
pro-government figures or the Hakobian murder. She implored 
Emboffs that her name not be revealed in connection with her 
private comments. She claimed her property had been 
vandalized, including a destructive stoning of her car, when 
comments attributed to her were leaked to the public. She 
expressed concern that tensions would increase in TEC #30 and 
expected that violence would occur outside polling stations 
where tensions cannot be mitigated by an international 
observer presence. 


9. (C) The local head of Orinats Yerkir\'s (OY) office and 
one of OY\'s three female majoritarian candidates, Victoria 
Harutyunyan, told Emboffs that pressure is being put on 
local teachers and students\' parents to vote Republican, 
highlighting that students are being told they won\'t 
graduate if their parents vote for any other party. They 

both noticed continued NSS and local police presence at OY 
regional campaign events. 


10. (C) The OSCE\'s Lori LTOs outlined for Emboffs the 
notable campaigns in Vanadzor and Spitak and spoke at length 
about the deplorable conditions of residents still living in 
temporary shelters from the devastating 1988 earthquake, 
emphasizing those citizens\' total lack of interest in the 

electoral process. The LTOs noted a legal battle in Spitak, 
where Republican majoritarian candidate Arkady Hambardzumyan 
had spent more on campaigning expenses than he reported as 
having funds for in his campaign\'s financial disclosure 
documents. His opponent has called for Hambardzumyan to be 
de-registered for this offense and reportedly plans to take 

the case to the European Court of Human Rights for 
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local appeal would be successful, however, as they deemed 
Hambardzumyan\'s control to be rock-solid in Spitak. Sakunc 
at HCA told Emboffs that people in Spitak are afraid they\'ll 
lose their livelinoods at the local plant if they attend 
non-Republican campaign meetings. 


11. (C) Lori marzpet (governor) Kocharian pointed out the 
many diverse political party offices on the main street of 
Vanadzor as evidence of real political freedom. He lamented 
the lack of political culture among residents, which he says 
makes it difficult for some to choose for whom to vote, but 
felt that he has created an equal electoral environment for 

all participating parties. Kocharyan boasted that all of 

the majoritarian candidates are more active than ever before. 


12. (C) A brief meeting with the local ARF-Dashnaksutyun 
chapter also yielded positive talk on the pre-election 
environment. The party\'s local representative said he had no 
problems to report. The party is relying on its traditional, 
nationalist message in regional campaign efforts, reiterating 

a common message heard elsewhere that the party needs more 
parliament seats to enact any change in the new government. 
He anticipated tensions to increase in the days ahead of the 
election but did not expect them to manifest in violence, 
providing no other details. He recalled difficulties in 

recent weeks with organizing the numerous electoral changes 
in the political process but thought that things were 

improving now as the marz\'s TECs had a firmer grip on these 
changes. 


13. (C) For whatever reason, Lori Marz seems perhaps the 
most contentious flashpoint this election cycle. If 

Dallakian\'s comments can be relied upon -- a still-open 
question -- the implication is that the Republicans and 
Prosperous Armenia are particularly, albeit stealthily, at 

each other\'s throats in Lori. We will have one 
OSCE-accredited short-term observer in the marz on Election 
Day, who will be able to offer a first-hand view of how 
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events play out there. 
GODFREY 
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DEPARTMENT FOR OES/OA (JOHN FIELD) AND EUR/WE; USDOC FOR 
NMFS (CHERI MCCARTY) 


E.O. 12958: N/A 

TAGS: SENV, EFIS, KSCA, PREL, IWC, ETRD, SP 

SUBJECT: SPAIN SUPPORTIVE OF U.S. INTERNATIONAL WHALING 
COMMISSION (IWC) PRIORITIES 


REF: STATE 56397 


1. ESTHOFF made reftel points May 8 to Spanish IWC 
Commissioner Carmen Asencio, urging Spain to support U.S. IWC 
priorities. Asencio said Spain would endorse the aboriginal 
subsistence whaling quota for Bering-Chukchi-Beaufort Sea 
bowhead whales and agreed with the U.S. positions on the 

Revised Management Scheme and the mandate of the Conservation 
Committee. 


2. Asencio said she feared that Japan\'s linkage of the 
U.S./Russian bowhead whale quota to Tokyo\'s request for a 
coastal whaling quota would paralyze the 2007 IWC meeting as 
it did in 2002, the last time a bowhead quota was considered. 
She said she had been demarched by a Japanese Embassy 
official, but that Tokyo\'s approach had not changed Spain\'s 
views. She also said that a New Zealand Embassy official had 
visited her and indicated that Wellington believed that the 
bowhead quota had the support of at least three quarters of 
the IWC member states and would thus be approved. 

Aguirre 
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E.O. 12958: DECL: 05/07/2022 
TAGS: PGOV, PINR, TU 
SUBJECT: TURKEY: FM GUL AS THE BEHIND-THE-SCENES MASTER 


REF: A. ANKARA 1006 
B. ANKARA 1083 AND PREVIOUS 


Classified By: PolCouns Janice G. Weiner, reasons 1.4 (b), (d) 


1.(C) In contrast to rumors that Turkish FM Abdullah Gul is 
depressed after having had to withdraw his presidential bid, 

a journalist who writes for a respected European weekly and 
who interviewed Gul and his wife Hayrunissa May 8 described 
his demeanor as relaxed, confident and determined. Based on 
the interview, she said, it was clear that both Gul and 
Hayrunissa had long lobbied for him to be the ruling Justice 
and Development Party\'s (AKP) presidential candidate -- and 
they still retain ambitions. She dismissed earlier press 
speculation that parliamentary speaker Bulent Arinc had 
forced the issue. It was instead Gul who went to Arinc to 
press his own case and ask for support. He reportedly told 
Arinc that he, Gul, did not want to see a bureaucrat (DefMin 
Gonul) in Cankaya. 


2. (C) The way Gul\'s candidacy ultimately played out was a 
reflection of the long-running partnership -- and rivalry -- 
between PM Recep Tayyip Erdogan and Gul, according to our 
contact. From the outset, the biggest hurdle was Erdogan 
who, until the last minute, proved unwilling to renounce his 
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personal presidential ambitions. The PM waited so long that 
there was no time to cushion a Gul candidacy via the media, 
whose initial reactions to Gul\'s candidacy had been positive. 
The PM squandered an opportunity better to prepare both the 
military and the public. At that point, the opposition 

People\'s Republican Party (CHP) could have savored its 
\"anyone but Erdogan\" victory and Gul, who enjoyed good 
relations both with CHP and with the military, could have 
helped smooth the way. (Comment: It\'s not clear that a Gul 
candidacy would ever have been acceptable to the military, 
though they certainly do not like surprises. End comment.) 


3.(C) Once the Turkish General Staff released its e-memo late 
on April 27, it was allegedly Gul, not the PM, who persuaded 
AKP to take the democratic high road and hard line reflected 
in GOT spokesman Cemil Cicek\'s April 28 statement (ref A), 
which Gul reportedly penned. In the interview, Gul also 
reflected confidence in AKP\'s prospects for doing well in the 
upcoming general election. 


4.(C) One frequent TGS accusation has been that AKP has a 
hidden agenda. Gul had rebutted it consistently, pointing to 
the raft of political and economic reforms the AKP government 
has passed, and asking rhetorically if they would be working 
hard to harmonize Turkish law with EU law if GOT\'s agenda 
were sharia. In the interview, Hayrunissa added that their 
years in Saudi Arabia (when Gul worked as an economist at the 
Islamic Development Bank in Jeddah) had taught her much, 
including anger at a system that would try to limit women to 
the extent the Saudis do. She said she used to ask (Saudi 
FM) Faisal why, for example, they do not allow women to 
drive. She would never give that up -- she used to drive her 
husband to work and then drop her children at school. 


5.(C) According to the interviewer, Gul was not a member of 
Milli Gorus, the old Necmettin Erbakan cabal of pious, 
anti-Semitic Anatolians who have little subtlety. Gul\'s 

initial political activity was with a serious student 

movement just prior to the 1980 coup (to which Erdogan also 
belonged), the Milli Turk Talebe Birligi (National Turkish 
Student Union - MTTB), a formerly leftist student group 
turned conservative/lslamist, then disbanded in 1980 as a 
result of the coup. After 1997, it was Gul\'s think-tank, 

Politik Arastirma Merkezi (Political Research Center - PAM) 
that planned AKP\'s split from Erbakan\'s Fazilet and mapped 
out the strategy that brought AKP to power in 2002. Gul is, 
per the journalist, the only one in the party whom Erdogan 
truly respects, in the Turkish sense of admiration, 

friendship and fear. 


6.(C) Comment: This picture of Gul is one person\'s view (who 
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has known the Gul family for a long time), and stands in 
contrast to how others, including some in AKP, have described 
Gul. Egemen Bagis, for example, told us the FM was 
devastated and had never wanted to run. Whatever the truth 
about his mood, it is hard to believe that Gul, a seasoned 
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politician and operator, would let himself be pushed into 
something he didn\'t want to do, even \"for the greater good 
for his party.\" End comment. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
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SUBJECT: SOLIDIFYING NEPAL'S SUPPORT FOR BHUTANESE REFUGEE 
RESETTLEMENT PROGRAM 


REF: KATHMANDU 809 


Summary 


1. (SBU) During their visit to Nepal April 23 - 28, 

Population, Refugees and Migration (PRM) Deputy Director for 
Asia and the Near East Larry Bartlett and PRM Deputy Director 
for Admissions Jan Belz met with key Government of Nepal 
(GON) officials to solidify GON support for the Bhutanese 
refugee resettlement program. UNHCR Country Representative 
Abraham Abraham agreed to launch an information campaign on 
third-country resettlement in the refugee camps and to 

provide the U.S. with 5,000 referrals (roughly 750 cases) by 
mid-July. Refugee community leaders expressed support for 

the U.S. resettlement program while randomly-selected focus 
group discussions with refugees in the camps revealed a high 
level of interest in the program. Bartlett and Belz briefed 

Core Group Ambassadors on U.S. resettlement plans, which they 
said might encourage their own capitals to move quickly on 
similar resettlement offers. A U.S. fact sheet on 

resettlement was released to the media at a press briefing 

April 26 and is now posted on the U.S. Embassy website. 


Nepal To Pursue Resettlement, Repatriation Simultaneously 


2. (SBU) In a meeting April 23 with Acting Foreign Secretary 
Gyan Chandra Acharya, PRM Deputy Director for Asia and the 
Near East Larry Bartlett expressed appreciation for the 
Government of Nepal\'s (GON\'s) agreement to proceed with 
third-country resettlement of Bhutanese refugees. The U.S. 
would continue to urge the Royal Government of Bhutan (RGOB) 
to repatriate eligible refugees, he added. Acharya welcomed 
the U.S. resettlement offer, but noted that repatriation 

would be necessary since resettlement would not offer a 
solution for all refugees. Bartlett assured him that the 

U.S. was committed to consider for resettlement all 

interested refugees no matter if that number exceeded 60,000. 
On April 26, Foreign Ministry Joint Secretary for UN Affairs 
Dinesh Bhattarai emphasized GON interest in holding the RGOB 
accountable for evicting its citizens and ensuring that at 

least a small number could repatriate to Bhutan. Bhattarai 

also indicated GON willingness to cooperate fully with U.S. 
resettlement plans. Both Acharya and Bhattarai suggested the 
GON would seek a bilateral meeting with the RGOB as soon as 
possible, perhaps within the next three months. 


Column 3 
The U.S. Resettlement Program in a Nutshell 


3. (SBU) On April 26, Bartlett and PRM Deputy Director for 
Admissions Jan Belz briefed GON officials from the Foreign 
and Home Ministries and the Director General of Immigration 
on U.S. resettlement plans. The Bureau for Population, 
Refugees and Migration would select an implementing partner 
for the Overseas Processing Entity (OPE) in mid-May; the OPE 
would open an office in Kathmandu by mid-July, at which time 
it would take responsibility for processing the urban refugee 
caseload. In early September, the OPE would open a 
sub-office near the refugee camps in Jhapa District in 
southeastern Nepal to begin pre-screening refugees. 

Following pre-screening, U.S. immigration officials would 

visit Nepal to interview every family. After approval, every 
refugee would undergo medical screening before admittance to 
the U.S. Belz anticipated that the first group of refugees 

could board a plane for the U.S. in January/February 2008. 

In FY2008, the U.S. hoped to receive 7,000 Bhutanese refugees 
and as many as 15,000 in subsequent years, she added. The 
program could last for six or seven years depending upon the 
refugees\' level of interest. None of the GON officials 

objected to this schedule. 
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U.S. Fact Sheet and GON Exit Permit Procedures 


4. (SBU) In both Foreign Ministry meetings, Bartlett 
requested that the GON approve public dissemination of the 
U.S. resettlement program fact sheet. Acting Foreign 
Secretary Acharya noted the political sensitivity of 
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discussing local integration of the refugees and asked 
Bartlett to delete mention of this option. Acharya also 
emphasized the need to affirm that repatriation remained a 
desirable solution for the refugees. Bartlett agreed on both 
counts. In the later meeting, Joint Secretary Bhattarai 
agreed that the fact sheet could be publicly disseminated at 
the press briefing that same day. Noting the long delays in 
processing vulnerable Bhutanese refugees for exit permits, 
RefCoord requested the GON officials to consider exempting 
the Bhutanese refugees from the Nepali regulation that 
required a travel document before issuance of exit permits. 
She noted that the GON had made this exemption for Tibetans 
transiting Nepal. The GON attendees agreed that the current 
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process needed to be streamlined and planned to review their 
exit permit procedures in coming weeks. 


UNHCR Gears Up For Large-Scale Resettlement 


5. (SBU) Bartlett and Belz met April 23 with UNHCR Country 
Representative Abraham Abraham and UNHCR Durable Solutions 
Officer Kim Roberson and, April 27, with visiting UNHCR 

Deputy Director for International Protection Vincent 

Cochetel. Both Abraham and Cochetel agreed that UNHCR would 
provide the first tranche of 5,000 referrals (roughly 750 

cases) in early July. He suggested that UNHCR might draw the 
first batch of referrals from two groups: first, roughly 

25,000 refugees were identified during the UNHCR-GON census 
with special needs or vulnerabilities, such as torture 

victims, single women heads-of-household, or under age 25 
heads-of-household; and second, roughly 4,000 refugees had 
submitted informal applications for U.S. resettlement. 

Cochetel and Roberson were reluctant to use those refugees 

who had submitted applications as they disproportionately 
represented the well-educated, high-caste segment of the 
population. 


Refugees Support Third-Country Resettlement 


6. (SBU) On April 24 and 25, Bartlett and Belz met with 
several Bhutanese refugee leaders and visited two refugee 
camps (Beldangi 2 and Goldhap) in Jhapa District where they 
met with the Camp Management Committees and randomly-selected 
focus groups representing particular demographics in the 
camps, such as young men, young women, and victims of 
torture. In all the meetings, refugees asked numerous 
questions about U.S. resettlement. The refugee community 
leaders, all of whom had expressed reluctance for 
resettlement in previous years, welcomed the U.S. 
resettlement offer. They emphasized the need for refugees to 
make well-informed decisions and requested more information 
about the U.S. program. Belz assured them that the U.S. 
intended to work closely with UNHCR to ensure refugees were 
well-informed. 


Core Group Encouraged By U.S. Resettlement Timeline 


7. (SBU) On April 26, Bartlett and Belz briefed Core Group 
Ambassadors from Australia, Denmark, and Norway as well as 
the local Canadian Cooperation Officer on U.S. resettlement 
plans. The group responded positively. Australian 
Ambassador, and local Core Group Chairman, Graeme Lade 
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indicated that Canberra would decide on its 2007 refugee 

quota in May and could begin its process as early as July. 

The Canadian representative Ed Doe was not certain when 
Ottawa would be ready to announce resettlement numbers and 
agreed to revert to his capital on this issue. Norwegian 
Ambassador Tore Toreng noted that his government had extended 
the deadline for processing a number of vulnerable Bhutanese 
refugees that were waiting for GON exit permission. 


Extensive Media Coverage on U.S. Resettlement Program 


8. (SBU) Bartlett and Belz held a press conference April 26 

with print and broadcast journalists representing both 

English and vernacular media. The PRM team distributed the 
U.S. fact sheet on resettlement at the briefing. Newspaper 
articles published the following day highlighted the U.S. 
commitment to allow all interested refugees to apply for U.S. 
resettlement, no matter whether that number exceeded 60,000. 
The media coverage was positive and demonstrated the popular 
appeal of U.S. resettlement. 


Comment: Next Steps 


9. (SBU) PRM\'s visit to Nepal went far to solidify GON and 
refugee support for third-country resettlement. The positive 
response to U.S. resettlement was overwhelming and nearly 
universal. However, some challenges remain. An effective 
information campaign on resettlement will be critical in 
preventing pro-repatriation groups in the camps from gaining 
momentum. Much work remains to be done in streamlining the 
GON exit permission process, which now requires months to 
complete. Post will use the small group of vulnerable 
Bhutanese refugees, who will undergo pre-screening April 15 - 
16, as atest case for a revamped exit permit process. 
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DEPT FOR DRL/AWH AND ILCRS, WHA/MEX AND PPC, USDOL FOR ILAB 


E.O. 12958: N/A 

TAGS: ELAB, ECON, PGOV, SOCI, PINR, MX 

SUBJECT: NORTHERN MEXICO: LABOR UNIONS COMPETE AMONG 
THEMSELVES 


1. SUMMARY: If the northern Mexican states of Nuevo Leon 
(which includeS the major industrial city of Monterrey) and 
Coahuila are any indication, labor relations in that part of 
Mexico are marked by a general sense of cooperation between 
the unions and the region,s larger private and public 
employers. In recent meetings with the regional leadership of 
several national unions, Embassy Mexico City,s Labor 
Counselor was repeatedly told of how closely unions work with 
employers to amicably resolve labor related issues. The 
general peace that prevails in relations between unions and 
employers does not appear to exist to the same degree between 
the unions themselves. The national unions represented in 
northern Mexico compete among themselves to provide their 
members with social services. This competition is in part a 
move to fill the gap between the level of services provided 

by all levels of the Mexican government and what the workers 
say they need to improve their quality of life. On another 

level, the competition between unions has all the aspects of 

a low intensity struggle for political power. At present this 
struggle is well, contained but at some point it could impact 
general relations between management and labor should the 
unions feel the need to obtain increased resources to show 
their members which of them is the better provider. END 
SUMMARY. 


MEETINGS WITH PRIVATE AND PUBLIC SECTOR LABOR UNIONS 


2. Embassy Mexico City,s Labor Counselor recently visited 
the northern Mexican states of Nuevo Leon and Coahuila to, 
among other things, observe the state of labor relations in 
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that part of Mexico. These two states account for a 
substantial portion of Mexico,s industrial production and 
are the recipients of large amounts of foreign investment, a 
significant majority of which originates in the US. Over the 
course of a three-day visit Labor Counselor met with the 
regional leadership of several national unions in both the 
public and private sectors. 


4. During this visit Embassy Labor Counselor met with heads 
of two of the country,s larger private sector labor 

federations; the Confederation of Mexican workers (CTM) and 
the Revolutionary Confederation of Workers and Peasants 
(CROC). The CTM is the largest organized labor association 
in Mexico, roughly comparable to the AFL-CIO. The CROC is 
perhaps Mexico,s third largest labor association and is 
particularly strong in the hotel and food service industries. 
Labor Counselor also met with representatives of two of the 
larger public sector labor unions; the Sole Union of 

Electrical Workers of Mexico (SUTERM) and the Railroad 
Workers Union of Mexico (STFRM). Technically speaking the 
SUTERM is not the sole electrical workers union but it is, by 
far, the larger of two such unions in Mexico. Moreover, as 

the railroads in Mexico are no longer public, the STFRM is 

not really a public sector labor union but it began as one 

and still functions as if it had a single national employer. 


ALL QUIET ON THE LABOR FRONT 


5. All of the above mentioned labor organizations are 

officially tied to Mexico,s former ruling political party, 

the Institutional Revolutionary Party (PRI). In the past, 

these ties to the PRI, previously the official government 

party, helped insure that affiliated labor unions received 
favorable hearings with the Mexican government which in turn 
would intercede on their behalf with both public and private 
employers. Perhaps because of the size and vitality of the 
private sector in northern Mexico (particularly in the states 

of Nuevo Leon and Coahuila) government and party support for 
the unions there was not as significant a factor as in other 
parts of Mexico. Broadly speaking, it can be said that the 
business of northern Mexico is business and this prevailing 
attitude among both labor unions and employers has long been 
an underlying factor in the general labor peace that exists 

in this part of Mexico. 


6. Without exception, all of the union leaders with whom 
post,s Labor Counselor met unequivocally stated that they 
had good and cooperative relations with the region,s 
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employers. The labor leaders often underscored an awareness, 
both by them and their union members, on the need to help 
employers reach company productivity goals. Moreover, most of 
the union leaders praised the regions, employers for their 
cooperative attitude with respect to investing in worker 

training. There is no question that the union leaders who 

met with Embassy Labor Counselor understood that Mexican 
businesses had to be prepared to compete globally if they 
hoped to survive and grow. Given the broad sense of shared 
interests described by these union leaders, it is difficult 

to envision a situation in that part of northern Mexico that 

might lead to protracted labor unrest. 


THE REAL COMPETITON IS BETWEEN THE UNIONS THEMSELVES 


7. The quiet labor situation that exists between the unions 
and the regions, employers notwithstanding, all is not 
sweetness and light on the labor front. Since the regions, 
labor unions have effectively ruled out for now any actions 
that might create difficulties for employers, they appear to 
have turned their competitive energies against each other. 
This seems to be particularly true in the case of the CTM and 
the CROC where both regional and national trends may be 
factors in the competition that exists between these unions. 


8. As noted above, in the past, all of the unions with whom 
Labor Counselor met were closely tied to the PRI, Mexico,s 
former ruling part. When the PRI lost power in 2000, its 
ability to provide for its supporters (in terms of money, 
political protection and patronage) declined sharply. 
Consequently, labor unions (both regionally and nationally) 
that previously counted on the party/government for 
preferential treatment and support now had to fend for 
themselves in a broad range of areas. This prompted some 
unions to reassess their relationship with the PRI. 

Officially the CTM, CROC, SUTERM and STFRM are all still part 
of the PRI however their degree of party commitment varies. 


9. The CTM and the Railroad Workers Union (STFRM) are still 
committed to the PRI 100 percent. The SUTERM (at least in 
northern Mexico) appears much more interested in avoiding 
privatization by helping Mexico,s largest electric utility 
company increase productivity than in any type of politics. 

The real question mark among these unions is the CROC. In 
Mexico,s 2006 presidential elections the CROC,s national 
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union leader openly campaigned not for the PRI,s candidate 
but rather for the candidate of the Party of the Democratic 
Revolution (PRD). The PRD candidate lost the election but 
only by a hair and the PRD emerged from the contest as 
Mexico,s main opposition party. Since then the CROC at the 
national level has taken a position of greater independence 
from the PRI and that sentiment seems to have filtered down 
to the unions, offices in northern Mexico. 


WHAT THE UNIONS HAVE TO OFFER 


10. For the most part, the unions in Nuevo Leon and Coahuila 
are satisfied with the wages and benefits they have gained 

for their members and seem generally unwilling to press 
employers for more in these areas. Instead they have taken 

it upon themselves to improve the quality of life of their 
members by offering them more and better social services than 
they currently receive from almost any level of the Mexican 
government. All of the unions, to varying degrees, now offer 
their member and the members, families a range of health; 
education, recreational and retirement benefit services. 

With the exception of retirement services, most of these 
benefits are generally supported by the unions, own funds. 


11. All of the union representatives with whom post,s Labor 
Counselor met described student scholarship programs that 
were almost identical. In other areas, however, the unions 
are focusing their effort on differing areas. The CROC is 
focusing on youth sports and education; it even claims it is 
well on the way to forming its own university. The CTM is 
concentrating on sports in general and on a variety of health 
care services; it claims to operate the only union-run 
substance abuse treatment center in Mexico. SUTERM is 
working in the area of family recreation and better 
retirement services. The STFRM has devoted all of its 
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resources (not counting its scholarship program) to providing 
retirement services benefits to its former members and their 
families. 


COMMENT: WHAT DOES IT ALL MEAN 


12. In talking to labor leaders in northern Mexico, the 
competition between the unions has many of the aspects of a 
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low intensity struggle for political power. The unions claim 

that modern labor movements have to be as concerned about 
what happens to the workers off the job as about what happens 
to them on the job. None of the leaders seemed to feel that 

any level of the Mexican government would be able to provide 
the type of social services the workers needed to improve 

their quality of life so all of them had taken it upon their 
organizations to fill the gap. That said, one did not have 

to look very deep or listen for very long to see that the 

unions all hoped to do well (politically) by doing good. At 
present, their competition to provide workers with better 

social services and thereby increase their political standing 
seems very well contained. However, it is not hard to 

foresee a situation where competition among unions will shift 
the dynamic away from providing members with expanded social 
services and back to the getting increased wages and benefits 
from employers. 


13. This message was cleared with AmConsul Monterrey. 


Visit Mexico City\'s Classified Web Site at 

http://www state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www.intelink.gov/communities/state/nap / 
GARZA 
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PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 

DE RUEHYE #0588 1291157 

ZNY CCCCC ZZH 

P 091157Z MAY 07 

FM AMEMBASSY YEREVAN 

TO RUEHC/SECSTATE WASHDC PRIORITY 5521 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 

RUEHLMC/MILLENNIUM CHALLENGE CORP WASHDC 0043","C ON FIDENTIAL YEREVAN ( 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 05/08/2017 

TAGS: PREL, PGOV, KDEM, OSCE, TU, AM 

SUBJECT: FM OSKANIAN DEFENDS VISA REFUSAL OF TURKISH OSCE 
ELECTION OBSERVERS 

Classified By: Steve Banks, pol/econ chief, reasons 1.4 (b,d) 

1. (C) CDA and the German Ambassador each protested (during 


a scheduled meeting with CDA and EU chiefs of mission late 
May 8), Armenia\'s refusal to grant visas to Turkey\'s 
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contigent of seconded OSCE/ODIHR Election Observation Mission 
short-term observers (STOs). Each associated themselves with 
ODIHR Director Strohal\'s May 7 statement of concern about 

this action by Armenian authorities, and lamented that this 
decision was not only a violation of OSCE norms but a lost 
opportunity to further rapprochement with Turkey. (NOTE: 
German Ambassador Haike Peitsch made clear she was speaking 
on instructions from Berlin in her bilateral capacity, and 

not as the representative of the EU Presidency. END NOTE) 

The other EU member-state COMs present remained silent on the 
issue. 


2. (C) FM Oskanian said he was disppointed that Turkey had 
not shown more \"sensitivity\" as it done in the past, by not 
attempting to send observers. He said that during the 2003 
elections, Turkey had shown more sensitivity by not insisting 
on sending observers. He reiterated Armenia\'s frequent 
complaints that Turkey has for all these years kept its 
Armenian border sealed--against all norms of normal 
relations, and to Armenia\'s severe economic harm--and has 
refused Armenia\'s repeated attempts to establish normal 
diplomatic relations. Oskanian complained that Turkey had 
further been insensitive by proposing to send such a large 
(eight-person) delegation, and putting forward their names so 
late in the process (though he was not specific about when 
the applications might have been received. He commented that 
ensuring security for so many Turks, scattered around the 
Armenian countryside, would pose a signficant burden, on top 
of the many logisitical challenges Armenia was facing in 

trying to organize effective elections. 


3. (C) The minister added one piece of information new to 
us, reporting that Armenia had issued a visa and election 
observer accreditation to a Turkish parliamentarian 
participating in the Parliamentary Assembly of the Council of 
Europe (PACE) delegation. 


4. (C) Neither CDA nor Peitsch were satisfied with 
Oskanian\'s protestations, and each reiterated the points that 
this was a disappointing development. 

GODFREY 
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RR RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHPOD RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHWR #1071 1291201 

ZNR UUUUU ZZH 

R 091201Z MAY 07 

FM AMEMBASSY WARSAW 

TO RUEHC/SECSTATE WASHDC 4157 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 


Column 3 
RUEHKW/AMCONSUL KRAKOW 1690","UNCLAS WARSAW 001071 


SIPDIS 
SIPDIS 


DEPT FOR IO, G/AIAG, ISN, AND EUR/NCE 
EUR/NCE FOR B PUTNEY 


E.O. 12958: N/A 

TAGS: TBIO, AORC, PREL, KFLU, ECON, WHO, PL 

SUBJECT: DEMARCHE ON KEY US OBJECTIVES AT THE WORLD HEALTH 
ASSEMBLY DELIVERED 


REF: STATE 61739 


Econoff delivered reftel demarche on key U.S. objectives at 
the Annual World Health Assembly to Teresa Bondarewicz, 
Director, Department of International Cooperation, Ministry 
of Health. There was no substantive reply. 

ASHE 
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RR RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHPOD RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHWR #1072 1291202 

ZNR UUUUU ZZH 

R 091202Z MAY 07 

FM AMEMBASSY WARSAW 

TO RUEHC/SECSTATE WASHDC 4158 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 

RUEHKW/AMCONSUL KRAKOW 1691","UNCLAS WARSAW 001072 


SIPDIS 
SIPDIS 
DEPT FOR EOS/ETC AND EUR/NCE 
OES/ETC FOR R WATSON 
EUR/NCE FOR B PUTNEY 
E.O. 12958: N/A 
TAGS: SENV, ETRD, KSCA, ECON, PL 
SUBJECT: CITES DEMARCHES DELIVERED 
REF: A. STATE 59536 

B. STATE 57912 


Econoff delivered reftel demarches on the upcoming CITES COP 
14 to the Department of the Washington Conference in the 
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Ministry of Environment. The CITES Management Authority and 
Scientific Authority promised to review our proposals. There 
was no immediate substantive response. 

ASHE 
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PP RUEHBC RUEHBI RUEHCI RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPW RUEHROV 
DE RUEHNE 2223/01 1291203 

ZNY SSSSS ZZH 

P 091203Z MAY 07 

FM AMEMBASSY NEW DELHI 

TO RUEHC/SECSTATE WASHDC PRIORITY 5484 

INFO RUCNCLS/ALL SOUTH AND CENTRAL ASIA COLLECTIVE 
RUCNISL/ISLAMIC COLLECTIVE 

RUEHBJ/AMEMBASSY BEIJING 6117 

RUEHLO/AMEMBASSY LONDON 3577 

RUEHMO/AMEMBASSY MOSCOW 2061 

RUEHKO/AMEMBASSY TOKYO 4951 

RUEAIIA/CIA WASHDC 

RUCNDT/USMISSION USUN NEW YORK 4624 

RHEHNSC/NSC WASHDC 

RUEIDN/DNI WASHINGTON DC 

RHHMUNA/CDR USPACOM HONOLULU HI 
RUEHGV/USMISSION GENEVA 6878 

RUCPDOC/DEPT OF COMMERCE WASHDC 

RHHJJPI/PACOM IDHS HONOLULU HI 

RHMFISS/HQ USSOCOM MACDILL AFB FL 

RHMFISS/HQ USCENTCOM MACDILL AFB FL 
RUEKJCS/SECDEF WASHDC 

RUEKJCS/JOINT STAFF WASHDC" "SEC RE T SECTION 01 OF 02 NEW DELHI 002223 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/07/2017 
TAGS: PREL, PGOV, PTER, PINR, PBTS, MOPS, KDEM, KISL, PK, IN 
SUBJECT: INDIA-PAKISTAN STILL STUCK ON SIACHEN TALKS 


Classified By: PolCouns Ted Osius, Reason 1.5 (B,D) 


1. (S) Summary: Indian Defense Minister A K Antony traveled 
to the Army\'s Siachen base camp to demonstrate his 
administration\'s ongoing tough stance toward Pakistan in 
negotiations over troop withdrawal from the peaks surrounding 
the glacier, as well as to set a marker by which India can 

claim victory if negotiations result in both sides 

authenticating their positions on the ground. Our 

interlocutors say while Pakistan agreed in early April talks 

to authenticate its positions using satellite technology, 

they also asked for an agreement in writing that India 
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occupies illegally the peaks it is currently holding. For 

India, this is a nonstarter, because it does not overcome 
India\'s lack of trust of Pakistan due to the Kargil standoff 
and the 1965 War. In this case, however, India has more to 
lose because Pakistan has an advantage in retaking territory 
if India agrees to pull its forces back. Nonetheless, 
discussion of creative initiatives, such as a plan to make 

the glacier and surrounding peaks into an environmental 
research reserve, have given new impetus and at least some 
forward momentum to the protracted dispute over Siachen. End 
Summary. 


Antony Showing Strong Stance on Siachen 


2. (S) Indian Defense Minister A K Antony traveled to an 
Indian Army base camp near peaks surrounding the Siachen 
Glacier on May 5th, demonstrating his administration\'s 
respect for the sacrifices of Indian troops, and reiterating 
India\'s stance on the issue in talks with Pakistan. Indian 
press reports say Antony -- who declared that both sides must 
\"authenticate actual ground positions\" -- was sending a 
strong message to Pakistan that India will not be returning 
home any time soon. Reports say that while Pakistan is 
showing some flexibility on Siachen, no offer thus far 
satisfies India\'s concerns. Antony also noted the Army\'s 
efforts to reduce the environmental degradation along the 
peaks surrounding the glacier, removing human waste and 
garbage that cannot biodegrade in the freezing temperature, 
and which has piled up over the years while each country\'s 
army maintains its steadfast position. 


Pakistan Making Concessions... 


3. (S) Pakistani Political Counselor Zulfikar Gardezi told 

Poloff on May 4th that Pakistan had not been pleased with the 
11th round of Defense Secretary talks on Siachen, which were 
held on April 6 - 7. While the Pakistani side had shown a 

new level of flexibility on the issue, they were disappointed 
with India\'s lagging response. Press reports later said 
Pakistan had agreed to authenticate each army\'s current 
position using satellite technology, meeting a key Indian 
demand. Indian MEA Under Secretary for Pakistan Affairs B. 
Shyam said, however, that the meeting was part of an ongoing 
series and did not result in any particular breakthroughs. 


But India Lacking Trust 


Column 3 

4. (S) Praveen Swami, a journalist for The Hindu who 
maintains strong ties to Indian intelligence agencies, told 
Poloff on May 7th that while Pakistan agreed to authenticate 
positions using satellites, it asked that India agree in 

writing that it holds those positions illegally under 

previous UN agreements. Pakistan knows this, he claimed, so 
they would not have added this qualification if they did not 
want to stall the negotiations to press for forward movement 
on Kashmir. Swami said this was an almost \"laughable\" 
request that negates India\'s entire reason for demanding 
troop authentication. Kargil and the 1965 War -- in which 
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Pakistan launched surprise attacks into Kashmir to retake 
territory -- taught India not to simply trust Pakistan 

blindly. Because of this, he explained, the agreement needs 
to give India some guarantee that Pakistan will not simply 
invade the peaks again if both sides withdraw. India knows 
that it will not be able to retake the territory it currently 

holds as fast as Pakistan because of the terrain involved, so 
it must find a deal that gives Pakistan an incentive not to 
reinvade. Swami said the Indian security forces want any 
deal Congress makes on Siachen to justify a massive air-based 
attack by India if Pakistan makes a large-scale effort to 
retake the territory. If India agrees that it holds the 

peaks illegally, he claimed, international opinion will be 
against India, not Pakistan, in such a scenario. 


Laying the Groundwork 


5. (S) Swami explained further, however, that Antony\'s 
Siachen visit may be designed to lay the ground work for an 
eventual settlement of Siachen, but only if India gets all 

that it is asking for. By declaring that India will not pull 

its troops back unless Pakistan agrees to \"authenticate 

actual ground positions,\" he argued, Antony is preparing the 
Indian public to accept that India will have won the standoff 

if it makes this agreement. When Foreign Minister Mukherjee 
was Defense Minister, Swami explained, he became very 
concerned about the direction Prime Minister Singh was taking 
the negotiations because the PM came very close to making an 
agreement without winning this concession. Now both Antony 
and Mukherjee are pushing for it, but they believe it is an 
agreement Pakistan can make, especially if India shows some 
flexibility on Sir Creek. The problem for Pakistan, Swami 
declared, is that authenticating ground positions will mean 

that the general population will then know that Pakistan does 
not hold much of the territory around the glacier. 


Column 3 
Essentially, he said, they are nowhere near Siachen. 


An Environmental Solution? 


6. (S) Swami also said Antony\'s references to the 

environmental impact of the troops in the area was on the one 
hand designed to answer some critics of the Indian military, 

but on the other a reference to an alternative solution 

envisioned for the dispute. Swami said Indian military 

officer Brigadier Gurmeet Kanwal and Pakistani Brigadier Asad 
Hakeem had developed a proposal in 2005 at the Stimson Center 
in Washington, DC to make the Siachen glacier and surrounding 
peaks an area for environmental research. Specifically 
laboratories would be set up where each army\'s base camps now 
stand in order to carry out scientific research. Presumably, 
Swami commented, no one would dare try to occupy the area 
where the laboratories were set up. With environmental 

issues gaining so much interest at the moment, Swami said, 

the idea was factoring heavily into people\'s thinking. 


Comment: Waiting for the Glacier to Melt 


7. (S) Multiple newspapers in India pointed out that the 
death rate in Siachen has dropped dramatically in recent 
years as the Indian Army has gotten better at acclimatizing 
soldiers to the harsh conditions gradually and reducing tours 
in the higher altitudes. The message Antony is sending is 
that India is in this for the long haul -- that it requires 

less sacrifice than it used to, that the Army\'s environmental 
impact is diminishing, and that Pakistan must meet India\'s 
demands to gain forward movement on the issue. He is also 
building a public dialogue about what a win for India would 
look like if India and Pakistan can finally reach a 

resolution. 

PYATT 
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RR RUEHAT 

DE RUEHTC #0875/01 1291205 

ZNR UUUUU ZZH 

R 091205Z MAY 07 

FM AMEMBASSY THE HAGUE 

TO RUEHPH/CDC ATLANTA GA 

INFO RUEHAT/AMCONSUL AMSTERDAM 2869 

RUEHC/SECSTATE WASHDC 9103 

RUEAUSA/DEPT OF HHS WASHDC","UNCLAS SECTION 01 OF 02 THE HAGUE 000875 


SIPDIS 


Column 3 
SIPDIS 


STATE FOR EUR/UBI, 
STATE PASS TO HHS FOR STEIGER OGHA 


E.O. 12958: N/A 

TAGS: OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR HHS/CDC OFFICIAL 
MARIA DEL PILIAR OSPINA - JUNE 3-8, 2007 


REF: CDC ATLANTA 01846 (ATD 1486) 


1. Country clearance is granted for June 3-8, 2007 visit to 
Amsterdam, The Netherlands of Maria del Piliar Ospina, Senior 
Service Fellow, Clinical Chemistry Branch, NCEH, CDC, HHS. 
The purpose of the travel is to attend the International 
Federation Clinical Chemistry IFCC Meeting for HbA1c; to 
share HHS/CDC experience of operating the Liquid 
Chromotograpy Mass Spectrometry LC/MS method for HbA1c. 


2. Embassy understands that no assistance is requested. 
POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
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encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 
steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do nat distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 

small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
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been victimized, losing personal or unclassified government 


Column 3 

computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
assistance is: (31) (70) 310-2209. 


ARNALL 
ARNALL 
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RR RUEHWEB 

DE RUEHBW #0623 1291220 

ZNR UUUUU ZZH 

R 091220Z MAY 07 

FM AMEMBASSY BELGRADE 

TO RUEHC/SECSTATE WASHDC 0781 

INFO RUCNDT/USMISSION USUN NEW YORK 0270 


SIPDIS 

SIPDIS 

E.O. 12958: N/A 

TAGS: PHUM, PREL, KTIA, UN, SR 

SUBJECT: SERBIA HESITANT TO REJECT ZIMBABWE\'S CANDIDACY FOR THE UN 
CSD DUE TO KOSOVO CONCERNS 


REF: State 58046 


Column 3 

1. (U) On May 07, 2007, poloff passed ref demarche to the Serbian 
MFA to request Serbia\'s support for the USG in opposition to the 
African Group nomination of Zimbabwe as chair of the CSD. Serbia is 
unable to give an answer at this time. They generally support the 

EU consensus position on these issues. However, as Serbia is 
currently lobbying African countries for support on Kosovo in the 
UNSC, our contact said Serbia is unwilling at this point to do 

anything that might upset potential UNSC allies from Africa. Once a 
decision is made, MFA has assured us they will contact us. 


POLT 
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RR RUEHWEB 

DE RUEHHE #0329 1291221 

ZNR UUUUU ZZH 

R 091221Z MAY 07 

FM AMEMBASSY HELSINKI 

TO RUEHC/SECSTATE WASHDC 3321 
INFO RUCPDOC/USDOC WASHDC 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: SENV, EFIS, KSCA, PREL, IWC, ETRD, Fl 
SUBJECT: FINLAND CONTINUES TO SUPPORT U.S. IWC POSITION 


REF: SECSTATE 56397 


1. (SBU) Econoff delivered reftel demarche on the 

International Whaling Commission (IWC) to Mr. Esko Jaakkola, 
Finland,s IWC representative in the Ministry of the 
Environment. Jaakkola said Finland will continue to support 
the consensus and position of like-minded nations during the 
IWC meeting. Specifically, Jaakkola expressed support for 

the U.S. position on the bowhead whale quota and the need for 
the Conservation Committee to limit the scope of its 

activities to areas outlined in its mandate, rather than 

further dilute its limited resources. 


2. (SBU) While Jaakkola said U.S. intentions to move the 

Revised Management Scheme (RMS) forward were positive, he was 
pessimistic that real progress could be made due to the 

strong opposing viewpoints. Nevertheless, Finland intends to 
support reasonable measures to further the work of the RMS. 
Jaakkola said the U.S. was the only nation strong enough to 

offer the necessary leadership to break the current impasse. 
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3. (SBU) Finland resolved its financial obligation to the IWC 
on April 4, making it a member in good standing with full 
voting rights. 


4. (SBU) According to Jaakkola, last October the EU sent a 
letter to member states claiming it should have the 
&community exclusive competence for whaling matters and 
that the common EU position should be voiced by the EU 
Presidency country. EU member states disagreed with the 
Commission,s position; however, the member states did agree 
to coordinate closely on future IWC issues. For its part, 
Finland is nervous that a common EU position may water down 
the strength of the like-minded nations and it risks further 
alienating other like-minded nations such as those in Latin 
America. In additional to ad hoc coordination meetings, the 
EU will coordinate further its position during EU meetings 

one hour prior to the start of the general IWC sessions. 


5. (SBU) Jaakkola is hopeful that Japan will soften its 

position during the upcoming IWC meeting on issues such as 
scientific whaling, potentially leading to real progress on 

RMS issues. Jaakkola understands that Nicaragua, Guatemala, 
Costa Rica and Belize might be modifying their position to 
closer align with the like-minded nations. In addition, new 

IWC countries such as Slovenia, Croatia and Cyprus will 

likely support the like-minded nations which should lead to a 
simple majority. 

HYATT 
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RR RUEHDBU RUEHKN RUEHMJ RUEHPA 
DE RUEHHE #0330 1291223 

ZNR UUUUU ZZH 

R 091223Z MAY 07 

FM AMEMBASSY HELSINKI 

TO RUEHC/SECSTATE WASHDC 3322 

INFO RUEHAH/AMEMBASSY ASHGABAT 0116 
RUEHGB/AMEMBASSY BAGHDAD 0036 
RUEHLB/AMEMBASSY BEIRUT 0095 
RUEHEK/AMEMBASSY BISHKEK 0198 
RUEHDBU/AMEMBASSY DUSHANBE 
RUEHKN/AMEMBASSY KOLONIA 0001 
RUEHLU/AMEMBASSY LUANDA 0006 
RUEHMJ/AMEMBASSY MAJURO 0001 
RUEHMK/AMEMBASSY MANAMA 0044 
RUEHMS/AMEMBASSY MUSCAT 0015 
RUEHPU/AMEMBASSY PORT AU PRINCE 0028 
RUEHPA/AMEMBASSY PRAIA 0002 
RUEHVJ/AMEMBASSY SARAJEVO 0006 
RUEHYE/AMEMBASSY YEREVAN 0024" "UNCLAS HELSINKI 000330 


Column 3 
SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: SENV, KSCA, ETRD, XX, Fl 
SUBJECT: MIXED MESSAGE - FINLAND VOICES ITS POSITION 


REF: SECSTATE 57912 


1. (SBU) Econoff delivered reftel demarche on the Convention 
on Intentional Trade in Endangered Species of Wild Fauna and 
Flora (CITES) to Mr. Esko Jaakkola, Finland,s CITES 
representative in the Ministry of the Environment. Jaakkola 
said the EU has closely coordinated its response on the 
various proposals and that it would likely speak and vote as 

a block. 


2. (SBU) Jaakkola said the EU is not in favor of the U.S. 
proposal to remove bobcats (Lynx rufus) from the Appendix II 
of CITES due to ongoing positive identification concerns. 


3. (SBU) The EU member states are supportive of the U.S. 
proposal to include all species of the sawfish family 
(Pristidae) in Appendix | of CITES, as well as inclusion of 
pink and red corals (Corallium) provided there is a provision 
to allow for modest tourist trade. 


4. (SBU) As an EU member state, Finland is of course 
supportive of Germany,s two marine proposals dealing with 

the spiny dogfish (Squalus acanthias) and porbeagle (Lamna 
nasus). However, Jaakkola stated the UN Food and Agriculture 
Organization (FAO) does not support the Germany proposals, 
likely leading to a real challenge in others accepting the 
proposals. 

HYATT 
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RR RUEHWEB 

DE RUEHNC #0400 1291227 

ZNR UUUUU ZZH 

R 091227Z MAY 07 

FM AMEMBASSY NICOSIA 

TO RUEHC/SECSTATE WASHDC 7793 
INFO RUCLRFA/USDA WASHDC 0035 
RUCPDOC/USDOC WASHDC 
RUEHBS/USEU BRUSSELS 
RUEHTH/AMEMBASSY ATHENS 3849 
RUEHRL/AMEMBASSY BERLIN 0701 
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SIPDIS 

SENSITIVE 

SIPDIS 

DEPT FOR EUR/SE 
DEPT PLS PASS USTR 
USDA FOR FAS 


E.O. 12958: N/A 

TAGS: EAGR, ECON, ETRD, EU, CY 

SUBJECT: CYPRUS WILL VOTE AGAINST APPROVAL OF STACKED BIOTECH CORN 
VARIETIES 


REF: STATE 58647 


(U) This cable is sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) Per reftel request, Post delivered on May 3 demarche on the 
May 10 EU Standing Committee vote on biotech corn to Alexandros 
Zenon, Acting Permanent Secretary, Ministry of Foreign Affairs. We 
also sent copies to Panicos Pouros, Permanent Secretary, Ministry of 
Agriculture and Natural Resources; Takis Antoniou, Director, 
Department of Agriculture; and Nicos Georgiades, Director, 
Environment Service. 


2. (SBU) Cyprus will be represented at the May 10 meeting by 
Giorgos Hartoutsios, Health Inspector at the Ministry of Health\'s 
Medical and Public Health Services. Hartoutsios was unavailable for 
comment as he had already left for Brussels. However, Irini 
Constantinou, Senior Environment Officer at the Ministry of 
Agriculture\'s Environment Service, informed us on May 9 that the 
Government of Cyprus would vote against the Commission\'s proposal to 
approve the EFSA-approved biotech corn variety, as it did at the 
April 19 vote on sugar beets. To date, Cyprus has voted against 
every new biotech application, mainly due to strong pressure from 
domestic environmental organizations. Post will report any further 
GOC reaction. 
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E.O. 12958: N/A 
TAGS: PREL, KNNP, PARM, KN, ECON, IR, RW 
SUBJECT: KIGALI SCIENCE FELLOW REQUEST 


REF: STATE 30914 


1. In response to reftel and previous communication between 
Assistant Secretary Claudia McMurray and Minister Romain Murenzi, 
the following details four possible workplans for a Science Fellow. 


2. In Rwanda, the Science Fellow would work in Minister Murenzi\'s 
Office, in the Office of the Presidency. Post point of contact is 
Economic Officer Daniel Stoian, stoiandm@state.gov, 250-505-601 
x3266. 


3. BIO-FUELS: Rwanda\'s energy costs are the highest in the region 
and the unreliability of electricity continues to be one of the 

major development challenges. Exploitation of methane gas for 
energy has begun, but has been stalled by a lack of expertise, 
regulatory framework, and overall strategic plan. A Science Fellow 
would be able to guide the GOR through the technical aspects, 
economic aspects, policy issues, necessary regulatory framework, 
environmental impact analysis, and financing. 


4. GEO-SCIENCES: Geothermal is rumored to hold commercial, albeit 
unexploited, potential in Rwanda. A Science Fellow would be able to 
assist the GOR in developing geologic field investigations, 

geophysical exploratory techniques, and activities that need to be 
funded and launched to enable the GOR to analyze and evaluate its 
geothermal energy reserve base potential. A Science Fellow would 
also be able to guide the GOR through the technical aspects, 
economic aspects, policy issues, regulatory framework, compliance 
with environmental regulatory platform, and financing. 


5. ENVIRONMENTAL REGULATORY PLATFORM: Several governmental and 
donor organizations are working on regulations and legislation, and 

a Science Fellow would be able to coordinate the disparate efforts 

in a harmonized fashion. Assistance on code development, code 
implementation, and code enforcement is needed and would go a long 

way in ensuring that an environment is created that is both 
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protective of business interests and environmental concerns. A 
Science Fellow would assist the GOR to set up their regulatory 
administrative bodies and to provide the needed training and 
sensitization. 


6. WATER RESOURCES DEVELOPMENT 8 MANAGEMENT: As a predominantly 
agrarian society, Rwanda needs to properly develop, protect, and 

manage its water resources. An Embassy Science Fellow would be able 

to provide technical assistance to the GOR in developing a robust 

water resources program that will enable the government to focus on 

building capacity to better develop, manage, and plan for its 

population and its agrarian and industrial water supply needs. 
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TREASURY FOR A/S OVBRIEN AND DANIEL HARRIS 


E.O. 12958: N/A 

TAGS: ECON, EFIN, ETTC, KTFN, PTER, SA 

SUBJECT: TREASURY A/S PATRICK O\BRIEN MEETS WITH SAUDI 
CUSTOMS DIRECTOR SALEH AL-KHILWEY 


1. (U) On April 23, the newly-appointed Saudi Customs 

Director General Saleh bin Manea Al-Khilwey told Treasury 
Assistant Secretary for Terrorist Financing and Financial 

Crimes Patrick O\'Brien that the implementation of new cash 
declaration procedures is imminent. The SAG has relayed the 
same message on numerous occasions in the past. Department 
of Homeland Security Attach Chabot also offered to arrange 
training with Saudi and U.S. Customs officials. End summary. 
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2. (U) A/S O Brien opened the meeting asking about the 
status of the program. Mr. Al-Khilwey, who was appointed in 
March, stated that the SAG is \"about to implement" the new 
procedures, and reviewed the program. (Note: The SAG has 
relayed the same message on numerous occasions in the past, 
including with Treasury U/S Levy in March 2007. End note.) 
He stated the new regulations outline the rights and 
responsibilities of both the traveler and the Customs 

official. According to the proposed regulations, travelers 
must declare quantities of cash and precious metals greater 
than or equal to SR60,000 to the Customs department at 
points of entry or exit. Mr. Al-Khilwey emphasized that the 
new regulations do not prohibit travelers from carrying cash 
into or out of the country, but only require that amounts 

over SR60,000 be declared. Financial institutions that work 
as cash couriers must provide their licensing papers to the 
Saudi Arabian Financial Intelligence Unit (SA FIU) ahead of 
time. The new regulations will apply at all land, air, and 

sea ports. To inform the public of the new procedures, 
Customs will place large signs at the ports. Mr. Al-Khilwey 
provided A/S O Brien with copies of the new Customs 
declaration form. 


3. (U) Mr. Al-Khilwey then went on to describe the 
investigation process. The Customs Department and the 
Ministry of Interior share responsibility for customs 
investigation procedures. If a Customs official discovers 
suspicious activity and a failure to declare cash or precious 
metals totaling SR60,000 or greater at the port of entry or 
exit, Customs will confiscate the commodity and hold it while 
an investigation is conducted. Customs then refers the case 
to the Ministry of Interior\'s Board of Prosecution and 
Investigation. 


--If the investigation finds that the failure to declare was 
because the commodity came from or was intended for an 
illicit source, the case goes to the Ministry of Interior 

court system. If the suspect is found guilty, then the cash 

or metals are deposited with the Ministry of Finance. If the 
suspect is found innocent, then the commodities are returned 
to him. 
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--If the investigation finds that the failure to declare was 

to evade paying Customs duties, then the case goes through 
the Customs \"mini-court\" system. This court system applies 
to the failure to declare precious metals only, and does not 
include cash, since there is no duty to be paid for carrying 
cash. When A/S O,Brien asked about penalties for failing to 
declare cash over SR60,000, Mr. Al-Khilwey referred him to 
the courts. 


--Mr. Al-Khilwey also noted that, in the initial 
implementation phase, if a traveler fails to declare cash, 
but the Customs official believes that the failure to declare 
was an innocent mistake, the official will allow the traveler 
to complete the form a second time with no penalty. 


4. (U) A/S O,Brien asked about the timeline for 

implementation of the new cash declaration procedures. Mr. 
Al-Khilwey explained that implementation is taking time 
because of the SAG interagency process. He said the Customs 
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Department is currently in the implementation phase. At 
present, computer software is being installed at the ports, 
signs informing travelers of the new procedures are ready, 
and training for Customs officials would occur \"next week.\" 
Once these steps are completed, he said, the SAG will be 
ready to implement the new procedures. 


5. (U) Mr. Al-Khilwey then offered information about the new 
computer system being installed to help implement the 
procedures. Once the Customs official collects the new 
declaration form, the official will enter the data into the 
computer system in both Arabic and English. Data fields 
include information such as place of departure and arrival; 
nationality, passport number, and date of birth of the 
traveler; traveler\'s address in Saudi Arabia; and purpose of 
travel. The computer system is set according to the 
regulations and will not allow input of values for cash or 
precious metals totaling under SR60,000. The system also 
provides statistical reporting, and officials can see 
breakdowns according to travel destinations, country of 
origin, person, and commodity. The network includes 32 
computers linked at Customs headquarters and all ports. The 
system is instantaneous and Customs officials can provide 
reports at the request of the Ministry of Interior. 
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6. (SBU) DHS Attach Chabot commented that the U.S. could 
offer assistance in training Customs officials. A/S O\'Brien 
spoke of a recent DHS/ICE cash smuggling training conducted 
in the Philippines that was largely successful and could be 
adapted for the KSA. Mr. Al-Khilwey replied that he welcomes 
any cooperation from the U.S., but that at this time the 

focus of training should be on how to implement the new 
program, which is taking place in-house. The Customs 
department is providing a three-day training course on the 

new system, with one day each on how to recognize suspicious 
activity, how to use the guide for implementation, and how to 
enter information into the database. He said that once this 
training is complete, the SAG should be able to implement the 
new procedures within a few weeks. 


7. (U) The major gap in the proposed declaration procedure 
is the lack of punishment or deterrent within the Customs 
court system for failure to declare cash. At the conclusion 

of the meeting, A/S O,Brien emphasized the importance of 
implementing smooth and prompt procedures for confiscating 
undeclared cash, so that travelers will face real 
consequences for failing to meet the requirement to declare. 


8. (U) A/S O,Brien has cleared this cable. 
FRAKER 
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E.O. 12958: N/A 

TAGS: OREP, AMGT, ASEC, AFIN, TU, RU, El 

SUBJECT: COUNTRY CLEARANCE FOR CODEL NELSON/LOTT (MAY 25 - 
JUN 03) 


REF: STATE 054559 


1. (U) Mission warmly welcomes and grants country clearance 
for CODEL Nelson/Lott. Chris Friefeld, Political Officer, is 
your Control Officer for Istanbul and Izmir. He can be 
reached at: Office 011-90-212-335-9288; Home: 
011-90-212-351-0511; Cellular: 011-90-532-601-7779. Chris 
Krafft, Political Officer, is your Control Officer for 

Ankara. He can be reached at: Office 011-90-312-457-71 49; 
Home: 011-90-312-491-6122; Cell: 011-90-533-523-3592. 


2. (U) Hotel and other logistical information will be 
provided in separate communication. 


3. (U) Visas: Please note that all Americans entering Turkey 
must have a valid Visa. The only exception is military 
personnel under CINC control traveling on NATO orders. 
Military IDs are not/not acceptable travel documents. 
Travelers with tourist passports can obtain a Visa valid for 
one entry/three months at ports of entry upon payment of a 
USD 30 fee in cash. (This fee is payable only U.S. dollars 
cash.) Holders of official or diplomatic passports must 
obtain Visas from the nearest Turkish Embassy (not Consulate) 
before arriving in Turkey. Visas for official and diplomatic 
passports will not/not be available at ports of entry. 


4. (U) Health Safety: Information on vaccinations and other 
health precautions can be obtained from the Center for 
Disease Control and Prevention hotline for international 
travelers (tel: 1-877-394-747); fax 1-800-232-3299; or via 
the internet at HTTP//www.cdc.gov. 


5. (U) Security Assessment: In light of ongoing military 
operations in Iraq and continued operations in support of the 
war on terrorism, there remains the potential for both 
transnational and indigenous terrorist groups with 

anti-Western sympathies, to include Kongra Gel (formerly 

PKK), Revolutionary People\'s Liberation/Front (DHKP/C), 
Marxist-Leninist Communist Party (MLKP) Turkish Communist 
Party/Marxist Leninist (TKP/ML), Turkish Workers and Peasants 
Revolutionary Army (TIKKO) and Islamic Greater Eastern 
Raiders/Front (IBDA/C) continue to operate in Turkey. 


Attacks over the last few years, attributed to these groups, 
have occurred in the Aegean and Mediterranean coastal resort 
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areas, as well as in Istanbul. In Istanbul, most of the 

attacks, generally small-scale bombings, have occurred in 
neighborhoods not generally frequented by official Americans 
or tourists. Also in 2005 and 2006 public buses have been 
set on fire, with the most recent incident resulting in three 
deaths. Thus far, these attacks on buses also have taken 
place in areas of Istanbul distant from official American or 
tourist destinations. 


The Kurdish Freedom Falcons (TAK), a group ostensibly aligned 
with the PKK terrorists, claimed responsibility for many of 

the incidents noted above, and in April 2006 this group 

issued a statement renewing a threat to target Turkey\'s 

tourism industry. The most recent incidents claimed by this 
group occurred in summer 2006 and included explosions in the 
town of Manavgat (Antalya Province), Marmaris, and in the 

city of Antalya. Both Turkish and foreign citizens were 

injured and killed. 


Violent demonstrations have occurred throughout Turkey, the 
most recent in Istanbul and in several cities in Southeastern 
Turkey. Just as with members of Mission Turkey, USG visitors 
are required to obtain RSO Ankara and DCM approval for travel 
to the Southeast 


Al-QaVida threats to target U.S. facilities in Turkey have 

been public knowledge for some time. On November 15. 2003, 
two synagogues in Istanbul were the targets of suicide truck 
bombs. On November 20, 2003, the British Consulate General 
and the London based HSBC Bank in Istanbul were struck by 
powerful explosions, killing dozens and wounding hundreds. 
Though prosecutions of those responsible are still ongoing, 
indications are that the Al-QaVida network supported the 
indigenous radical Islamic terrorist group responsible. The 
August 2005 discovery in Antalya of a potential plot against 
maritime interests and subsequent arrest of a Syrian 
Al-QaVida facilitator and planner further attest to the 

ongoing transnational threat. 


The incidence of crime, both violent and the more traditional 
tourists crimes (pick pocketing, purse-snatching, etc.), is 
relatively low throughout Turkey. However, over the last 
year, there has been a marked increase in the number of 
crimes reported to Consulate General Istanbul. Much of the 


crime is centered in the areas frequented by tourists, 
Consulate employees and official visitors. Visitors should 
be particularly attentive for pick pockets in and around the 
Sultanahmet, Taksim Square, and Istiklal Caddesi areas of 
Istanbul. Often pick pocketing is preceded by some sort of 
diversion, such as an argument or fight, or children asking 
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to assist tourists, for example with their bags. If you 
encounter such activity, secure your wallet or purse and 
quickly leave the area. Another scam that is becoming more 
prevalent is that of a stranger approaching a visitor and 
striking up a conversation, which is continued inside a 
restaurant or club, at which point one is either drugged and 
robbed or presented with an enormous bill and intimidated 
into paying it. The security office encourages visitors to 
report any security incidents, including surveillance, to the 
RSO immediately. Useful security information about Turkey is 
available on the following websites: 

--Embassy Ankara: HTTP://WWW.USEMB-ANKARA.ORG.TR (Click on 
Security Matters) 

--Consulate General Istanbul: 

HTTP://WWW .USCONSULATE-ISTANBUL.ORG.TR 


6. (U) For further information regarding travel in Turkey, 
consult the consular information sheet. The consulate 
information sheet and public announcements are available on 
the internet at: HTTP://TRAVEL.STATE.GOV 


Other information is available on the following websites: 


--The State Department Consular Affairs (CA) websites: 
HTTP://WWW.TRAVEL.STATE.GOV/TURKEY.HTML 


--US Embassy Ankara: 
HTTP://WWW.USEMB-ANKARA.ORG.TR 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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E.O. 12958: DECL: 05/09/2017 

TAGS: PREL, PGOV, MOPS, MARR, MNUC, PTER, PINR, BT, CE, UK, 
IN 

SUBJECT: DELHI DIARY, MAY 5-9 


Classified By: PolCouns Ted Osius for Reasons 1.4 (B,D) 


1. (U) Below is a compilation of political highlights from 
Embassy New Delhi for May 5-9, 2007 that did not feature in 
our other reporting, including: 


-- GOI Responds to LTTE Air Attacks in Sri Lanka with 
Increased Vigilance in the South 

-- Think-tanker: Lantos Letter \"Less Than Diplomatic\" 

-- India\'s UK Envoy the Front Runner for Secretary General of 
the Commonwealth? 

-- India, Bhutan to Strengthen Military Cooperation 


GOI Responds to LTTE Air Attacks in Sri Lanka with Increased 
Vigilance in the South 


2. (SBU) The May 9 edition of \"The Hindu\" reported that a 
decision to increase air and naval surveillance in the Tamil 
Nadu\'s coastal regions was made by External Affairs Minister 
Pranab Mukherjee on May 8. Mukherjee allegedly came to the 
conclusion after chairing a meeting which Defense Minister 
A.K. Anthony, National Security Adviser M.K. Narayanan, 
Foreign Secretary Shiv Shankar Menon, Air Marshal F.H. Major 
and Chief of the Naval Staff Sureesh Mehta attended. The 
directive is an apparent response to the recent Liberation 
Tigers of Tamil Eelam\'s (LTTE) air attacks on the Government 
of Sri Lanka\'s air base just north of Colombo (Katunayake) on 
March 26, its largest military base in the north (Palaly) on 

April 26, and subsequent April 30 aerial attacks on an oil 
refinery in Kolonnawa and a liquefied petroleum gas refinery 

in Mutherajawela. 


Think-tanker: Lantos Letter \"Less Than Diplomatic\" 


3. (C) Political strategist Subhash Agrawal told PolCouns 
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May 7 that the May 2 letter from U.S. legislators to the 

Prime Minister warning the Indian government against ties to 
Iran had been \"less than diplomatic,\" noting that Indians did 
not understand the American political process and were not 
used to a wide participation in a foreign policy debate. He 
suggested that Congressman Lantos could have achieved a 
better result with quiet, private communication. Agrawal 
opined that continued public talk about the proposed 
Iran-Pakistan-India (IPI) natural gas pipeline was 
counterproductive, and felt that the public debate and ire 
caused by the letter had \"pushed the (United Progressive 
Alliance) government into a corner,\" making them more likely 
to pursue the IPI pipeline. Agrawal was hopeful that the 
fallout could be contained. \"It has left a bad taste in the 
mouth, but that is all,\" said the analyst. Conceding that 
India\'s recent exchange of official visits with Iran had been 
\"optically jarring,\" he suggested that India needed to become 
more savvy. There was no real indication that IPI 
negotiations would get off the ground, according to Agrawal, 
who remarked that India and Iran \"could talk for fifteen 
years and nothing would come of it.\" 


India\'s UK Envoy the Front Runner for Secretary General of 
the Commonwealth? 


4. (C) Media has reported that SAARC members decided it was 
time for a South Asian to hold the post of Secretary General 

of the Commonwealth, whose member countries have a combined 
population of approximately two billion. Two Indian 

candidates appear to be in the running for the position, 

which will be voted upon in November at the Uganda Summit of 
the Commonwealth. Sources at the UK High Commission tell us 
the front runner is India\'s envoy to the UK, Kamalesh Sharma, 
who is known to be close to Prime Minister Manmohan Singh. 
Another confidant of the PM is also in the running: former 
Foreign Secretary and current Special Envoy Shyam Saran. 
Rumors suggest that Saran may end up posted to Moscow. 
Careful not to repeat the humiliation of its performance in 

the UN Secretary General race, where Shashi Tharoor lost to 
Ban Ki-Moon, India is waiting for the right moment to put 

forward its candidate. Malta has fielded Foreign Minister 
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Michael Fraendo, formerly Chairperson of the Commonwealth 
Ministerial Action Group. 


India, Bhutan to Strengthen Military Cooperation 
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5. (U) Indian media reported that the Vice-Chief of the 

Indian Army, Lt. Gen. Deepak Kapoor, was in Thimpu May 2)4. 
He met with King Wangchuck as well as the Chief Operations 
Officer of the Royal Bhutan Army, Goongloen Wogma Batoo 
Tshering. Tshering told Kuensel that Kapoor,s visit would 


SIPDIS 

&further strengthen8 Indo-Bhutanese military ties. Indian 
government-run news channel Doordarshan interpreted that 
statement in the context of Kapoor,s earlier role as 

commander of anti-insurgency forces in Assam, that Bhutan and 
India would begin closer military coordination to combat 
Assamese insurgents believed to be operating again in 

southern Bhutan on India,s border. 

PYATT 
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E.O. 12958: DECL: 05/04/2017 
TAGS: GH, NI, PGOV, PREL 
SUBJECT: GHANA ON NIGERIAVS ELECTION 


REF: ACCRA 934 


Classified By: AMBASSADOR PAMELA E. BRIDGEWATER FOR REASONS 1.4 (b) AND 
(d). 


1. (C) Summary: The GOG has largely remained quiet about the 
recent elections in Nigeria. President Kufuor urged &extreme 
restraint8 at one point but has said little else publicly. 

Most Ghanaian contacts want to accept the outcome and move 
on, hoping that elections will improve next time. Close 

personal ties between Presidents Kufuor and Obasanjo and 
strong bilateral economic ties help explain the official 

Ghanaian response, but perhaps more important are concerns 
about the impact on Ghana of potential instability in 

Nigeria. While Ghanaian contacts are not overly worried 

about a flood of Nigerian refugees at the moment, every 
Ghanaian we spoke to expressed fears that instability in 
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Nigeria has the potential to create a serious refugee problem 
for Ghana which would strain infrastructure and government 
services. End summary. 


2. (C) Ghana,s relations with other West African countries 

is guided by &good neighborliness.8 In practice this means 
cooperation and support for stability while at times quietly 
encouraging democratic change. This policy has clearly 
guided the GOG\'s response to the recent Nigerian elections. 
President Kufuor limited his public remarks to initial calls 

for &extreme restraint8 and news coverage was similarly 
restrained (reftel). 


CLOSE PERSONAL TIES 


3. (C) Ghana and Nigeria have had ups and downs in their 
relations, but have been very close in the past seven years. 
This close relationship began when President Olusegun 
Obasanjo assisted President Kufuor financially in the 2000 
election campaign. Kufuor,s gratitude was evident at his 
inauguration in 2000, when he made Obasanjo the guest of 
honor. More recently, Obasanjo was the guest of honor at 
Ghana,s Golden Jubilee celebration in March 2007. During the 
Jubilee events, Kufuor also bestowed Ghana,s highest award 
on Obasanjo and renamed a major thoroughfare after him. 


4. (C) Shortly after Kufuor,s 2001 inauguration, he visited 
Nigeria. At this point, Ghana,s cash reserves were 
perilously low and Obasanjo stepped in to help relieve this 
burden. Since then, Nigeria has assisted Ghana in numerous 
tangible ways. Two recent examples include Nigeria,s 
agreement to assume Ghana,s responsibilities for providing 
power to Togo and Benin, and its offer to sell energy and 
oil to Ghana at less than market prices. In a recent meeting 
with poloff, Nigerian DCM in Ghana Abdul Salisu highlighted 
the personal ties between the two presidents, who he said 
refer to each other as &brothers.8 He said Nigeria,s 
president-elect plans to visit Ghana in May. 


5. (C) Two leading experts on Ghana and Nigeria told poloff 
that these close personal ties are a primary reason Ghana has 
accepted Nigeria\'s election outcome. Dr. V. Antwi Danso, a 
Political Science professor at the University of Legon, said 
that Kufuor does not want to embarrass Obasanjo by 
criticizing the elections. Professor Kwame Boafo Arthur, also 
of the University of Legon, pointed to Obasanjo,s long 
financial support of Kufuor and the NPP as a leading reason 
for Kufuor,s decision not to be critical of the elections. 


REGIONAL STABILITY PARAMOUNT 
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6. (C) Concerns for regional stability also help explain 

Ghana,s stance. As many here like to say, &when Nigeria 
sneezes, Ghana catches a cold.8 Ghanaians have memories of 
the large numbers of Nigerians who came to Ghana in the 1960s 
(many of whom were later expelled). Given their historical, 
linguistic and ethnic ties, Ghanaians expect they would once 
again be a major destination for any potential flood of 

Nigerian refugees. According to C. Nii Amon Cortey, 
Supervising Director of the African Union and Africa at the 
Foreign Ministry, instability in Nigeria could cause a 

possible flood of refugees that would overwhelm 

infrastructure and social services. Other Ghanaian contacts 
have suggested this could even threaten the stability of the 

GOG if it were large-scale. Despite these concerns, the Chair 

of the Ghana Refugee Board Emmanuel Owusu told Poloff that he 
is not very worried about a possible influx of Nigerians at 

the moment, acknowledging that this could change if there is 

an upsurge of violence. 


STRONG ECONOMIC TIES 


7. (C) Economic ties are also strong between the two 
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countries. Nigeria is Ghana,s leading trading partner. In 
2005, Ghana\'s imports from Nigeria totaled nearly $900 
million, 80 percent of which was oil. Ghana exported nearly 
$34 million in products to Nigerian markets in 2005, mainly 
cocoa and textiles. Since 2005, several Nigerian banks have 
opened and are prospering in Ghana. Global Telecom of Nigeria 
is pursuing investments locally. The Nigerian DCM expects 
these economic ties to grow, especially with the West Africa 
Gas Pipeline, which will pump Nigerian natural gas to the 
region starting in late 2007. Any unrest in the 
\"powerhouse8 of the region, as Deputy Foreign Minister 
Akwasi Osei-Adjei called Nigeria, could seriously disrupt 
Ghana,s economy. 


PDP WOULD HAVE WON ANYWAY 


8. (C) The Nigerian opposition\'s failure to openly challenge 
the election right away reportedly reinforced Ghana,s 

stance. Ben Ephson, the Managing Editor of the Daily Graphic 
newspaper, is convinced that if the opposition had been more 
vocal early on, Kufuor would have likely taken a more 
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critical stance. Professor Danso had similar views, but 

opined that the PDP would have won anyway, even without the 
fraud. 


8LETYS MOVE ON8 


9. (C) Deputy Foreign Minister Akwasi Osei-Adjei recently 
told Ambassador that all sides must &move on,8 especially 
given the complexity of holding elections in Nigeria. 
Osei-Adjei said calling for new elections and/or nullifying 
the previous election returns could invite trouble. He added 
that he thinks President Kufuor has been in touch with the 
President-elect. Professor Danso echoed these concerns, 
saying it was too much to expect a smooth election in 
Nigeria, especially given its history of corruption and 
military rule. He pointed out that Ghana\'s first election in 
1992 was seriously flawed and that, like Ghana, Nigeria\'s 
elections should improve over time. 


COMMENT 


10. (C) Ghana clearly has a special relationship with Nigeria 
and has a great deal at stake in Nigerian stability. It is 

not surprising that Kufuor was not more openly critical of 

the election process. As indicated reftel, Kufuor\'s call for 
\"extreme restraint\" was an uncharacteristically proactive 
initial public position. While he genuinely supports 
democracy and has been willing to intervene in some regional 
problems, he is generally cautious by nature and prefers 
wielding influence behind the scenes. Like many Ghanaians, 
he may also fear that the GOG would have difficulty dealing 
with the potential economic and refugee implications of an 
unstable Nigeria. 
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ENERGY FOR WILLIAMSON, EB/ESC/IEC FOR GRIFFIN, NEA/ARP FOR 
JACKSON 


E.O. 12958: DECL: 05/08/2017 

TAGS: EPET, ENRG, EINV, PREL, KU 

SUBJECT: DECISION ON LOUISIANA REFINERY INVESTMENT STILL IN 
LIMBO 


REF: A. 06 KUWAIT 3361 
B. KUWAIT 707 
Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d). 


1. (SBU) Summary: Kuwait Petroleum International\'s Chief 
Planning Officer told Econoff May 8 that in the 6 months 
following the visit of the Governor of Louisiana to Kuwait 

for the signing of a Memorandum of Understanding, no decision 
has been reached on whether Kuwait should invest in a major 
refinery project in Louisiana. The decision still depends 

on: (1) Kuwaiti plans for heavy crude production, (2) 
identifying the right American partner, (3) the federal and 
state incentives offered, and (4) further evaluation of the 

legal and regulatory risk. Discussions between Kuwait and 
Louisiana are ongoing, but the Kuwaitis are unlikely to make 
a decision in the next few months. End Summary. 


2. (SBU) On May 8, Econoff met with Kuwait Petroleum 
International (KPI) Chief Planning Officer Mohammad Rashed 
Jasim to ask about the status of Kuwaiti plans to invest in a 
refinery in North America. KPI is the subsidiary of 
state-owned Kuwait Petroleum Corporation responsible for 
foreign refining and marketing. The Kuwaitis have been 
involved in discussions with a number of U.S. state 
governments, refining companies, and construction companies 
over the past year to explore the possibility of investing in 

a new refinery or significantly expanding an existing 

refinery to process Kuwaiti export crude and heavy crude into 
refined products for the U.S. market through a joint venture 
with a U.S. oil company. Kuwait has considered a number of 
locations both inside and outside the continental U.S. (Ref. 
A), but has had its most active discussions with the State of 
Louisiana. In an effort to attract Kuwaiti investment, 
Governor Blanco of Louisiana visited Kuwait from 10-12 
November and met with the Amir, Prime Minister, and Oil 
Minister. The visit concluded with the signing of a 
Memorandum of Understanding that loosely committed both 
parties to cooperate in a feasibility study and continue 
discussions. 


Column 3 


3. (SBU) Jasim explained that one of the principal reasons 
for investing in the refinery would be to create a market for 
heavy crude, which after 2010 is anticipated to make up a 
significant portion of Kuwait\'s overall crude oil production. 
There are currently few refineries to receive this viscous, 
high specific gravity crude oil, so the Kuwaitis would like 

to use the prospective refinery to create a guaranteed 
downstream market for their product. Jasim added that from a 
political standpoint, Kuwait is interested in helping to 

relieve the bottleneck in U.S. refining capacity. According 

to Jasim, the decision on whether and where to build the 
refinery is being delayed, first of all, by ambiguity in 

Kuwait\'s heavy crude production planning. Currently, Kuwait 
produces heavy crude on only a small scale as part of a pilot 
program with the technical assistance of Exxon. Kuwait Oil 
Company\'s (KOC) lack of technical expertise and experience 
with heavy crude and the limited nature of its existing 
technical service agreement with Exxon are constraining 
Kuwait\'s ability to expand its heavy crude production to an 
industrial scale. The Kuwaitis are considering options for 
inviting more robust participation by Exxon and/or other 
international oil companies in upstream exploration and 
production, but this decision is fraught with political 

concerns that make the Government, and in turn KOC, reluctant 
to articulate a clear plan or take any decisive action (Ref. 

B). Until the Kuwaitis iron out a definitive plan for heavy 
crude development, Jasim said, any decision on the new 
refinery will have to be put on hold. 


4. (SBU) In a separate meeting with Econoff on April 3, KPC 
General Counsel Shaykh Nawaf Saud Nasir Al-Sabah said that 
though the Louisiana option has not been ruled out, he has 
personally advised the KOC Chairman and the Oil Minister 
against it for two reasons. First, he said, the difficult 

legal and regulatory obstacles that Kuwait would have to 
navigate to build a refinery in the U.S. made the option less 
attractive than other regional locations, such as the 

Caribbean. Second, referring to anti-trust law suits brought 
against Saudi Aramco, Citgo, and other OPEC members, he 
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feared that Kuwaiti assets in the U.S. could be placed at 
risk. 


5. (C) Post has not been contacted by the State of 
Louisiana or the Shaw Group (the Louisiana-based company 
which has been most active in promoting this project to the 
Kuwaitis) since the Governor\'s visit to Kuwait in November. 
Jasim said, however, that the Kuwaitis and the Governor\'s 
office have communicated often over the last few months. He 
added that the Kuwaitis were not satisfied with the Shaw 
Group, a construction company, and would prefer to partner 
with an established American oil company, such as Valero. He 
said that once the plans for heavy crude production were 
finalized, (a process which he said could take anywhere from 
six months to a year or more), the decision on where to build 
the refinery would ultimately depend on having the right 
partner and the right combination of federal and state 
incentives. Jasim said that the Kuwaitis were now leaning 
towards expanding an existing refinery rather than building a 
new one in the hope of avoiding a number of potential 
regulatory obstacles. He said that although a firm decision 
was probably a long way off, he expected to meet with the Oil 
Minister sometime in the next two weeks to draft a letter to 
Governor Blanco to inform her of the KuwaitisW current 
thoughts on prospects for the project. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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DEPARTMENT FOR OES/ETC (ROWENA WATSON) AND EUR/WE 


E.O. 12958: N/A 
TAGS: SENV, ETRD, KSCA, SP 
SUBJECT: SPAIN ON U.S. CITES COP 14 PRIORITIES 


REF: A. STATE 57912 
B. STATE 59536 


ESTHOFF made reftel points May 7 to Environment Ministry 
Biodiversity Deputy Director General Manuel Calderon, urging 
Spain to support USG priorities at the 14th Conference of 
States Parties (COP) to the Convention on International Trade 
in Endangered Species of Wild Fauna and Flora (CITES). The 
following outline of Spanish views is linked to the USG 
priorities delineated in reftels. 


-- Spain does not/not support the U.S. proposal to delete 
Bobcat from CITES Appendix II. Spain believes that the skins 
of its endangered Iberian Lynx closely resemble those of U.S. 
bobcat and would thus oppose the U.S. proposal based on the 
CITES \"look alike\" principle. Calderon said there was a 
consensus EU position to oppose the U.S. proposal. 


-- Spain and the EU will join the U.S. in supporting the 
Kenyan proposal to list Sawfish in CITES Appendix I. 


-- Spain and the EU will join the U.S. in supporting the 
listing of all pink and red corals in CITES Appendix II, but 
will favor a personal effects exemption for tourists 
purchasing a limited number of small coral-based souvenirs. 


-- Spain and the EU support the listing of Banggai 
cardinalfish in CITES Appendix II. 


-- Spain supports the German/EU proposals to list Spiny 
Dogfish and Porbeagle in CITES Appendix II. 


-- Spain will join the U.S. in opposing the Chinese proposal 
to authorize the trade in farm-raised tigers. 


-- Spain supports the referral of CITES Document 36 on 
Appendix II export quotas to a working group. Spain and the 
EU support the Document 36 proposal in general, but will seek 
several clarifications via the working group that will likely 

be established. 

Aguirre 
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E.O. 12958: DECL: 5/9/2027 
TAGS: PREL, PGOV, IR, KNNP 
SUBJECT: CONFLICTING CLAIMS WHETHER MOUSAVIAN WILL BE RELEASED 


RPO DUBAI 00000031 001.2 OF 002 


CLASSIFIED BY: Jillian L. Burns, Director, Iran Regional 
Presence Office, Dubai, UAE. 
REASON: 1.4 (d) 


1.(S/NF) Summary: An Iranian close to conservative circles 
believes former nuclear negotiator Mousavian is innocent of 
espionage charges but unlikely to be released soon. Another 
source close to Rafsanjani thinks he will be released within 

days. The first source believes Anmadi-Nejad ordered 
Mousavian\'s arrest as an indirect hit against Rafsanjani and the 
think tank linked to the Expediency Council. The source claims 
to have tried to find out information about Mousavian from the 
head of Evin Prison but was told Mousavian was being held in the 
section controlled by the Ministry of Intelligence. End summary 


Arrest of Mousavian 


2.(S/NF) A doctor reportedly close to Iranian conservative 
circles told IRPO Director May 7 that he believes that former 
nuclear negotiator Hossein Mousavian is innocent of the charges 
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of espionage, but he doubts Mousavian will be released soon. In 
contrast, a source close to Rafsanjani -- who also believed 

that Mousavian was innocent -- said May 7 that he thought 
Mousavian would be released in a few days. (Note: There are 
unconfirmed reports May 9 that Mousavian will be released on 
bail. End note) 


Scapegoat? 


3.(S/NF) The doctor believes Ahmadi-Nejad ordered Mousavian\'s 
arrest to target Rafsanjani and the Center for Strategic 

Research. Because the president cannot go directly after 
Expediency Council head Rafsanjani, he goes after Mousavian, who 
is a close associate, reasoned the doctor. The source claimed 

that the arrest was also designed to discredit the think tank 

affiliated with the Expediency Council, Center for Strategic 
Research, where Mousavian is the deputy head. The center is 
headed by former Supreme National Security Council secretary 
Hojatoleslam Hassan Rowhani. 


4.(S/NF) The doctor said the arrest was then initiated by the 
Ministry of Intelligence. He claimed the Minister Ejei is 

actually \"with\" Rafsanjani, but because he is in Ahmadi-Nejad\'s 
cabinet, he cannot ignore the president\'s orders. 


5.(S/NF) The doctor claimed the \"facts\" of the case do not add 
up. The authorities claim they have been monitoring Mousavian 
for 2-3 years. If this is true, he said, it does not reflect 

well on Iranian intelligence since Mousavian has been allowed to 
travel frequently outside the country. He also claimed in true 
cases of espionage, the government hides the charges. So far 
Mousavian has been accused of spying for the UK and Switzerland, 
said the doctor. He assumes, however, that the government will 
later point the finger at the US, particularly given the 

relationship between the US and the Swiss, its protecting power 
in Iran. 


Chilling effect 


6.(S/NF) When asked if anyone were lobbying inside Iran on 
Mousavian\'s behalf, the doctor said he doubts anyone will speak 
up for him out of fear of being tainted. The doctor said 
\"everyone\" in Iran is really frightened as a result of the 

arrest of Mousavian, the highest level Iranian official to be 
arrested on such serious charges in some time. (Note: Al-Alam 
TV reported May 8 that Minister Ejei said two other people were 
summoned on the same charge as Mousavian and are under 
investigation. End note) The source said only MP Boroujerdi 
has raised his case publicly but without coming to his defense. 
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(Note: According to Fars News May 6, Iranian parliament\'s 

National Security and Foreign Policy Commission, chaired by 

Alaoddin Boroujerdi, summoned Intelligence Minister Ejei to 

brief on Mousavian\'s detention. HYPERLINK 

\"http://opensource.dni.sgov.gov/cgi-bin/cqcgi/ @rware.env?CQ 
_CUR_DOCUMENT=1&CQ_USER_NAME=Mos2Bookmark&CQ_ PASSWORD=Document&CQ 
_LOGIN=Yes&CQ_DO_QUERY=Yes&CQ_CUR_LIBRARY=ALL &CQ_QUERY_STRING.DOC 
UMENT_ID=IAP20070506950034&CQ_MOS2_DO_QUERY_B OOKMARK_ARTICLE=Yes& 
TrackDocID=IAP20070506950034\" \\\\l \"HITOOO6#HIT0006\" Boroujerdi said he 

would inform the press about the case as soon as he receives the 

needed details. Endnote) 
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Prison within a prison 


7.(S/NF) According to the doctor, Mousavian flew back to Tehran, 
left the airport with no problem, drove back to his house, and 
there about 15 officials arrived to take him away, blindfolded. 

The doctor said Mousavian is being held at in the section of 

Evin prison run by the Ministry of Intelligence. He claimed 
Mousavian\'s wife called him for help because he is friends with 
the head of Evin. The source said when he tried to find out any 
information, the prison\'s central office told him they do not 

even have access to Mousavian. The doctor assumed he is being 
tortured. 


8.(S/NF) Comment: We have not heard before the assertion that 
Ahmadi-Nejad may have ordered Mousavian\'s arrest to target the 
Center for Strategic Research, rather than just Rafsanjani 

himself. If true, it raises the question of whether Rowhani 

will also be accused. The second source cited who is close to 
Rafsanjani was very concerned about Mousavian\'s arrest but did 
not comment further on the case, other than predicting his 
release. 

BURNS 
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E.O. 12958: N/A 
TAGS: PHUM, KWMN, SOCI, ER 
SUBJECT: ERITREA BANS FGM 


1. With a prevalence rate of 89%, the Government of Eritrea (GSE) 
took a significant step and in March 2007 banned female genital 
mutilation (FGM). In Proclamation 158/2007, the GSE noted that FGM 
violates women\'s basic human rights and endangers the health of 
women, and with one sentence abolished FGM in Eritrea. Furthermore, 
the proclamation identified performing, supporting or promoting FGM 
as acriminal act subject to fines and imprisonment. To complement 
this, the proclamation also states that an individual who knows 

\"that female circumcision is to take place or has taken place, and 
fails, without good cause, to warn or inform...the proper 

authorities promptly...shall be punishable by a fine of up to one 
thousand (1,000) nakfa\" (USD 66). 


2. The GSE, under the leadership of the National Union of Eritrean 
Women (NUEW) over the past ten years has prioritized their efforts 

to eliminate FGM in Eritrea. In collaboration with UNICEF and 

UNFPA, the GSE established a national plan of action that includes 
representatives from the Ministry of Health, Ministry of Justice, 

the National Union of Eritrean Youth and NUEW to combat FGM. The 
plan of action uses a community based approach, seeking to education 
women and young girls on their rights, advocating ultimately for the 
eradication of FGM for the community, by the community. The current 
law grew out of these community efforts, particularly in Eritrea\'s 
lowlands, with village councils establishing their own laws and 
punishments. According to one UNICEF employee, community response 
initially advocated for more stringent punishments than outlined in 

the proclamation, however realized that fines perceived as too 

extreme are difficult to enforce. 


3. An analysis of the GSE Demographic Health Surveys from 1995 and 
2002 show a 6% drop in reports of FGM in women between the ages of 
15-49 in Eritrea. Presently, some believe that the rate may have 
dropped even more thanks to community efforts to raise awareness of 
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the risks and hazards of FGM. UNICEF points to a short documentary 
made several years ago that has been shown to various communities. 
Reportedly very graphic and descriptive, the 20 minute video has a 
powerful effect and some have even pointed directly to the video as 
what led them to act against FGM. The high level of organization of 
the GSE\'s sole political party, the People\'s Front for Democracy and 
Justice (PFDJ) has also been credited for its efforts. The 

structure of the party at the local level and its ability to reach 

out to nearly every member of a community play a key role in efforts 
by UNICEF, UNFPA and the GSE to combat FGM. 


4. Comment: The GSE\'s efforts to combat FGM are to be commended and 
are a step in the right direction for fighting FGM. Within Eritrea, 

anti-FGM proponents have applauded this new law. Given the GSE\'s 
on-going human rights abuses in so many other areas, the GSE\'s 
recognition of FGM as a human right\'s issue, and its willingness to 

do something about it, highlights the conundrum that is Eritrea. 

End Comment. 
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E.O. 12958: N/A 
TAGS: PGOV, ECON, EAGR, ENRG, IZ 
SUBJECT: KIRKUK FACING WORST WATER SHORTAGE IN TEN YEARS 


This is a PRT Kirkuk cable. 


1. SUMMARY. (SBU) Low precipitation in Lake Dokan\'s 
watershed means that Dokan Dam\'s electrical generation this 
year likely will be 25 percent less than last yearYs and 

Kirkuk faces its most serious water shortage in the last ten 
years, with a significant impact on farmers in Kirkuk\'s 

restive Arab-majority west. Dokan could increase water flow 


Column 3 
now, but only at the expense of late-summer electrical 
generation for the KRG. END SUMMARY. 


2. (U) One year ago, the level of Sulaymaniah\'s Lake Dokan 
was 499 meters (approximately 55 percent of capacity), close 
to normal for this time of year. This year, however, it is 

only 495 meters (45 percent) due to precipitation across the 
lake\'s watershed that was only 65 percent of the long-term 
average. The Dokan Dam, which produces electricity for the 
northern Iraq grid, cannot generate when the lake level falls 
below 479 meters. Therefore, to produce electricity for 
June-August peak season demand, dam managers must ensure that 
the lake level is high enough at the beginning of the season 
to sustain generation throughout it. In an average year, 

Lake Dokan peaks in early June at around 504 meters (70 
percent). This year, however, dam engineers expect to 
achieve only about 500 meters (56 percent) by June 1. 


3. (SBU) Based on historical data, the PRT Agriculture 
Advisor estimates that Dokan Dam\'s electrical generation this 
year likely will be 25 percent lower than last year\'s. 

Moreover, to achieve even the current low lake level, dam 
managers have reduced outflow at the expense of Kirkuk 
province\'s users, who receive water from Dokan via the Dibbis 
Dam. At Dibbis, the flow from Dokan (plus a smaller, natural 
flow from the Lesser Zab River) is divided evenly between the 
channel that serves Kirkuk city municipal and industrial 

users (including the North Oil Company and affiliated 
petroleum-sector companies) and the Lesser Zab, which 
supplies the water and irrigation needs of Kirkuk\'s 
agricultural, restive, Arab-majority west. 


4. (SBU) Dokan\'s current daily average output is 25 cubic 
meters/second. Even with the smaller flow from the Lesser 
Zab added, the combined flow is not enough to meet Kirkuk\'s 
minimum needs. As a result, Kirkuk\'s municipal users receive 
12 hours or less of water per day. Farmers in western Kirkuk 
are particularly hard hit, as moisture remains inadequate for 
both the maturing fall-planted grain crop and spring-planted 
crops. The PRT agriculture advisor estimates that only 20-25 
percent of irrigated crops are getting sufficient water. 

Arab members of the Kirkuk Provincial Council (PC) and Arab 
leaders in western Kirkuk have complained to PRT officers 


Column 3 

that the KRG is holding Lake Dokan\'s water \"hostage\" to 
secure additional electricity supplies from Baghdad and 
request CF assistance in increasing dam output. 


5. (SBU) The PRT Agriculture Advisor projects that the 
average daily outflow from Dokan for the March-May period 

will be the lowest in the last ten years. He estimates that 
Dokan could increase daily average outflow now to 45-50 cubic 
meters/second, but that reducing the lake\'s peak level to do 
so would reduce the dam\'s power generation season by a few 
days at the end of summer. Heavy rains would ease the 
situation, but are increasingly unlikely; the rainy season 

will end soon, if it has not already. 


6. (SBU) Over the last ten years -- even in dry years -- 

Dokan daily average output was at least 45-50 cubic 
meters/second. However, demand for electricity has increased 
substantially since 2003, and dam management clearly is 
trying to build a water reserve to maximize electrical 

generation for the northern Iraq grid later this summer. 


7. (SBU) Kirkuk has been short of water the last two years, 
and complaints about it have become routine. This year, 
however, the pain is worse: Without significant additional 
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rainfall or an increase in Dokan output soon, Kirkuk faces 

its most serious water shortage of the last ten years. The 
Dibbis Dam manager says that Dokan might increase outflow in 
mid-May. However, according to the PRT Agriculture Advisor, 
this would come too late for Kirkuk\'s farmers, who need the 
water now for their maturing grain crop and spring-planted 
crops. Recent heavy rains and moderate temperatures mean 
that fields are still green. However, the lack of water will 
begin to tell soon, when temperatures rise. Kirkuk\'s farmers 
likely will have to get the water they need from wells using 
pumps powered by scarce and expensive diesel fuel. 
CROCKER 
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E.O. 12958: N/A 
TAGS: ECON, PGOV, TU 


SUBJECT: GROWTH HELPING ANATOLIAN BACKWATERS, BUT WORRIES ABOUT 
MILITARY IN POLITICS 


1.(SBU) Summary: Economic growth seemed to be having an impact in 
the North-Central Anatolian towns of Kastamonu and Cankiri, towns 
have traditionally been backwaters. The Chamber of Commerce 
Presidents in both towns implied displeasure with the military\'s 
meddling in politics even though they did not seem to be AKP 
supporters. End Summary. 


2. (SBU) On May 2 and 3, we visited the provincial capitals of 
Kastamonu and Cankiri, both north of Ankara in areas that have 
traditionally been economic backwaters. The government officials 
and businessmen we met told us that both provinces had long been 
sources of out-migration, mostly to Istanbul. Kastamonu province, 
in particular, was said to be the source of roughly a million 
residents of greater Istanbul. 


3. (SBU) Our contacts uniformly told us that out-migration had 
stopped in recent years and that they saw increased local economic 
opportunity as an important factor. Both provinces are 

middle-income provinces by Turkish standards, largely dependent on 
smallholder agriculture, animal husbandry or forestry. In both 
provinces, government officials and chamber of commerce presidents 
described new factories, growing services sectors, increased raw 
material exports and other signs of an economic upturn. 


4. (SBU) The Kastamonu chamber president said marble exports had 
increased 100% and there were prospects of new gold and copper 
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exports. Garlic production continues to be profitable and Turkey\'s 
housing boom has helped the local wood products industry. A factory 
manufacturing doors had opened, and a new shipyard on the Black Sea 
was under construction. In Cankiri, there were new thermal power 
plants and salt factories tapping into the province\'s huge salt 

reserves. Both provinces had seen additional university and medical 
facilities open their doors. 


5. (SBU) Interlocutors in both provinces cited the introduction of 
investment incentives in Turkey\'s lower-income provinces as having 
spurred local investment. These incentives, adopted in 2004 against 
the IMF\'s wishes were designed to provide job-creation incentives in 
the 49 lowest-income provinces. For firms creating new jobs, the 
incentives provide exemptions on employer payroll taxes as well as 
subsidized electricity and free land. The Cankiri chamber president 
complained about a (IMF-supporeted) revision to the law that made it 
harder for businesses to qualify. 


6. (SBU) In the case of Cankiri province, the new investments seem 
attributable to the province being one of the most westerly and most 
accessible to Istanbul of the provinces covered under the investment 
incentive scheme. The province includes a piece of the major 
highway that crosses northern Turkey from Istanbul. By establishing 
plants in the town of Cerkes, near this highway, companies can 
benefit from the investment incentives yet have easy access to 
Istanbul. The Governor and Chamber of Commerce President told us 
one of the largest ceramic factories in Europe had recently been 
established in Cerkes, as had a Reebok factory. 


7. (SBU) Not only did our interlocutors debunk the urban myth that 
provincial Anatolia is not benefiting from Turkey\'s growth, they 

also downplayed the unemployment problem in their provinces. Even 
the relatively negative Cankiri chamber president said it seemed 

there was not much of an unemployment problem and agreed with his 
Kastamonu counterpart and his own Governor that local businesses 
were having difficulty finding qualified employees. 


8. (SBU) Despite the generally positive economic news, several 
contacts voiced concerns about how local people were being effected 
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by Turkey\'s economic transformation and its increased integration 
with the global economy. At the same time new factories were 
opening in Cerkes, for example, a factory that produces clothing for 
the UK-based Marks and Spencer retail chain was closing because of 
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Chinese competition. The Cankiri Chamber of Commerce President 
asserted it was not in the U.S. interest to allow Turkey\'s textile 

sector to be ruined by Chinese competition. The Kastamonu chamber 
president grumbled that the booming marble exports are processed in 
China before being re-exported to the U.S. -- value-added that 

Turkey has been unable to capture. He also said the expansion of 
mostly-foreign supermarket chains (a key sector for recent Foreign 
Direct Investment) has wiped out 70% of small grocery-owners. The 
Chief of Police in Cankiri said it was very difficult for the 

province\'s many retired people to get by on their pensions. 


9. (SBU) Both in Cankiri and Kastamonu, Government officials 
enthused about their provinces\' tourism potential. Kastamonu, with 
its lush alpine slopes of pine forests, Black Sea coastline, and 
Ottoman houses and mosques seemed to have real potential. Instead 
of the private sector taking the lead, however, in both cities 

tourism promotion was the responsibility of the local offices of the 
Ministry of Tourism. The officials in the tourism offices struck us 

as lacking the marketing savvy needed to get the word out about the 
local attractions. Nevertheless, Kastamonu province has succeeded 
in attracting a modest flow of tourists, mostly from Ankara or 

people seeking relief from the intense summer heat in Mediterranean 
Turkey and Israel. Cankiri seemed to have further to go to attract 
tourists. 


10. (SBU) In both towns, the Chamber of Commerce Presidents 
expressed support for democracy, by implication criticizing the 
military\'s April 27 interference in politics. Both men distanced 
themselves from \"fundamentalists,\" whom the Kastamonu president 
characterized as only 10% of the vote. The Cankiri President 

implied he was a supporter of the nationalist MHP party, but he said 
the worst democracy is better than the best dictatorship. The 
Kastamonu president commended the AK Party\'s stewardship of the 
economy and also highlighted the importance of democracy. 
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11. (SBU) Like other recent visits to provincial Anatolian 

locations, we found anecdotal evidence that the rising tide of 
Turkish and global growth is lifting all ships, contrary to the 

urban myth that the growth is principally benefiting elites in big 
cities. The investment incentives may not be creating additional 
investment for Turkey as a whole but they do appear to be moving 
some investment out of traditional industrial centers like Istanbul, 
Bursa and Izmir towards lower- and middle-income provinces further 
east, thereby moderating regional disparities. On the other hand, 
the angst about structural change could undermine the political 
benefits to the ruling party of the broad-based growth, as grocers 
wiped out by supermarket chains or employees in textile factories 
that compete with China could express their disgruntlement at the 
polls. 


12. (SBU) The two seemingly non-AKP Chamber of Commerce presidents\' 
support for the democratic process suggests the April 27 military 

statement did not play well with provincial Anatolian merchants and 

could help AKP with this constituency in the elections. 


Wilson 
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SIPDIS 

SIPDIS 

FOR CA/EX AND EUR/EX 

E.O. 12958: N/A 

TAGS: CMGT, CASC, AFIN, GM 

SUBJECT: REQUEST FOR A NEW CONSULAR AGENCY -- COLOGNE 
REF: DUESSELDORF 13 
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1. Summary: Mission requests the establishment of a new 
consular agency to be located in Cologne, North-Rhine Westphalia 
(NRW), the most populous and politically and economically 
important state in Germany. The American Citizen Services (ACS) 
unit of the U.S. Consulate General Duesseldorf will cease 
operations o/a June 29, 2007, leaving an estimated 20,000 
resident American citizens and hundreds of thousands of visitors 
without local support in case of emergency as well as for 

routine services. After that date, services for American 

citizens in NRW will be provided by Consulate General Frankfurt. 
A Consular Agent in Cologne will assist Frankfurt to absorb the 
subsequent increase in ACS workload and be responsible for tasks 
such as prison visits, welfare/whereabouts checks, and services 
related to Amcit deaths which are more economically, effectively 
and efficiently handled locally. The agency would be located in 
office space provided rent-free in the same building as the 
successor institution to the America House in Cologne being 
established by a coalition of German partners. This cable has 
been coordinated with Embassy Berlin and Consulate General 
Frankfurt. End Summary. 


NRW Statistics 


2. There are 10,688 American citizen residents registered with 
authorities in NRW and estimates including dual nationals 
approximate 20,000. There are some 640 American companies in 
NRW. State authorities registered more than 170,000 Amcits 
visitors to NRW in 2006 (using hotel and airport immigration 
records), but the number is far larger, given the enormous 

number of persons who arrive by other means and stay privately. 
There are currently 25 direct, non-stop flights weekly to the 

U.S. from Duesseldorf and Koeln/Bonn airports, and another major 
airline plans to start daily direct service in early June. More 

than a thousand Americans study as exchange students in NRW high 
schools and universities each year. NRW hosts more than 100 
leading international trade fairs with thousands of U.S. 

exhibitors every year. 


3. Statistics taken from the 2006 Consular Workload Statistics 
System (CWSS) report for Duesseldorf are indicative of workload 
that would be managed by a Cologne Consular Agency in close 
coordination with Frankfurt. Duesseldorf received a total of 
2,436 passport cases, including 1,294 first time and 190 
emergency applications; processed 223 applications for Consular 
Reports of Birth Abroad (CRBA) with 200 issued; and provided 
1,142 notarial services. There were 54 death cases involving 
Amcits and another 10 involving shipment of remains to the U.S. 
of non-citizens; 34 welfare/whereabouts checks; and 11 cases 
involving hospitalization of Amcits. ACS Duesseldorf provided 
assistance in eight child custody cases, two other cases related 
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to the protection of minors, three cases involving Amcit victims 
of spousal abuse and one victim hospitalized after a violent 
attack. At present 11 Amcits are incarcerated in nine different 
NRW jails. 


Workload Implications of ACS Disseldorf Closure 


4. As aresult of CA/EX staffing review and consular 
realignment, the ACS unit of Consulate General Duesseldorf will 
cease operations o/a June 29, 2007. Frankfurt, the nearest 
consulate general, will provide services previously handled by 
Duesseldorf. Absorbing this significant increase in ACS 
workload will require innovative steps by consular management. 


5. A Consular Agent in Cologne who accepts passport 
applications and provides notarial services will dramatically 
reduce the number of persons who must visit Frankfurt ACS. We 
have informed the national Amcham organization and NRW 
leadership about the ACS closure. They have taken the news 
stoically, but Amcham has asked about the possibility of what 
they call a \"very smart postbox\" in NRW which would handle the 
many travel and document-related services their members now 
receive from Duesseldorf. Amcham would very much welcome a 
consular agent, some of whose work would be of this nature. 


6. Aconsular agent based in NRW would also significantly 
increase the efficiency of Special Consular Services (SCS). A 
local agent is best placed to develop NRW contacts and to take 
best advantage of local social support networks to assist Amcits 
in need. Proximity is a great advantage when dealing with child 
custody, death, abuse and other similar sensitive SCS casework. 
Travel implications are also significant. For example, the 

drive to the Osnabrueck jail (where an Amcit is incarcerated) 
from Cologne requires about six hours round-trip; a visit from 
Frankfurt would require a ten hour drive, probably necessitating 
an overnight stay. A cost comparison of train tickets to/from 
Osnabrueck yields a difference of over $110/trip. 
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Proposal for a Cologne Consular Agency 


7. Before the end of FY2007, America House Cologne (AHK) will 
cease to be run by the USG and will be transferred to a 
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coalition of German partners who, under the leadership of 
Cologne Mayor Fritz Schramma, will take over a legacy 

institution. Mayor Schramma has offered rent-free office space 
for a consular agency in the AHK successor institution; a 
well-known location already associated with America and the USG. 
See reftel for a more complete description of planned 
restructuring of Consulate General Duesseldorf. 


8. The quantity of services and number of complex emergency 
cases anticipated (based on Duesseldorf\'s 2006 CWSS) support a 
request for a 36 hour-a-week, 90% agent. The cost in salary and 
benefits of such an agent is approximately one third the cost of 
asenior LES. Establishing a Cologne Consular Agency would 
lessen the pressure on Frankfurt which faces major increases in 
workload and costs as a result of the closure of the Duesseldorf 
ACS unit and at the same time demonstrate continued USG 
commitment to American citizens in NRW. The Cologne Consular 
Agency would be supervised by Frankfurt. 


9. Establishment of a Cologne Consular Agency, planned in 
coordination with the closure of the Duesseldorf ACS unit, 
transfer of PD staff from AHK, and establishment of an AHK 
legacy institution, will result in significant savings. As 

noted above, office space has been offered at no cost to the 
USG. The idea has strong support from a major partner of ours, 
Cologne Mayor Schramma. Expenditures for security upgrades, 
space renovations, furniture, installation of telephone lines, 

and other make ready costs will be minimal. Equipment in the 
consular agent toolkit, such as computer and printer, may be 
transferred from excess CA equipment resulting from the closure 
of ACS Duesseldorf. 


10. Estimated start-up costs are: 


Desktop copier USD 350 
Answering machine 50 
Shredder 400 
Phone/internet line transfer 80 
Cellular phone 60 


Total CA start-up cost: USD 940 


FSI training USD 5,000 
Office supplies 250 


Total post/program start-up cost: USD 5,250 
11. Estimated recurring costs (calculated annually) are: 


Salary (FZ-90 step 1) USD 32,278 
FICA (7.65%) 2,469 
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Health insurance (7.75%) 2,500 
Cellular phone service 720 
Phone/internet service 900 


Total annual CA (through MRV funding request) cost: USD 38,867 


Travel (incl. supervisory) USD 2,500 
Office supplies 750 


Total annual post/program cost: USD 3,250 


Comment 


12. The establishment of a new consular agency in Cologne is an 
efficient, cost effective strategy for Frankfurt to manage the 
increased workload associated with the closure of the ACS unit 
in Duesseldorf. It also reflects the importance of a consular 
presence in Germany\'s most populous state. Statistics 
demonstrate that the many American citizen residents and 
visitors requiring ACS assistance in NRW justify a consular 
agency in Cologne. An agent located within the state can more 
efficiently handle the large volume of sensitive and complex SCS 
casework in NRW. In addition, the cost of maintaining a 
consular agent in Cologne would be less than the cost of an 
additional LES in Frankfurt to absorb added ACS workload. The 
unique opportunity to locate an agent in the AHK legacy 
institution, at significant savings to the USG, makes the 

proposal to establish a consular agency in Cologne all the more 
attractive. 

BOYSE 
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ZNY SSSSS ZZH 

O 091318Z MAY 07 

FM AMEMBASSY ABU DHABI 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8911 

INFO RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUCNIRA/IRAN COLLECTIVE" "SECRET ABU DHABI 000761 


SIPDIS 


STATE FOR ISN/CPI (JCHALMERS), NEA/IR (SMISKO) 
TREASURY FOR RLOEFFLER 


E.O. 12958: DECL: 05/09/2017 
TAGS: EFIN, KNNP, IR, PARM, DA, SW, AE 
SUBJECT: SEPAH ASSETS UPDATE 


REF: A. STATE 60238 
B. ABU DHABI 590 


Classified By: Deputy Chief of Mission Martin Quinn, for reasons 1.4 b 
and d. 


1. (S) The UAE Central Bank issued a circular to all UAE 
banks to freeze assets under 1747 within four days of the UN 
resolution (Ref A). The UAE has not reported the total 
amount of assets frozen but the Central Bank Governor, Sultan 
bin Nasser al Suweidi, informed Treasury Assistant Secretary 
Patrick O,Brien on April 25, 2007 that there have only been 
a few accounts frozen that were for Bank Sepah and there was 
very little money. Governor Suweidi said most Bank Sepah 
related transactions were trade financing, which were 
blocked. (Septel) Governor Suweidi also reported that the 
Central Bank is preparing the 60 day UN report regarding its 
implementation of UNSCR 1747. 


2. (S) Post does not have evidence of asset flight and was 
informed by the Head of the International Division of the 
Anti-Money Laundering and Suspicious Cases Unit that even 
Iranian Banks Melli and Saderat had reported to the Central 
Bank about frozen accounts (Ref B). (Note. Bank Sepah does 
not have operations or a branch in the UAE. End note). 


3. (S) Financial institution representatives, that emboffs 
have contacted, confirm that they have received the Central 
Bank circular. 

SISON 
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P 091332Z MAY 07 

FM AMEMBASSY VILNIUS 

TO RUEHC/SECSTATE WASHDC PRIORITY 1238 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY","C ONFIDENTIAL VILNIUS 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/08/2017 
TAGS: PREL, EUN, ETRD, KPAL, LH, RS, MD, HT8 
SUBJECT: LITHUANIA MAY INTERVENE ON MOLDOVA AT MAY 14 GAERC 


REF: STATE 60948 


Classified By: POL/ECON Chief Rebecca Dunham for Reasons 1.4 (b) and (d 
) 


1. (C) Summary: Lithuania may intervene at the May 14 GAERC 
on Moldova. The GOL sees little chance of making progress 
towards a Partnership and Cooperation Agreement with Russia 
given the current climate. They have suspicions that the 
secretive negotiations concluded between Russia and Moldova 


SIPDIS 

on Transnistria may be intended to strengthen the Russian 
argument that a negotiated solution is possible and necessary 
in Kosovo. End Summary. 


2. (C) We delivered reftel points on the May 14 GAERC agenda 
items to Tomas Gulbinas, head of the MFAYs Common Foreign and 
Security Policy Division May 8. Gulbinas told us that the 

GOL is puzzled by the secretive negotiations between Moldova 
and Russia on Transnistria; conclusions from these 

negotiations were leaked and published by analyst Vladimir 
Socor in mid-April. Gulbinas told us that the GOL may 

intervene at the May 14 GAERC on Moldova. He speculated that 
Russia was planning to use the reported talks in connection 

with UNSC negotiations on a resolution for Kosovo. He 

suspects that the GOR will use this negotiated settlement as 
evidence that a negotiated settlement is possible in Kosovo, 

and veto any resolution that is not agreed to by the Serbs. 
(Another MFA source told us that the GOL has invited Moldovan 
President Voronin to Vilnius June 2 to remind him of his 
non-Russian options.) 
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Russia-EU Summit 


3. (C) Gulbinas told us that he does not expect any progress 
at this GAERC on the Partnership and Cooperation Agreement 
(PCA) for Russia. He noted that in the context of the 

attacks on the Estonian Embassy in Moscow, Russia not having 
resolved the Polish meat issue, Russia having called a 
moratorium on the CFE Treaty, threats made in relation to the 
missile defense system, moves against foreign investors in 
Russia, and no progress on resuming oil flows through the 
spur of the Druzhba Pipeline that feeds Lithuania\'s Mazeikiu 
Nafta Refinery, he doesn\'t see any window for potential 
progress. We asked Gulbinas which of these issues would be 
essential to GOL backing for the PCA; he said it would be 
restoration of oil flows to Mazeikiu Nafta and resolution of 

the Polish meat issue. He pointed out that the PCA was 
intended for countries that are engaging in rapprochement 
with the EU, not for those defying it. 


4. (C) Gulbinas said that the GOL is strongly in support of a 
UN Security Council Resolution on Kosovo\'s status. Gulbinas 
said that the GOL fears that a scenario involving each 

country individually acknowledging independence for Kosovo 
will portend difficulties in other frozen conflicts, most 

notably in the South Caucasus. 


5. (C) Gulbinas told us that the Governments of Poland and 
Greece have some small reservations about the conclusions on 
the Black Sea Region as they stand now, but that by May 14 
these should be addressed. He noted that these conclusions 
are not very substantive, and mostly give a mandate for 

further work. 


6. (C) Gulbinas thanked the USG for the information on the 

other agenda items. He noted that the GOL agreed with many 

of the points included in the non-paper. He didn\'t expect 

any discussion at the GAERC of Austrian energy company OMV\'s 
decision to enter into a major gas deal with Iran. 
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SIPDIS 
SIPDIS 
FOR ISN/RA, ISN/CPI, NEA/IR, NEA/ELA 


E.O. 12958: N/A 

TAGS: KNNP, PARM, IR, JO 

SUBJECT: DEMARCHE ON TRAVEL OF UNSC-DESIGNATED IRANIANS 
DELIVERED 


REF: STATE 61222 


Poloff delivered reftel demarche May 9 to Asal al-Tal, the 
Foreign Ministry\'s Americas desk officer. Al-Tal undertook 
to pass the demarche to the Foreign Minister and the Foreign 
Ministry\'s Legal Advisor. Post will report any substantive 
reply septel. 

HALE 
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INFO RUCNDT/USMISSION USUN NEW YORK 0271 


SIPDIS 

SIPDIS 

E.O. 12958: N/A 

TAGS: PHUM, PREL, KTIA, UN, SR, BO 

SUBJECT: SERBIA UNDECIDED ON BELORUSSIAN CANDIDACY FOR UNHRC 
CHAIRMANSHIP 


REF: A) STATE 58056 
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1. (U) On May 7, 2007, poloff delivered ref demarche to the 
Serbian MFA. Serbia has not yet decided on their reaction to this 
nomination. Serbia generally follows the EU consensus, which in 
this case is not an option due to the lack of EU consensus. Any 
additional information received will be forwarded. 


POLT 
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O 091337Z MAY 07 

FM AMEMBASSY DAMASCUS 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3433 
RHEHAAA/WHITE HOUSE WASHDC IMMEDIATE 
RUEHAM/AMEMBASSY AMMAN 6785 
RUEHLB/AMEMBASSY BEIRUT 4514 
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RUEHRH/AMEMBASSY RIYADH 7658 
RUEHTV/AMEMBASSY TEL AVIV 1733 
RUEHAK/AMEMBASSY ANKARA 5068 
RUEHJM/AMCONSUL JERUSALEM 1275 
RHMFISS/HQ USCENTCOM MACDILL AFB FL//CCPA// 
INFO RUEHNC/AMEMBASSY NICOSIA 7400 


SIPDIS 
SIPDIS 


DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Cuba, Syria/Libya, Syria/US, Syria/France, Lebanon, 
Iraq (5/9) 


1. Summary: Syrian papers on May 9 reported Information Minister 
Mohsen Bilal\'s meeting on May 8 with Cuban MP Kenia Serrano, during 
which Bilal stressed Syria\'s concern to achieve stability and 

security in the Middle East through a just and comprehensive peace 
based on UN resolutions. Talks also dealt with the role of the 

media in demonstrating nations\' common issues, referring to the 
importance of activating media exchange between Syria and Cuba in 
the interest of both countries. On Iraq, Bilal confirmed Syria\'s 

support of Iraq\'s territorial integrity and of reconciliation among 
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the Iraqi people as a way out of their dilemma. Serrano stressed 
Cubas support of Syria\'s positions on Arab issues. 


On Syrian/Libyan relations, papers reported Deputy Foreign Minister 
Faisal Miqdad\'s meeting on May 8 with Mohammad al-Taher Hammodah 
Sealah, Assistant Secretary of the Libyan General People\'s Committee 
for Foreign Liaison and International Cooperation, who is 

participating in meetings of the Syrian-Libyan Joint Committee in 
Damascus. Talks centered on the latest political developments in 

the region, particularly in Iraq and Palestine, bilateral relations 

and the situation in Africa. Dr. Miqdad briefed the Libyan official 

on Syria\'s positions on events in the region, referring to the 

importance of boosting joint Arab action to face regional 

challenges. Mr. Sealah expressed satisfaction with Syrian-Libyan 
relations, stressing the importance of meetings of the Syrian-Libyan 
Joint Committee. 


All papers reported a lecture on May 8 at the Faculty of Civil 
Engineering at Damascus University by Hizbollah Deputy Secretary 
General Sheikh Naeem Qasem, who maintained that President Asad\'s 
wisdom and honorable positions have made Syria respected by 
everyone." He confirmed that \"Syria\'s strength and steadfastness 
give strength to the National Resistance in Lebanon.\" Sheikh Qasem 
also praised the Syrian people\'s assistance to the Lebanese people 
during the Israeli war on Lebanon last July. Al-Qasem criticized 
attempts by some superpowers, along with Israel, to control the 
region\'s resources, saying that \"these superpowers sow sedition to 
achieve their goals." He called for confronting these plans 

through cooperation and by eliminating sedition. 


End of summary. 
2. Selected Headlines: 


\"Deputy Secretary General of Hizbollah Sheikh Naeem Qassem: 
President Asad\'s wisdom has made Syria respected by everyone. 
Lebanese opposition: Al-Saniora\'s provocative statements are a new 
attempt to please Feltman\" (Government-owned Al-Thawra, 5/9) 


\"Syrian-Cuban talks on media cooperation. Bilal: Peace must be in 
accordance with international resolutions\" (Government-owned 
Al-Thawra, 5/9) 


\"Deputy FM Miqdad reviews current regional developments and horizons 
of Syrian-Libyan relations with Mohammad al-Taher Hammodah Sealah, 
Assistant Secretary of the Libyan General People\'s Committee for 
Foreign Liaison and International Cooperation\" (Government-owned 
Tishreen, 5/9) 


\"Israeli occupation troops attack Khan Yunis and Beit Hanoun as 
prelude to an extensive military operation. The Israeli army plans 
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to establish a buffer zone in Gaza\" (Government-owned Al-Ba\'th, 
5/9) 


\"Secret talks between Olmert and Abbas. An open meeting will be 
held next week!" (Independent al-Watan) 


\"Former Palestinian PM Qurei is to visit Damascus soon to pave the 
way for a meeting of Palestinian factions in Cairo\" (Independent 
al-Watan, 5/9) 


\"Victims of explosions in Baghdad, Diyala and Kufa exceed 100. Two 
US soldiers killed. New US troops will be sent to Iraq" 
(Government-owned Tishreen, 5/9) 


\"Democrats enter the circle of confrontation: Bush must change his 
policy in Iraq before the end of the year" (Government-owned 


Al-Ba\'th, 5/9) 


\"Additional US troops will be sent to Iraq. The US presidential 
race enflames confrontation between Bush and the Congress 
(Independent al-Watan, 5/9) 


\"Protests continue in France: 995 vehicles burned, 740 individuals 
arrested. Mediterranean unity is top priority for Sarkozy" 
(Independent al-Watan, 5/9) 


3. Editorial Block Quotes: 


Omar Jaftali, an editorialist in government-owned Tishreen, 
commented (5/9): \"The US administration has supposedly realized 
that Syria is not to blame for the problems and tensions that 

afflict the region and that Syria was and still is a factor of 

stability and a country seeking good relations with all countries of 

the world, and with the United States in particular, as the 

superpower and the sponsor of the peace process. The US 
Administration has also supposedly realized that dialogue with Syria 

is a constructive process that serves common American and Arab 
interests, which are numerous, when it is held on the basis of 
international law, UN resolutions, human rights, and even values of 
the US constitution itself. 

\"From the Baker-Hamilton report and recommendations, which stressed 
the need for dialogue with Syria in view of its pivotal role in the 

region, to the successive visits to Damascus by American and 
European figures and delegations, to the dialogue that was held with 
Condoleezza Rice in Sharm al-Sheikh, facts have proven that the 
American boycott of Syria is unjustified and that it does not serve 

US policy as the US administration endeavors to remove tensions and 
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find effective solutions to pending problems in the region. 

\"The leaking of press reports on the results of all these meetings 
shows that the principle of managing crises, rather than resolving 
them, is no longer useful, and that the Arab region no longer 
tolerates playing on contradictions. The region has suffered a 
great deal as a result of foreign interference and the failure to 
observe international resolutions, so much so that the peoples of 
this region see in US policy nothing but futile adherence to a 
strategy that conflicts with the logic of law and justice, 

especially when it comes to Israe!l.... 

\"It is now hoped that the US Administration has revised its 
calculations and sensed the soundness of Syria\'s position toward the 
entire situation in the region. It is hoped that it has realized 

that pressure and boycott are not the right ways, but rather UN 
resolutions and constructive dialogue on the basis of rights and the 
law. This is Syria\'s permanent demand." 


Ali Qasim, a commentator in government-owned Al-Thawra, wrote (5/9): 
\"The conflict between the Congress and the White House over Iraq 
and the need for withdrawal of American forces from that country 
shows that Americans have started to wake up from the state that 
drove them to unconditional support for everything the US 
Administration did and unquestioning belief in everything it 

said.... 

\"The US domestic scene is now rife with ideas and views that are not 
only different from what the US Administration is proposing, but 

that also can open the doors to new discussions that can put an end 
to the adventure in US policy....\" 


Dr. Sa\'id Musallam, a commentator in government-owned Al-Thawra, 
wrote (5/9): \"We hope that the tension that Chirac caused in 
Syrian-French relations will end now that France has a new 

president. 

\"We hope that French policy, under Nicolas Sarkozy, will pay less 
attention to the criteria from which the previous administration 
proceeded and will focus on higher interests, not personal 

issues... 

\"Relations between the two countries need to be purified, especially 


since Sarkozy wants France to continue to play an prominent 
political role in the Mediterranean region. This requires that the 
political identity of his term in office be determined in a way that 
suits this hoped-for role. This depends on Sarkozy\'s next 
policies....\" 

Corbin 
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E.O. 12958: DECL: 05/09/2017 

TAGS: PREL, PGOV, PHUM, PTER, EFIN, KU 

SUBJECT: MOSAL MINISTER ON TERROR FINANCE, ENERGY 
INFRASTRUCTURE, LABOR ISSUES 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 


1. (C) Summary: MOSAL Minister Shaykh Sabah Al-Khaled told 
Ambassador May 9 that recent Saudi investigations underscore 
the shared concerns of Kuwait and the U.S. about terrorist 
financing, though the GOK needs more evidence to move against 
RIHS. He is pleased with recent cooperation between Kuwait 
and the U.S. on critical infrastructure protection issues, 
acknowledging that Kuwait has \"real gaps,\" and agreed on the 
need for closer U.S.-Kuwait cooperation and coordination on 
these and other security issues. MOSAL is focused on pushing 
forward new labor legislation that would improve workers 

rights, as well as a conference to be held Kuwait in November 
focusing on GCC-wide labor issues and organized in 

cooperation with the ILO and major labor-exporting countries. 
The Minister understands that \"good intentions are not 

enough\" on the issue of TIP concerns, and said the GOK is 
committed to doing more. End Summary. 


Saudi Investigations and Terror Finance 


2. (C) In a May 9 meeting with the Ambassador, Minister for 
Social Affairs and Labor (MOSAL) Shaykh Sabah Al-Khaled 
Al-Sabah said the GOK needs more evidence to take any action 
against the Revival of Islamic Heritage Society (RIHS), 

noting that he had conveyed the same message to visiting 
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Treasury Assistant Secretary Patrick O\'Brien in their April 
24 meeting (septel). He noted that the GOK is studying the 
paper supplied during the O\'Brien visit. He stressed that 
Kuwait shares the strong concerns of the United States with 
regard to the underlying issue. He said recent 
investigations in Saudi Arabia, uncovering substantial 
amounts of money and weapons, and a variety of interlinked 
organizations, had further raised Kuwaiti awareness of these 
issues. 


3. (C) Shaykh Sabah Al-Khaled, who previously served as 
head of Kuwait\'s National Security Bureau, noted wryly that 

the \"brother Saudis\" are \"taking their time\" on revealing the 
results of their investigation, but said they have committed 

to sharing information with the GOK via Kuwait State Security 
(KSS) channels. He said the GOK is \"certain\" there are some 
links between some Saudi groups and Kuwait, and the GOK will 
continue to monitor the investigation closely. 


Critical Infrastructure Gaps Argue for Stronger Cooperation 


4. (C) Ambassador noted that the USG is finalizing a report 
from the recent visit of a Critical Energy Infrastructure 
Protection (CEIP) assessment team from Washington. The 
report will highlight a number of significant vulnerabilities 

at Kuwaiti facilities. Shaykh Sabah Al-Khaled said the GOK 
is aware that there are \"real gaps\" and is pleased by the 
cooperation with the USG. He said the matter was discussed 
last week in the Kuwait National Security Council (a 
ministerial body headed by the Prime Minster) and follow-up 
work is planned. 


5. (C) Ambassador suggested a more formalized mechanism for 
this type of cooperation might be useful, with civil and 
intelligence components to parallel the successful mil-mil 
meetings the U.S. and Kuwait hold. Shaykh Sabah Al-Khaled 
liked the idea, and said it should be considered further. He 
noted that Kuwaiti security concerns had \"shifted from north 
to east\" since 2003, and this requires changing the way 
Kuwait does many things. In response to Ambassador\'s 
suggestion that stronger GOK internal coordination is 
essential, Shaykh Sabah said the situation is improving, and 
it is now very clear that (NSB chief) Ahmed Al-Fahd is in 
charge of coordinating these issues throughout the GOK. 
(Comment: It is not clear to us from any other source that 

the NSB has gained this role or is capable of carrying it out 
effectively.) 


MOSAL Focused on Labor Law, International Conference 
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6. (C) On labor issues, Shaykh Sabah Al-Khaled said the 

Ministry is focused on two important initiatives. The first 

is a renewed political push to move forward on Kuwait\'s 
long-awaited labor law reform legislation that would 

strengthen the rights of expatriate workers (not domestic 
employees). MOSAL will meet next month with MPs, the Chamber 
of Commerce, and labor union representatives to build 
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consensus on the approach. 


7. (C) The second initiative is a GCC conference to be held 

in Kuwait in November with the cooperation of the ILO and ALO 
aimed at dealing with region-wide issues of expatriate labor, 
and including the participation of the major labor-exporting 
countries. Shaykh Sabah Al-Khaled agreed with Ambassador\'s 
observation that labor issues represent a strategic challenge 
for the Gulf countries. He said the Ministry of Interior 
(responsible for domestic laborers) has begun to take a more 
serious approach to the issue, and pointed to increased 
engagement on a bilateral basis with exporting countries, 
including a recent MOU signed with the Indian Labor Minister. 


8. (C) Shaykh Sabah Al-Khaled noted that MOSAL will soon 
begin testing a new system of on-line registration and 

licensing for expat workers. Trials will begin with 50 

selected government and private sector entities, who will use 
passwords to access a MOSAL website. It is hoped that 
eliminating \"paperwork and cash payments\" will not only be 
more efficient but will reduce opportunities for corruption. 
Shaykh Sabah noted with dismay that there are currently 3500 
workers in the MOSAL bureaucracy handling these issues, and 
processing of work permit renewals requires 19 steps. 


TIP Concerns Taking a Higher Profile 


8, (C) Ambassador noted that Kuwait may revert to TIP Tier 
3 status this year. While we have seen high-level engagement 
on TIP, the results have been weak. Shaykh Sabah agreed, 
saying \"good intentions are not enough.\" He said TIP 
concerns had figured in recent cabinet discussions, including 
aspects of the new labor law and the building of new \"labor 
cities.\" (Note: these are block housing compounds planned 
for single male workers, in some cases located far outside of 
urban areas. Their purpose is largely security-related.) He 
said the Ministry of Interior is paying more attention to the 
issue, particularly MOI U/S Shaykh Ahmed Al-Nawaf. He 
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provided samples of a new multi-lingual brochure that will be 
distributed to arriving workers detailing their rights and 
responsibilities. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait's Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: N/A 

TAGS: PTER, KNNP, MCAP, PINR, PINS, PARM, PREL, MK 

SUBJECT: MACEDONIA: TO ATTEND CONFERENCE ON THE GLOBAL 
INITIATIVE TO COMBAT NUCLEAR TERRORISM 


REF: STATE 58978 


(U) Poloff, jointly with the representative from a Embassy of 
the Russian Federation, delivered reftel points and documents 
on the Global Initiative to Combat Nuclear Terrorism to MFA 
Head of Sector for Multilateral Relations, Goran Stevcevski, 
on May 7. Stevcevski said that the GOM intended to send a 
delegation to the conference and confirmed that his office 
would forward the names and titles of the representatives as 
well as the MFA point of contact for the Global Initiative. 
MILOVANOVIC 
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E.O. 12958: DECL: 05/09/2017 

TAGS: PREL, PGOV, EG, SU 

SUBJECT: SUDAN: EGYPTIANS PROPOSE UN/AU ENVOYS DRAFT A 
DARFUR ROADMAP 


REF: KHARTOUM 676 


Classified by Minister Counselor for Economic and Political 
Affairs, William R. Stewart, for reasons 1.4 (b) and (d). 


1. (C) During a May 9 meeting, MFA Cabinet staff member 
responsible for African affairs Ahmed Abu Zeid told poloff 
that the foreign minister was putting the final touches on an 
oral message on Darfur which would be transmitted later the 
same day. The message would be addressed, he said, to 
Secretary Rice, other P-5 capitals, Brussels, the African 


SIPDIS 

Union, and regional parties involved in the Darfur conflict. 

In brief, he explained, the message would propose creation of 
a new \"Roadmap\" for Darfur, to be crafted by AU envoy Salim 
Ahmed Salim and his UN counterpart Jan Eliasson as a result 
of their international consultations. This issue formed the 
substance of discussions in Cairo on May 7 between FM Aboul 
Gheit and the two envoys. 


2. (C) A Darfur Roadmap, he said, would energize the 

political process and would follow upon the general agreement 
during international consultations in Tripoli on April 28-29 
(reftel). While participants in the Tripoli talks, he said, 

agreed on the need to move forward on the political track, 

the GOE is focused on how to implement such agreement. The 
Roadmap that Eliasson and Salim would craft should include a 
timetable for actions, clear principles and objectives, and 

clarity on the relationship between the political process and 
peace-keeping operations in Darfur. There must be clear 
incentives and punitive measures in the document, he said. 
Once a document is crafted by the two envoys, the UN Security 
Council and the international community must endorse the 
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plan. It is crucial, he continued, that we send a clear 

signal to all parties that there is no patience for games; 

the international community is serious about reaching a 

lasting political solution to the conflict. A general 

political framework is necessary, he added, in which 
principles, parameters, and expectations for all parties are 
clear. Echoing public remarks made by Eliasson and Salim 
following their May 7 meeting with Aboul Gheit in Cairo, Abu 
Zeid called for international pressure on both sides - the 
government and the rebel movements - to ensure each carries 
out its responsibilities to end the conflict. (Note: During 

their joint press conference on May 7, Aboul Gheit and the 

two envoys reportedly agreed \"the main problem has been that 
the rebels have felt they are protected against sanctions.\" 
End note). 


3. (U) Minimize considered. 
RICCIARDONE 
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E.O. 12958: N/A 

TAGS: PGOV, PINR, PREF, ECON, EAID, KDEM, SU 

SUBJECT: GOSS Governor\'s Forum Focuses Tackles State Budgets and 
Security 


REF: A) Khartoum 0693 B) Khartoum 0591 C) Khartoum 0211 


1. (U) Summary: The Government of Southern Sudan\'s (GOSS) Fourth 
Governors\' Forum (the Forum) has brought into sharp focus the budget 
crises in the ten southern states. GOSS President Salva Kiir 
admonished the governors to put in place good governance practices, 
downsize their civil services, promote the census, remain focused on 
security, seek non-oil revenue sources, and implement affirmative 

action measures to ensure 35 percent participation by women in state 
and local government. End Summary. 


2. (U) The Forum was held in Juba May 4-6, with the participation 
of the governors or deputy governors of all ten southern states, 
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along with GOSS ministers and commissioners, representatives from 
the UN agencies, the World Bank Multi-Donor Trust Fund, and 
diplomatic and donor communities. The Forum, held under the theme 
\"State Planning, Budgeting, Employment in States, and DDR\" also 
included the state Ministers of Finance. The goal of the Forum is 

to facilitate a meeting every three months with the governors and 

the president, key ministers and the international community. 


From Security to Economic Focus 


3. (U) Kiir addressed the Forum noting that the gathering had moved 
from its first preoccupations with security issues, including the 

Lord\'s Resistance Army, Other Armed Groups, and continuing Sudan 
Armed Forces\' presence in Unity and Upper Nile States, to the 
pressing economic issues crippling the states\' ability to meet 
payrolls, run operations, or implement development programs. While 
Kiir noted that there were still security concerns in some states, 

he focused his remarks on the need for greater attention to good 
governance, accountability and transparency and strengthening the 
private sector. He criticized states for misusing public funds and 
maintaining bloated payrolls with ghost workers, many inherited from 
the war years (reftels). Kiir stressed that oil revenues had been 
declining substantially since January and that the inability to meet 

the GOSS payroll was extremely serious. Cutting the payroll does 
not mean denying people their rights, but was a hard decision that 
had to be made and fully explained to the people, Kiir added. 


4. (U) Acting Finance Minister Gabriel Changson Chang elaborated 

that while Southern oil revenues had been between USD $38 to $40 
million a month, the GOSS payroll was USD $60 million a month. 
Changson also reported that he had just returned from Khartoum where 
he attempted to borrow from the Bank of Sudan to meet the Southern 
budget shortfalls and was turned down. He stated that there was 
disagreement with Khartoum over whether the GOSS could borrow money 
from international sources under the CPA. Changson said that April 
salaries would be delayed, but eventually paid. 


Support the CPA 


5. (U) Kiir warned the governors against dealing directly with the 
Government of National Unity (GNU) and said that was the main reason 
the former governor of Warrap State had been removed recently. Kiir 
also urged the governors to help implement the CPA by promoting the 
upcoming census. He called for the establishment of State 

Population Committees and stressed that \"without the census we can\'t 
run a meaningful election or referendum.\" Some states expressed 
concerns that the November census date would not be met because of 
the lack of roads and the presence of landmines and ongoing 
insecurity. 
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6. (U) The GOSS President reiterated the need to address the 
non-implementation of the Abyei Protocol, and indicated that an 
agreement with Khartoum on an Interim Administration to provide 
essential services was likely to be reached. 


7. (U) Gender inequities must be addressed Kiir warned. He 

reiterated the SPLM\'s commitment to ensure 35 percent representation 
in all levels of government by women, above the 25 percent called 

for in the CPA. He reminded the governors that it was a violation 

of the CPA to not strive to meet this target goal. 


Shifting From the Central to the State Governments 


8. (U) The overall message of the Forum was that the governors had 
to seek creative ways to deal with the economic crises in the states 
and that there would be no room for excuses. Governors were 
directed to: 1) address ethnic conflicts and submit reports on 

their actions to the President; 2) create non-oil sources of 

revenue; 3) accelerate the return and resettlement of refugees and 
internally displaced people; 3) purge the payrolls of ghost workers 
and excessive numbers of civil servants and fight corruption (this 
was listed as among the highest priorities); and 4) prepare their 
state budgets in time for them to be integrated into the GOSS 
budget. 
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9. (SBU) Comment: The Forum has become a more structured and serious 
venue for coordination between the different levels of government in 

the South, reflecting the challenges and successes of 

democratization since the signing of the CPA. The states are being 

told that they must shoulder a larger share of revenue generation 

and clean up their houses to eliminate waste - the oil revenue 

cushion is no longer available. Decentralized government, though 
struggling to take root, is on track, in Southern Sudan. It will, 

however, need intense care and feeding to sustain it, but the 

process is moving forward. End comment. 
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E.O. 12958: N/A 
TAGS: PGOV, ELAB, EU, FR, PINR, SOCI, ECON 
SUBJECT: THE FRENCH ELECT SARKOZY -- WHAT THEIR CHOICE MEANS 


REF: A. (A) PARIS 1791 AND PREVIOUS 
B. (B) EMBASSY PARIS DAILY SIPRNET REPORT FOR MAY 4 
C. 2007 AND PREVIOUS 
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1. (U) SUMMARY: In electing Nicolas Sarkozy as France\'s 
sixth President under the Fifth Republic (ref), French voters: 


-- entrusted their country\'s highest office to an intensely 
ambitious and passionately action-oriented politician; 


-- endorsed the wide-ranging program of reforms -- including 
market-oriented social and economic reforms -- that Sarkozy 
ran on; 


-- implicitly gave him the green light to try and implement 
these reforms quickly (to be confirmed in the upcoming June 7 
parliamentary elections); 


-- endorsed a way forward for overcoming France\'s 2005 
rejection of the EU constitutional treaty; and 


-- signaled, by embracing a figure long tagged as 
\"pro-American,\" their desire to renew trust in the 
U.S.-France relationship. 


Septel will report on the foreign policy implications of 
Sarkozy\'s election. END SUMMARY. 
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A LIFELONG AMBITION 

2. (U) Sarkozy has never hidden his ambition to be president 
of France. Biographers speculate that his decision to 
dedicate himself completely to politics -- and to occupying 
France\'s highest political office -- dates from his student 
days. As a law student, Sarkozy took his first steps as a 
political activist, and wrote a graduate thesis on Georges 
Mandel, a key political figure in France during the first 

half of the 20th century. (Note: Mandel began his career as 
an aide to the WWl-era Prime Minster Georges Clemenceau and 
ended it assassinated by French, pro-Nazi militia during 
WWII. End Note.) 


\"A PASSION FOR ACTION\" 

3. (U) Sarkozy himself has said, \"You will never understand 
me, without also understanding Georges Mandel.\" In his 
biography of Mandel, \"The Monk of Politics\", published in 
1994, Sarkozy draws, in effect, a portrait of himself at his 
best as he sketches that of his subject: \"...life entirely 
dedicated to France and to politics,\" consumed by a will to 
act, \"act to live, act without measure.\" This \"passion for 
action,\" as Sarkozy has also referred to it, is one of the 
traits that 53 percent of French voters, fed up with the 
immobilism of France\'s politics-as-usual have positively 
endorsed in voting him into office. 


A SELF-MADE PRESIDENT 

4. (U) Sarkozy often evokes how \"he climbed the ladder 
starting at the bottom,\" and had to \"fight every step of the 
way.\" Sarkozy\'s educational background is not that of 
France\'s political elite; in particular, he is not a graduate 

of the National School of Administration (ENA). Even though 
Sarkozy has been the protg of powerful political figures 
throughout his career -- former Interior Minister Charles 
Pasqua, former prime minister Edouard Balladur, and President 
Chirac -- he has still always felt himself an \"outsider,\" 
battling, and eventually dominating, more privileged 
\"insiders.\" 


WHO STANDS FOR INDIVIDUALISM AND ENTREPRENEURSHIP 
5. (U) This self-made-man dimension of Sarkozy comes across 
clearly in his sympathy for France\'s entrepreneurs and 
private-sector employees -- those \"who get up early and go to 
work,\" and have to make their own way in the vicissitudes of 
competitive markets without any protecting, privileged 

status. Much of Sarkozy\'s \"liberal\" -- that is, 
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market-oriented -- economic reform agenda stems from his 
desire to both level and widen the playing field for France\'s 
entrepreneurs and private-sector achievers. 
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A COMPLEX REFORM PROGRAM 

6. (U) During the year that preceded his nomination as the 
candidate of the center-right Union for a Popular Movement 
(UMP) party, Sarkozy led a wide-ranging examination of the 
problems facing France, in preparation for forging his 
presidential platform. This effort -- which included 
consultations with subject-matter experts, review by 

political allies, and testing of proposals with focus groups 

-- was run by former education minister Francois Fillon, now 
tipped as the leading candidate for prime minister. The 
resulting reform program -- which was adjusted, sharpened and 
condensed throughout the presidential campaign -- is quite 
far-reaching and complex. It is much more than an economic 
liberalization program. 


7. (U) For example, one facet, which proposes reforms to 
political institutions and the administration of justice, 
includes proposals for reforming education and immigration, 
and for social programs to help immigrant youth in France\'s 
troubled neighborhoods. The two other main facets of the 
reform platform deal with European and international affairs 
and with social and economic matters. The latter includes 
controversial proposals partly to deregulate France\'s labor 
markets, reform retirement systems and cut taxes. A 
compendium of Sarkozy\'s propositions made during the campaign 
on all reform subjects, which gives a sense of the range and 
specificity of his reform proposals, can be found at 
http://www.u-m-p.org/propositions/proposition s.php. 


MOVING FIRST ON THE ECONOMIC AND SOCIAL FRONT 
8. (U) Throughout the campaign Sarkozy has hammered at the 
theme that he is a different sort of politician because he 
\"says what\'s he\'s going to do, and then does it.\" Forming a 
new government and winning a majority in the upcoming 
legislative elections June 10 and 17 will come first, but 
thereafter, Sarkozy has made clear that he intends to 

deliver, and quickly, across a range of reform proposals, in 
particular those aspects of his economic and social agenda 
that immediately affect the lives -- and pocketbooks -- of 
everyday voters. 
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A BUSY PRESIDENT 

9. (U) Specifically, Sarkozy has promised to call an 
extraordinary session of parliament to enact his proposals to 
exempt overtime hours from social security and other taxes, 
make mortgage payments on primary residences tax deductible, 
and abolish inheritance taxes for all but the top five 

percent of households. In addition, Sarkozy has said that he 
will, over the summer, conduct a dialog with labor union 
federations and other organizations that represent \"social 
partners,\" with a view to agreeing to labor market reforms, 
social security and pension reforms, reform of higher 
education, and the establishment of minimum service 
requirements for mass transport in the event of strikes by 
rail and bus workers. 


AND A BUSY OPPOSITION? 

10. (U) Sarkozy\'s clear-cut victory, with 53 percent of the 
vote, gives him a mandate for change. In the recent past, 
France\'s labor unions, its public sector workers and 
university students have, largely successfully, resisted 
change of the sort Sarkozy believes he has been elected to 
bring about. Sarkozy is convinced that if he moves quickly, 
his mandate will nonetheless carry the day, producing the 
kind of positive results that will modernize France and allow 
him to win a second term. The possibility that a \"social 
movement" intent on blocking Sarkozy\'s liberal" reforms might 
slowly gather strength and seriously complicate his bid to 
reform France is a very real one, however. 


RETURNING TO THE EUROPEAN FOLD 

11. (U) Sarkozy\'s victory also offers the possibility that 
\"France is back\" in Europe following its 2005 rejection of 
the EU constitutional treaty (septel will report on the 
foreign policy implications of Sarkozy\'s victory). In 
electing Sarkozy, voters endorsed his practical plan for a 
simplified treaty that can be ratified through parliamentary 
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means, thereby avoiding another divisive referendum. 
Sarkozy\'s announced plans to travel to Berlin and Brussels 
first make it clear that he intends for France to regain its 
status as one of the EU\'s key players. 


U.S.-FRANCE -- REAL FRIENDS WHO CAN REALLY DISAGREE 


12. (U) U.S.-France relations have improved markedly during 
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the past two years following their low-point at the time of 

the U.S-led invasion of Iraq in 2003. Though President 
Chirac has contributed to this improvement in relations, he 
nonetheless remains closely identified with knee-jerk 
opposition to the U.S. by France. \"Sarkozy the American\" is 
a well-known epithet long applied to France\'s new president, 
which the Socialist opposition attempted to exploit in 

labeling Sarkozy as \"Bush\'s poodle.\" Like much else in the 
Socialist campaign, denigrating Sarkozy for being 
pro-American also didn\'t \"take\" with French voters. The U.S. 
was the only other country Sarkozy mentioned by name in his 
victory statement May 9, and Sarkozy made clear, as he has 
throughout the campaign, that he would like to renew trust 
between the U.S. and France -- while underlining that true 
friends can be expected to truly disagree. 


ADAPTING THE AMERICAN DREAM 

13. (U) During the campaign Sarkozy often ended his stump 
speeches -- evoking Martin Luther King -- by calling for a 
\"French dream\" of social equality, social mobility, and equal 
opportunity. In voting Sarkozy into office, French voters 
seem to have endorsed this vision. In Sarkozy\'s case, it 
should never be forgotten that, more than a dream, his vision 
is also a concrete plan of action. He has said what he plans 
to do. He will be judged on whether he does it. 

Please visit ParisW Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 
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SUBJECT: MONTENEGRIN OPPOSITION OPINES AGAINST SOFA, ARTICLE 98 


REF: PODGORICA 146 


PODGORICA 00000154 001.3 OF 002 


SENSITIVE BUT UNCLASSIFIED - PLEASE HANDLE ACCORDINGLY 


1. (SBU) SUMMARY: OPPOSITION POLITICIANS IN MONTENEGRO CONTINUE 

TO MAKE HAY OF THE RECENT USG-GOM SOFA AND ARTICLE 98 AGREEMENTS 
(REF). POST HAS ENERGETICALLY COUNTERED, PUBLICLY AND 

PRIVATELY, THE NUMEROUS MISUNDERSTANDING AND MISSTATEMENTS ABOUT 
THE AGREEMENTS. CONSEQUENTLY, ATTACKS ON THE SOFA WITH THE USG 
HAVE TRAILED OFF, BUT A PERCEIVED EU HOSTILITY TO ARTICLE 98 HAS 
HELPED FUEL THE FIRE. THE OPPOSITION HAS CRITICIZED PRESIDENT 
VUJANOVIC AND THE GOM FOR CONCLUDING BOTH AGREEMENTS WITHOUT 
PARLIAMENTARY APPROVAL. HOWEVER, THE LEADER OF THE LARGEST 
OPPOSITION GROUP CONFESSED TO EMBOFFS MAY 7 THAT HE IS JUST 
LOOKING TO USE EITHER AGREEMENT AS A MEANS TO ATTACK THE 
GOVERNMENT, IN ANY WAY POSSIBLE. END SUMMARY. 


2. (U) OPPOSITION POLITICIANS HAVE CONTINUED TO RAISE OBJECTIONS 
TO THE USG-GOM SOFA AND ARTICLE 98 (INTERNATIONAL CRIMINAL COURT 
- ICC) AGREEMENTS. U.S. EMBASSY INTERVENTIONS, PUBLIC AND 
PRIVATE, HAVE HELPED DISPEL MANY BUT NOT ALL MISUNDERSTANDINGS 
ABOUT THE TEXTS AND PURPOSES OF THE AGREEMENTS. PARTICULARLY 
WITH RESPECT TO THE SOFA, THIS HAS DEFUSED MOST OF THE MYTHS, 
E.G., THE SOFA ALLOWS THE USG TO BUILD HEAVILY FORTIFIED BASES 
RIGHT ON TOURIST BEACHES. POST NOTES THAT THE MAY 7 GOM TRANSIT 
AGREEMENT WITH EUFOR WAS ALSO CRITICIZED, BUT TO A FAR LESSER 
EXTENT THAN THE US-MONTENEGRO SOFA. CRITICISM OVER THE ARTICLE 
98 AGREEMENT IS FUELED, IN PART, BY PERCEIVED EU HOSTILITY TO 
SUCH AGREEMENTS - EVEN THOUGH THE EU HAS NOT OFFICIALLY SAID 
ANYTHING IN PUBLIC ABOUT THE APRIL 19 AGREEMENT BETWEEN THE USG 
AND GOM. 
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3. (U) RECENTLY, THE OPPOSITION ATTACKS HAVE FOCUSED ON 

ALLEGATIONS THAT PRESIDENT VUJANOVIC AND THE GOM VIOLATED THE 

1992 CONSTITUTION BY CONCLUDING BOTH AGREEMENTS WITHOUT SEEKING 
PARLIAMENTARY RATIFICATION. POLOFF ON MAY 8 UNDERSCORED TO THE 
PARLIAMENT\'S DEFENSE AND SECURITY OVERSIGHT BOARD (INCLUDING 
OPPOSITION MPS) THAT, IN THE U.S., NEITHER AGREEMENT REQUIRED 

SENATE RATIFICATION, A STEP RESERVED FOR TREATIES. (COMMENT: 

THE OFFICIAL LANGUAGE OF MONTENEGRO (A.K.A. SERBIAN) IS PARTLY 

TO BLAME FOR THIS CONTROVERSY, AS IS THE LITERAL NAIVETE OF 
MONTENEGRO IN FOREIGN AFFAIRS. THE LOCAL WORD \"UGOVOR\" CAN BE 
TRANSLATED AS BOTH TREATY AND AGREEMENT (AND CONTRACT), ALTHOUGH 
THE EMBASSY AND GOM HAVE BEEN CAREFUL TO REFER TO THE SOFAAS A 
\"SPORAZUM" (ANOTHER WORD FOR AN AGREEMENT OR UNDERSTANDING), AND 
TO THE ARTICLE 98 AGREEMENT AS AN EXCHANGE OF \"NOTES.\" THE 1992 
CONSTITUTION STATES THE PARLIAMENT WILL RATIFY \"UGOVORI.\" 
ADDITIONALLY, AS MONTENEGRO HAS BEEN INDEPENDENT FOR LESS THAN A 
YEAR, THERE IS LITTLE RECENT LOCAL PRECEDENT FOR DISTINGUISHING 
BETWEEN INTERNATIONAL AGREEMENTS AND TREATIES. END COMMENT.) 


4. (SBU) DCM AND POLOFF MET ON MAY 7 WITH NEBOJSA MEDOJEVIC, 

LEADER OF THE OPPOSITION PARTY MOVEMENT FOR CHANGES (PZP - 11 
SEATS IN THE 81-SEAT PARLIAMENT) AND SUBSEQUENTLY WITH ANDRIJA 
MANDIC, LEADER OF BOTH THE LARGEST OPPOSITION GROUPING (SERBIAN 
LIST - 12 SEATS) AND OF THE SERBIAN PEOPLES PARTY (8 SEATS AS 

PART OF THE LISTS 12). BOTH MANDIC AND MEDOJEVIC HAD PUBLICLY 
CHARACTERIZED THE AGREEMENTS, WHICH THEY TEND TO CONFLATE, AS 
ANTI-EUROPEAN. HOWEVER, THEY BOTH SHOWED A GOOD KNOWLEDGE OF 
WHAT WAS ACTUALLY IN THE AGREEMENTS, AND A PERSONAL DISPOSITION 
TO PURSUE GOOD RELATIONS WITH THE U.S. BUT, AS MANDIC 

CONFESSED, HE SAW THE POTENTIAL TO CREATE A CONTROVERSY OVER THE 
AGREEMENTS AS A CHANCE TO PLAY TO HIS NATIONALIST VOTER BASE BY 
ATTACKING THE GOM. INITIALLY, SAID MANDIC, HE WAS GOING TO MAKE 
TRANSPARENCY THE ISSUE, BUT HE JOVIALLY ADMITTED THAT THE GOM 
THWARTED THAT TACK BY POSTING THE AGREEMENTS ON THE GOM WEBSITE 
-- SO HE SHIFTED TO THE PROCESS BY WHICH THE GOM HAD CONCLUDED 
THE AGREEMENTS, AS WELL AS TO DISTORTIONS OF THE SUBSTANCE. 


5. (U) THE SOFA AND ARTICLE 98 WERE TOUCHED UPON DURING POLOFF\'S 
MEETING WITH THE PARLIAMENTARY DEFENSE AND SECURITY BOARD MAY 9 

(A MEETING REQUESTED BY THE EMBASSY A MONTH AGO). POLOFF 
UNDERSCORED THAT FOR THE USG, THESE ARE AGREEMENTS, NOT 
REQUIRING U.S. SENATE RATIFICATION. HOWEVER, THE GREATEST 
CONTROVERSY CAME FROM ATTACKS ON THE VERY HOLDING OF THE MEETING 
ITSELF, DELIVERED BY THE OPPOSITION PEOPLE\'S PARTY (NS) AND 
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DEMOCRATIC SERBIAN PARTY (DSS - VERY NATIONALIST). NS AND DSS 
SAID IT WAS IMPROPER, \"UNDEMOCRATIC\" AND A VIOLATION OF 
PARLIAMENTARY RULES FOR THE \"U.S. EMBASSY TO CONVENE A SESSION 
BT 
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N 
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OF PARLIAMENT OR ITS BOARDS.\" (NOTE: THIS WAS NOT INTENDED TO 

BE A FORMAL SESSION, AND IN FACT THE MEETING WAS REQUESTED LONG 
BEFORE THE SOFA STORY BROKE. END NOTE.) REPRESENTATIVES OF 
OTHER PARTIES, INCLUDING IN THE OPPOSITION, DISAGREED AND 
WELCOMED THE INITIATIVE AS SUPPORTING TRANSPARENCY AND DIALOG. 


6. (SBU) FM ROCEN TOLD CHARGE MAY 8 THAT THE GERMAN AND 
SLOVENIAN AMBASSADORS HAVE RAISED THE ARTICLE 98 AGREEMENT WITH 
HIM. THE FM SAID THE CONTROVERSY WAS VERY MUCH BUSINESS AS 
USUAL. HE NOTED THAT IF MONTENEGRO HADNT SIGNED A SOFA, THEY 
WOULD HAVE BEEN CRITICIZED FOR BEING IN A CLASS WITH BELARUS. 

ON ARTICLE 98, HE NOTED THAT WHEN MONTENEGRO JOINS NATO THIS 
WILL CEASE TO BE AN ISSUE, AND REALLY SHOULDN\'T POSE A PROBLEM 
WITH THE EUROPEANS. HE THANKED CHARGE FOR THE EMBASSY\'S 
INTERVENTIONS IN THE LOCAL PRESS. HE WAS ESPECIALLY PLEASED WITH 
THE SUBSTANCE AND TIMING OF MAY 7 CEREMONY MARKING OVER 1000 
USAID LOCAL COMMUNITY PROJECTS, AS IT REMINDED PEOPLE OF ALL THE 
U.S. HAS DONE FOR MONTENEGRO. 


7. (SBU) COMMENT: PERHAPS THE MOST USEFUL OBSERVATION IN THE 
PRESS TO DATE CAME FROM PARLIAMENTARY SPEAKER RANKO KRIVOKAPIC 
(SDP). HE SUPPORTED THE AGREEMENTS, AND SAID THE CONTROVERSY 
UNDERSCORED THE NEED FOR MONTENEGRO\'S NEW CONSTITUTION 
(CURRENTLY IN DRAFT) NOT TO PUT OBSTACLES IN THE WAY OF 
EURO-ATLANTIC INTEGRATION. END COMMENT. 

BARNES 
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E.O. 12958: DECL: 05/09/2016 

TAGS: PGOV, PHUM, PREL, PINR, ENRG, IN, IR 

SUBJECT: PARLIAMENT ADJOURNS AMIDST CHAOS: US LAWMAKERS\' 
LETTER STOKES THE IRE OF PARLIAMENTARIANS 


REF: A. NEW DELHI 2143 
B. NEW DELHI 2139 


Classified By: Charge DVAffaires Geoffrey Pyatt for reasons 1.4 (B,D) 


1. (C) Summary: May 7 marked another day of shouting and 
chaos in both houses of the Indian Parliament. Congress went 
after the Bharatiya Janata Party (BJP) on the fake encounter 
killings of Muslims in Gujarat, demanding the resignation of 
Gujarat Chief Minister (CM) Narendra Modi for his alleged 
involvement (ref B). The BJP attacked Congress for its 
complacent response to Lashkar-e-Taiba elements at a Srinagar 
rally and the Communist Party of India (Marxist) (CPI(M)) for 
its involvement in the death of farmers in Nandigram. The 

Left and BJP all ganged up on Congress and its UPA 
government, demanding a tough response to the \"insulting\" 
letter from seven U.S. Members of Congress warning India 
against ties with Iran. Minister of Petroleum Murli Deora 

told the Rajya Sabha (upper house) in unconditional terms, 
that India will not be \"cowed down\" by anyone. Foreign 
Minister Pranab Mukerjee was expected to address the Lok 
Sabha (lower house) on May 9 and Foreign Secretary Shiv 
Shankar Menon was to be by his side, but the address may slip 
to May 10. Opposition and Left Parties are attacking the UPA 
government for being too close to the U.S. and compromising 
India\'s sovereignty. End Summary 


Column 3 
Parliament Adjourns Amidst Chaos 


2. (C) Both the Rajya Sabha and the Lok Sabha adjourned on 
May 7 following turmoil over domestic issues and a letter 
from seven U.S. Members of Congress warning that India\'s 
relationship with Iran could jeopardize further nuclear 
cooperation. The Samajwadi Party and Congress demanded a 
discussion on the murder of Muslims in staged police 
encounters in Gujarat and insisted on the arrest and 
resignation of current BJP CM Narendra Modi. The BUP 
countered with accusations of CPI(M)\'s role in the death of 
farmers in Nandigram and Congress\' tolerance of 
Lashkar-e-Taiba presence and anti-India slogans shouted at 
separatist Syed Ali Shah Geelani\'s rally in Srinagar. In an 
unlikely (and temporary) alliance, CPI(M) Brinda Karat and 
BJP Sushma Swaraj joined powers to demand the Prime Minister 
address Parliament on the civil nuclear deal and the 
\"insulting\" letter from U.S. lawmakers. While the Left 

ranted about the letter from the U.S., Congress members 
trooped into the well condemning the fake police encounter 
killing and BJP members began shouting slogans in Hindi 
translating to, \"Save Kashmir! Save the Country!\" Business 
for the day halted, as the Rajya Sabha was forced to adjourn. 
A similar scene developed in the Lok Sabha, causing the 
lower house to adjourn as well. 


Petroleum Minister Deora: \"India will not be cowed down by 
anyone\" 


3. (C) On May 8, Petroleum Minister Murli Deora issued strong 
statements to the Rajya Sabha about India\'s relationship with 
the U.S. and responded to CPI(M) Brinda Karat\'s queries on 
the letter from U.S. Members of Congress. He stated that 
\"India will not be cowed down by anyone including the United 
States\" on the proposed Iran-Pakistan-India gas pipeline.\" 
Deora affirmed that during Energy Secretary Sam Bodman\'s 
visit, the GOI \"explained to him (Bodman) that it is not 

their (American) business. We will do whatever is good for 
us.\" On the nuclear deal, he unconditionally declared the no 
one \"could pressurize the country on the issue\" and that 
there was no question of the \"U.S. or any other country 
interfering in India\'s internal affairs.\" 


Pranab to Address Parliament 


5. (C) May 9, Parliament expected Minister of External 
Affairs Pranab Mukherjee to address the Lok Sabha on the 
lawmakers! letter, concerns of India\'s sovereignty and the 
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bilateral relationship with the U.S., including the civil 
nuclear deal. Press reports suggested Mukherjee\'s statement 
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would be \"unambiguous,\" reiterating that India opposes Iran\'s 
nuclear weapons ambitions but will make no assurances to 
restrict its ties with Iran. If Mukherjee is given the 

opportunity to speak -- though the opposition and the Left 

have demanded a statement from the government, Mukherjee 
could get shouted off the dais, given the current tenor in 
Parliament -- the government is preparing to shrug off 
accusations of succumbing to America and pressure by U.S 
lawmakers. 


6. (C) Comment: As of COB on May 9, Mukherjee had not 
addressed the Parliament. Regardless of when he makes his 
address, the letter from U.S. lawmakers appears to have 
re-shaped proceedings, and the UPA has been cornered into 
defending the blossoming U.S./India relationship while 
protecting itself from attacks over India\'s foreign policy 
independence. All this is taking place with Uttar Pradesh 
elections as a backdrop, and with disappointing results 
expected for Congress. Post considers this current attack on 
the U.S./India relationship as short-lived, and the 

hysterical response to the letter as an opportunity seized on 
by UPA Opposition elements to score political points. 
Mukherjee has played this role before, drawing a balance in 
Parliament between the U.S./India relationship and India\'s 
proudly independent foreign policy. Assuming he is allowed 
to speak, we can expect him to assert India\'s sovereignty, 
but also to advocate for the overall U.S./India bilateral 
relationship. End Comment. 

PYATT 
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E.O. 12958: N/A 

TAGS: ABLD, AMGT, SY 

SUBJECT: SARG REQUESTYS OBO VISIT TO IDENTIFY LOCATION FOR 
A NEW EMBASSY COMPOUND 


REF: DAMASCUS 396 
1. (U) This is an action request. Please see paragraph four. 


2. (SBU) In a May 6 meeting with MFA director of protocol 

Dr. Amir Smadi, our SARG designated interlocutor, and a SARG 
consultant for the new diplomatic zone (DZ), Walid Serawan, 
the Charge followed up on his previous discussions requesting 
early SARG action to allow construction of a new embassy 
compound (NEC) and SARG progress on the new DZ (reftel). 
Serawan presented an approved master plan for the new DZ and 
commented that the prices for property within the zone would 

be available within six months. (Note. The SARG has been 
promising to finalize this plan for five years so Charge 

asked Smadi and Serawan three separate times whether the plan 
had received final approval and they asserted it had. End 

note.) Serawan said that a committee had been established by 
the MFA and the local municipality to factor in all of the 

costs and variables to determine final prices. Serawan had a 
copy of the topographic map with the four areas of interest 

OBO had designated during the last team\'s visit here five 

years ago. Serawan asserted that all four areas fell within 

the area designated for development by the master plan. 
Charge requested the MFA provide us with a sense of final 
costs and a copy of the master plan. Smadi said he would 

have to consult with FM Walid Muallem before he could 
respond, but invited the USG to send a team of building 

experts to Damascus to review all available information on 

the DZ and to settle on a location for an NEC. 


3. (SBU) Smadi reiterated that the SARG was ready to move 
forward with an NEC and that if a team were to visit from the 
U.S. for that purpose, he would ensure the visas were 
expeditiously processed. Charge commented that progress ona 
DZ, new information on the land offered, and access to the 
master plan would all be important considerations for the USG 
when discussing whether to dispatch a team to Damascus. 
Serawan said all necessary information, technical and 
otherwise, on the new DZ would be made available to any team 
visiting from the U.S. and asked that the USG pick between 

the four designated areas so the area could be excluded from 
other\'s consideration. Serawan asserted this was necessary 
because other embassies were expressing interest in reserving 
specific plots of land. Charge reminded Smadi and Serawan 
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that President Asad had told visiting Codels that the DZ 
would be ready before the end of the year, a point Smadi 
acknowledged and seemed anxious to respond to. 


4. (SBU) Action request: Post asks that OBO send a team to 
Damascus to review the SARGVs master plan for the diplomatic 
zone and identify the building site for our NEC. Although we 
can\'t promise results, we see much more upside to a visit now 
than potential downside. The SARG asserts it has now 
finalized the master plan that has been holding up progress 

for five years. The four plots OBO designated as potential 
building sites all appear to fall within the area designated 

for development by the master plan. Because of Serawan\'s 
insistence that an additional six months is needed to settle 

on final prices for individual plots within the DZ, there is 

room for skepticism of the SARG\'s commitment to making real 
progress. Still, a visit now by an OBO team could identify a 
parcel for purchase and help to clarify additional items 

requiring SARG action. Also, once we identify a parcel, we 
would have greater leverage with getting the SARG to speed up 
the process of designating a price. 

CORBIN 


107380 

RR RUEHWEB 

DE RUEHEGA #1361 1291358 

ZNY CCCCC ZZH ZUI RUEWMCE5625 1291359 
R 091358Z MAY 07 ZDK 

FM AMEMBASSY CAIRO 

TO RUEHC/SECSTATE WASHDCO0000 

INFO ARAB ISRAELI COLLECTIVE 

ARAB LEAGUE COLLECTIVE 


SIPDIS 
SIPDIS 
NSC FOR WATERS 
E.O. 12958: DECL: 04/29/2017 
TAGS: PGOV, KISL, PREL, KDEM, PHUM, EG 
SUBJECT: COURT RULES AGAINST MILITARY TRIBUNALS FOR MUSLIM 
BROTHERHOOD 
REF: A. CAIRO 1128 
B. CAIRO 1276 


CLASSIFIED BY: MINISTER-COUNSELOR FOR ECONOMIC AND POLITICAL AFFAIRS 
WILLIAM R. STEWART, FOR REASONS 1.5 (B) AND (D). 
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1. (SBU) SUMMARY: ON MAY 8, EGYPTYS SUPREME ADMINISTRATIVE 
COURT OVERTURNED THE FEBRUARY PRESIDENTIAL DECREE THAT 
ORDERED 40 MUSLIM BROTHERHOOD MEMBERS TO STAND BEFORE A 
MILITARY TRIBUNAL, AND RULED THAT THE MB DEFENDANTS BE 
RELEASED IMMEDIATELY. THE WIDESPREAD EXPECTATION AMONG OUR 
JUDICIAL CONTACTS IS THAT THE GOVERNMENT WILL RAPIDLY APPEAL 
AND OVERTURN THE MAY 8 RULING, AND THAT THE MILITARY 

TRIBUNALS WILL PROCEED. THE MB DEFENDANTS CURRENTLY REMAIN IN 
DETENTION. ALSO ON MAY 8, A PEOPLEYS ASSEMBLY COMMITTEE 
DOMINATED BY THE RULING PARTY VOTED TO SUSPEND THE 
PARLIAMENTARY IMMUNITY OF THE TWO MB MPVS WHO WERE ARRESTED 
AND RELEASED LAST WEEK, SPARKING SPECULATION THAT THE TWO 
WILL SOON BE RE-ARRESTED. MEANWHILE, THE GOE\'S CAMPAIGN OF 
DETENTIONS OF MB MEMBERS CONTINUES, WITH 21 ARRESTED IN THE 
PAST TWO WEEKS. END SUMMARY. 


2. (SBU) AS REPORTED REF A, SINCE PRESIDENT MUBARAK\'S 
FEBRUARY 6 DECREE THAT THE CASES OF 40 MB MEMBERS (INCLUDING 
SECOND DEPUTY SUPREME GUIDE KHAIRAT AL-SHATIR, THE MB\'S 
THIRD-MOST SENIOR OFFICIAL) BE TRANSFERRED TO A MILITARY 
TRIBUNAL, THE MB HAS FILED SEVERAL LAWSUITS DISPUTING THE 
LEGALITY OF THE PRESIDENTIAL ORDER. (NOTE: THE MILITARY 
TRIBUNALS BEGAN ON APRIL 26, BUT WERE IMMEDIATELY ADJOURNED 
UNTIL JUNE 3. THE CHARGES INCLUDE MONEY LAUNDERING AND 
PLANNING TERRORIST ACTIONS IN SUPPORT OF THE MB. END NOTE). 
THE UNUSUAL MAY 8 DECISION OF EGYPT\'S SUPREME ADMINISTRATIVE 
COURT OF FIRST INSTANCE TO OVERTURN THE FEBRUARY 6 
PRESIDENTIAL DECREE WAS IN RESPONSE TO ONE SUCH AN MB LEGAL 
APPEAL. THE COURT REPORTEDLY RULED THAT THE PRESIDENTIAL 
DECREE SHOULD BE CANCELED, AND THAT THE DETAINEES BE 
IMMEDIATELY RELEASED AND COMPENSATED FOR THEIR TIME IN 
DETENTION. AS OF COB MAY 9, THE DETAINEES REPORTEDLY WERE 
STILL IN DETENTION, AND THERE IS LITTLE EXPECTATION THAT THEY 
WILL BE RELEASED BEFORE THE GOVERNMENT FILES AN APPEAL OF THE 
MAY 8 RULING. (NOTE: 33 OF THE 40 DEFENDANTS ARE IN CUSTODY, 
WHILE THE OTHER SEVEN ARE BEING TRIED IN ABSTENTIA. END 

NOTE). 


3. (C) ACCORDING TO OUR JUDICIAL CONTACTS, THERE IS AN 

APPEALS PROCESS FOR DECISIONS OF THE SUPREME ADMINISTRATIVE 
COURT OF FIRST INSTANCE - EITHER THE COURT OF SECOND INSTANCE 
OR THE STATE COUNCIL CAN OVERTURN THE COURTS RULINGS. THE 
EXPECTATION AMONG THE EMBASSYS CONTACTS IS THAT THE 
GOVERNMENT WILL APPEAL THE MAY 8 RULING TO THE STATE COUNCIL 
(STAFFED BY STAUNCH PRESIDENTIAL ALLIES), WHICH WILL OVERTURN 
THE DECISION, AND THE MB DETAINEES WILL ULTIMATELY FACE A 
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MILITARY TRIBUNAL. ONE LEGAL SCHOLAR CITED TO US A SIMILAR 

1995 CASE, WHEN THE SUPREME ADMINISTRATIVE COURT RULED THAT 
THE PRESIDENT\'S REFERRING MEMBERS OF THE JAMAVA ISLAMIYYA 
GROUP TO A MILITARY COURT WAS UNCONSTITUTIONAL. THE RULING 
WAS SUBSEQUENTLY OVERTURNED BY THE SUPREME CONSTITUTIONAL 
COURT, AND THE MILITARY TRIBUNALS WENT FORWARD. 


IMMUNITY OF MB PARLIAMENTARIANS 
REPORTEDLY LIFTED 


4. (SBU) AS REPORTED REF B, IN AN ESCALATION OF THE GOES 
CAMPAIGN AGAINST THE MB, SECURITY OFFICIALS ARRESTED TWO MB 
PARLIAMENTARIANS ON APRIL 29. THE TWO, SABRY AMER AND RAGAB 
ABU ZAID (BOTH FROM MENOUFIYAH), WERE RELEASED A DAY LATER. 
HOWEVER, IN ALATE-NIGHT MAY 8 SESSION, THE LEGISLATIVE AND 
CONSTITUTIONAL AFFAIRS COMMITTEE OF THE PEOPLE\'S ASSEMBLY 
(DOMINATED BY RULING PARTY MP\'S), IN RESPONSE TO A REQUEST BY 
THE MINISTER OF JUSTICE, REPORTEDLY VOTED TO LIFT THE TWO 

MP\'S PARLIAMENTARY IMMUNITY SO THAT THEY CAN BE INTERROGATED. 
THE TWO MP\'S HAVE APPARENTLY NOT YET BEEN RE-ARRESTED. THE 
MB\'S PARLIAMENTARY BLOC PLANS TO HOLD A LATE AFTERNOON PRESS 
CONFERENCE ON MAY 9 TO PROTEST THE LIFTING OF THE MPS\' 
IMMUNITY. 


ARRESTS CONTINUE, BLOGGER\'S 
DETENTION RENEWED 


5. (SBU) MEANWHILE, THE GOVERNMENT CONTINUES TO DETAIN MB 
MEMBERS, WITH AT LEAST 21 ARRESTED IN THE LAST TWO WEEKS 

(NOTE: AT LEAST 300 MEMBERS OF THE BANNED ISLAMIST 

ORGANIZATION HAVE BEEN DETAINED SINCE DECEMBER 2006. END 
NOTE). ON MAY 8, THE STATE SECURITY PROSECUTOR EXTENDED THE 
DETENTION OF PROMINENT MB BLOGGER AND CORRESPONDENT FOR THE 
CAIRO-BASED AL HEWAR SATELLITE CHANNEL, ABDUL MONEIM MAHMOUD, 
FOR ANOTHER 15 DAYS (REF A REPORTS ON HIS INITIAL APRIL 15 
DETENTION). ON MAY 7, MAHMOUD AND 23 DETAINED STUDENTS 
REPORTEDLY BEGAN A HUNGER STRIKE TO PROTEST THE \"INHUMANE 
CONDITIONS\" OF THEIR DETENTION (INCLUDING ALLEGATIONS OF 
\"PSYCHOLOGICAL TORTURE\" BY ALLOWING CRIMINAL PRISONERS TO 
\"SEXUALLY HARASS\" THEM), AND DEMANDED THE DROPPING OF ALL 
\"FABRICATED CHARGES\" AGAINST THEM, AND THEIR IMMEDIATE 
RELEASE. AMNESTY INTERNATIONAL AND OTHER HUMAN RIGHTS GROUPS 
HAVE CALLED FOR MAHMOUD\'S RELEASE. 
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6. (C) THE UNUSUAL MAY 8 COURT DECISION OVERTURNING THE 
PRESIDENTIAL DECREE IS A RARE INSTANCE OF PUSHBACK AGAINST 
PRESIDENTIAL AUTHORITY, BUT WILL LIKELY BE SIMPLY A BUMP IN 

THE ROAD OF THE GOEYS CAMPAIGN AGAINST THE MB. THE 
GOVERNMENT APPEARS DETERMINED TO CRACK DOWN ON THE ISLAMIST 
GROUP, AND HAS THE LEGAL AVENUES AT ITS DISPOSAL TO OVERTURN 
THE SUPREME ADMINISTRATIVE COURT\'S RULING AND SEND THE 40 MB 
DEFENDANTS BACK TO A MILITARY TRIAL. TWO CIVILIAN COURTS HAD 
PREVIOUSLY SEPARATELY ACQUITTED THE 40 MB DEFENDANTS 
(REPORTEDLY ON THE BASIS OF A LACK OF EVIDENCE TO SUPPORT THE 
GOVERNMENTS CHARGES), BUT MUBARAK EASILY OVERCAME THOSE 
DECISIONS BY EXERCISING HIS PRESIDENTIAL PREROGATIVE TO 
TRANSFER THE CASES TO A MILITARY TRIAL. THESE INCIDENTS 
REFLECT AN APPARENT GAP BETWEEN THE JUDICIAL AND EXECUTIVE 
BRANCHES, PARTICULARLY WHEN IT COMES TO THE MB, AND ARE STARK 
REMINDERS OF THE EXTENT OF PRESIDENTIAL POWERS IN EGYPT. 
RICCIARDONE 


107381 

RR RUEHAT 

DE RUEHTC #0876/01 1291406 

ZNR UUUUU ZZH 

R 091406Z MAY 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC 9105 

INFO RUEHAT/AMCONSUL AMSTERDAM 2871","UNCLAS SECTION 01 OF 02 THE HAGUE 00087 


SIPDIS 
SIPDIS 
STATE FOR EPA/OIA - DMEDEARIS 


E.O. 12958: N/A 

TAGS: SENV, OTRA, TPHY, EPA, KSCA, ECE, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR EPA OFFICIALS BOB 
BENSEN AND LYNN BEASLEY - JUNE 14-25, 2007 


REF: STATE 62656 


1. Country clearance is granted for Environmental Protection 
Agency officials Bob Bensen, Toxicoligist, Region 8 and Lynn 
Beasley, Program Analyst, Office of Solid Waste and Emergency 
Response to travel to Rotterdam, The Netherlands from June 
14-25, 2007. The purpose of the travel is to attend the 

National Advisory Committee on Acute Exposure Guideline 
Levels Meeting. The officials will participate in the 

NAC/AEGL deliberations to determine AEGL values for selected 
chemicals. 
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2. Embassy understands that no further assistance is 
necessary. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
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confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do nat distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 

small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 

been victimized, losing personal or unclassified government 
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computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
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(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
assistance is: (31) (70) 310-2209. 


ARNALL 
ARNALL 
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FM AMEMBASSY MONTEVIDEO 

TO RUEHC/SECSTATE WASHDC PRIORITY 7157 
INFO RUCNMER/MERCOSUR COLLECTIVE 
RUEHBO/AMEMBASSY BOGOTA 2593 
RUEHCV/AMEMBASSY CARACAS 0483 
RUEHLP/AMEMBASSY LA PAZ MAY SANTIAGO 2980 
RUMIAAA/CDR USSOUTHCOM MIAMI FL//J-5// 
RHEHNSC/NSC WASHDC 


SIPDIS 
SIPDIS 


DEPT ALSO FOR WHA/BSC, WHA/AND AND NEA/IRAN 
NSC FOR DFISK AND JCARDENAS 
SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 05/07/2017 

TAGS: PREL, MARR, PHUM, MASS, ECON, PTER, PINS, VE, IR, UY 
SUBJECT: URUGUAY DEMARCHED ON GROWING IRAN- VENEZUELA 
RELATIONSHIP 


REF: STATE 061378 


Classified By: Charge D\'Affaires James D. Nealon 
for reasons 1.4 (b) and (d) 


1. (S) On May 8, Polcouns delivered reftel demarche to the 
MFA\'s Acting Director General for Political Affairs Gerardo 
Prato. Prato was keenly attentive to all of the general, 
political, military, economic and social points presented. He 
lamented that a paper copy of the demarche could not be left 
for him to study and suggested that the information be made 
publicly available, if possible. 
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2. (S) Prato said that he had served five years in New York 
with the Uruguayan mission and was an eyewitness to the 
September 11, 2001 attacks on the World Trade Center. He 
stated that, \"It is one thing for Venezuela to confront the 

US in the Western Hemisphere - you are used to that. But it 
is something else for Chavez to bring the problems of the 
Middle East here, including its nuclear risks. This 
information takes things to an entirely different level." 


3. (S) Prato promised to discuss the matter with senior MFA 
colleagues and said that he was open to further contacts on 

the subject. He mused aloud on whether Venezuela was possibly 
intent on acquiring a nuclear weapon of its own or if the BRV 
was materially assisting Iran to carry out its nuclear 

enrichment program or terrorist activities. He appeared 
especially disturbed by the weekly Iran Air/Conviasa flights 
between Caracas and Teheran, with a stopover in Damascus. 


4. (S) Embassy will continue to raise reftel demarche with 
other senior GOU officials as appropriate. 
Nealon 
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FM AMEMBASSY LOME 

TO RUEHC/SECSTATE WASHDC PRIORITY 7930 
INFO RUEHAR/AMEMBASSY ACCRA 2132 
RUEHCO/AMEMBASSY COTONOU 3939 
RUEHOU/AMEMBASSY OUAGADOUGOU 8870 
RUEHFR/AMEMBASSY PARIS 0556 


SIPDIS 


SENSITIVE 
SIPDIS 


PARIS FOR GREG DVELIA 
ACCRA FOR USAID WEST AFRICA J. CHEEMA 


E.O. 12958: N/A 

TAGS: PREL, SOCI, TBIO, EAID, TO, KHIV 

SUBJECT: TOGO -- FIRST MEETING OF NATIONAL COUNCIL TO FIGHT 
HIV/AIDS 


1. (U) Charge attended the first session of the CNLS/IST 
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(National Committee for the Fight Against HIV/AIDS and 
Sexually-Transmitted Diseases) on March 30. The session was 
presided over by President Faure Gnassingbe, who is the 
Chairman of the CNLS. The CNLS presented a strategy document 
for fighting HIV/AIDS in the 2007 to 2010 timeframe and 

listened to testimony from NGOs, members of government, and 
members of civil society on the effect of HIV/AIDS on the 

people of Togo. 


2. (U) The strategy has six areas of concentration: 


First: Boost prevention activities. 

Prevention programs will target sex workers, youth, both 
students and school-leavers, and women. Programs include 
increased voluntary testing, extension of efforts to prevent 
mother-to-child transmission, improved diagnosis and 
treatment of sexually transmitted diseases, promotion of 
condom use and improved testing of transfusion blood supplies. 


Second: Provide treatment and assistance for those affected 
by HIV/AIDS. 

Currently about 6,000 people are receiving ARV therapy 
subsidized by the Global Fund and the GoT. NGOs are 
assistant 4,600 people living with HIV and the plan calls for 
increased assistance with counseling and nutrition. The GoT 
projects that, with its NGO partners under the leadership of 
UNICEF Togo, care will be provided to 7,500 orphans and 
vulnerable children in 2008. 


Third: Promote human rights in the battle against 
stigmatization. 

In December 2005 the GoT passed a law protecting HIV/AIDS 
sufferers. With the aid of several UN agency partners, the 
law against stigmatization will be publicized through the 
country. 


Fourth: Promote HIV/AIDS research. 
The GoT is seeking partners for a North-South or South-South 
cooperation on research. 


Fifth: Improve the national system of follow up and 
evaluation to measure the impact of activities in the fight 
against HIV/AIDS and STDs. 


Sixth: Improve management and coordination of activities in 
the fight against HIV/AIDS and STDs. 


3. (U) Budget: The summary of money budgeted for these six 
areas of concentration in the fight against HIV/AIDS in Togo 
in the 2007-2010 timeframe follows: 
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First Prevention USD 39.9 million 
Second Treatment and Care USD 59.8 million 
Third Human Rights USD 2.0 million 


Fourth Research USD 2.9 million 

Fifth Evaluation USD 7.9 million 

Sixth Coordination USD 11.0 million 
Total: USD 123.5 million 


4. (SBU) Comment: What was remarkable about the rollout of 
the strategy was the fact that President Faure and nearly 

every member of the top echelon of the government was present 
for the whole meeting, which went from 08h00 to 16h00. In 
conversation with Charge, some UN colleagues were critical of 
the budgeting in the document, which called for expenditures 
of USD 120 million over four years. While the goal and 
suggested allocation of resources is commendable, as a 
practical matter, the reality is that Togo has no capacity to 
absorb this amount of funding. In 2006 the Global Fund cut 

off a grant one year early for poor management. On the other 
hand, one has to give credit to President Faure for spending 

a whole day with all his ministers and advisors listening to 
presentations on the need for prevention, treatment, and 
orphans\' care in the fight against HIV/AIDS. It sends a clear 
message that the Got is committed to fight HIV/AIDS. When 
Faure named the new Government of National Union after the 
signing of the Global Political Accord with opposition 

parties in August 2006, his choice for Minister of Health was 

a seasoned minister with the personal rank of Minister of 

State (one of only three Ministers of State in a 30-member 
cabinet). This was a welcome change from his predecessor, who 
was well-meaning but ineffectual managing a government 
ministry. The prevalence rate of HIV/AIDs in Togo is thought 

to be around 4 per cent. Post hopes that high-level attention 


from the GoT will be instrumental in driving it lower. End 
Comment. 


DIFFILY 
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SIPDIS 


Column 3 
SIPDIS 


STATE FOR EUR/UBI, STATE FOR EUR/NB 
STATE PASS TO HHS FOR STEIGER OGHA 


E.O. 12958: N/A 

TAGS: OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR HHS/CDC OFFICIAL 
DANA LYNNE BRUDEN - JUNE 24-25, 2007 


REF: CDC ATLANTA 01856 (ATD 1515) 


1. Country clearance is granted for June 24-25, 2007 visit 
to the Netherlands of Dana Lynne Bruden for a layover in 
Amsterdam enroute to TDY in Helsinki, Finland. 


2. Embassy understands that no assistance is requested. 
POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. lf level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 
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Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do nat distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 
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Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
assistance is: (31) (70) 310-2209. 


ARNALL 
ARNALL 
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SIPDIS 

SENSITIVE 

SIPDIS 

DEPT FOR AF/E, AF/EPS, EB/IFD/OMA 

USAIQFOR AFR/DP WADE WARREN, AFR/EA JEFF BORNS AND 
JULIA ESCALONA 

TREASURY FOR VIRGINIA BRANDON 

LONDON AND PARIS FOR AFRICA WATCHERS 


E.O. 12958: N/A 
TAGS: ECON, EAID, EFIN, PGOV, KE 


Column 3 
SUBJECT: KENYA\'S VISION 2030: THINKING BIG, BUT IS IT REALISTIC? 
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Sensitive-but-unclassified. Not for release outside USG channels. 


1. (SBU) Summary: Kenya has unveiled Vision 2030, an audacious 
national development plan whose goal is middle-income status for the 
country by 2030. The Vision calls for 10% GDP growth annually over 
the next 25 years (up from the current 6%), allowing Kenya to 
multiply per capita income by six times within one generation. The 
Vision captures nearly the entire reform agenda and is thus 
awesomely ambitious in scope - and by the same token, probably 
unrealistic. Consistent and coherent implementation of anything so 
large will be problematic, so Vision planners are considering the 
creation of a new \"super agency\" empowered to force change from 
above. Cynics will see Vision 2030 as merely creating the illusion 

of reform where there is none. But with the right leadership and a 
little bit of luck, Vision 2030, even if only partially successful, 

could help frame a reform agenda that puts Kenya on a higher growth 
path. End summary. 


2. (U) Since independence in 1963, Kenya has had two long-term 
economic policy strategies (in 1965 and 1986), together with a 

series of five-year development plans to guide investment and 
economic policy-making. In the long run, none worked very well -- 
per capita income in Kenya actually shrank in the 1990s. After 
elections in 2002, the Government of Kenya (GOK) tried again, 
launching the five-year Economic Recovery Strategy (ERS), a reform 
blueprint under which the economy gradually recovered, reaching 6% 
growth in 2006. With the ERS coming to an end in 2007, the GOK 
began a new effort in 2006 to develop an overarching national 
development plan under the rhetoric of \"Vision 2030: Transforming 
National Development.\" Described as \"a long-term plan to transform 
the lives of Kenyans,\" the vision is summed up in its mission 
statement: \"A globally competitive and prosperous nation with a high 
quality of life by 2030\". 


3. (U) Formally launched by President Mwai Kibaki in October, 2006, 
Vision 2030 was developed by a subcommittee of the National Economic 
and Social Council (NESC), a group of \"eminent persons\" appointed by 
Kibaki in 2004 to provide policy advice to the GOK on economic and 
social matters. Despite the fact that 15 of the 31 members of the 

NESC are high-level GOK officials, it does not appear that Vision 

2030 is a political ploy to gain voter support in an election year. 

Rather, for all its potential faults, it seems to be a good faith 
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effort to forge a national consensus around where Kenyans want their 
country to be in 25 years, regardless of the political leadership in 

power at any given time. The project is self-funded by the GOK, but 
the GOK has contracted with McKinsey Consultants to assist the NESC 
in preparing the Vision. 


4. (U) According the GOK literature on the topic, Vision 2030 is 
built around change and reform under three developmental pillars: 
economic, social, and political. The projects current emphasis, 
however, is clearly on the economic pillar, under which Vision 2030 
calls for: 


-- Sustained economic growth of 10 percent per year over the next 25 
years. 


-- An increase in nominal GDP by nearly 11 times to $169 billion by 
2030. 


-- An increase in per capita GDP by 6.6 times by 2030 to $3,065 per 
head from 2005\'s $464. 


5. (U) According to the NESC\'s most recent (and very slick) 
powerpoint on the status of Vision 2030, the project has moved 
beyond the lofty vision stage to the formulation of \"high-level 
strategies,\" or roadmaps, on how to reach the vision goals under 
each of the three pillars. Under the economic pillar, the NESC 
Vision team has conducted a \"portfolio diagnostic\" which has 
concluded that focused reforms and investments in a handful of key 
\"growth engines\" are needed to generate stronger economic growth 
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initially. Identified according to a mixed bag of criteria ranging 
from current size to growth potential, the Vision identifies the 
following six sectors of the economy, in priority order: 


-- Tourism: Enjoying strong growth; largest contributor to foreign 
exchange earnings; still has growth potential when compared to other 
top tourist destinations. 


-- Agriculture: pillar of economy with 25% of GDP; significantly 
lower productivity vs. international benchmarks; offers huge growth 
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potential with appropriate land reforms. 


-- Wholesale and retail: Accounts for 30% of GDP and 50% of 
employment, but extremely fragmented and informal; inefficient 
supply chains; offers big opportunities if brought into formal 
economy. 


-- Manufacturing: Stagnant at 10% of GDP over past 30 years; 
currently uncompetitive internationally; offers huge upside if 
business climate can be improved; export opportunities in regional 
markets and global niche markets. 


-- Business Process Outsourcing (BPO): Currently a nascent industry, 
but cost-competitive globally if there are appropriate investments 
in infrastructure. 


-- Financial Services: Sector plays critical cross-cutting enabling 
role in economy; has had good growth in recent years, with 
significant potential for further growth. 


6. (SBU) When questioned about Vision 2030 trying to \"pick winners!" 
through this sectoral approach to boosting growth, Dr. Wahome 
Gakuru, Director of Vision 2030 at the NESC, told Econ/C on May 7 
that the Vision is not purely sector-based. It also calls for 
investment and reforms in five key \"enablers\" that will stimulate 
growth across all sectors of the economy. These cross-cutting 
\"enablers\" are infrastructure, information and communications 
technologies, energy, and public services, e.g. health and 
education. The soft-spoken, U.S.-educated Gakuru went on to 
articulate an even broader and deeper reform vision for Kenya. In 
order to get the higher growth it wants, Kenya will also have to 
reform its justice system in fundamental ways to make it not just 
more business-friendly, but also more efficient and more just. 
Additionally, the relationship of the GOK to the economy requires a 
paradigm shift. The GOK has to become more of a facilitator and a 
regulator than a direct participant in the economy. This, he said, 
will require more privatization and a deepening of ongoing civil 
service reforms. 


7. (SBU) As skillfully articulated by Gakuru, then, Vision 2030 is 
awesomely ambitious. It captures pretty much the entire reform 

agenda - everything the country needs to do to get to the status of 

a mature democracy and middle-income economy within one generation. 


Column 3 

It thus appears highly unrealistic. Indeed, Vision 2030 often reads 
like a naive call for a perfect society, smacking a bit of 
old-fashioned socialist central planning. 


8. (SBU) At the same time, however, while the Vision in its 

broadest terms may seem utopian, the means to achieve it are 
pragmatic. Indeed, Vision 2030 is refreshingly candid - and often 
accurate - about Kenya\'s past economic failings and current 
challenges. It points out, for example, the need to transform the 
skewed structure of Kenya\'s economy, which remains heavily weighted 
in favor of agriculture and the informal sector, while formal sector 
manufacturing and services remain stunted in terms of their 
contributions to GDP and employment. The VisionYs underlying 
philosophy is on balance more capitalist than it is populist. There 

is an orientation towards empowering and unleashing the potential of 
the private sector as the path to higher growth rates. All good 

stuff, on paper at least. 
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9. (SBU) While no one is questioning the virtues of much faster 
growth along with greater democracy and social equity, the big 
question, of course, is how, when, or whether the Vision becomes a 
reality. The GOK is superbly skilled at composing thoughtful and 
ambitious plans and strategies addressing the key challenges of the 
day, such as economic development, rule of law, and corruption. The 
GOK is equally infamous for failing to implement such plans. One 
recalls plans drawn up 20 years ago to build by-pass roads around 
Nairobi - roads that still haven\'t been built. Vision 2030 Director 
Gakuru acknowledges that implementing the many economic, social, and 
political reforms covered by Vision 2030 will be a long, arduous, 

and even dangerous journey. 


10. (SBU) To overcome the GOK\'s traditional inability/unwillingness 
to implement needed reforms, Gakuru said that with the Vision may 
come a new paradigm for implementation: A kind of \"super agency 
with the powers and political clout to force change down through 
recalcitrant line ministries. He said discussions are underway at 
senior levels on the structure and authority of such an agency, 
which in his view, must fall under the Office of the President to be 
effective. It must also, he noted, be staffed by \"really, really 
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good and powerful people." 


11. (SBU) Further on the theme of realism, GOK officials realize 

10% GDP growth starting in 2008 is all but impossible. But Finance 
Minister Amos Kimunya has said publicly that the economy can achieve 
a 10% rate of growth by 2012. Others are skeptical that even this 
timeline is feasible. At a free-flowing discussion of economists 

and donor country reps on May 4, the International Monetary Fund\'s 
Resident Representative said 10% growth by 2012 would require 
massive foreign direct investment (FDI) in Kenya\'s economy. He went 
on to question whether any Kenyan government has the ability or the 
will to enact the myriad fundamental reforms required to make 
Kenya\'s business climate attractive enough to stimulate such inflows 
of FDI. The usual litany of intractable impediments were cited: the 
poor state of infrastructure, excessive red tape and a 

business-hostile bureaucracy, corruption, and insecurity. 


12. (SBU) The local World Bank economist agreed, saying that 10% by 
2012 required major changes: a higher savings rate and higher 
productivity in Kenya, and massive new FDI. The Bank feels without 
additional reform measures, the economy can probably continue to 
grow by the current 6% through 2010, and maybe bump up to 6-8% by 
2013. Poor infrastructure is the most critical binding constraint 

to higher growth, according to the Bank\'s analysis. 


13. (SBU) On the one hand, one has to take Vision 2030 with a big 
grain of salt. With history to support them, skeptics will be right 

to see Vision 2030 in the same light as previous national plans and 
strategies - not much more than a grandiose paper exercise designed 
to create the illusion of reform where there is none, and to put 
money in the pockets of smooth-talking consultants like Gakuru. 
Also, the creation of a new \"super agency\" to drive implementation, 
while superficially appealing, might lead to further concentration 

and abuse of power in the Office of the President. Finally, it\'s 

right to ask why the GOK doesn\'t move away central planning 
altogether and simply get on with the sweaty work of implementing 
needed reforms on the ground - now. 


14. (SBU) On the other hand, the GOK and the authors of Vision 2030 
should be complimented for thinking big -- for aspiring to 

international competitiveness and middle income status for Kenya 
within a generation. A detailed framework can improve policy 
consistency by indicating the direction in which everything and 


Column 3 

everyone needs to move to achieve the goal. With the right 
combination of luck and good leadership (always the X Factor) over 

the next 5-10 years, Kenya indeed has the potential to reach this 

goal and become in the words of Pulitzer Prize-winning journalist 

Tom Friedman an \"African Tiger" economy. However, time is wasting, 
and it\'s unlikely Kenya will reach 10% growth even within the next 

3-5 years absent immediate, large-scale investments in 
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infrastructure and implementation of a host of cross-cutting (and 
politically painful) governance reforms. None of this is happening 
quickly enough. But Vision 2030 shoots for the stars. If Kenya 
only gets half way there, much will still be gained. 

Ranneberger 
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SIPDIS 
SIPDIS 
FOR OES/ETC ROWENA WATSON 


E.O. 12958: N/A 
TAGS: ETRD, KSCA, SENV, LH, HT26 
SUBJECT: CITES: LITHUANIA FOLLOWING EU LEAD, EXCEPT ON EELS 


REF: SECSTATE 57912 


We delivered reftel points to Selemonas Paltanavicius and 
Eugenijus Leonavicius, Head and Chief Desk Officer, 
respectively, of the Ministry of Environment\'s Biological 
Diversity Division, on May 9. Paltanavicius told us that, in 
general, the GOL and the EU are interested in increasing the 
number of species protected by CITES. Leonavicius explained 
that Lithuania would follow the EU lead and most likely would 
vote to keep Bobcats in Appendix ll and to support adding 
Sawfish to Appendix | and Pink and Red Coral to Appendix II. 
He explained that, despite the USFWS study, the EU feels that 
keeping the Bobcat in Appendix Il helps protect the European 
Lynx. Leonavicius added that the GOLVs priority issue for 

the June CITES conference is the European Eel, which many 


Column 3 

Lithuanians consider a delicacy. The GOL wants to include 
only the young of the species in Appendix Il, even though the 
EU supports including the whole species in Appendix Il. 
CLOUD 
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TO RUEHC/SECSTATE WASHDC PRIORITY 7932 
INFO RUEHAR/AMEMBASSY ACCRA 2134 
RUEHCO/AMEMBASSY COTONOU 3941 
RUEHOU/AMEMBASSY OUAGADOUGOU 8872 
RUEHFR/AMEMBASSY PARIS 0558 


SIPDIS 


SENSITIVE 
SIPDIS 


PARIS FOR GREG DVELIA 


E.O. 12958: N/A 
TAGS: PGOV, PREL, TO 
SUBJECT: TOGO -- 47TH INDEPENDENCE DAY CELEBRATION 


1. (U) Charge attended the celebration of Togo\'s 
Independence on April 27th, held in Dapaong, the northernmost 
city in Togo. About 15,000 people, military and civilian, 
marched in the parade. The location and size of the 
celebration might be taken as an indication of the evolution 

of national identity in post-Eyadema Togo. 


2. (U) Background: Togo achieved independence from France 
on April 27, 1960. Sylvanus Olympio, the first president (and 

a southerner of the Ewe tribe) was assassinated on January 
13, 1963 and Gnassingbe Eyadema came to power in Africa\'s 
first coup on January 13, 1967. On September 23, 1986 he 
successfully resisted a coup attempt. As part of his 

utilization of a cult of personality to leverage his power 

over a 38-year dictatorship, Eyadema played down the April 27 
date and played up the September 23 and January 13 dates. 
Since Eyadema\'s sudden death and the ensuing civil unrest in 
early 2005, the government of President Faure Gnassingbe has 
been promoting national reconciliation. The GoT seems to be 
looking for ways to transition away from the divisive 
celebrations of the past. The celebration of September 23 is 
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popular with military so the most recent iteration of the 
ceremony in 2006 was a low-key event held at the main 
military camp in Lome. This was a change from past practice, 
which was to block a major transportation artery in Lome and 
hold a day-long parade. Of note from the January 13, 2007 
celebration is the fact that the Prime Minister, the leader 

of a southern opposition party, did not attend. The Embassy 
was represented at a low level at both events. 


3. (U) The GoT recently announced that, henceforth, April 27 
Independence Day would be celebrated at a different city each 
year. Local businesses get a boost from the influx of 

visitors and parade participants. The government will usually 
widen and repave the stretch of road over which the parade 
will pass and will provide some other public works. In 
Dapaong, the GoT elected to pave a short stretch of road for 
the parade and construct an improved open-air market 
structure. Construction on the market had not progressed far 
enough for President Faure to present it to the people. 


4. (U) On April 27, the Union des Forces de Changement 
(UFC), the party of Sylvanus Olympio, led by his son, 
Gilchrist Olympio, held their own independence celebration at 
their stronghold in Atakpame, 100 miles north of Lome. 


5. (SBU) Comment: One might infer that the GoT is equivocal 
at some level about national reconciliation. A big 

celebration sponsored by the government to mark the real date 
of Independence of Togo after many years of neglect is a 
positive indication. The fact that the celebration was held 

400 miles north of the homeland of the father of 
independence, Sylvanus Olympio, and not far from the home 
place of the self-styled father of the nation Gnassingbe 
Eyadema (who was implicated in the assassination of 
Sylvanus), makes one wonder what message the GoT intended to 
send. End Comment. 


DIFFILY 
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RUEHSW/AMEMBASSY BERN PRIORITY 1685 
RUEHBS/AMEMBASSY BRUSSELS PRIORITY 0708 
RUEHBY/AMEMBASSY CANBERRA PRIORITY 1279 
RUEHMO/AMEMBASSY MOSCOW PRIORITY 2156 
RUEHFR/AMEMBASSY PARIS PRIORITY 0942 
RUEHUL/AMEMBASSY SEOUL PRIORITY 1493 
RUEHKO/AMEMBASSY TOKYO PRIORITY 3304 
RUEHVI/AMEMBASSY VIENNA PRIORITY 0282 
RUEHNO/USMISSION USNATO PRIORITY 0779 
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SIPDIS 
SIPDIS 
STATE PASS ISN/CB AND EUR/PRA 


E.O. 12958: DECL: 05/08/2017 
TAGS: PARM, PREL, CBW, CA 
SUBJECT: AUSTRALIA GROUP: CANADA RETAINS FOCUS ON RUSSIA 


REF: STATE 58355 
Classified By: PolMinCouns Brian Flora. Reasons: 1.4 (b) and (d) 


1. (U) We delivered reftel points on May 8 to Department of 
Foreign Affairs and International Trade (DFAIT) 
Non-proliferation Policy Officer Kendra Davidson. Canada, 
she assured us, would send its usual delegation of both 
policy and \"hands-on\" enforcement personnel to Paris. 


2. (C) Responding to reftel points four through six, 

Davisdon remarked that at last year\'s Australia Group (AG) 
plenary Canada had emphasized its interest in finding out 
more about Russia\'s chemical and biological weapons (CBW) 
programs, its oversight capacity, and related trade controls. 
To date Russian officials have not responded to GOC requests 
for information, Davidson said. Instead, they have insisted 
that, unlike other prospective members who must apply for 
membership, Russia should be invited to join the AG. 
Russia\'s UNSCR 1540 report reflects the GOR\'s determined 
obfuscation, she groused, \"It creates the impression of 

strong oversight without identifying the who and the how.\" 


3. (C) Canada dislikes France\'s suggestion that the AG 
invite Russia to attend as an observer, Davidson said. 
Rather, Canada would \"to a point\" support the Australian 
proposal that there be an AG Secretariat-led discussion with 
Russia regarding its CBW programs. Meantime, Canadian 
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authorities would appreciate any available USG reporting and 
analysis on Russia\'s CBW and related capacity before the June 
4-7 AG plenary. 


4. (SBU) Kendra Davidson\'s contact information: 
Telephone: (613) 944-1308 
E-mail: Kendra.Davidson@international.gc.ca 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 


WILKINS 


107389 

PP RUEHWEB 

DE RUEHVI #1204/01 1291443 

ZNR UUUUU ZZH 

P 091443Z MAY 07 

FM AMEMBASSY VIENNA 

TO RUEHC/SECSTATE WASHDC PRIORITY 7242 
RUEKJCS/OSD WASHDC PRIORITY 
RHEHAAA/WHITEHOUSE WASHDC PRIORITY 
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SIPDIS 

DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVETTE SAINT-ANDRE 
OSD FOR COMMANDER CHAFFEE 

WHITEHOUSE FOR NSC/WEUROPE 

E.O. 12958: N/A 

TAGS: OPRC, KPAO, AU 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: May 09, 2007 


Tensions over Eurofighters 


1. There are new tensions in the SPOe-OeVP coalition government over 
the parliamentary inquiry into the Eurofighter purchase. 

Vice-Chancellor and Finance Minister Wilhelm Molterer of the 

People\'s Party has criticized Defense Minister Norbert Darabos of 

the Social Democrats over his handling of the negotiations with the 
Eurofighter company. Molterer complained that the government is not 
being kept in the loop regarding the Defense Minister\'s policy. 
Meanwhile, Chancellor Alfred Gusenbauer has said the OeVP should not 
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represent the interests of Eurofighter manufacturer EADS in the 
matter. 

In connection with the controversy over the interceptors for 

Austria\'s armed forces, Austrian media continue to report that 
Defense Minister Norbert Darabos has said he doesn\'t expect the 

first group of Eurofighter jets, due for inspection next week, to 

pass a product test. Semi-official daily Wiener Zeitung quotes 

Darabos as stressing officials from the ministry are likely to find 
problems with the fighter jets meeting specifications set out in the 
purchase contract with Austria. Technicians are already at the 
Eurofighter works in Germany. Problems also remain with acquiring US 
held releases for the software, according to the Minister. The 
Eurofighters\' manufacturer EADS has declined to comment on Darabos\' 
view that the plane won\'t meet product standards. The Wiener Zeitung 
adds that head of the Eurofighter company Aloysius Rauen has told an 
Austrian parliamentary inquiry his firm is ready to discuss a 

settlement of the disputed contract to buy 18 jets, but nota 

complete cancellation of the deal. Eurofighter has broken off talks 

with the Austrian government on the two billion Euro contract. 
Meanwhile, independent provincial daily Salzburger Nachrichten runs 
the front-page headline \"Eurofighter: Fischer should put his foot 
down,\" and writes that the OeVP has called for the Austria President 
to resolve the deadlock by making clear in his capacity as commander 
in chief of the Austrian armed forces that the security of the 

country was not a game of poker. 


US Outrage over OMV Deal 


2. ... headlines an Austrian daily, suggesting that Washington\'s 
opposition to Austrian energy provider OMV\'s interests in Iran\'s 
natural gas reserves has now led to \"massive diplomatic tensions\" 
between Austria and the US. Washington has threatened to block 
Austria\'s application for a seat on the UN Security Council, should 
the OMV\'s Iran deal be realized, high-ranking Austrian diplomats 
told the daily. 

Reporting on Washington\'s opposition to OMV\'s planned business deal 
with Iran and rumors that the US might block AustriaWs application 
for a UNSC seat, semi-official daily Wiener Zeitung quotes the 
American Embassy in Vienna as emphasizing that currently the US \"has 
not taken any position on AustriaWs candidacy for the Security 
Council.\" Therefore, \"it would be purely hypothetical to talk about 

it at this point.\" 

The daily also reports that according to a new report by the 
conservative American Enterprise Institute, Austria is one of the 

top seven investors in Iran. Sanctions imposed on Iran don\'t rule 
out economic contacts, but the institute has suggested withdrawing 
investment could be used to pressure Iran to abandon its nuclear 
program. France headed the list of investors, the Wiener Zeitung 
notes. Meanwhile, Austria\'s trade delegate to Tehran, Karl Hartlieb, 
says the institute\'s figures are misleading and that Europe believes 
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trade with Tehran is one of the best ways to resolve political 
tensions. 


Iran Ends Blockade of UN Non-Proliferation Meeting 


3. Iran has ended its blockade of the agenda at an IAEA meeting in 
Vienna aimed at strengthening the Nuclear Non-Proliferation Treaty. 
The decision will allow the NPT review to continue as planned. 
Initially, Tehran had refused to accept a compromise on the wording 
of the agenda. One delegate said on Monday it appeared Iran wanted 
the meeting to fail, as it had opposed wording that mentioned the 
need for full compliance with the 1970 treaty, which is reviewed 

every five years. 

Iran\'s decision to end its blockade of and IAEA meeting\'s agenda on 
strengthening the Nuclear Non-proliferation Treaty will permit the 
NPT review to continue as planned, semi-official daily Wiener 
Zeitung says. Tehran accepted a compromise proposal put forward by 
South Africa at the last minute, which prevented a premature 
termination of the conference as called for by Japan. Tehran had 
opposed wording that mentioned the \"need for full compliance with 
the treaty,\" which is up for review every five years. This week\'s 
meeting of the International Atomic Energy Agency is in preparation 
for the 2010 conference, and is scheduled to run until Friday. 

United Nations sanctions have been imposed on Iran over its refusal 
to give up uranium enrichment. Meanwhile, the Wiener Zeitung quotes 
EU foreign policy chief Javier Solana as describing recent 
discussions with Tehran on its nuclear program as \"very difficult.\" 
Talks between Solana and Iran\'s top nuclear negotiator Ali Larijani 
were held in Turkey last month, and according to Solana the problem 
was in convincing Iran to suspend the enrichment of uranium for the 
duration of further talks. He said he has hopes for another meeting 
with Iran\'s chief nuclear negotiator in the near future. 


More Violence in Iraq 


4. Violence continues in Iraq, with at least 68 people having been 
killed or found dead yesterday. A suicide car bomber killed over two 
dozen people in a Shiite city, and this morning a truck bomb killed 
twelve people in the Kurdish city of Erbil. Meanwhile, in the US the 
Democrats have presented a new proposal for additional funding for 
the military efforts in Iraq. The plan envisages funding for the 

next three months to be approved by the House of Representatives. In 
late July, Representatives will then have to decide whether to 
allocate additional money for either continuing or terminating the 

US military operation. 

Analyzing recent developments in Iraq and the fallout of the Sharm 
el-Sheikh conference on the country\'s future, foreign editor for 
liberal daily Der Standard Gudrun Harrer writes: \"In some ways 
things are just as before the Iraq invasion in March 2003: The 
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language of international relations continues to build castles in 

the air, which are a far cry from reality in Iraq. Now, the 

international community, meeting in Sharm el-Sheikh, concluded the 
\'International Compact with Iraq,\' designed to \"boost the dynamism 
of national (Iraqi) consensus and international support. But so far 
the dynamism has failed to materialize, much as the notion of a 
national consensus. Besides, support is a fickle thing. In the ICI, 

the international community pledges long-term assistance, tied to a 
return performance from Iraq. (...) But what if Iraq fails to reach 

the goals put forward by the international community in the ICI? 

Will the international community simply call the Iraq project 
finished? Even optimists consider the conference\'s results no more 
than \'encouraging.\' Something along the lines of \'the important 
thing is that everyone was there.\' After all, we\'ve become quite 
humble.\" 

McCaw 
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TREASURY FOR SGOOCH 


E.O. 12958: N/A 
TAGS: ECON, EFIN, PREL, EC 
SUBJECT: ECUADOR - NO PLANS TO JOIN BOLIVARIAN ALTERNATIVE (ALBA) 


1. (SBU) Summary: Foreign Ministry officials report that the GOE 

does not plan to join ALBA, citing a lack of concrete, meaningful 
proposals. Instead, Ecuador plans to focus on the broader Union of 
South American Nations (UNASUR) organization. Ecuador did not sign 
an agreement by ALBA members to withdraw from the World Bank\'s 
Center for International Dispute Resolution. End Summary. 
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2. (U) Ecuadorian Foreign Minister Espinosa attended the 5th 
Bolivarian Alternative of the Americas (ALBA) summit in Venezuela 

the weekend of April 28 and 29. Prior to the conference, Espinosa 
was quoted in the press as saying the Government of Ecuador (GOE) 
was \"interested\" in understanding how ALBA functioned, what its 
proposals were, and what discussions would take place. However, she 
also signaled that Ecuador was not part of ALBA, but merely 

attending to listen and learn. She emphasized that only President 
Correa could make the decision to join ALBA. 


3. (SBU) Econoff met on May 7 with the MFAVs Director for 
Integration Humberto Jimenez, who accompanied Espinosa on the trip, 
to discuss Ecuador\'s position on ALBA. Jimenez stressed that the 
GOE had no intention of joining ALBA in the short or medium term, as 
the group does not offer any concrete initiatives. He said that 

ALBA was essentially political and there were no firm proposals or 
projects presented in any area discussed at the summit. He noted 
that he \"did not understand what ALBA would do. 


4. (SBU) Instead, Jimenez said, Ecuador would focus on the 
newly-created Union of South American Nations (UNASUR), a 
replacement for the South American Community of Nations (CASA, in 
the Spanish acronym) that has specific proposals and includes all 12 
South American countries. CASA\'s mission was regional integration 
and its 2004 Cuzco Declaration called for a common parliament, 
market and currency and sought a political and economic union 
similar to the European Union. UNASUR plans to be a political 
decision-making organization and also seeks regional integration. 
Quito has been selected as the location of the permanent secretariat 
of the organization, and a former Ecuadorian president is being 
considered as the head of the secretariat. 


5. (SBU) UNASUR already has working groups set up that are working 
on projects in the five key focus areas of energy, infrastructure, 
education, social policy, and finance, Jimenez reports. In 
infrastructure, the priority is South American infrastructure 

integration focusing largely on connecting highways. Member country 
energy ministries are working on an energy integration plan that 

they will present in October or November at the next UNASUR summit. 
Financing priorities include setting up the Banco del Sur, a bank to 
provide regional financing. 


6. (SBU) Jimenez also confirmed that Ecuador did not sign the 
Bolivia proposal that ALBA countries withdraw from the International 
Center for the Settlement of Investment Disputes (ICSID), a World 
Bank arbitration forum. 


7. (SBU) Comment: JimenezYs comment that Ecuador does not plan to 
join was reiterated by his boss, U/S Fernando Yepez. We suspect 

that these career diplomats are reflecting current GOE policy. That 
said, this decision will not ultimately be driven by the 
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technocrats. This appears to represent President Correa\'s calculus 
at this time, but we would not rule out a change of position in the 
future. End Comment. 


JEWELL 
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NSC STAFF FOR WATERS 


E.O. 12958: DECL: 05/09/2027 

TAGS: PGOV, PHUM, ELAB, EAID, EG 

SUBJECT: EGYPT: SAAD EDDIN IBRAHIM COMMENTS ON HIS 
RELATIONS WITH LABOR ACTIVIST ALI AL-BADRY 


REF: CAIRO 1283 
Classified by DCM Stuart Jones for reasons 1.4 (b) and (d). 


1. (S) Subsequent to inflammatory, anti-GOE statements made 
by self-styled labor activist Ali Al-Badry at an lbn Khaldun 
Center symposium on April 24 (reftel), and acting on Embassy 
Cairo concerns about Al-Badry\'s bona fides, ECPO MinCouns and 
Poloff met on May 8 with Egyptian-American democracy activist 
Saad Eddin Ibrahim (SEI) to probe the nature of his 

relationship with Al-Badry. Econoff had met with Al-Badry on 
April 7, at SEI\'s request, to discuss Al-Badry\'s labor 

activism. In the April 7 meeting, Al-Badry asked for USG 
funding for his activities, although he admitted that he did 

not have any registered, legal entity which might receive 

such funding. Based on Al-Badry\'s presentation, we concluded 
he was perpetrating a fraud, or working as an agent 
provocateur, or possibly both. We also could not rule out 

the possibility that SEI was more than an unwitting 

collaborator in Al-Badry\'s overture. 


2. (S) SEI told us on May 8 that heVd had some doubts about 
Al-Badry\'s legitimacy. SEI also noted that, as is 
occasionally the case with other marginal figures in the 
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Egyptian activist community, Al-Badry had been the subject of 
rumors that he was collaborating with the GOE security 
service. ECPO MinCouns told SEI that Embassy officers will 
not/not have contact with Al-Badry due to our concerns about 
his bona fides. SEI said that, based on his conversation 

with Emboffs he was also inclined to distance himself from 
Al-Badry. SEI ended the meeting by thanking Emboffs for \"the 
warning.\" Based on SElYs comments, we believe that SEI 
shares our concerns about Al-Badry and will likely distance 
himself from Al-Badry\'s activities. 

RICCIARDONE 


107392 

PP RUEHWEB 

DE RUEHDMA #0433 1291501 

ZNR UUUUU ZZH ZUI RUEWMCE5951 1291519 

P 091501Z MAY 07 

FM AMEMBASSY DAMASCUS 

TO RUEHC/SECSTATE WASHDCO0000 

INFO ARAB ISRAELI COLLECTIVE 

ZEN/EU MEMBER STATES COLLECTIVE 
RUEHGB/AMEMBASSY BAGHDAD 

RUEAIIA/CIA WASHDG 

RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL 
RHEHNSC/NSC WASHDC","UNCLAS DAMASCUS 000433 
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SENSITIVE 


PARIS FOR WALLER; LONDON FOR TSOU 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PREL, SY 

SUBJECT: CANADA STATEMENT ON SYRIA\'S RECORD ON HUMAN 
RIGHTS/ELECTIONS 


1. (SBU) THE CANADIAN EMBASSY ALERTED US THAT THE CANADIANS 
HAD ISSUED A STATEMENT ON APRIL 26 TO EXPRESS CONCERN ABOUT 
THE SENTENCING TWO DAYS EARLIER OF SYRIAN HUMAN RIGHTS LAWYER 
ANWAR AL-BUNNI, THE TRIALS OF OTHER POLITICAL PRISONERS, AND 
THE PROCESS SURROUNDING THE APRIL 22-23 PARLIAMENTARY 
ELECTIONS HERE. POST REGULARLY MEETS WITH REPRESENTATIVES 
FROM LIKE-MINDED EMBASSIES, INCLUDING THE CANADIAN AND 
EUROPEAN MISSIONS, TO EXCHANGE INFORMATION AND ADVOCATE FOR 
USG POSITIONS IN THE AREAS OF HUMAN RIGHTS AND CIVIL SOCIETY. 
WE ARE PLANNING TO HOST A LIKE-MINDED MEETING LATER THIS 
MONTH IN THE RUN-UP TO THE SYRIAN PRESIDENTIAL PLEBISCITE 
EXPECTED TO TAKE PLACE AT THE END OF MAY. 


Column 3 
2. (SBU) THE FOLLOWING IS THE TEXT OF THE CANADIAN STATEMENT: 


THE HONORABLE PETER MACKAY, MINISTER OF FOREIGN AFFAIRS AND 
MINISTER OF THE ATLANTIC CANADA OPPORTUNITIES AGENCY, TODAY 
MADE THE FOLLOWING STATEMENT ON THE APRIL 24 TRIAL AND 
SENTENCING OF HUMAN RIGHTS LAWYER ANWAR AL-BUNNI TO FIVE 
YEARS\' DETENTION, AS WELL AS THE CONDUCT OF THE APRIL 22 AND 
23 LEGISLATIVE ELECTIONS: 


\"THE GOVERNMENT OF CANADA IS VERY CONCERNED ABOUT THE OUTCOME 
OF THE TRIAL OF ANWAR AL-BUNNI ON CHARGES RELATED TO HIS 

EFFORTS TO BUILD A CULTURE OF HUMAN RIGHTS IN SYRIA AND 

DENOUNCE TORTURE IN SYRIAN PRISONS. WE ARE ALSO CONCERNED 
ABOUT THE ONGOING TRIALS OF OPPOSITION FIGURE KAMAL LABWANI 

AND INTELLECTUALS MICHEL KILO, MAHMOUD \'ISSA, KHALIL HUSSEIN 

AND SULEIMAN AL-SHUMMAR. 


\"SYRIA MUST ENSURE THAT ITS DOMESTIC LAWS AND PRACTICES ARE 

IN KEEPING WITH ITS INTERNATIONAL HUMAN RIGHTS OBLIGATIONS. 
CANADA URGES SYRIA TO RELEASE ALL POLITICAL PRISONERS AND 

TAKE CONCRETE STEPS TOWARD RESPECTING AND PROTECTING HUMAN 
RIGHTS, AND GUARANTEEING FREEDOM OF EXPRESSION, ASSEMBLY AND 
ASSOCIATION, STARTING WITH THE RECALL OF ITS 44-YEAR-OLD 
EMERGENCY LAW. SYRIA MUST ALSO TAKE FIRM MEASURES TO STOP 
ARBITRARY ARREST, INCOMMUNICADO DETENTION, TORTURE AND CRUEL, 
INHUMAN AND DEGRADING TREATMENT, AS WELL AS TO INVESTIGATE 
ALLEGATIONS OF THESE PRACTICES, PROSECUTE PERPETRATORS AND 
PROVIDE REMEDIES FOR THE VICTIMS. 


\"THE GOVERNMENT OF CANADA IS FURTHERMORE CONCERNED WITH THE 
SHORTCOMINGS OF THE SYRIAN ELECTION LAW, SYSTEM AND PROCESS. 
SYRIA SHOULD GUARANTEE ITS CITIZENS THE RIGHT TO GENUINELY 
DEMOCRATIC LEGISLATIVE AND PRESIDENTIAL ELECTIONS, AS PART OF 

A FULLY FAIR AND PARTICIPATORY POLITICAL PROCESS, AS PART OF 

A MOVE TOWARD PROVIDING ITS CITIZENS FREEDOM, DEMOCRACY, 
HUMAN RIGHTS AND THE RULE OF LAW." 

CORBIN 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, PREL, KWMN, HR, IZ, 
SUBJECT: IRAQI MP EYES CROATIA AS POST-CONFLICT MODEL 


REF: Zagreb 422 


1. SUMMARY AND COMMENT: An Iraqi Member of Parliament and close 
relative of Iraqi President Jalal Talabani, Ms. Ala Talabani, 

visited Croatia April 20-27 in search of a successful post-conflict 

model to further promote human rights, strengthen the role of NGOs, 

and develop women\'s rights in Iraq. Accompanied by Areez Mahdi, an 
Erbil-based Woman\'s Program Coordinator for the National Democratic 
Institute, the visit was part of Croatia\'s efforts to provide 

development assistance to lraq. 


2. The MFA organized the visit to assist in the strengthening of 
democracy, rule of law, and the promotion of human rights and 

freedoms in Iraq. Croatia is also treating Iraqi children in a 

local Zagreb hospital, actively participating in training programs 

for Iraqi police officers in Jordan, and remains open to exploring 

other ways to contribute to Iraq\'s reconstruction (Reftel). The GOC 

is also, with Embassy Zagreb support, facilitating the participation 

of a delegation of Iraqi lawyers at the International Bar 

Association Leaders Conference May 15-19 in Zagreb. END COMMENT 
AND SUMMARY 


LESSONS LEARNED FROM VUKOVAR 


3. At the invitation of the GOC participants traveled to Vinkovci 

and the former UN Protected Enclave of Vukovar to see first hand the 
challenges and successes of these war ravaged towns. While in 
Vukovar participants learned about CroatiaWs experience in 
reconstruction and postwar reintegration. Participants not only had 
the opportunity to witness first hand the devastation imposed upon 
the city, but also the efforts being undertaken by Mayor Zdenka 
Buljan to promote ethnic reconciliation in a community that is still 
feeling the scars of recent war. 


4. Vukovar, as a divided city of Serbs and Croats, left quite an 
impression on participants. Ms. Talabani told Pol Off she was very 
impressed by the mayor of Vukovar. She also expressed her 
encouragement by what she has seen in Croatia in terms of promoting 
democratization and ethnic reconciliation. 


CROATIA\'S WOMEN POLITICIANS AS A MODEL FOR IRAQ 


5. During the Zagreb portion of the visit, participants met with 
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high level women politicians, ranging from Foreign Affairs Minister 

Kolinda Grabar-Kitarovic to United Nations Chair of the Committee to 
Eliminate Discrimination against Women (CEDAW) Ambassador Dubravka 
Simonovic. In addition to meeting Croatian Parliament Deputy Speaker 
Djurdja Adlesic, where Talabani discussed the position of women in 

the two countries politics, Talabani also met with the Croatian 

People\'s Party President, Vesna Pusic and Minister of War Veterans, 
Family Affairs and Inter-generational Solidarity, Jadranka Kosor. 


6. The Iraqi Delegation had a full schedule, meeting with 
representatives of the Government Office for Human Rights, 
Ombudsperson for Gender Equality, Ombudsperson for the Rights of 
Children, and numerous NGOs and civil society organizations. After 
receiving copies of Croatia\'s Law on Gender Equality, the delegation 
was better able to see how Croatia works to include women\'s issues 
in the political process. 


LEGISLATIVE RESEARCH TO FOSTER NGO INDEPENDENCE 


7. In order to further develop her legislative agenda in the Iraqi 
Council of Representatives, Talabani hopes to learn how government 
can successfully interact with NGOs. The GOC, which generally has a 
successful and positive relationship with NGOs, might very well 
provide a useful model for Baghdad in reducing what Talabani 
characterized as a hostile relationship filled with suspicion and 
mistrust. In addition to extracting lessons that could be used to 

foster NGO independence and build trust, Talabani was also in 
Croatia looking for ideas to help her promote a political parties 

law. 


BRADTKE 
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SUBJECT: NO SOLUTION YET FOR MILITARY CRISIS 


Column 3 
REF: A. CONAKRY 493 
B. CONAKRY 501 


Classified By: Political Officer Jessica Davis Ba. Reasons 1.4 (b) and 


(d). 


1. (C) Although Guinea\'s Prime Minister has led efforts to 
resolve the crisis within the Guinean military (Ref A), the 
government has yet to announce a satisfactory solution. The 
National Council of Defense and Security has met several 
times over the last few days, with senior military leaders 
conferring with Prime Minister Lansana Kouyate and the 
Minister of Finance, Economy and Planning, and Minister of 
Interior and Security. While President Lansana Conte chairs 
the Council, he has not been present during any of the 
discussions. To calm the troops, the military is proposing 

to promote all mid-ranked military personnel, a measure that 
the Prime Minister and his cabinet maintains the country 
cannot afford. There is no agreement on removing key senior 
officers, as the soldiers have demanded. While the soldiers! 
primary demands are focused on fundamental changes in 
military leadership, to date the proposed solutions are based 
on raising salaries. Military and civilian leaders remain 
hopeful for a peaceful resolution. While the soldiers are 
calm at present and have not set any public deadlines, they 
are growing impatient. Without an adequate government 
response, military personnel intend to re-engage in protest 
activities, although we are unaware of any specific plans. 
End Summary. 


2. (C) The military crisis that has seized the attention of 
Guinea\'s senior leaders (Ref A) remains unresolved. Since 
May 4, we have received no reports of protests on military 
bases or in other locations by members of Guinea\'s armed 
forces. Although there was a flare up among local community 
guards in Conakry (Ref B), they too remain calm. In 
N\'Zerekore on May 6-7, the population sought retribution 
against soldiers who looted stores. Civilians went 
door-to-door, without warrants and unaccompanied by security 
or justice personnel, searching soldiers\' homes for stolen 
goods. In some cases, the homes were ransacked in the 
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process. Some stolen goods were recovered and returned to 
the store\'s owners. There have been no recent reports of 
injuries. At present, the situation remains calm but tenuous 
on military bases and barracks nationwide. 


3. (C) Military sources confirmed to us that, during the May 
2-3 protests, military personnel looted the arms stores on 
most military bases. A colonel told us that Guinea\'s 
armories are now empty and that military officials do not 
have information on the location of the weaponry and 
ammunition. We were told that the fact of the \"missing\" arms 
makes any negotiations of the crisis more difficult -- in 
particular the restructuring of the armed forces that the 
soldiers are demanding. No specific person has emerged to 
champion the soldier\'s plight, although a Lieutenant Abdoul 
Gadiri Diallo strongly voiced the personnel\'s concerns during 
their May 4 meeting with the Prime Minister. Since May 4, 
there has been no large meeting between the Prime Minister, 
his cabinet and the military rank-and-file. 


4. (C) The majority of the discussions on this 

military-military issue are taking place within the 

restrained membership of the National Council of Defense and 
Security. While this Council is nominally chaired by 

President Conte, he has not been present at any of the many 
meetings over the last few days. While senior military 

officers typically lead the meetings, they have been doing so 
with Prime Minister Kouyate, Minister of Economy, Finance, 
and Planning Ousmane Dore, and Minister of Interior and 
Security Mohamed Bo Keita actively involved. We understand 
that in order to bring immediate calm, the military has 
proposed promoting the mid-rank military personnel who did 
not receive any of the benefits that the more junior and more 
senior personnel enjoyed with the February promotions that 
Conte instituted to calm discontent bubbling up within the 
military at that time. 


5. (C) The proposed promotions would increase salaries for 
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these soldiers from a base of 80,000 GNF (approximately 26 
USD) to 320,000 GNF (approximately 106 USD). While the 
promotions would be based on grade, the average mid-ranked 
soldier would gain between 150,000 GNF (approximately 46 USD) 
to 300,000 GNF (approximately 95 USD) per month. The Prime 
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Minister and the Minister of Finance reportedly are rejecting 
the idea outright because of its implication for a national 
budget that already has a financing gap of at least 30 

million USD. We understand the Prime Minister also has said 
that these salary increases are untenable and would set the 
stage for a series of salary demands that the government is 

in no position to meet 


6. (C) Sources close to Prime Minister Kouyate told us that 
if it were up to him, he would begin with the dismissal of 

the senior military leaders and address pay issues 
secondarily. However, the senior military representatives 
(who all would be at risk of losing their jobs), are 

dismissing this approach because the current uncertainty 
would make any additional changes \"too delicate.\" Another 
point that the military said would be absolutely 
non-negotiable is the re-instatement of salaries and benefits 
for officers involved in the 1996 mutiny. Our interlocutors 
said that Conte would never, ever accept this demand being 
made by the soldiers. 


7. (C) The morning of May 9, General Kaba \"43\" Camara, Army 
Chief of Staff, dropped by the embassy unannounced to discuss 
an unrelated matter. (General Camara is seeking DOD 
humanitarian assistance to construct a health dispensary near 
his village in Beyla in the Forest Region.) The Ambassador 

and the DATT took advantage of General Camara\'s visit to 
probe about the ongoing crisis within the military. General 
Camara responded cautiously, noting that there was a \"lack of 
understandingW between the military command and subordinate 
military personnel. The Ambassador stated that he hoped this 
military matter could be resolved quickly so that it would 

not destabilize Guinea just as it starts on a new course 

toward reform. Camara clamed to be hopeful that a resolution 
could be found, but he gave us no reason to believe his hopes 
were well-founded. 


8. (C) Our interlocutors both in and outside of the 

military share General Camara\'s optimism and respond to our 
inquires with the refrain that this military issue must be 
resolved quickly. However, it appears there is no immediate 
solution in sight. There is no money in Guinea\'s coffers to 
appease the soldiers. Even if the government were to find a 
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short-term fix, the national budget could not support any 
increased military spending on salaries. Although the 
soldiers would welcome more money, their core protest was 
against the endemic corruption at top levels of the military. 
The National Council of Defense and Security does not appear 
to be seriously considering the soldiers demand to remove 
key officers (all of whom are part of the Council). Neither 
Guinea\'s civilian leaders nor senior military officers have a 
solution for the crisis. While they have remained quiet, the 
military rank-and-file will not accept a deadlock and are 
expecting some immediate concrete response. 
MCDONALD 
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DEPT FOR AF/E AND AF A/S FRAZER 


E.O. 12958: DECL: 05/09/2017 
TAGS: PGOV, PREL, PTER, ASEC, MOPS, SO, ET 
SUBJECT: Somalia--Round Two of TFG/Hawiye Talks 


Classified by PolOff Hodan Hassan. Reasons 1.4 (b) and (d) 


1. (C) Summary. Transitional Federal Government 
President Abdullahi Yusuf met with elders from the Hawiye 
clan for a second time since the fighting ended on April 
28. The talks were reportedly cordial although PM Gedi 
evidenced continued hostility towards the elders. There 
appear to be indications of strain, however, among the 
elders over their collective approach to the TFG. End 
Summary. 


2. (C) On May 6, President Abdullahi Yusuf and elders 

from the Hawiye clan met for the second time since fighting 
ended on April 28. The meeting included President Yusuf, 
Prime Minster Gedi, and more than 50 Hawiye elders. Sources 


Column 3 
close to both the TFG and the elders indicate the 
discussions were \"relatively\" useful. 


3. (C) In the days before the second meeting, the Hawiye 
elders consulted with civil society and political groups to 
develop a common platform for discussions with the TFG. 
According to a civil society activist, the various groups 
reached general consensus on most issues. However, a group 
of businessmen and intellectuals led by Hussein Haji Bood 
(Hawiye/Abgal) did not agree with some of the points ina 
letter drafted for President Yusuf, including the request 

for the immediate withdrawal by Ethiopia. Bood argued that 
any requests regarding a withdrawal of Ethiopian forces 
should be discussed directly with the Ethiopians. They 
reportedly preferred taking a more conciliatory or softer 
approach in language and substance. 


4. (C) Prominent Hawiye elder and chairman of the Hawiye 
Leadership Committee Haji Abdi Iman urged the rest of his 
colleagues to reach consensus with Bood and his group 
before meeting with the TFG. In a conversation with Embassy 
PolOff, Abdi Iman explained his concern that future talks 

with the TFG could be unsuccessful if key constituents 

within the Hawiye felt excluded from the dialogue. The 

majority of the Hawiye Leadership Committee\'s members opted 
to continue with plans to meet with the TFG despite the 
inability to reach consensus with the Bood group. According 

to a source close to the elders, they believed delaying 
discussions with the TFG could slow down the momentum and 
play into the hands of those not interested in a successful 
outcome of the talks. 


5. (C) Abdi Iman declined to attend the talks with the 

TFG, stating that the community had not yet achieved broad 
consensus. He refuted claims in the media that his absence 
is evidence of a major rift among the Hawiye elders. Abdi 
Iman reiterated in a conversation with Embassy PolOff and 
in media interviews with Somali press that speculation 
about a major fallout is exaggerated; and he is still 
optimistic that discussions with the TFG can be successful. 


6. (C) In the meeting with the TFG, the elders presented a 
letter outlining their key grievances and making 

suggestions for a way forward. President Yusuf promised to 
study the letter and to constitute a committee (Comment. 
Whether the committee has been constituted or the nature of 
its composition is not yet known. End Comment.) to lead 

the way on further negotiations. A date for the next 

meeting has not yet been set. 


7. (C) In a call to the Ambassador on 3 May, PM Gedi 
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expressed confidence that the talks with the Hawiye elders 
would be successful. He said the TFG asked the elders to 

form an 11-person committee (Comment. This would seem to be 
a different committee than the one referred to in paragraph 

six. End Comment) to engage with the TFG on future 
negotiations. Ambassador Ranneberger emphasized the 
importance the U.S. attaches to dialogue and to an 

inclusive political dialogue. 


RANNEBERGER 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, TU 

SUBJECT: TURKEY: INTELLECTUALS TAKE A STAND AGAINST 
MILITARY INTERVENTION 


REF: ANKARA 1071 AND PREVIOUS 


1. (SBU) SUMMARY and COMMENT. Two hundred five Turkish 
writers, artists, journalists, and human rights lawyers 

attached their names to a strongly worded condemnation of 
military interference in the political process. The 

statement is a leftist interpretation of the military\'s April 

27 e-memorandum and still-unfolding events (reftels); it 

argues that the interference constituted a coup-by-memorandum 
and that while purportedly targeting anti-secular activity, 
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it instead serves an anti-Kurdish agenda. The statement 
implicates the United States as a supporter of the military\'s 
interference. It calls for the prosecution of the generals 
who perpetrated the coup. 


2. (SBU) SUMMARY/COMMENT, cont\'d. Among the 205 names are 
Kazim Genc, head of the Pir Sultan Abdal Culture Association, 
an Alevi organization with considerable membership; Ahmet 
Abakay, the head of the Contemporary Journalists Association, 
Turkey\'s third largest journalist organization; and Sanar 
Yurdatapan, musician and prominent freedom of thought 
activist. In an environment where the attorney who attempted 
to sue the Ministry of Defense for the April 27 e-memo was 
disbarred and may face worse, the signatories have taken a 
brave step in support of a freely functioning democracy. END 
SUMMARY and COMMENT. 


3. (U) Informal embassy translation follows: 


No to the April 27 memorandum and to the military coup! Let 
the coup-perpetrating generals be tried! 


Turkey is going through the fifth military intervention in 

the republic\'s history. With its April 27 memorandum, the 
General Staff once more (inappropriately) assumed the duty of 
being the armed guardian of order. Currently the most 
important decisions of our political life are being adopted 

in line with the demands of the coup-by-memorandum. The 
Constitutional Court decided in line with the Armed Forces 
demand. The Armed Forces halted the presidential election. 
The fact that this parliament is dissolving and the new one 

will be elected is a result of this coup-by-memorandum. 


The coup-by-memorandum openly threatened a military coup: 
(NOTE: quoting the April 27 memorandum. END NOTE.) \"the 
Turkish Armed Forces when necessary will reveal its position 
and attitudes in a clear and open way\" and \"The Turkish Armed 
Forces maintains its unshakable determination regarding 
fulfilling in a faultless way its clear duties given to it in 

the law to protect these values\" cannot be interpreted in any 
other way. What a military coup means is apparent when we 
look at the legacy of the September 12 regime (NOTE: 
following the 1980 coup. END NOTE). The military, as it did 
yesterday, also today sides with the United States, just like 
the AKP (sic). Military coups are against the people and aim 
at eliminating acquired rights and freedoms. Indeed it was 
the military administration under the September 12 regime 
that made the Turkish-Islamist synthesis take root and 
religious courses compulsory and thus strengthened the hand 
of political Islam. In short, the vital interests of workers 

and laborer masses are under armed threat. 
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This coup-by-memorandum was given under the guise of 
protecting secularism. But indeed in its essence this 
coup-by-memorandum was a tool of the power struggle among 
those who are sovereign (powers) and in which imperialism is 
also involved. This coup-by-memorandum at the same time is 
declaring everybody a \"permanent enemy\": all non-Turkish 
citizens of the republic and all those who oppose chauvinism, 
primarily Kurds. 


This is the meaning of the sentence (in the memorandum), 
\"Everyone who opposes the understanding of the Founder of our 
Republic the Great Leader Ataturk, \'Happy is he who calls 
himself a Turk,\' is the enemy of the republic and will remain 

so. Indeed the Turkish people are a friend of the Kurdish 
people and will remain so and will defend brotherhood among 
people! 


The effects of political Islam can only be eliminated through 
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a political struggle represented by the interests of workers 

and laborers. We oppose a military coup no matter what the 
reason. The owners of the coup-by-memorandum have committed 
acrime. All generals who committed the coup should be 
prosecuted! Let us unite the forces of labor. Let us lock 

up this coup-by-memorandum to the place that it came from: 

the virtual world! 


We writers, artists, journalists, and human rights activists 

are appealing to labor forces and the intellectual world to 

be sensitive against the April 27 coup-by-memorandum and the 
coup threat that it contains. 


END Embassy translation. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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SOUTHCOM ALSO FOR POLAD 
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INR/IAA (BEN-YEHUDA) 

WHA/EX PLEASE PASS USOAS 


E.O. 12958: N/A 

TAGS: PGOV, KJUS, PHUM, HA 

SUBJECT: MAYETTE RELEASE STOKES CONTROVERSY/DISORDER IN 
GONAIVES 


PORT AU PR 00000848 001.2 OF 003 


1. (U) Summary. Tension stemming from the release of one 
of the accused in the La Scierie massacre culminated on May 
7 in Gonaives when demonstrators disrupted the funeral of a 
local judge and threw stones at the government delegation led 
by Prime Minister Alexis. MINUSTAH and Haitian police forces 
quickly intervened to restore order. Judge Ramon Guillaume 
on April 26 ordered the release of defendant Amanus Mayette 
after three years in detention pending trial for his alleged 
participation in the massacre of Aristide-regime opponents in 
the La Scierie neighborhood of St. Marc in February 2004. 
Mayette\'s release has renewed the often violent tensions 
between rival political gangs in the St. Marc/Gonaives area. 
Anti- Fanmi Lavalas (FL) partisans now claim that the 
deceased judge from Gonaives, who just prior to his death on 
April 24 had ruled on an appeal in the La Scierie case, was 
the victim of a plot led by the justice minister to absolve 
Mayette. Commentators have overwhelmingly criticized the 
decision to release Mayette, a decidedly unsympathetic 
figure, and spun theories on the link between the judge\'s 
death and MayetteWs release, but have ignored the complete 
failure of the Haitian justice system to bring the La Scierie 
case to aconclusion. End Summary. 


Mayette Released 


Column 3 


2. (U) Ramon Guillaume, chief judge of the civil tribunal in 
Gonaives, on April 26 ruled in favor of a habeas corpus 

motion for two of the three defendants remaining in detention 

in the La Scierie case. The judge ordered the release of 
Amanus Mayette, a former FL deputy for St. Marc and the most 
well-known of the remaining prisoners and Hora Jean Baptiste. 
La Scierie victims\' advocates claim Mayette led pro-FL gangs 
through the neighborhood targeting rebel sympathizers. The 
judge ruled against the release of Ronald Dauphin (WBlack 
Ronald\"), who according to MINUSTAH sources is a notorious 
criminal from St. Marc. Haitian authorities detained only 

six of the 30 defendants in the La Scierie case since first 

filing charges in March, 2004. Former Interior Minister 
Jocelerme Privert successfully petitioned for his release in 
January 2006, and a judge released former Prime Minister Yvon 
Neptune in July 2006 for medical reasons. Another defendant 
died of tuberculosis in prison in March. MINUSTAH human 
rights officials report that Mayette and Jean Baptiste were 

in very poor health as a result of their prolonged detention. 


Death of a Judge 


3. (U) Chief judge for the court of appeals Hughes St. Pierre 
died in Port-au-Prince on April 24 in a traffic accident. 
According to media reports immediately following the 
accident, St. Pierre, 75 years-old, was getting off aa \"tap 
tap\" (a small truck converted for public transport) on the 
busy Delmas thoroughfare when another vehicle struck him. 
St. Pierre on April 13 had issued a ruling on a motion to 
dismiss the charges brought by several La Scierie defendants, 
declining to make a final decision and asking the examining 
magistrate in the case to re-examine several witnesses. The 
ruling came 18 months after the Haitian legal deadline for 
appellate court rulings and the examining magistrate had 
already discounted the testimony of 21 of the 37 witnesses 
cited by Judge St. Pierre, six of whom have since died. 


Conspiracy, Outrage, Demonstrations 


4. (U) Mayette\'s release, coming only two days after St. 
Pierre\'s death, unleashed a torrent of criticism and 
conspiracy theories from FL opponents. Many claim that St. 
Pierre\'s death was a result of a conspiracy led by Justice 
Minister Rene Magloire on behalf of the government to ensure 
that the La Scierie defendants woul go free and not reveal 

the involvement of Presient Preval and other officials in 
crimes committd under Aristide. According to St. Pierre\'s 
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famly members, the justice minister summond St. Pierre to 
Port-au-Pince to account for his decision in the La Scierie 
appeal. Sympathetic media claimed days after St. Pierre\'s 
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death that witnesses had come forward to say that St. Pierre 
had been pushed in front of the other vehicle. Others 
claimed that St. Pierre had arrived at the hospital alive, 

but was denied medical treatment. Justice Minister Magloire 
publicly denied having called St. Pierre to Port-au-Prince, 

but media sources reported that two other judges from 
Gonaives confirmed that they had also been summoned by the 
justice minister. Senator Youri Latortue of the Artibonite 

has called for a special commission of inquiry in the Senate 

to summon the minister, St. Pierre\'s family members, and the 
supposed witnesses to St. Pierre\'s death. Latortue has also 
called for the minister\'s resignation if witnesses confirm 

that he lied about summoning St. Pierre. 


5. (U) Disquiet surrounding the events related to Mayette\'s 
release and St. Pierre\'s death came to a head during St. 
Pierre\'s funeral at the Gonaives cathedral on May 7. Prime 
Minister Alexis led a government delegation including the 
justice, agriculture, and commerce ministers. Protesters 
outside the cathedral interrupted the service with catcalls 
and chants aimed at the justice minister. When the PM led 
the delegation outside to address the crowd after the 
service, protesters reportedly cut his microphone and began 
throwing rocks at the officials, forcing the PM to cancel the 
ceremony. The rock throwing continued as the delegation\'s 
motorcade departed Gonaives. The media estimated the number 
of protesters at 300; MINUSTAH sources reported that they 
quickly brought the situation under control after the PM\'s 
departure. 


Comment 


6. (SBU) The La Scierie case and its aftermath and the 

latest unrest spurred by St. Pierre\'s funeral are emblematic 

of the worst kind of political manipulation of gangs and gang 
violence in Haiti. The root cause of gang rivalry in 

Gonvaives and St. Marc in recent years has been the desire of 
political figures to control the ports of those two coastal 

towns and benefit from the accompanying graft. Gangs 
originally made up of port workers in Gonaives (the \"Cannibal 
Army\" the most notorious among them) switched allegiance away 
from Aristide to Guy Phillipe and armed rebel forces prior to 
Aristide\'s departure. Informed observers report that Youri 
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Latortue, himself a former Aristide supporter widely assumed 
to be involved in corruption, successfully co-opted these 
gangs in building his personal power base and political 

party, Artibonite in Action (LAA). His flogging of a 
conspiracy theory regarding Judge St. Pierre\'s death is his 
latest move to raise his profile and exploit anti-FL 

sentiment at the government\'s expense. Although the 
accusations against the justice minister appear preposterous 
on their face, they are taken seriously by a significant 
number of Haitians, as is Latortue\'s call for the justice 
minister\'s resignation. 


7. (SBU) Comment Continued. Lost in the hullabaloo is 
reasoned assessment of the La Scierie case. Even more 
sensible commentators, including human rights advocates 
jumped to criticize Mayette\'s release as a further example of 
impunity for FL members, rather than examine the 
circumstances of his detention. The Haitian justice system 
imprisoned only a select few of the accused in the La Scierie 
case and has failed to move beyond the \"preliminary 
investigation\" phase after over three years. The appeals 
court over which Judge St. Pierre presided took nearly two 
years to make a decision -- Haitian law requires a decision 
from an appeals court within 30 days -- that further stalls 

the case. The justice system under both the provisional and 
Preval governments has failed miserably to elucidate the 
facts regarding a terrible incident and thus further obscured 
the the larger context around Gonaives and St. Marc where 
partisans of both sides probably committed numerous 
atrocities. Therein lies the scandal. 
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E.O. 12958: DECL: 05/09/2017 

TAGS: PHUM, PREL, UNHRC, HR, HUMAN RIGHTS 

SUBJECT: CROATIA TO BACK SLOVENIA, WILL SNUB BELARUS AT MAY 
17TH UNHRC VOTE 


REF: STATE 58036 
Classified By: Pol Off D. A. Fisk for reasons 1.4(b) and (d) 


( C ) DCM delivered ref points on May 9, 2007, to Assistant 
Minister of Foreign Affairs and European Integration Pjer 
Simunovic. Simunovic agreed with the importance of supporting 
good candidates for the Human Rights Council and said Croatia 
will not support the candidacy of Belarus for membership on 

the UN Human Rights Council. Croatia will support Slovenia as 
a candidate. He expressed a willingness to support a third 
country candidate on the merits of its human rights record 
should one announce its intentions to compete. Croatia had 
contemplated running for this position, however decided to 
focus its efforts towards its candidacy for non-permanent 
membership on the UN Security Council in 2008. 

BRADTKE 
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STATE FOR EB/IFD, WHA/EPSC, INR/IAA, DRL/IL, AND L/LEI, 
STATE FOR EB/OMA AND WHA/CEN 


STATE PASS USTR 
JUSTICE FOR CRIMINAL DIVISION/FRAUD SECTION/MARK MENDELSOHN 


Column 3 
AND WILLIAM JACOBSON 


E.O. 12958: DECL: 05/09/2017 

TAGS: ECON, ECPS, EINV, ELAB, HO, KJUS, KPRV, PGOV, PINR 
SUBJECT: HONDURAS: FACING CORRUPTION CHARGES, HONDUTEL 
MANAGER DEMOTED, THEN PROMOTED 


REF: A. TEGUCIGALPA 579 
B. TEGUCIGALPA 736 


Classified By: Classified by Ambassador Charles Ford for reasons 1.4 (B 
‚D) 


1. (C) SUMMARY: In a series of surprise moves, Hondutel 
operations director Marcelo Chimirri was essentially stripped 

of authority at the state run telecommunications company and 
all his legal actions during his tenure were nullified. 

However, Chimirri was then promoted several days later as the 
interim head of Hondutel. President Jose Manual \"Mel\" Zelaya 
personally intervened to help Chimirri despite compelling 
evidence regarding his role in corruption presented by 
Hondutel Chief Jacobo Lagos, who subsequently resigned. 
Congressional members may be able to use this moment to 
present a CAFTA compliant version of the oft-delayed 
Telecommunications Law in Congress. END SUMMARY. 


2. (C) At a regularly scheduled board meeting for state 
telecommunications company Hondutel April 20, general manager 
Jacobo Lagos presented compelling evidence of corruption at 
the company, much of which was due to operations director 
Marcelo Chimirri (ref A). Lagos presented evidence of 
international carrier contracts negotiated with seemingly 

arbitrary rates, and described a fraudulent scheme used by 

the carriers to isolate disputed charges every month which 

they never paid (Comment: Post issued a Foreign Corrupt 
Practices Act cable, ref B, that identifies the carriers and 
describes in more detail how the scheme works. End Comment). 


3. (C) In response to the charges, the Hondutel board, led by 
Finance Minister Rebecca Santos, gave support to an 
initiative by Lagos to investigate the contracts and 

undertake a technical audit of Hondutel facilities. The 
initiative, summed up in a memo to be released to all 
Hondutel personnel May 4, would also render any legal 
decisions made during Lagos\' administration (which began 
January 15) subject to review by the audit committee. The 
memo specifically stated that any decisions made without his 
consent during this period would be declared illegal and void 
(Comment: This was specifically aimed at actions committed by 
Chimirri. End Comment). 
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4. (C) The memo was sent out on May 4 and, on May 7, the 
situation took another dramatic turn. Another meeting of the 
board of directors was called in the afternoon, and by early 
evening Lagos authority had been reduced and Chimirri was 
reinstated, this time as the interim head of Hondutel. 
President Zelaya has stated that he \"could not permit two 
officials to continue fighting,\" and he had to fire Lagos 
because of their \"incompatibility of characters.\" When asked 
why Lagos was fired instead of Chimirri, Zelaya responded 
that Chimirri simply had more experience on the job. 


5. (C) In a meeting May 8 with EconChief, Lagos indicated 
that he was called to the President\'s office May 7 and was 
told by Zelaya that the President had a \"moral commitment to 
reinstate Chimirri. Also in the meeting with Lagos and Zelaya 
were the Vice Minister of Industry and Commerce (SIC) Jorge 
\"Coki\" Rosa, and the President\'s son Hector Zelaya. 
(Comment: Lagos was convinced that Rosa, a board member of 
Hondutel, was positioning himself as the next head of 
Hondutel. Post has not been impressed with Rosa\'s 
contentious tenure at SIC, and his naming to Hondutel would 
not bode well for a future market opening. The presence of 
Hector Zelaya, a close confidant of his cousin Chimirri, 
reinforces the strong bond the Hondutel manager has with the 
President. End Comment). 


6. (C) President of Congress Roberto Micheletti reacted with 
anger at the change of events, and met with Ambassador on May 
8. In the meeting he detailed a new legislative strategy 

that would present a CAFTA compliant version of the 
telecommunications law to Congress within the next few days. 
(Comment: Historically the office of the President would 

submit this type of legislation for Congressional review, but 

the latest version of the law submitted by the President was 
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roundly criticized by the telecommunications community and 
eventually withdrawn by the President. End Comment). The 
plan would be to have a member of a minor party present the 
legislation on the floor of the Congress, and Micheletti in 

turn would quickly place the draft law on the agenda. Post 

has worked extensively with Congressional members from both 
major parties involved with the legislation, and most have 
appeared supportive of the CAFTA compliant version of the 
law. It is hoped that this strategy, coupled with more 

scandal at Hondutel, may enable Congress to pass the law even 
with executive office opposition. 


Column 3 

7. (C) SUMMARY: The news that Chimirri had lost out in a 
power struggle for Hondutel was a pleasant but somewhat 
confusing surprise ) Post had assumed the connection between 
Chimirri and President Zelaya, whether through family 

relations or illicit business dealings, was stronger. In the 

end, with President Zelaya awkwardly reinstating Chimirri 

with even greater powers and sacking Lagos, the strong 
connection did prove out. Post is still unclear on what role 
Rebecca Santos played in this drama ) did she have the 
President\'s permission to move against Chimirri and Zelaya 
changed his position, or did she not seek his approval? In 

the more likely scenario Zelaya changed his position, perhaps 
after a talk with Chimirri. While the bond between the two 

may be too strong to break, passage of a new 
telecommunications law that opens the market to competition 
promises to limit or eliminate Chimirri,s ability to 

intervene in the telecommunications industry. END SUMMARY. 
FORD 
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STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG 
NSC FOR AHARRIMAN 

OSD FOR SHIVERS 

CENTCOM FOR CG CFC-A. CG CJTF-82 POLAD 


E.O. 12958: DECL: 05/09/2017 

TAGS: PGOV, PREL, PTER, EAID, MARR, AF 

SUBJECT: LAGHMANYS AGGRESSIVE ERADICATION EFFORT LACKS ANA 
SUPPORT 


Column 3 


Classified By: POLCOUNS Sara Rosenberry for reasons 1.4 (B) and (D) 


1. (C) Summary. Laghman province has eradicated more 
than 60 times as much poppy this year compared to 
2006, but ANP eradication missions are encountering 
increased resistance. Two ANP officers were killed in 

a clash on April 18. Governor Mangal has 

repeatedly requested increased support from the ANA to 
assist the ANP when they face attacks from more 
heavily armed opposition, but ANA support has been 
lacking. The PRT is taking steps to enhance planning 
and coordination between Afghan National Security 
Forces (ANSF) as the end of the eradication season 
draws near, but coordination effects are unlikely to 

take hold this year. End Summary. 


Eradication Success but Violent Opposition Increasing 


2. (U) Governor Gulab Mangal and the ANP have pressed 
hard since January 2007 to eradicate all poppy 
cultivation in Laghman. On April 17, Governor Mangal 
reported that ANP eradication missions have destroyed 
more than 500 hectares (approximately 70 percent) of 
Laghman\'s 2006 estimated 710 hectare poppy crop, and 
he anticipated eliminating most of the remaining crop. 
(Note: ANP Chief of Police Abdul Kariem Omaryar 
estimated that the ANP had eradicated 3,600 jeribs (or 
720 hectares) as of April 25. UNODC\'s May 6 

report of verified eradication indicated 544 hectares 

of eradication in Laghman so far this year (vice 9 
hectares in 2006). End Note.) Laghman qualified for 
USD 150,000 from the Good Performers Fund since the 
province had a verified total of less than 1,000 

hectares of poppy cultivation in 2006. Governor 

Mangal was eager to obtain the additional USD 350,000 
in development projects offered by the fund for 

provinces that eliminate their entire poppy crop this 

year. 


3. (C) Governor Mangal speaks out frequently against 
poppy-growing on the radio and whenever he visits 
provincial villages or conducts shuras of village 

elders in Mehtarlam City. His message is that poppy 
cultivation is illegal, the government will destroy 
poppy where it is found, and the government will 
provide development assistance to communities that 
relinquish growing the plant. Mangal told PRToff that 
despite his anti-poppy information campaign and 
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development incentives, some will grow poppy 
regardless of incentives like development assistance. 
ANP Chief Omaryar added that while some farmers grow 
poppy to supplement their incomes, many cultivate 
poppy as their main crop (particularly in the 

Sangar and Saw valleys in Alingar district) and are 
willing to accept protection from anti-government 
elements for their crops. For these reasons, both 
agreed early in 2007 to attack poppy cultivation 
aggressively. 


4. (C) Laghman ANP eradication efforts in remote areas 
have encountered increased resistance on at least two 
recent occasions. On April 8, an eradication mission 

in the Sangar valley area of eastern Alingar district 
came under rocket-propelled grenade (RPG) and small 
arms fire attack from unknown assailants. The 
exchange of fire lasted over two hours but there were 
no casualties or damage reported. (Note: Governor 
Mangal was present for the operation to show 
leadership support but escaped injury during the 
attack. End Note.) On April 18, two ANP officers, 
including the executive officer for highway 

operations, were killed during an attack on a poppy 
eradication mission near the village of Ambeer in 
eastern Qarghayi district. The ANP face increasing 
vulnerability as they operate in remoter areas of 
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Laghman and Governor Mangal pushes hard to 
eliminate as much poppy as possible before harvesting 
comes to an end in late May/early June. 


Where\'s the ANA? 


5. (C) Governor Mangal has repeatedly requested 
additional ANA support to counter the threat of attack 
from longer range RPG and heavy machine guns (such as 
PKMs and RPKs) directed at eradication operations on 
valley floors from ridge-line locations. Despite 
Mangal\'s appeals for ANA support and encouragement 
from coalition force mentors, the ANA continues to 
disappoint. In the April 8 attack, the ANA responded 
late to Governor Mangal\'s appeals for assistance and 
then fought ineffectively to retake higher positions 
occupied by the attackers. On April 18, the ANA 

failed to deploy with the ANP and only went out with a 
PRT Quick Reaction Force (QRF) as part of a show of 
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force after the attack. ANP Chief Omaryar reported 
that there was little the ANP could do to fight back 
against the RPG fire coming from the ridge-line that 
killed his officers. 


6. (C) The PRT attempted to facilitate coordination on 
eradication operations at a meeting between the ANP 

and ANA on April 21. The ANP shared information on 
locations for operations during the upcoming week, and 
the ANA agreed to plan and provide forces for these 
missions. ANP Chief Omaryar informed the group that 
remaining operations would focus on the Sangar and Saw 
valleys in Alingar district, a return to Ambeer in 

eastern Qarghayi district, and the Galoch area in 

western Qarghayi and provided map coordinates for 
these operations. On April 25, Omaryar reported to 
PRToff that the ANA had failed to follow-up on 

mission planning and did not roll with the ANP during 

an eradication mission conducted in Ambeer the 

previous day. Omaryar stated he did not expect 
cooperation from the ANA, had reported their lack of 
support to his MOI chain of command, and the ANP would 
continue to push eradication without ANA protection. 


Comment 


7. (C) Governor Mangal and ANP Chief Omaryar have been 
forceful and committed in attacking poppy cultivation 
and have put their personal safety on the line by 

going out to eradication sites. Provincial government 
estimates of poppy eradication hectarage totals are 
likely overly optimistic, but there is a good chance 
Laghman could eliminate at least 90 percent of last 
year\'s cultivation total. The ANP could have done 

even more in remaining cultivation areas, but the ANA 
Vbig brother" has been missing in action when there 
was a critical need. There is enough blame to go 
around; planning officers in both the ANP and the ANA 
simply need to meet and share information on 
eradication missions far enough in advance to make it 
work. lt may be too late to foster the necessary 
teamwork in the remaining time left in this year\'s 
eradication campaign. However, the progress achieved 
in Laghman without ANP/ANA coordination highlights the 
importance of getting it right before the next 

campaign. 

WOOD 
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SIPDIS 


SIPDIS 
NOFORN 


STATE FOR NEA/ARP, NEA/I 


E.O. 12958: DECL: 05/09/2017 

TAGS: PREL, PGOV, MARR, PBTS, KU, IZ 

SUBJECT: NEW KUWAIT-IRAQ COALITION BORDER CROSSING TO OPEN 
MAY 15 


REF: A. KUWAIT 33 


B. 06 KUWAIT 4638 
C. 06 KUWAIT 4173 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d). 


1. (C/NF) Summary: On May 8, Econoff attended the final 
drill in preparation for the May 15 opening of the Khabari 
Al-Wazem Border Crossing (commonly referred to as K-Crossing 
or the Khabari Coalition Crossing, KCC), on the Kuwait-Iraq 
border. K-Crossing will replace Navistar as the primary land 
crossing for U.S. and Coalition military forces and materiel 
entering Iraq from Kuwait. Major infrastructure and 

technical upgrades on the Kuwaiti side of the facility are 
complete, although some equipment issues remain, such as 
installation of computers and air conditioning repair in 

booths manned by Kuwaiti Immigration and Customs officials. 
On the Iraqi side, after months of delays due primarily to 
problems with lraqi contractors (Ref A), the access road is 
now complete; however, there are no installations or 
structures of any kind on the Iraq side, and no sign of Iraqi 
officials. This is not inconsistent, however, with current 
operations at Navistar where Coalition traffic flows into 

Iraq relatively unimpeded. End summary. 


K-Crossing Operational May 15 


2. (C/NF) On May 8, U.S. and Kuwait government officials 


Column 3 

conducted a final test of the proficiency and synchronization 
of key functions of USARCENT transportation operations at the 
Khabari Al-Wazem Border Crossing (KCC) in advance of the 
official opening of the facility on May 15 (Note: The 

crossing was originally slated to open in 2006, but has been 
delayed numerous times due primarily to the problems with 
Iraqi construction contractors. End Note.) The drill tested 
communications systems, call forward, positive inbound 
clearance (PIC), convoy processing through Kuwaiti Customs 
and Immigration, coordination of traffic flow on the Kuwaiti 
access road, and traffic flow through K-Crossing. All phases 
of the exercise were completed successfully. 


No Iraqi Government Presence, 


3. (C/NF) As of May 8, no visible Iraqi Government presence 
- military, customs, or other - exists on the Iraqi side of 
K-Crossing. There were also no structures and no sign that 
construction of any kind is imminent. The closest known 
presence of Iraqi Government personnel is approximately 
forty-seven kilometers to the east at the civilian Abdaly 
Border Crossing which is adjacent to the soon defunct 
Navistar crossing. Likewise, no lraqi civilian presence was 
visible as, apart from a bitumen plant being used to build 
the road, there is virtually no habitation between the border 
and An-Nasiriyah, roughly one hundred kilometers to the 
north. (Note: The Iraqi Government also has a minimal 
presence at Navistar, allowing Coalition traffic to flow 
relatively unimpeded into Iraq. Navistar will close and be 
reclaimed by the Kuwaiti military once K-Crossing is fully 
operational and the U.S. military breaks down the site and 
returns it to its original state. End note.) 


Northbound (into Iraq) 


4. (C/NF) The 377th Theater Support Command will oversee 
movement control functions, both northbound and southbound. 
Camp Virginia and Camp Buehring will be used as staging 
points for military and mixed civilian/military convoys, 
respectively. Convoy manifests will be passed to Kuwait 
Immigration and Customs officials a minimum of one hour 
before arrival at K-Crossing to ensure coordination and 
timely authorization to depart Kuwait. When called, convoys 
will move forward to K-Crossing for final inspection by 
Kuwaiti Customs and Immigration before exiting Kuwait. The 
stated goal is to process convoys through K-Crossing within 
ninety minutes. 


Column 3 
Southbound (into Kuwait) 


5. (C/NF) All convoys entering Kuwait will be directed to 
the \"504 Yard immediately after crossing the border for 
inspection by the Kuwaiti Border Police (KBP). According to 
KBP, this brief inspection is designed to detect stowaways 
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and will take less than a minute to complete on each vehicle. 
Vehicles will then be allowed to proceed to the Customs and 
Immigration checkpoints setback further away from the border. 
(Comment: This check appears to be redundant and is 
considered by many an attempt by KBP to get first crack at 
interdictions, and any benefits that might accrue from them. 
The close proximity of the 504 Yard to the border is also a 
concern from a force protection standpoint, as the crossing 

is currently unsecured on the Iraqi side. End comment.) 


Findings 


6. (C/NF) U.S. and Kuwaiti officials identified a few 
outstanding items: 


-- At present there are no computers in the booths manned by 
Kuwaiti Immigration and Customs officials. Computers have 
been ordered and are expected shortly, but may not be in 
place by the May 15 opening. Until the booths are automated, 
drivers must walk to the main immigration building onsite for 
processing. 


-- Air conditioning units in some booths are not working 
properly and will have to be repaired. 


-- Another Kuwaiti official was pleased to learn that the 
phone in his booth was working but added that he did not know 
his number or that of his colleagues in neighboring booths. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PREL, EC, PE 
SUBJECT: PERU PERPLEXED BY ECUADORIAN MARITIME COMPLAINT 


1. (SBU) Peru\'s MFA is perplexed by recent news reports that 
the Government of Ecuador (GOE) planned to send a formal note 
of complaint for Peru\'s alleged failure to agree to GOE 

protocol relating to Peruvian naval vessels\' passage into 
Ecuadorian territorial waters during upcoming UNITAS naval 
exercises. (The news reports stated that the GOE would also 
send a note of protest to the U.S. The initial venue of the 
UNITAS exercises, in waters off Ecuador\'s coast, has been 
changed due to Ecuadorian demands.) 


2. (SBU) MFA Director General for South American Affairs 
Jose Luis Salinas (protect) told us May 7 that, contrary to 
news reports, there existed no dispute in connection with 
maritime boundaries between Peru and Ecuador, and that 
Foreign Minister Garcia Belaunde had reaffirmed this fact in 
public responses to Ecuadorian allegations. Salinas said the 
MFA had not received any formal note of protest from the GOE, 
saw no justification for it, and doubted that one would be 
forthcoming. He speculated that Ecuadorian government 
officials had overreacted to the agitations of certain 

sectors within that country and (speaking personally) 
attributed the government\'s overreaction to inexperience. 
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Salinas affirmed that the 1952 Maritime Zone Declaration and 
the 1954 Special Maritime Border Agreement unambiguously 
defined the maritime boundary between Peru and Ecuador. He 
acknowledged that these agreements fell short of formal 

treaty status, which he averred was a longer term goal of the 
Government of Peru. 

STRUBLE 
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E.O. 12958: DECL: 05/08/2017 

TAGS: PREL, PGOV, PHUM, SL 

SUBJECT: PARLIAMENTARY COMMITTEE DISCUSSES DEPARTMENT\'S 
HUMAN RIGHTS REPORT 
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Classified By: Ambassador Thomas N. Hull for reasons 
1.4 (b) and (d). 


1. (SBU) On April 18, the Ambassador opened a one-day 
seminar organized by Sierra Leone\'s Parliamentary Committee 
on Human Rights. The seminar\'s agenda was based on the 2006 
State Department\'s Country Report on Human Rights in Sierra 
Leone. Convened for the third consecutive year, most speakers 
viewed the report as accurate and fair and commended the 
Embassy for its work outlining human rights issues in Sierra 
Leone. The Sierra Leone Police (SLP) and Chairman of the 
Council of Paramount Chiefs took exception, criticizing the 
report as being biased, inaccurate and unbalanced. Some 
participants felt the report did not adequately cover issues 
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of housing rights, discrimination against people with 

disabilities, the death penalty, human rights abuses and 
violations in the mining sector, and the protection of 
environmental rights. Chairperson of the National Human 

Rights Commission (NHRC) Mrs. Jasmina King announced that the 
NHRC would draft a national human rights report by December 
2007. Stakeholders emphasized that Sierra Leone\'s own Human 
Rights Report should be sensitive to traditional societal 

values and customs when assessing the status of human rights 
in the country. 


2. (U) Attendees included a cross-section of senior-level 
Government of Sierra Leone (GOSL) officials, members of the 
new National Human Rights Commission, religious leaders, 
members of Parliament, political party representatives, 
paramount chiefs, international organization (lO) 
representatives, media representatives, and other civil 

society stakeholders. END SUMMARY. 


3. (U) On April 18, the Ambassador, DCM, and PolOff attended 
a one-day consultative meeting organized by the Parliamentary 
Committee on Human Rights to review the 2006 U.S. Department 
of State\'s Country Report on Human Rights in Sierra Leone. 
This is the third consecutive year that Chairman of the 
Parliamentary Committee on Human Rights Dr. Alusine Fofanah 
has organized this event. Dr. Fofanah commended the Embassy 
for the report. He explained that he was first struck with 

the idea to hold a human rights seminar after he received a 
copy of the 2004 U.S. Department of State Human Rights report 
from Ambassador Hull. 


4. (U) In his opening speech, the Ambassador said, that 
while there is increasing respect for human rights in Sierra 
Leone, many obstacles remain before human rights will be 
fully protected. He emphasized human rights abuses in Sierra 
Leone are not systemic and, compared to many other African 
nations, Sierra Leone\'s record is quite good. However, he 
noted that many problems still exist, which reflect partly 

the lack of sufficient resources and capacity constraints, as 
well as the broader issues of extreme poverty and corruption. 
The Ambassador challenged Parliament to continue to pass 
legislation to meet the international human rights standards 
that it has already committed to by treaty. 
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5. (U) The representative from the Sierra Leone Police (SLP) 
and the Chairman of the Council of Paramount Chiefs 
criticized the report saying it was inaccurate and biased. 

The SLP representative attacked the report for the manner in 
which portrayed the SLP as unprofessional and with no 
observance of the rule of law. He complained that, although 
the report insinuated that police malfeasance was treated 
with impunity, the report highlighted instances where 
appropriate action was taken by the Complaints, Discipline 
and Internal Investigations Department (CDIID) against 
members of the organization for misconduct. He said that this 
was misleading and contradictory. 


6. (SBU) The Paramount Chief representative was critical of 
the report for it representation of certain aspects of 
traditional laws as violations of human rights. He said that 
people misunderstood that forced initiation and restrictions 
on the right of association were parts of the mode of 
operation of traditional society (Note: This was taken as a 
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defense of FGM). He emphasized that it was important for 
traditional leaders to support and uphold the authority of 
the central government. 


7. (SBU) Most civil society members in attendance commended 
the report for heightening awareness and understanding of 
human rights and for raising important issues including women 
and children\'s rights, forced early marriage, and political 
intimidation. Many speakers took the opportunity to criticize 
the GOSL and the Parliament for an apparent reluctance to 
pass critical legislation on child and gender rights. 

(Comment: Currently, both sets of legislation are stalled; 

the Child Rights legislation in committee in the Parliament 

and the three gender bills are still with the Attorney 

General\'s office. Although President Kabbah has authorized a 
certificate of urgency to force a parliamentary vote to 

expedite legislation, there is speculation that Parliament 

will not pass the legislation before it dissolves on June 25. 

End Comment) 


8. (SBU) A few speakers felt the report failed to adequately 
address housing rights, environmental rights, rights for 
people with disabilities, and human rights violations in the 
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mining sector. They encouraged the Embassy to expand the 
report in these areas. 


9. (SBU) The day long meeting also introduced the members of 
the recently installed National Human Rights Commission 
(NHRC), an independent body recommended by the Truth and 
Reconciliation. In her keynote address, Dr. Jamesina King, 

the newly elected NHRC chairperson, expressed concern about 
the challenges the NHRC has encountered since it was 
officially appointed in December. King noted the NHRC\'s 
financial difficulties of trying to secure funding to make it 

fully operational. So far, UNIOSIL has provided training and 
support, such as temporary office space, for NHRC members, 
and a plan has been drawn up to use Peace Building Funds for 
start up costs. While the GOSL has provided limited financial 
support, the Commissioners still had not been paid and 
approval of the five commissioners\' salaries was still 

pending before the Ministry of Finance. 


10. (U) King said that the NHRC intends to write its own 
human rights report by December 2007. Seminar participants 
held a discussion towards the end of the session to solicit 
input on what issues stakeholders believe the report should 
address. Ideas included building SLP capacity, addressing 
youth unemployment and poverty, and conducting 
awareness-building seminars. 


11. (C) Ina previous, separate meeting with the Ambassador, 
Vice President Berewa said he had read the HRR and had some 
objections. Although he agreed with certain areas, he felt 

that the Embassy\'s description of prison conditions, land 
ownership issues and criminal libel laws was inaccurate. He 
pledged the GOSL\'s commitment to improve on human rights 
failings, but urged the Embassy to share incidents with the 
GOSL instead of just reporting them. He explained, \"We are 
answerable to what is in the report\" and \"the facts are 

correct, but it is the way they are painted that matters.\" 

The Ambassador expressed his appreciation for GOSL concern. 
He noted that Sierra Leone came out well in the report 
compared to other countries and encouraged Berewa to convey 
the GOSL\'s views on the weaknesses of the report more 
formally so that the Embassy can re-examine them as it 
prepares the next report. 
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12. (C) As was noted during the seminar, this year\'s report 
showed that the GOSL is making progress addressing human 
rights abuses in Sierra Leone. It also is encouraging that 

the report appears to be widely-read by stakeholders thanks 
to targeted distribution. Marked improvements during the year 
included the launching of the National Human Rights 


FREETOWN 00000288 003.2 OF 003 


Commission, continuing capacity building among the ranks of 
the Sierra Leone Police and ongoing support for the TIP 
National Task Force to combat Trafficking in Persons. 
However, Sierra Leone continues to struggle mightily under 
the weight of capacity issues, poverty, corruption, and 

strong traditional values resistant to outside pressure to 
conform to international human rights standards. The NHRCVs 
announcement of its intent to produce its own human rights 
report and the valuable work of the Parliamentary Committee 
on Human Rights are encouraging signs and will continue to 
boost dialogue on human rights in Sierra Leone. END COMMENT. 
HULL 
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E.O. 12958: DECL: 05/09/2017 
TAGS: PGOV, PREL, NI 
SUBJECT: YAR\'ADUA\'S AFRICAN TOUR 


Classified By: Political Counselor Russell J. Hanks for reasons 1.4. (b 
8 d). 


1. (U) Governor Musa Umaru Yar\'Adua embarked on an African 
tour this week. In Benin, Yar\'Adua called for stronger 
cooperation between the two countries and assured resident 
Nigerians that his administration will continue and 

consolidate the Obasanjo Administration\'s economic reforms. 

In Togo, the president-elect pledged cooperation on energy 

and security issues. During a May 8 stop in Niger, Yar\'Adua 
met with President Mamadou and pledged to improve border 
security. Yar\'Adua arrived in South African May 9 for a 

meeting with President Mbeki. The president-elect brushed 
aside criticisms of the April polls, telling President Mbeki 

that Nigerian election results are always disputed by the 

losers, and indicating that he has tried to reach out to the 
opposition. On at least part of his tour, Governor Yar\'Adua 

was accompanied by Dr. Bukola Saraki (Governor of Kwara), 
Chief James Ibori (Governor of Delta), Dr. Andy Uba 
(Governor-elect, Anambra), Nigerian Ambassador to the USA Dr. 
George Obiozor, and several prominent businessmen including 
Aliko Dangote. 


2. (C) It is difficult to ascertain what other visits the 
president-elect has planned. Local media reports that 
Yar\'Adua\'s African tour will continue with stops in Senegal, 
Algeria, and Libya later this week. The Egyptian Embassy in 
Abuja confirmed to Poloff that a trip to Cairo is in the 

works, but such a trip has never been mentioned in the press. 
According to Egyptian diplomats, visas have been issued to 
Yar'Adua and his party and President Mubarak will meet with 
Yar\'Adua in Cairo, schedule permitting. However, the date of 
the trip has changed several times, and it may happen May 10 
or 14 or 15. Poloffs have been trying a variety of sources 

to find out whether Governor Yar\'Adua will be in Abuja the 
week of May 14. Sources (including Ambassador Obiozor and 
PDP National Secretary Ojo Maduekwe) are unable to confirm 
Yar\'Adua\'s movements next week. We have heard rumors of 
possible travel to Russia, China, and Brazil before the 
inauguration. 


3. (C) Governor Yar\'Adua\'s travels may be limited due to his 
health (we believe he has only made day trips so far) and 
tainted by the deeply flawed April polls. Early speculation 
about the president-elect being received in Washington, 
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London, and European capitals before May 29 has subsided, 
probably due to Western governments\' distaste with the manner 
in which Yar\'Adua was \"selected\" to succeed Obasanjo. 
However, health permitting, trips to Cairo, Moscow, and 

Bejing may still be in the works, as those governments have 
fewer qualms about the manner in which Yar\'Adua gained power 
and great desire access to Nigeria\'s resources and markets. 
CAMPBELL 
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E.O. 12958: DECL: 05/09/2017 

TAGS: PGOV, PREL, PTER, EAID, MARR, AF 

SUBJECT: PRT MAZAR-E-SHARIF: POPPY PRODUCTION DOWN IN 
NORTHWEST DESPITE MIXED PERFORMANCE BY MOST GOVERNORS 


Classified By: POLCOUNS Sara Rosenberry for reasons 1.4 (B) and (D) 


Summary 


1. (C) SUMMARY: Northwest Afghanistan (Balkh, 
Jowzjan, Samangan, Sar-e Pul and Faryab provinces) 
will produce much less poppy than last year as a 
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result of a substantial drop in cultivation in Balkh 
Province, the sixth largest producer last year in 
Afghanistan. Some governors exaggerate their 
successes, including Atta in Balkh. Although 
production is down markedly, for which Atta can 

claim credit, he has more work to do. He has yet to 
tackle most of the poppy believed to be growing in 
remote areas of his province. UNODC and PEP will 
press him on this, and are optimistic that Governor- 
Led Eradication (GLE) teams can tackle some of these 
areas. The prospects for Samangan reaching zero are 
also good, despite Governor Shafaq\'s reliance on 
negotiation with locals for conducting GLE. Jowzjan 
Governor Hamdard continues to neglect anti-poppy 
efforts, as does Governor Latif of Faryab who 
nevertheless attracted favorable publicity from 

the Ministry of Interior, the USG, and the press for 

his work. Governor Munib does not control his 
province and his GLE, relying on negotiations, has 
been unsuccessful overall. Despite worrying signs on 
the micro level, total production from the NW 

will be down significantly from last year thanks to 

the drop in Balkh. This may represent a counter- 
narcotics success but it does not necessarily 
constitute evidence of good governance by most of the 
NW governors. END SUMMARY. 


2. (C) One of the key powerbrokers in northern 
Afghanistan, Balkh Governor Atta is exaggerating his 
poppy success. Although he ran a very successful 
anti-planting campaign, there are reports of up to 
1000 hectares of poppy in the province, mainly in the 
remote Alborz mountains, where his control is less 
strong. (Note: NAS conducted an aerial recon through 
central Balkh on May 6, surveying last year\'s prime 
cultivation areas, and found only three small plots of 
poppy totaling no more than two hectares. Poppy 
production in the province is significantly lower than 
last year. End note.) UNODC eradication verifiers 
contest the Governor\'s claims that Alborz has only 40 
hectares of poppy and that they have all been 
eradicated this week. UNODC\'s May 6 eradication 
report recorded 19 hectares of eradication. 
Eradication began on April 22 and is ongoing. UNODC 
also disputed Atta\'s claim of women and children 
resisting and carrying Korans. That happened last 
year in Balkh, but this year only in other provinces, 
they said. 
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3. PEP and UNODC agree that there is more poppy in 
Alborz beyond where GLE eradication has occurred so 
far, the village of Song Tooda. Of the 38 villages in 
Alborz, UNODC Kabul has selected 10 to survey. Song 
Tooda and three others have already been surveyed. 
PEP guesses there could be as much as 1000 hectares in 
the area. UNODC confirms that the hillsides and 
valleys in this area are covered with poppy.\" Atta\'s 
GLE is using two tractors and still has much work to 

do, including hiring locals to do manual eradication. 

In other areas of Balkh province, in Char Kint 

the District Administrator and local farmers 

eradicated 20 jeribs without the presence of 

observers. In Balkh district, Dawlatabad and 
Charbolak more local eradication was done, although 
district governors, embarrassed that it was planted at 
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all, have denied that any eradication was done, 
according to UNODC. 


Samangan 


4. (C) Planting was down in Samangan as a result of 
Governor Shafaq\'s vigorous anti-planting campaign. 
The most remote district, Upper and Lower Dari Suf, 
have poppy and we anticipate that eradication there 
wills tart soon now that the weather has warmed. UNODC 
believes zero poppy (defined as less than 100 
hectares) is achievable. PRT Mazar-e Sharif is 
supporting Governor Shafaq with fuel for his GLE 
campaign as a reward for good governance overall. 
Governor Shafaq is relying on negotiation for his GLE 
but his prospects are good, according to most 
observers. 


Sar-e Pul 


5. (C) Planting in Sar-e Pul was up over last year as 
Governor Munib\'s anti-poppy campaign was not 
persuasive. The real power in Sar-e Pul is the Khan 
brothers, who are deeply involved in the drug 

business. GLE eradication is ongoing in remote Sayyad 
district. In other districts, Governor Munib has told 
district administrators to do eradication themselves 

or they will be fired. It is still too cold in 
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Kohistinat for the poppy to have grown much. 

In Sozma Qala, negotiations with local leaders are 
ongoing. All GLE eradication in Sar-e Pul is done by 
negotiation, according to UNODC, and Munib is not in 
control of the province so his success is limited. 


Jowzjan 


6. (C) Planting was extensive in Jowzjan this year as 
Governor Hamdard\'s attention was focused on elsewhere. 
Hmadard has begun limted GLE in Sheberghan and 
Qushtepa. In Darisab district it has not yet started. 

GLE is done by force in Jozjan but the province is not 
expected to get to \"zero\" since Govenor Hamdard is 
widely viewed as being in the narcotics business. 

Also, the Turkmen community grows poppy for its own 
consumption and to smuggle across the Amu Darya river 
border to fellow Turkmen in Turkmenistan. 


7. (C) While UNODC\'s Winter Assessment Survey 
predicted no change in Faryab\'s poppy cultivation this 
year, UNODC observers on the ground recently informed 
PRToff that cultivation in the province would probably 
increase this year. Governor Latif is reported to be 

in the poppy business and his GLE efforts have been 
token to date. All GLE in Faryab is by negotiation, 

with only the poorest farmers\' crops being eradicated. 
Governor Latif scored a propaganda coup when he 
brought the Deputy Minister of Interior and the Deputy 
Minister of Counter Narcotics to commend his anti- 
poppy efforts. Counter Narcotics Task Force Director 
and a film crew were also on hand. One of the deputy 
ministers was an old friend from his Kunduz days; PRT 
Meymenah observers believe Latif either called in a 
favor or paid a fat bribe to MOI for the visit. Latif 

blamed the slow pace of eradication on security 
problems and claims MOI will now send 100 armed men to 
escort the eradicators. According to UNODC, each 
eradication effort takes a particularly long time for 
negotiation; some days the teams go out and come back 
at night with no eradication accomplished. 
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Comment 
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8. (C) The counternarcotics picture in the Northwest 

is an improvement over last year but not a complete 
success. It is not easy to get an accurate picture. 

PEP only works in Balkh. UNODC is not untouched by 
allegations of negligence -- one verifier spends much 
of his time smoking cannabis under a tree instead of 
working, according to some witnesses. Some governors 
exaggerate their successes, including Atta in Balkh. 

If presented with proof of more poppy, Atta will 

have to go back in and continue GLE to realize his 
very public commitment to drop production to \"zero\" 
this year. If he achieves that, Balkh will be a great 
example for the rest of the country and Atta will be 
looking to Kabul for a reward. Although he is not out 
of the poppy business completely, this year he seems 
to be concentrating on revenues from smuggling and 
warehoused stocks, according to most observers. 


9. (C) Jowzjan Governor Hamdard is also pursuing 
eradication by force but he is not committed to 
eliminating poppy any more than he is to implementing 
the rest of the government of Afghanistan\'s agenda. 
Samangan Governor Shafaq, a hard-working man without 
many allies, is pursuing negotiation with elders with 
some success and his province will probably reach 
\"zero.\" Governor Munib in Sar-e Pul has conducted 
less effective negotiations because the notorious Khan 
brothers really run Sar-e Pul, and they are deeply 
involved in the narcotics business and probably give 
Munib a cut, according to observers. Faryab Governor 
Latif\’s poor performance on poppy cultivation and 
eradication adds to the evidence that he should be 
removed as governor. Despite these worrying signs on 
the micro level, however, total production from the 
Northwest will be down significantly from last year 
thanks to the drop in Balkh. This may represent a 
counter-narcotics success but it is not evidence of 
good governance by most of our governors. 

WOOD 
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E.O. 12958: DECL: 05/09/2017 

TAGS: PGOV, PREL, PTER, EAID, MARR, AF 

SUBJECT: PRT QAL-E-NOW: BADGHIS GOVERNOR SET TO PROFIT FROM 
A GOOD OPIUM HARVEST 


Classified By: POLCOUNS Sara Rosenberry for reasons 1.4 (B) and (D) 


1. (SBU) Summary: During an April visit to the 
Badghis district of Murghab, PRToff was told by local 
police that 80 percent of the district's poppy crop 

had been eradicated. Personal observations, reports 
from the Police Support Team (PST) Commander and other 
PRT units strongly indicate that far from being an 
eradication success story, Murghab stands to have a 
bumper opium harvest in 2007. There are strong 
indications that both the District Administrator and 

the Provincial Governor are enriching themselves on 
the opium trade, even as the Governor pockets money 
from eradication efforts. End Summary. 


2. (SBU) Unusually large amounts of rain in Badghis 
Province have translated into bumper crops and happy 
farmers. Unfortunately, in the northern districts of 
Murghab and Ghormach this means larger than average 
opium crops as well as wheat. On April 16, during a 
PRT presence patrol to Murghab district, PRToff was 
briefed by ANP Commander Abdul Amid on the province\'s 
Governor-Led Eradication (GLE) program. Amid stated 
proudly, although unconvincingly, that 80 percent of 

the opium in Murghab had been eradicated leaving only 
the 20 percent located in the more remote and 
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inaccessible parts of the province. (Note: UNODC 

reports that GLE teams have eradicated only 16% of 

last year\'s cultivation level. End Note.) He added 

that the eradication teams had concluded their work in 
Murghab and were now operating in neighboring Ghormach 
district. The numbers quoted by Amid mirrored those 
provided by Governor Mohammed Nasim on April 14 in the 
Provincial Capital, but it soon became apparent that 

these estimates were grossly inaccurate. 


3. (SBU) PRToff traveled around the district capital 
of Murghab for five days evaluating the delivery of 
recent flood relief, and it was clear that every 

village in the fertile environs circling Murghab city 

is producing large amounts of poppy. Most farmers 
have planted their poppy behind large mud walls or at 
least 20 meters away from main roads, but many of 
these fields are readily apparent from major roadways 
and are located within 20 kilometers of the district 
capital. 


4. (C/NF) As part of the overall PRT presence mission 
the Police Support Team (PST) was in Murghab at the 
same time as PRToff and reported sighting large 
amounts of poppy in both Murghab and Ghormach 
districts during their joint patrolling missions with 

the Afghan Highway Patrol (AHP). The PST Commander 
arranged a meeting for PRToff with local AHP Commander 
Haji Gulbudin (please protect) to discuss corruption 

and poppy cultivation. Gulbudin is a rarity in the 

Province in that he is widely seen by locals as honest 

and uncorrupted. He also has the confidence of the 

PST Commander. He opined that in reality less than 30 
percent of the district\'s opium crop had been 

eradicated and after the meeting had his men escort 

the PRToff to a valley containing multiple poppy 

fields located in an area \"cleared\" by the eradication 
teams. 


5. (C) Gulbudin asserts that the large poppy crop is 

a direct result of government involvement in the opium 
trade. He stated that District Administrator Haji 
Seifoldin Homedi called all local village elders in 

and offered them protection from eradication if they 
paid him a portion of the proceeds. Gulbudin stressed 
that a percentage of the money paid to Homedi was in 
turn give to Nasim. When asked how he knew the 
Governor received part of the proceeds Gulbudin 
responded that \"opium money was why he named his 
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relative to the position of District Administrator." 
Gulbudin also confided that during an April 18 shura 
he was in a small room with Nasim and the district 
administrators of Murghab and Ghormach when Nasim 
asked both of them for the money they owed him for 
their positions. Gulbudin stated that he was nearby 
talking to another person but overheard the 
conversation clearly. Reportedly Homedi responded 
that the poppy crop was good so they would be able to 
pay Nasim \"soon.\" 


6. (SBU) The PST Commander reported that Ghormach is 
also \"full of poppy.W He also relayed that local 

Kuchi families in Ghormach district report that ANP 
officers out of uniform purchase poppy resin from them 
and resell the product for twice as much at the 

provincial bazaar. Local residents report that the 

officers come out of uniform to make the purchases 
because when they come in uniform it is to tell them 

not to grow poppy. 


MONEY FROM BOTH ENDS 

7.(C) In an almost bizarre turn of events Nasim 
appears to be attempting to increase his capital flow 
from poppy eradication by passing fictitious expenses 
on to local populations. After an armed attack on an 
eradication team destroyed a tractor, Nasim demanded 
that the village nearest the attack pay $15,000 USD in 
damages. This is locally a contentious issue as 
complaints over his repetition of this demand at the 
April 18 Shura lead to his early closing of the event. 

The owner of the tractor recently came to the PRT to 
ask for compensation for his tractor. According to 

the owner, he was forced by the ANP to rent his 3 
tractors to the GOA and was compensated roughly half 
the $120 per hectare the Governor stood to receive 
according to the GLE reimbursement scheme. (NOTE: 
This complaint, in itself, is not damning. GLE 
reimbursements are intended for all governor expenses. 
It does not necessarily mean that tractor rentals 
command $120 per hectare of use. END NOTE) The 
tractor 's owner was dismayed that he had only received 
$2,000 for his destroyed tractor that he valued at 

over $16,000. Nasim had reportedly told him $2,000 
was all he could pay him, but if he wanted more he 
should see the PRT. All indications are that the 

farmer has accepted his loss, which means Nasim stands 
to pocket whatever he can extort from the local 
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village for the damaged tractor. 


GOVERNORYS CLAIMS NOT CREDIBLE 


8. (C) While the Governor has claimed that 

eradication has been a resounding success, the 

Ministry of Interior is neither pleased with the pace 

of eradication nor with the success of counter- 

narcotic activities in Badghis province. Deputy 

Interior Minister Daud wanted to send the centrally- 
directed Afghan Eradication Force (AEF) to the 

province in early May, but conflicts with planned ISAF 
operations for the same time period and with other AEF 
deployments made this plan untenable. UNODC\'s 
reporting also calls into question the Governor\'s 

claims. According to the UNODC, the governor\'s forces 
have eradicated a total of 196 hectares in Murghab and 
Ghormach districts, while last year the two districts 
combined to cultivate 1658 hectares of poppy. UNODC\'s 
Winter Assessment Survey predicted that poppy 
cultivation would increase in each of these two 

districts, and provincial claims of 80% eradication in 
Murghab cannot be taken at face value. 


COMMENT 
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9. (C) Regardless of the final amount of confirmed 
poppy eradication, it is difficult to imagine that 
Badghis\' cultivation level will drop this year. 
Between the favorable weather and the strong 
suggestion of political protection/involvement in 
narcotics production, the conditions are ripe for 
another strong harvest. Several sources stated that 
Homedi, whom his relative Governor Nasim illegally 
appointed to the district administration post, is 
protecting crops, and this raises the possibility that 
the governor, himself, may enjoy a substantial income 
from the impending opium harvest. 

WOOD 
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E.O. 12958: N/A 

TAGS: CJAN, CVIS, KCRM, SNAR, DR 

SUBJECT: DOMINICAN FUGITIVE RAFAEL COLLADO EXTRADITED TO 
THE UNITED STATES 


REF: 2004 STATE 24574 


1. On May 9, 2006, U.S. Marshals returned Rafael Collado to 
the United States to stand trial in the State of New York 
(Kings County) for multiple counts of murder and firearms 
violations, as detailed in indictment number 1664-83, filed 

on March 24, 1983. As laid out in the indictment, Collado 
shot to death two individuals during the course of an 
argument. 


2. This case was brought before the Dominican government on 
February 9, 2004, by virtue of an Embassy diplomatic note. 
Shortly afterward, on March 16, 2004, Dominican President 
Leonel Fernandez issued decree number 0456-04, ordering the 
issuance of an arrest warrant for Collado pursuant to the USG 
request for extradition. Prior to the Dominican Republic\'s 

move to an accusatory system and new criminal procedures code 
(implemented September 27, 2004), presidential degrees were 
the mechanism used to justify the arrest of a subject sought 

for extradition. 


3. Collado was first apprehended by Dominican authorities on 
or about June 14, 2004. After questioning by members of the 
Attorney General\'s office, Collado properly challenged his 
extradition through the Office of the Presidency on July 5, 
2004. The Office of the Presidency took no action to confirm 
or overturn and Collado remained incarcerated until October 
20, 2004, when he was released from custody following a writ 
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of habeas corpus. In granting the writ, the Criminal Court 

of First Instance (National District) explicitly noted that 

the competent Dominican authority is \"allowed to continue the 
ongoing procedures related to the extradition request.\" 


4. Collado then challenged the validity of the original 

degree and arrest warrant before the Criminal Chamber of the 
Dominican Supreme Court on September 28, 2004, based on 
additional requirements imposed by the new criminal 
procedures code. The Court's January 5, 2005, decision 
upheld the authority of the February 9 presidential decree 

and held Collado\'s petition challenging extradition to be 
\"inadmissible.\" Still, Collado remained at large. He was 

not brought back into custody until his rearrest on April 26, 
2007, by DNCD officers. 


5. The return of Collado marks the 17th Dominican-national 
fugitive returned through or in lieu of extradition 
proceedings during CY-2007 (the 8th for FY-2007). 
BULLEN 
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FOR AMBASSADOR-AT-LARGE FOR WAR CRIMES ISSUES CLINT 
WILLIAMSON 


E.O. 12958: DECL: 05/10/2017 
TAGS: PTER, PINR, TU 
SUBJECT: TURKEY: DETAINEE RESETTLEMENT FOLLOW-UP 


REF: A. STATE 54924 
B. ANKARA 819 
C. STATE 37005 


Classified By: Acting Political Military Counselor Margaret Nardi 
for reasons 1.4 (b/d) 


1. (C) Turkey has very small communities of some of the 
ethnic groups listed in ref a, including a group of ethnic 
Uighurs in Istanbul which is estimated to number about 5,000. 
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There are also very small communities of ethnic Uzbeks, 
Somalis, and Sudanese, most of whom are economic migrants or 
political refugees, reside in the Istanbul area, and do not 

have legal resident status in Turkey. As reported ref b, the 

GOT rebuffed our request that Turkey consider resettling 
Guantanamo detainees of Uighur origin in 2005 and again 
responded negatively to our most recent, more general request 
for resettlement made in April 2007. We do not anticipate a 

GOT reversal on this position in the near term. 


2. (C) With regard to GOT assistance with resettlement of 
detainees in a third country, we do not believe that Turkey 
has sufficiently strong political, economic or historic ties 

to countries that might serve as an alternate destination for 
specific detainees. We are not aware of any of any former 
colonial or development assistance connections to nations 
that already host refugees or migrants from the list of 
ethnic groups listed ref a that would be helpful to 
resettlement efforts. 


3. (U) Embassy Ankara POC on this issue is Political Military 
Affairs Officer Christopher Rich, telephone (90)(312) 
457-7177, NIPR: richce@state.gov, and SIPR: 
richce@state.sgov.gov. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 


WILSON 
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DEPT FOR SCA/FO DAS GASTRIGHT, SCA/A 

STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG 
NSC FOR AHARRIMAN 

OSD FOR SHIVERS 

CENTCOM FOR CG CFC-A. CG CJTF-82 POLAD 


E.O. 12958: DECL: 05/09/2017 
TAGS: PGOV, PTER, MARR, AF 
SUBJECT: PRT LASHKAR GAH: GOVERNMENT RETURNS TO SANGIN 


REF: KABUL 1344 


Classified By: POLCOUNS Sara Rosenberry for reasons 1.4 (B) and (D) 


1. (S/NF) SUMMARY. Following the military operation 
to clear Sangin district of Taliban, Governor Wafa has 
sought to reach out to locals long separated from the 
central government, and to extend the reach of the 
Afghan Government (GOA) into the district. Wafa 
recently appointed an interim District Governor, Haji 
Izatullah, and the Provincial Police Chief appointed 
an interim district police commander, a close 
associate of Izatullah. Both appear to meet with the 
approval of the tribes in Sangin. Izatullah prefers 

to describe himself as mujahed, rather than a GOA 
official. His credentials as a fighter seem to have 
played a strong role in Wafa\'s choice of Izatullah, as 
did the simple fact that he was willing to accept such 
a difficult job. Wafa is sending Izatullah in with no 
budget or salary, apparently preferring Izatullah not 
to get too comfortable in the position. Izatullah 

says he has asked Wafa to appoint line ministry 
directors and send them to Sangin. These interim 
appointments reflect an \"Afghan solution\" rather than 
a \"GOA solution\" to the question of the next 
appropriate steps in bringing lasting stability to 
Sangin: Izatullah was chosen for his credentials as a 
fighter, and will arrive in Sangin with sixty police 

from the province. While this may help bring 
stability to Sangin, it will not automatically bring 

the GOA to the district. Balanced against this 
concern is Wafa\'s apparent appreciation of the 
problem, Izatullah\'s own expressed interest in 
bringing in line ministry representatives, and 
Izatullah\'s interest in a consultative approach to 
governing, including holding a number of shuras with 


Column 3 

locals. The PRT will closely engage Izatullah on the 
ground, once he arrives in the next several days, and 
will work with Wafa on other means to bring a GOA 
presence to Sangin. END SUMMARY. 


Following Clearance Ops, Governor Installs Officials 


2. (S/NF) Following the recent military operation to 
clear the Taliban from Sangin district, located in 
northern Helmand, and following Governor Wafa\'s jirga 
held in Sangin on April 12 (REF), the Government of 
Afghanistan (GOA) has worked to re-introduce itself to 
the district, particularly through the recent 
appointment by Governor Wafa of Haji Izatullah as 
interim District Governor. Provincial Police Chief 

Nabi Jan Mullahkhel named an interim district police 
chief, but withdrew the name when Sangin elders and 
Izatullah rejected him. Mullahkhel then appointed 
Gulam Wali, Izatullah\'s choice, as interim police 
chief. Wafa expects the two to take up their posts 
around the first week of May. 


Why Izatullah? He\'s Crazy Enough to Accept the Job 


3. (S/NF) Asked why he chose Izatullah for the 

position, Wafa told PRT representatives that, to 
paraphrase, \"he\'s mad enough to go there. Wafa, who 
has known Izatullah for years, also placed importance 

on Izatullah\'s status as a \"fighter.\" Izatullah 

separately told PRT representatives that he was chosen 
because he is mujahed, and because he brought security 
to the Mukhtar region of Lashkar Gah. Both Izatullah 

and Wafa claim that he has support from all the tribes 

in Sangin. 
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4. (S/NF) (NOTE: Izatullah is from Mukhtar, an area 
located just north of Lashkar Gah. He is from the 
Barakzai tribe (one of the tribes in Sangin), and 

perhaps a prominent member, as he claims to be able to 
call upon 800 fighters from his tribe. END NOTE.) 


Wafa Does Not Want Izatullah Too Comfortable 


5. (S/NF) Izatullah is going into Sangin with no 
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budget. Wafa readily admits that Izatullah will not 
receive a salary; if his posting is made permanent, 
then he will receive compensation. Asked why, Wafa 
replied, \"I want him to suffer a little,\" by which he 
may have meant that he does not want Izatullah to feel 
too comfortable in the position. Asked why he was 
temporary, Izatullah avoided the question, saying that 
Wafa believes he can bring security to the district. 
Tacitly acknowledging a form of probation, Izatullah 
said that if he shows progress he could remain in the 
position months, maybe considerably longer. 


6. (S/NF) A reason Wafa might not wish Izatullah to 
feel overly comfortable in the position might be found 
in Izatullah\'s response to the question of whether he 
considers himself an official of the GOA. Izatullah 
would not explicitly state that he was a GOA official; 
rather, he referred to himself as a mujahed, and 
pointed to his successful history as a fighter. 


Izatullah\'s Expectations 


7. (S/NF) Foremost, Izatullah intends to bring 
stability. He is not completely devoid of resources, 
as he and Wali claim to be bringing sixty Afghan 
National Police (ANP) with them to Sangin. It seems 
likely that a number of the guards will act as 
Izatullah\'s close protection, while others man 
checkpoints. (NOTE: The sixty ANP are all from 
Helmand, and are not related to the Afghan Standby 
Police deployed to Helmand for possible use in Sangin. 
What, if any, direct ties they have to Wali and 
Izatullah is not known. The PRT is pursuing the 
matter. END NOTE.) 


8. (S/NF) Security is not Izatullah\'s sole interest. 

He claims that he has raised with Wafa the need to 
appoint directors of the line ministries and send them 
to Sangin. He expects ministry representatives to 
arrive after the situation becomes more stable. 


9. (S/NF) In setting the conditions for an increased 
GOA presence, Izatullah did not appear eager to 
dictate to the local population, but rather to employ 

a consultative approach. He told PRT representatives 
that he intends to hold a series of shuras in the 
district, and said he wants locals to feel free to 

seek him out directly. 


Comment 
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10. (S/NF) The appointments of Izatullah and Wali 
reflect more a traditional \"Afghan solution than a 
\"GOA solution" to the question of the next steps in 
bringing stability to Sangin. The qualifications for 

the District Governor\'s position are in the classic 
mold - his anticipated effectiveness flows from a 
proven history as a fighter, not an administrator, and 
he will arrive with a police force (with as yet 
undetermined ties to himself and his loyal, hand- 
picked police commander). While this may help bring 
stability to the district, it is not automatically 
encouraging from the standpoint of bringing the GOA 
there. Wafa appears to have some appreciation of this 
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concern, given Izatullah\'s temporary status. Also, 
Izatullah\'s interest in bringing line ministry 
representatives into the district is encouraging - 
even when keeping in mind his reluctance to be 
associated with the GOA - as is his interest in 
holding shuras that could include GOA officials. The 
PRT will engage Izatullah and Wali closely, including 
by having as much a presence on the ground as 
possible, e.g., in his outreach shuras, and will work 
with Wafa on other ways to bring a GOA presence to 
Sangin. END COMMENT. 

WOOD 
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E.O. 12958: N/A 

TAGS: ER, ET, PGOV, PHUM, PREL, UNSC, KPKO 
SUBJECT: UNSC/ETHIOPIA-ERITREA: THE DEVIL IS IN THE 
DEMARCATION 


REF: A. SECSTATE 60811 
B. SECSTATE 61844 


1. (SBU) SUMMARY. United Nations (UN) Department of 
Peacekeeping Operations (DPKO) Africa Division Director Titov 
told the UN Security Council (UNSC) at May 8 consultations 

that a renewed appeal from the UNSC was needed to defuse the 
tense and volatile military situation on the ground in 

Ethiopia and Eritrea. He noted movements of troops and heavy 
equipment by both sides into the Temporary Security Zone 

(TSZ) in violation of the Cessation of Hostilities agreement 

and of relevant UNSC resolutions. Titov noted that the UN 
Mission in Ethiopia and Eritrea (UNMEE), despite restrictions 
imposed on its movement by the Government of the State of 
Eritrea (GSE), had an important role to play in encouraging 

the parties to exercise restraint, but he mentioned the 

possibility that UNMEE could eventually be subject to further 
downsizing, given the impediments to effective operation. 

Titov noted that the Secretary-General (SYG) was considering 
appointment of a new Special Representative for UNMEE and was 
advocating a resumption of the functioning of the Military 
Coordination Commission (MCC). Most Members welcomed the 
March 29 statement by Ethiopian PM Meles expressing 
Ethiopia\'s acceptance of the Eritrea-Ethiopia Boundary 
Commission (EEBC) delimitation decision, but warned that such 
acceptance needed to be concretely implemented to be credible 
and meaningful. DPKO welcomed the U.S. statement (ref A) as 
a strong message to the parties. After last-minute 

discussions with the Qatari delegation, the Council adopted 

the Belgian-drafted Press Statement; text in Paragraph 7. 

END SUMMARY. 


2. (SBU) DPKO Africa Director Titov told the UNSC at May 8 
consultations that a renewed appeal from the UNSC was needed 
to defuse the tense and volatile military situation on the 

ground in Ethiopia and Eritrea. He catalogued incursions 
observed by UNMEE of both Eritrean and Ethiopian troops and 
heavy equipment into the TSZ, namely in Sector West. Titov 
noted, however, that such a military presence may have had a 
direct effect on the reduction in the number of cross-border 
incidents observed in this reporting period. Titov pointed 

out that GSE restrictions imposed on UNMEE in October 2005 
were still in place and were increasing, constituting, along 

with TSZ incursions, violations of the June 2000 Agreement on 
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the Cessation of Hostilities and of relevant UNSC resolutions. 


3. (SBU) Titov made clear that both Eritrea and Ethiopia must 
cooperate with UNMEE, which in turn played an important role 
in encouraging the parties to exercise restraint in this 

tense environment. Titov stated that neither Eritrea nor 
Ethiopia had allowed the EEBC to resume demarcation 
activities along their common border. Titov acknowledged the 
March 29 statement by Ethiopian PM Meles expressing 
EthiopiaWs acceptance of the EEBC delimitation decision but 
pointed out that the Government of Ethiopia (GOE) could 
nevertheless not envisage demarcation without an accompanying 
dialogue on issues including territorial exchange. Titov 

noted that the SYG was considering appointment of a new 
Special Representative for UNMEE and was advocating a 
resumption of the functioning of the MCC. Titov recommended 
that the UNSC send a renewed appeal to try to defuse the 
situation on the ground before it escalates any further. 


4. (SBU) Members were concerned by Titov\'s reports of 
movements of troops and materiel into the TSZ, as well as by 
the hostile rhetoric exchanged by the parties and the 

continued restrictions on UNMEE. Most Members welcomed the 
March 29 statement by Ethiopian PM Meles expressing 
Ethiopia\'s acceptance of the EEBC decision, but warned that 
such acceptance needed to be concretely implemented to be 
credible. The Qatari delegate expressed concern about 
Ethiopian \"noncompliance\" with the Algiers Agreements, which 
he considered key to resolving the crisis between the 

countries. Belgian Permanent Representative (PR) Verbeke, 
whose delegation takes the lead on Ethiopia/Eritrea matters 

in the UNSC, urged PR Meles to move from delimitation to 
demarcation, a call echoed by the UK and French delegates. 
Some Members, namely Belgium, Italy, China and Congo called 
for the appointment of a new SRSG for UNMEE as an \"important 
gesture\" in engaging with the parties. The Chinese 
representative called on the parties to take advantage of 
diplomatic channels to solve their problems to refrain from 
\"aggravating\" activity. The French representative suggested 
the possibility of launching a regional dialogue to address 


the ongoing crisis. 


5. (SBU) Drawing from ref A points, Ambassador Sanders 
expressed USG concern over continued GSE restrictions on 
UNMEE and over allegations of human rights abuses by both 
sides. She made clear the USG desire for the parties to 

refrain from hostile rhetoric, to withdraw their respective 

forces from the TSZ and to cooperate with UNMEE. She warned, 
however, that should UNMEE be further handicapped by the 
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situation on the ground, the Council must continue to 
reconfigure UNMEE accordingly. The Qatari delegate said the 
idea of drawing down UNMEE put the UNSC in an increasingly 
difficult situation when addressing the crisis, and the 

Chinese and Russian delegates also supported UNMEE\'s 
continued \"stabilizing\" presence. Ambassador Sanders called 
on Ethiopia to act to demonstrate its March 29 acceptance of 
the EEBC delimitation decision and to resume its payments to 
the EEBC. Finally, she supported the calls for 

reinvigorating the work of the MCC and for steps to be taken 
to appoint a new SRSG. Titov told Poloff after the briefing 

he had considered the U.S. statement to be appropriately 
strong. 


6. (SBU) Drawing from ref B guidance, USUN introduced 
amendments to the Belgian-drafted Press Statement. While 
delegations did not object to using language from Paragraph 
22 of the EEBC\'s November 2006 Statement in the last 
paragraph of the Belgian draft, several (including Italy, 

Qatar and Indonesia) opposed specifying the delimitation 
decision in Paragraph 3 of the draft text. Ina 
reinterpretation of the language of PM Meles\' March 29 
statement, Qatar (Supported by Italy) sought to include 
language in paragraph 3 that would express Ethiopia\'s 
\"unconditional\" acceptance of the EEBC decision. Ambassador 
Khalilzad convinced that delegation to revert to the original 
text of that paragraph. The statement was unanimously 
adopted and read to the press immediately after 
consultations. 


7. (U) Begin Press Statement text: 

Members of the Security Council remain deeply concerned by 
the impasse in the Eritrea-Ethiopia peace process and by the 
growing tension between the two countries. 


Members of the Security Council once again reaffirm the 
integrity of the Temporary Security Zone and urge both 
parties to withdraw immediately their troops and equipment 
from positions within and in close proximity to the Temporary 
Security Zone. 


Members of the Security Council are encouraged by the 
statement that the Prime Minister of Ethiopia made to 

Parliament on 29 March 2007 that the Ethiopian Government had 
accepted the final and binding decision of the Eritrea 

Ethiopia Boundary Commission (EEBC) and demand Ethiopia to 
implement fully and without delay the EEBC decision. 


Members of the Security Council reiterate their support to 
UNMEE and their demand that Eritrea reverse, without delay or 
preconditions, all restrictions on UNMEE\'s movement and 
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operations and call upon both parties to fully cooperate with 
UNMEE with a view to resuming the meetings of the Military 
Coordination Commission. 


Members of the Security Council reiterate their call on both 
parties to show maximum restraint and to refrain from hostile 
public statements and from any threat or use of force against 
each other. 


Members of the Security Council welcome and look forward to 
the continuation of the ongoing efforts by the 
Secretary-General and the international community to engage, 
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as stipulated in RES 1741 (2007), including by appointing a 
new Special Representative, with Eritrea and Ethiopia to help 
them to normalize their relations, to promote stability 
between the parties, and to lay the foundation for 
sustainable peace in the region. 


Members of the Security Council reaffirm their unwavering 
commitment to the peace process, including in the full and 
expeditious implementation of the Algiers Agreements and 
implementation of the final and binding EEBC decision and in 
this regard call upon both parties to request and enable the 
Boundary Commission to proceed with the complete and prompt 


demarcation of the border. 


8. (SBU) End Press Statement text. 
KHALILZAD 
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E.O. 12958: DECL: 05/09/2017 

TAGS: MARR, PGOV, PREL, NG 

SUBJECT: NIGER: MINISTER OF DEFENSE ASKS USG NOT TO ABANDON 
FRIEND IN NEED 


Classified By: Ambassador Bernadette M. Allen, Reasons 1.4 (b/d) 


1. (C) Summary. Government of Niger (GON) Defense Minister 
(DefMin), Hassane Souley, requested a meeting with Ambassador 
Allen to ask for USG support of GON military efforts to deal 

with Tuareg dissidents in the North. The GON seeks military 
support, especially intelligence assistance. The DefMin 
emphasized that while people in the defense establishment 
value the U.S.-Niger military relationship, USG support for 

GON efforts in resolving the situation in northern Niger 

would further demonstrate to the GON civilian leadership the 
value of having the U.S. as an ally. The GON believes there 

are links between Tuareg dissidents in Niger and those in 
northern Mali and in the Al-Quaeda in the Magreb (AQIM). GON 
does not have a negotiating partner and does not believe 
negotiations with the Tuaregs will work because in the GON\'s 
view the ultimate goal is secession which no government could 
accept. End Summary. 


2. (C) In a May 8 meeting with Ambassador and the U.S. 
Defense Attache (DATT), Nigerien DefMin Souley (with the 
Ministry of Defense Secretary General present) said it was 
important for the USG to continue to cooperate with the 
Nigerien military in order to demonstrate the value of the 
relationship to the GON civilian leadership. He said that 
whatever the USG can do to assist the GON with the current 
situation in the North would only reinforce an already strong 
relationship. In response to the Ambassador\'s comments about 
GON inaction to formalize a long-term training and 
cooperation plan between the two militaries, the DefMin said 
the problem lies with the Ministry of Foreign Affairs because 
the Foreign Minister travels a lot. The Ambassador stated 
that not having an Article 98 agreement places limitations on 
military collaboration, but given the current situation in 

the North, the GON military leadership should seize the 
opportunity to convince the GON civilian leadership to 

finally sit at the table with the USG to formalize and map 

out a mil-to-mil cooperation plan for the next few years. 

She reminded the DefMin that we had discussed the need to 
work out a plan during Admiral McCraven\'s visit last Fall. 
The Ambassador added that the Embassy can request possible 
training to assist the Nigeriens, such as anti-mining 

training, in light of the humanitarian aspects of such 
assistance, but stated the GON should formally request the 
assistance through a diplomatic note. Both the Ambassador 
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and the DefMin agreed that the Nigeriens need to address the 
insecurity in the North, so that the current situation 

doesn\'t further deteriorate. 


3. (C) Minister Souley then stated that insecurity in the 

North affects everything and if left unchecked could 

destabilize the country and create further instability 

throughout the region, stretching from Mali to Sudan. He 

added that thus far this year Niger has seized ten (10) tons 

of drugs in the North, and said that the Algerians and 

Libyans allow such activity to happen. He also said the 
Mouvement des Nigeriens pour la Justice (MNJ) engages in drug 
trafficking and that revenue from the illicit traffic 

facilitates the purchase of arms and other materials used by 
rebels or potential terrorists. Moreover, he added that in 

the GONVs eyes the MNJ are terrorists because they\'ve already 
killed people. The GON sees the benefit of U.S. military 

training in fighting all forms of insecurity and would 

welcome more training because the U.S.-trained Pan Sahel 
Initiative (PSI) company is the only real operational company 

in Niger that can deal with the current threats. The 

Secretary General at the Ministry of Defense noted that the 
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Nigerien military is most in need of intelligence to track 

the Tuareg dissidents. The Ambassador responded that given 
the GONVs initial public labeling of the Tuareg dissidents as 
criminals and bandits, the USG would need strong evidence of 
a link between the Tuareg dissidents and terrorism in order 
not to view the current situation as an internal, domestic 
matter. The DefMin animatedly responded that there is indeed 
a link to terrorism because the MNJ and Tuareg dissidents who 
did not sign the Peace Accords want the same thing as the 
terrorists; that is to create a \"no man\'s land\", using heavy 
arms and mines in order to create sanctuary in the North like 
they did in Mali. 


4. (C) The DefMin dismissed the MNJ as a rebellion and said 
the GON and the international community fulfilled their 
obligations to the former rebels under the Peace Accords, 

such as military positions, reinsertion assistance, etc. He 

added that Niger is a democracy where people can speak freely 
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and form their own political parties. He said no one needs 

to take up arms to defend an interest in Niger; that there 

will always be malcontents, but nothing justifies taking up 

arms in Niger. The Ambassador then inquired whether the GON 
plans to negotiate with the MNJ. The DefMin responded that 
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the MNJ does not have a political wing, consequently, there 

is really no one with whom the GON can negotiate or hold a 
discussion. He pointed out that the MNJ leadership was 
serving murder sentences before the Malian Tuaregs broke them 
out of jail. He added that the USG viewing this problem as a 
domestic Nigerien problem would be tantamount to Niger 
viewing terrorism as solely a USG problem and not a Nigerien 
problem. The Minister concluded that the GON cannot make a 
distinction between a drug trafficker, terrorist or rebel 

because they operate in the same manner and in the same 
territory. Moreover, he said these actors resort to 

violence has detrimental effects on the local economy, 
affecting tourism and development projects. Souley concluded 
that no democratically-elected government can accept these 
destabilizing activities on its territory. The Ambassador 
acknowledged that several resident Embassies, including our 
own, had issued warden messages advising our respective 
citizens to refrain from travel North of Agadez, due to the 

risks of land mines and the uncertainties about security in 

the North. 


5. (C) The GON believes there is no doubt about a link 
between the MNJ and the Alliance for Democratic Change (ADC) 
in Mali, the ADC links to AQIM and, by extension, the MNJ and 
AQIM. The Minister stated that the ADC has already begun to 
renege on recently signed agreements with the Malian 
Government because their ultimate goal is to create their own 
country encompassing northern Mali to northern Niger. He 
added that there are ten main ethnic groups in Niger and 
stated that if each ethnic group behaved in the manner of the 
Tuaregs, then Niger would cease to exist. He acknowledged 
that the insecurity is already adversely affecting 

development activities in the North because some natural 
resource extractive and exploration activities have stopped 
and the work of non-governmental organizations has slowed 
down. The Minister closed by stating that intelligence on 

the location of the MNJ is most essential and suggested that 
the USG choice boils down to either supporting a 
democratically-elected government or, through USG inaction, 
supporting the rebels. 


Minimize Considered 
ALLEN 
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SIPDIS 
SIPDIS 
DEPARTMENT FOR AF, AF/E, AF/PD AND DRL:S.JOSEPH 


E.O. 12958: DECL: 05/09/2017 

TAGS: PGOV, PHUM, KJUS, ET 

SUBJECT: ETHIOPIA: IMPRISONED CUD LEADERS AND PRIME 
MINISTER STILL TALKING ABOUT CLEMENCY DEAL 


REF: A. ADDIS ABABA 3130 
B. ADDIS ABABA 1104 
Classified By: PAO ANTHONY FISHER. REASON: 1.4. (D) 


1. (C) SUMMARY. On April 30, a signed admission by detained 
Coalition for Unity and Democracy (CUD) Chairman Hailu Shawel 
and Addis Ababa mayor-elect Berhanu Nega, accepting 
collective responsibility for their membership\'s actions 

which led to loss of life and damage to property during the 

civil disturbances of November 6, 2005, was given to 

Professor Ephraim Isaac, head of the Ethiopian Elders team 
negotiating their release from detention (ref A). This 

significant advance made by the Ethiopian Elders to free the 
detainees was marred by 11 members of the CUD executive 
committee\'s subsequent refusal, one day after Hailu Shawel 
and Berhanu Nega signed the agreement, to sign an additional 
GOE mandated paragraph, in which the executive committee was 
required by the GOE to accept individual responsibility for 

their actions. Post continues support for the negotiations 
between the detainees and the GOE, which are ongoing. 
Ultimately, the goal is for the detained opposition leaders 

to get out of jail and return to politics, if they wish. The 

bottom line for Prime Minister Meles is for the detainees to 
work within the constitution. The PM still has a tough road 
ahead keeping his own hardcore Tigrayan People\'s Liberation 
Front (TPLF) party in line. END SUMMARY. 


A BREAKTHROUGH... 
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2. (C) On May 1, Professor Ephraim Isaac, lead negotiator 
among the Ethiopian elders entrusted by both the GOE and the 
detainees to mediate a solution to the imprisoned CUD 

leaders, visited them with a draft proposal that was crafted 
during weeks of consultations with CUD leaders and financial 
backers of the CUD in the Diaspora. According to Ephraim, 
versions of the text had previously been sent to the 

detainees by the Diaspora CUD leaders, and after additional 
annotations by Berhanu Nega in his presence, Professor 
Ephraim reports that Hailu Shawel chaired a meeting and the 
revised text was unanimously approved by all 11 CUD executive 
committee members present. The document was then signed by 
both Hailu Shawel and Berhanu Nega. 


3. (C) The agreement addressed to Professor Ephraim and the 
United Elders reads in translation (from Amharic-language 
original) as follows: 


BEGIN TEXT. 


Additional thoughts to the agreed points of understanding 
presented by the United Elders to the Government and the 
Coalition for Unity and Democracy (CUD) in December (of 2005). 


1. The Government is deeply saddened by the disturbances 
that occurred following the elections and the subsequent loss 
of life and damage to property. The Government gives 
assurances that it will continue with the efforts it has 

started to make the necessary adjustments/rectifications by 
investigating the process. 


2. The CUD leaders also express their deep sorrow over the 
loss of life and property damage that ensued following the 
elections. 


3. Furthermore, we accept that activities carried out on the 
part of some of the members and supporters of our party, 
whether knowingly or inadvertently and outside the 
constitutional system, to change the legally established 
bodies during the political chaos that followed the 2005 
elections, were wrong. The leadership of the CUD takes the 
responsibility for the mistakes committed, and asks pardon of 
the people of the country and elders, and the Ethiopian 
Government in their goodwill. And for this: 
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4. The CUD leaders pledge that there will be no attempt by 
the Coalition for Unity and Democracy (CUD), now or in the 
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future, to overthrow the constitutional system by force. 
They also affirm that they will all live up to their 
obligations by respecting the constitution and by ensuring 
the respect of the constitution. 


5. Both sides will strive to end all mud-slinging over any 
media. 


6. To resolve the political misunderstanding between the 
Government and political forces, with country elders and 
experts, both sides agree that a good solution will be 
arrived at after convening national dialogue/discussions for 
peace and understanding. 


7. We respectfully request that not only those indicted 
under the file charges of Hailu Shawel et. al., but also all 
those indicted under similar file charges, be released from 
prison at the same time. 


Signed Hailu Shawel Berhanu Nega 


END TEXT. 


4. (C) NOTE. During months of negotiations by the Elders (ref 
A), the detainees had steadfastly refused to acknowledge that 
they and other CUD members were complicit in the violence and 
loss of property, nor did they assume personal responsibility 

or a willingness to apologize to the government. In December 
of 2006, the CUD leaders drafted a statement (signed by Hailu 
Shawel, Berhanu Nega, Bertukan Medeksa, Hailu Araya, Mesfin 
Woldemariam and Yacoub Hailemariam) which they presented to 
the Elders. In it, they expressed regret for the loss of 

life and property, but did not accept that they were 

individually complicit in causing the mayhem. It also made 

no apology to the government, but instead did so to the 

Elders and people of Ethiopia. Professor Ephraim informed 

the PAO, that after reading it to the PM, PM Meles rejected 

it as insufficient. The current addendum, specifically items 

3 and 4, explicitly incorporates key points missing from the 
December 2005 agreement. END NOTE. 
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5. (C) Professor Ephraim informed the PAO that he read the 
text of the addendum to the PM who accepted the language as 
adequate. According to Ephraim, the PM then said that in 
order to secure their release, each member of the CUD 
executive committee would need to sign a corollary paragraph 
in which they accepted individual responsibility for their 
actions. Ephraim said that the PM reminded him of a fax that 
the PM sent Ephraim with that specific requirement, several 
months prior to Ephraim\'s most recent visit to the prison. 

The text of the government\'s paragraph follows: 


BEGIN TEXT. 
May 1, 2007 
To Professor Ephraim and Country Elders: 


We, the undersigned leaders of the Coalition for Unity and 
Democracy (CUD), declare that members of the leadership of 
the CUD believe and accept that our attempt to 
unconstitutionally change the government bodies set up by the 
constitution, following the May 2005 elections was a mistake, 
and that the CUD leadership takes the responsibility for the 
actions. And for this wrong that we committed, we ask 
pardon/forgiveness from the Ethiopian government and people. 


We affirm that in the future, we will not participate in this 
kind of activity and that we will fulfill our obligation 
properly to respect and ensure the respect of the 
constitution. 


END TEXT. 
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SIGNER\'S REMORSE 


6. (C) Professor Ephraim said that he returned to Kaliti 

prison on May 1 with a government prepared paragraph, closely 
reflecting the CUD agreement above. According to Ephraim, 
when he tried to obtain the signatures of the 11 CUD 

executive committee leaders, they refused to sign because 

they considered the wording unacceptable. Ephraim said that 
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individual executive committee members felt that they could 

not be held personally responsible for the criminal acts of 

an indeterminate number of their followers. After being 
approached by Shawel Hailu, son of Hailu Shawel, Professor 
Ephraim returned on May 5, accompanied by Tameru Asegnehu, a 
former Supreme court judge whom Shawel Hailu recommended as 
trustworthy and capable of explaining the legal ramifications 

of signing the release document to the detainees. (NOTE. 

Judge Tameru had mounted a campaign to get due process for 
the detainees when they were initially arrested, but when 

they decided against defending themselves, he stood down. He 

is also on record as opposing the CUD decision not to go into 
parliament immediately after May 2005 national elections. 

END NOTE.) 


7. (C) According to Ephraim, Tameru told the group that given 
that they had already signed the April 30 addendum, they 

could easily sign the government\'s paragraph. Defendant 
Bertukan Medeksa, who is a former high court judge, agreed 
with Tameru\'s assessment, according to Ephraim, but said that 
the mistake that they had made was having had Hailu Shawel 
and Berhanu Nega sign the agreement several days prior. 

Hailu Shawel, according to Ephraim, told the group of 11 CUD 
executive committee members present that they could not go 
back on their word. Ephraim said that Berhanu Nega then 
asked him to return the document Berhanu and Hailu had signed 
a day earlier, at which point Ephraim said he told Berhanu 

that he did not have the original with him. 


8. (C) Judge Tameru in a post-visit assessment of his time 
with the detainees, told the PAO that the wording of the text 
that the CUD leaders signed assumed \'precarious\' (collective) 
responsibility for the actions of their members. According 

to Tameru, this ran counter to the requirement for the 
assumption of individual responsibility by each executive 
committee member that the government wants. He opined, 
however, that these positions were bridgeable, first with 
magnanimity on the part of the government, since the above 
agreement meets all the conditions which the GOE has long 
demanded. However, if that was not possible, Judge Tameru 
said that with the change of one/one syllable in Amharic, a 
solution could be achieved. He said that the government text 
reads in part, \'what we have done\' (Vya deregno\' in Amharic) 
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and the more generic text preferred by the detainees could 
read, \'what has been done\' (\'yete deregno\' in Amharic) in 
order to induce the detainees to sign. Tameru expressed a 
desire to mediate the distance between the GOE and the 
prisoners\' positions. 


9. (C) COMMENT. The current glitch reflects previously 
seemingly intractable positions taken by both sides. With 

time and concerted effort by the Ambassador and the Elders, 
after much protest to the contrary, both sides have reached 
the current agreement, unthinkable months ago. The one 
constant these many months is the PM\'s insistence that the 
CUD leaders take individual responsibility for the civil 

unrest of November 2005 and apologize to the Government for 
their actions. The tremendous distance both sides have come 
since negotiations began in November 2005, is a positive 
indicator that both sides desire a negotiated solution. Post 
will continue to vigorously support the Elders process to get 

a quick conclusion before the trial of the defendants (ref B) 
resumes on June 1, now that the major hurdles have been 
surmounted. 


10. (C) The Prime Minister has gone a long way to get his 
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hardcore TPLF party in line behind a clemency deal with the 
detainees. The TPLF is not happy, but the PM is committed to 
a clemency deal, if one can be reached. The detainees have 
moved a long way towards negotiating with the PM. We will 
continue to push for a deal quietly and privately. No other 
foreign embassy is involved; only the U.S. END COMMENT. 
YAMAMOTO 
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VISAS VIPER 
SIPDIS 


DEPARTMENT FOR INR/TIPOFF AND CA/VO/L/C 


E.O. 12958: N/A 
TAGS: KVPR, CVIS, CMGT, PINR, PTER, ASEC, MO 
SUBJECT: VISAS VIPER FOR APRIL 2007 REPORTING PERIOD 


REF: CASABLANCA 69 


1. (U) Members of the Embassy Rabat and Consulate General Casablanca 
joint Visas Viper Committee met May 7, 2007. The meeting was 

chaired by the A/DCM and attended by representatives from CONS, POL, 
RAO, ECON, PAS, FCS, and DAO. 


2. (SBU) The Committee has no names to submit for the April 
reporting period. 


3. (SBU) However, the following 45 names with available biodata have 
been sent via separate channels as having been associated with the 
March and April suicide bombings in Casablanca. Names or AKAs 
marked with an asterisk (*) were submitted by the committee in 

Reftel on the basis of local and international media reports of 

their arrest and were sent via the separate channel with additional 
identifying data. 


Rakich, Abdelaziz 

AKA Arrachig, Abdelaziz* 

Male, POB: Morocco 

National Identity Card (CIN) number: BJ288414 


Boudarif, Abderrahim 

AKA Boudhrif, Abderrahim* 
Male, POB: Morocco 

CIN number: BB14893 


Sirri, Abderahim 

AKA Serri, Abderrahim* 
Male, POB: Morocco 
CIN number: BH318997 


Arif, Khalid 

AKA Aref, Khaled* 
Male, POB: Morocco 
CIN number: BJ305392 


El Gharbaoui, Hamid* 
Male, POB: Morocco 
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CIN number: AB524723 


Tounine, Hicham 

AKA Ettouini, Hicham* 
Male, POB: Morocco 
CIN number: J383843 


Bouchama, Zakaria* 
Male, POB: Morocco 
CIN number: J406088 


El Khidri, Abdelhak 
AKA Hidri, Abdelhaq* 
Male, POB: Morocco 
CIN number: BJ185201 


Salhi, Mohamed 

AKA Essalhi, Mohamed* 
Male, POB: Morocco 
CIN number: BJ288584 


El Khoudri, Mostapha 
AKA Hidri, Mustapha* 
Male, POB: Morocco 
CIN number: BB6660 


Boujiad, Youssef* 
Male, POB: Morocco 
CIN number: AB805163 


El Hamdaoui, Mohamed 
AKA Hamdaoui, Mohamed* 
Male, POB: Morocco 

CIN number: AB533560 


Chardoudi, Abdessamad* 
Male, POB: Morocco 
CIN number: AB348369 


Ait El Baz, Hassan* 
Male, POB: Morocco 
CIN number: BH220994 


Mrine, Abdellatif 

AKA Amrine, Abdellatif* 
Male, POB: Morocco 
CIN number: BJ200899 


Ennjem, Abdellah 
AKA Ennajm, Abdellah* 
Male, POB: Morocco 
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CIN number: BB51121 


Lanaya, Thami 

AKA Laanaya, Touhami* 
Male, POB: Morocco 
CIN number: AB622884 


Raidi, Mourad 

AKA Erraidhi, Mourad* 
Male, POB: Morocco 

CIN number: BB4921 


Koricha, Abdelali 

AKA Kricha, Abdallah* 
Male, POB: Morocco 
CIN number: BJ170038 


Oueld Jamaa, Oussama 
AKA Ould Jomaa, Ousama* 
Male, POB: Morocco 

CIN number: G456951 


El Melyly, Hicham 

AKA Amlili, Hicham* 
Male, POB: Morocco 
CIN number: BJ241826 


El Khodry, Youssef 

AKA Khoudri, Youssef* 

AKA El Khadri, Youssef 
Male; DPOB: 1989, Morocco 
CIN number: BB587224 


El Hainouni, Adil 
Male, POB: Morocco 
CIN number: AB533467 


Atouel, Hamid 
Male, POB: Morocco 
CIN number: AB232155 


Zitouni, Youness 
Male, POB: Morocco 
CIN number: AB513865 


Ezohry, Anouar 
Male, POB: Morocco 
CIN number: AB527962 


Sakout, Adil 
Male, POB: Morocco 
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CIN number: AB315778 


El Azhary, Said 
Male, POB: Morocco 
CIN number: N205341 


El Azhari, El Ayachi 
Male, POB: Morocco 
CIN number: BB31282 


Bounajra, Yassine 
Male, POB: Morocco 
CIN number: BJ238811 


Moussaid, Hasnae 
Female, POB: Morocco 
CIN number: BJ269657 


Maach, Hicham 
Male, POB: Morocco 
CIN number: BB22324 


Mahboub, Salaheddine 
Male, POB: Morocco 
CIN number: BJ334686 


Lamsaimi, Abdessemad 
Male, POB: Morocco 
CIN number: BJ233476 


Zakhir, Mohamed 
Male, POB: Morocco 
CIN number: BJ268315 


Rouiha, Radouan 
Male, POB: Morocco 
CIN number: BJ161938 


Tahiri, Mustapha 
Male, POB: Morocco 
CIN number: WA52884 


El Abassi, Khalid 
Male, POB: Morocco 
CIN number: DE176145 


El Kassimi, Lalaheddie 
Male, POB: Morocco 
CIN number: BB38275 


Moussaid, Youssef 
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Male, POB: Morocco 
CIN number: PR280575 


Berkasse, Mohamed 
Male, POB: Morocco 
CIN number: BH303695 


Ennajem, Omar 
Male, POB: Morocco 


4. (U) The Mission\'s Visas Viper Coordinator is Pam Hack. No 
additional Visas Viper telegrams were transmitted for April 2007. 
GREENE 
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STATE FOR AF/W, INR/AA, DS/IP/AF, DS/ICI/PII, DS/DSS/OSAC, 
CA/OCS/ACS/AF FOR MESARITI 

ZAGREB FOR AMBASSADOR BRADTKE 

WARSAW FOR LISA PIASCIK 

CIUDAD JUAREZ FOR DONNA BLAIR 

ISTANBUL FOR TASHAWNA SMITH 

SAO PAULO FOR ANDREW WITHERSPOON 

DOE FOR GPERSON, CAROLYN GAY 
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TREASURY FOR ASEVERENS, SRENENDER, DFIELDS 
COMMERCE FOR KBURRESS 

STATE PASS USTR FOR ASST USTR FLISER 

STATE PASS TRANSPORTATION FOR MARAD 

STATE PASS OPIC FOR ZHAN AND MSTUCKART 
STATE PASS TDA FOR NCABOT 

STATE PASS EXIM FOR JRICHTER 

STATE PASS USAID FOR GWEYNAND AND SLAWAETZ 


E.O. 12958: DECL: 05/09/2017 

TAGS: ASEC, CASC, EPET, KDEM, NI, PGOV, PREL 

SUBJECT: SITREP 7: 5 AMCITS HELD HOSTAGE IN 2 DIFFERENT 
ATTACKS 


REF: A. LAGOS 321 
B. LAGOS 318 
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Classified By: Consul General Brian L. Browne for reasons 1.4 (B) and ( 
D) 


1. (C) Summary: Four American citizen oil service workers 
were kidnapped May 8 from a Global Industries barge offshore 
Delta State. The kidnappers are presumably Bayelsa 
state-based. The Bayelsa State Government and Chevron have 
received information suggestive of proof of life for American 
citizen John Stapleton, four Italians and one Croatian, who 
were abducted May 1. The Deputy Governor of Bayelsa State 
told Chevron the kidnappers have demanded the release of 
Victor Ebikabowei\'s brother and naira 500 million 
(approximately USD 4 million) for the release of the six 
hostages taken May 1. On May 8, a utility supply vessel was 
attacked offshore Delta and Bayelsa states; passengers were 
robbed but no hostages were taken. End Summary. 


2. (SBU) Global Industries confirmed on May 9 the kidnapping 
of four American employees: Christopher Gay, Michael James 
Rousell, Kevin Joseph Faller and Larry Allen Plake. 

Militants abducted the four men around 01:00 AM from the 
Cheyenne, a Global Industries barge located two to three 

miles offshore Delta State near Chevron\'s Escravos platform. 
The Cheyenne was contracted to Chevron Nigeria Limited (CNL). 
Global Industries has already contacted the families of all 

four. The ACS unit chief is awaiting the list of names of 

the family members wh have already been contacted by Global 
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Industries. The ACS unit chief will compare this information 
with the emergency contact information in PIERS and telephone 
the families. Three government security forces (GSF) 
sustained non life-threatening wounds during the attack. 


3. (SBU) Clayton Associates, a U.S. based security company, 
dispatched a representative to Nigeria on May 9 to act as a 
consultant to Global Industries on this incident. Another 
Global vessel, the Comanche, is operating in the area under 
Chevron. Global and Chevron are attempting to move this 
vessel farther offshore out of harm\'s way. Chevron has shut 
down discretionary operations such as construction and 
drilling, but does not plan to shut down production in this 
area. Chevron security sources suggest Stanley Woye 
(alternative spelling Woryei) from the Egbama community or 
Bright Ibilo may have masterminded this attack. Delta State 
Governor James Ibori told the Consul General that his 
official intermediaries with the militants have talked to 
Delta-based Federated Niger Delta Ijaw Community (FNDIC) 
leader Tom Polo who disclaimed involvement and expressed 
anger at the apparent encroachment of other militants into 
his area of operation. Ibori said Tom Polo is cooperating 
with his men to effectuate the release. (Comment: That 
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Bayelsa-based militants crossed into Tom Polo\'s territory 
accords with the hypothesis of a growing feud within the 
militant family. If the Egoama community is tied to or was 
instigated by militant leader Henry Okah, Tom Polo\'s most 
significant rival, then freeing these latest hostages may not 
prove to be easy. End Comment.) 


4. (SBU) According to an ArmorGroup representative onboard 
during the attack, 36 well-armed militants in six boats 
approached the Cheyenne around 23:00 PM on May 8. The 
attackers wore red shirts and black pants; the ArmorGroup 
representative saw one belt-fed machine gun and heard what 
sounded like rocket propelled grenade explosions. 


5. (SBU) American citizen John Stapleton, four Italian 
nationals and one Croatian remain hostages after being 
kidnapped May 1. A care package was reportedly delivered 
Monday May 7; the emissary returned with a note purportedly 
confirming the hostages\' receipt of the medication, written 

in each of their handwriting. (Note: Chevron did not analyze 
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the script, nor did the note specify who received which 
medication. At this time we have no confirmation that 
Stapleton received his medication. End Note.) 


6. (SBU) Emissaries visiting the camp May 8 claim to have 
seen the hostages using mosquito netting. They returned with 
the Croatian\'s Chevron wristwatch. Chevron confirmed the six 
individuals in a photograph provided the news media on May 8 
were the kidnapped employees; however, there was no 
indication when this photograph was taken. A care package 
containing water and family letters was expected to be passed 
to the Bayelsa State Government on May 9. 


7. (C) In a departure from their statement disavowing 
financial motives, the kidnappers have demanded the release 
of Victor Ebikabowei\'s brother and naira 500 million 
(approximately USD 4 million) for the hostages\' release. 
Bayelsa Deputy Governor Perembowei Ebebi told the captors 
neither the government nor Chevron would submit to their 
demands, but Ebebi did confide to Chevron Managing Director 
Fred Nelson that some concessions would need to be made. 
Ebebi suggested the government was not willing to set the 
precedent of a quid pro quo release but it was likely some 
money would exchange hands. 


8. (C) According to a Chevron security source, the Italian 
Consulate representatives prefer to liaise with Senator David 
Brigidi, representing the Bayelsa Central Senatorial 

District, over Secretary to Bayelsa State Government, Dr. 
Godknows lgali. (Comment: Igali has been our usual contact 
on these matters but Brigidi has long-standing contacts with 
some of these groups and could be helpful. Bad blood 
developed between the ltalians and Igali regarding the 
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Italian kidnapped late last year. Igali accused the Italians 
of interfering with his efforts and for paying a much too 
handsome ransom. The Italians, on the other hand, believe 
Igali might have taken an unauthorized cut of the funds that 
the Italian oil company, Agip, had directed toward the 
kidnappers. End Comment.) 


9. (SBU) On May 8 the utility supply vessel Walvis 6 was 
attacked near Meren Field, offshore between Delta and Bayelsa 
states. Security sources said the attackers appeared to be 
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\"pirates\" as they robbed the ship and departed without 
hostages. 


10. (C) Security Coordinator for Control Risks Group (CRG), 
British national Jeff Treen, remains hostage after 48 

militants in four boats attacked Transocean\'s Trident 8 rig 

on May 4. This rig was operating under contract to Conoil in 
Sangana, near Brass, Bayelsa State. According to David 

Harries of the British Deputy High Commission (BDHC), CRG had 
not been in contact with the kidnappers. Dr. Godknows Igali 

told Harries he was working on securing Treen\'s release. 
BROWNE 
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Classified By: Consul General Brian L. Browne for reasons 1.4 (b and d) 


1. (C) Summary: A close supporter of President Obasanjo, the 
Ooni of Ife, believes Yar'Adua is \"the right man for the job\" 
of President. The Ooni believes opposition criticisms of the 
election, although strident, will yield little concrete 

action and will dissipate quickly. The Ooni was 
collaborating with northern traditional leaders, including 

the Emir of Kano, to urge opposition leaders to accept the 
election result. The Ooni said All-Nigeria People\'s Party 
(ANPP) candidate Buhari genuinely lost because he never 
gained a foothold in the south and lost much of his previous 
traction in the north. The Federal Government found the 
post-election statement issued by the United States \"very 
diplomatic\", according to the OoniVs nephew, Aviation 
Minister Femi Fani-Kayode. End Summary. 


2. (C) Ina May 1 conversation, the Ooni of Ife told the 
Consul General \"the right man had been selected\" as President 
of Nigeria. Yar\'Adua is \"quiet, not arrogant\", the Ooni 
said. The Ooni believed that Yar'Adua would be a 
conciliatory figure whose personal humility will allow him to 
reach out to opposition figures in an effort salve political 
wounds. In this vein, the Ooni has been working with other 
traditional rulers to ease tensions resulting from the 
election. On his part, the Ooni issued a televised statement 
calling for calm and a recognition of the electoral results. 
Because of his position as the principal Yoruba traditional 
ruler, this message carried great weight not only in the 
Southwest but also throughout Nigeria, the Ooni asserted. 


3. (C) Additionally, he has been working with the Emir of 
Kano and other traditional rulers nationwide. The Ooni 
claimed the Emir had basically gotten the Northern 

traditional leaders to endorse the election results and to 
appeal to their subjects not to allow opposition political 
leaders to sway them toward acts of civil disturbance or 
disobedience. On a daily basis, more and more opposition 
figures are extending a hand to Yar\'Adua in the hopes of 
having access to power after the May 29 inauguration. Even 
Vice president Atiku is meeting Yar\'Adua, asserted the Ooni. 
He said Atiku had resigned himself to returning to his 
hometown of Yola (Adamawa State). At this point, Atiku would 
be satisfied if given the opportunity to designate two of his 
partisans for cabinet ministers in the new government, 
maintained the Ooni. 


4. (C) The Ooni claimed Buhari clearly lost the election 
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and has been revealed to be a spent political force. He 
asserted Buhari had alientated northern traditional rulers as 
well as the ANPP governors in the northern states. These 
governors fought for their elections but, when it came to the 
presidential race, they abandoned their candidate in favor of 
their gubernatorial colleague Yar\'Adua. Without the support 
of these governors, Buhari had no chance of winning these 
states, explained the Ooni. Buhari also grossly 
underestimated the political strength of his few Yoruba 
supporters like former Finance Minister Olu Falae. Thus 
Buhari thought he had made strong headway in the Southwest 
when all he took was a miniscule step, the Ooni posited. A 
more telling indicator of the Yoruba view of Buhari was the 
manner the widow of Obafemi Awolowo rebuffed Buhari\'s request 
to see her. The Ooni recounted not only did she refuse to 

see the Northern \"jihadist\", but she asked the Ooni to tell 
Buhari that she prayed daily Buhari would not become 
President again. 


5. (C) Buhari could never rule Nigeria, the Ooni commented, 
because the common man in Nigeria does not believe in him. 
Buhari represents the opposite extreme from Yar\'Adua, the 
Ooni stated. The Ooni said Buhari was haughty and 
mean-spirited. Another retired general from Katsina recently 
warned the Ooni that Buhari was an ungenerous, vindictive 
soul who did not relate well with most people. 


LAGOS 00000323 002.2 OF 002 


6. (C) The Ooni\'s approbation of Buhari even extended to 
the point of disparaging his family lineage. The Ooni 
asserted that Yar\'Adua was related to the Emir of Daura but 
that Buhari\'s bloodline could be traced to a family of slaves 
of that same royal household. While Yar\'Adua was princely 
and well-suited for leadership, Buhari internally boiled with 
resentment at his family\'s low station and wanted to rip at 
the venerated institution of the traditional rulers, the Ooni 
expostulated. (Comment: While Nigeria remains very much a 
traditional society, the comments about Buhari\'s family are 
nevertheless jarring. They reveal the extent to which PDP 
partisans are willing to go to justify what occurred on 
election day. Selective amnesia is also at play. The 
revered first President of Nigeria, Tafawa Balawa, was also 
the son of a family deemed to be a part of the slave caste. 
End Comment) 


7. (C) Minister of Aviation Femi Fani-Kayode, the Ooni\'s 
nephew, said that the Federal Government was pleased with the 
Department\'s statement on the elections. The message was 
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\"very diplomatic\", Fani-Kayode said, unlike that from the 
U.K. Fani-Kayode also bristled that the British High 
Commissioner said his government would likely not send a 
delegation to the inauguration ceremony. Stressing that we 
saw the recent election as seriously flawed, the Consul 
General urged the incoming Administration to begin 
immediately to seek the assistance of international partners 
for the 2011 election. By acknowledging the election flaws 
instead of trying to defend them, such a move would help 
reassure international and domestic audiences alike, he said. 


8. (C) Comment: Approval of Yar\'Adua by this traditional 
ruler was a foregone conclusion given the Ooni\'s closeness to 
President Obasanjo. Yoruba traditional rule is not as highly 
centralized as the Hausa north, and the authority of 
traditional rulers has been weakened over time; nonetheless, 
the Ooni\'s stature is widely recognized, and his approval of 
Yar\'Adua will help quiet the Southwest to some extent. The 
Ooni likely overestimates, however, the ease with which the 
opposition will acclimate. Even in the Southwest, where the 
Ooni is literally king, those who oppose the election have 

not yet thrown in the towel. 

BROWNE 
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Classified By: Classified by Ambassador Hull, reasons 1.4 b/d 
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1. (C) On May 8, DCM met with Sierra Leone MFA Director 
General Ambassador Umaru Wurie to convey points reftel 
concerning U.S. concern over the Human Rights Council 
candidacy of Belarus. She emphasized the U.S. desire to 
support candidates who show a genuined committment to human 
rights. Ambassador Wurie stated that he would order the 
Sierra Leone mission in New York not to support the candidacy 
of Belarus. During the meeting he ordered a subordinate to 

call New York with this instruction immediately. Wurie 

agreed that it was not helpful for the HRC to have members 
who had a poor record of human rights. 

HULL 
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E.O. 12958: DECL: 05/07/2017 

TAGS: PGOV, PREL, KDEM, GY 

SUBJECT: LOCAL ELECTIONS IN 2007: MAYBE YES, MAYBE NO 
Classified By: Ambassador David M. Robinson for 

reasons 1.4 (b) and (d) 


1. (U) Summary: Rhetoric about local elections, more than 
ten years overdue, is heating up. The ruling People\'s 
Progressive Party (PPP) wants them before the end of 2007; 
the opposition People\'s National Congress (PNC) wants a new 
voters list first. In the end, it may come down to what 
President Bharrat Jagdeo wants, and he is leaning toward a 
quick vote this year. Resident donors, including the U.S., 
Britain, Canada and the EU concur that voters need an 
oportunity soon to repopulate organs of local government, but 
without electoral and financial reform, municipal balloting 
amounts to little more than democratic window dressing. We 
should keep that in mind when the inevitable request for 
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money help comes in. End summary. 


2. (U) Guyana last held local elections in 1994; the 
constitution requires them every three years. In a recent 
letter to the Guyana Elections Commission, Donald Ramotar, 
head of the ruling PPP, demanded the lapse be fixed before 
the end of 2007. He further insisted on using the existing 
voters list, compiled in 2001, rather than wasting \"another 
two years\" conducting the door-to-door update the opposition 
PNC demands. 


3. (U) PNC leader Robert Corbin pushed back, publicly 
accusing the PPP of bad faith for ignoring the 
recommendations of a bipartisan task force established to set 
conditions for the past due vote. He said the group\'s draft 
report proposed a number of reforms now pending legislative 
action, including new electoral and municipal financing 
mechanisms. He also rekindled the debate over the voters 
list, saying he only reluctantly accepted it for the national 
contest but would draw the line now. The list does not 

reflect Guyana\'s large out-migration, mainly of Indo-Guyanese 
PPP supporters, who the PNC wants off the list despite the 
absence of a legal mechanism to remove migrants from the 
rolls. Partisan bickering over the list nearly scuttled the 

2006 presidential vote, and Corbin is demanding a revision 
before he commits the PNC to a new round. 


4. (C) The DCM and Poloff met with PNC task force chair 
Vincent Alexander and later with PPP chair Clinton Collymore 
on May 4 and 5. Each deflected blame to the other for the 
current stalemate. Alexander said the group last met in 
January 2007 and failed to reach consensus on key issues. 
Slightly askew from party-mate Corbin\'s version, Alexander 
accused Collymore of sending an uncleared package of reforms 
to the legislature. Collymore spat back, saying the task 

force met regularly and achieved most of its goals, even 
agreeing on the reforms he sent forward. He went on to 
excoriate the PNC for \"bellyaching for propaganda\" on reform, 
adding that a house-to-house voter update should be done 
before elections in 2010 but was not necessary now. There is 
no timetable for resumption of task force talks. 


5. (U) President Jagdeo has made no public commitment on 
timing, but has indicated he supports holding local elections 
sometime this year. He acknowledges that municipal 
governments are broken, and often simply absent, and tied 
their revitalization to a larger reform package announced 
shortly after his reelction in August. Informally, Jagdeo\'s 
timetable calls for local elections in 2007, house-to-house 
voter registration in 2008 and 2009, and another round of 
municipal balloting in 2010, before scheduled national 
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elections in 2011. He is mum about the critical issues of 
local budgets and the dynamics of political representation at 
the sub-national level. 


6. (C) Comment: Political decision-making in Guyana rests 
with the president alone. If he wants local elections this 
year, he will get them. His eye is on a bigger prize: making 
sure his own successor comes from the PPP ranks in 2011. 
Pushing a municipal vote now with the current list and 
without governance reforms probably serves that purpose, at 
least in eliminating one of the only issues giving some 
traction to the opposition. If elections go forward, we 

likely will be asked for funding. Locally, we agree with the 
British, Canadians, and EU missions that our help should be 
contingent on progress on key reforms first, including an 
iron-clad budgeting system for municipalities, currently 
hostage to the whims of cabinet level ministers, and clarity 
on who is constitutionally entitled to vote. End comment. 
Robinson 
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E.O. 12958: N/A 

TAGS: AMGT, ASEC, OTRA, PARM, PREL, GM 

SUBJECT: BERLIN: COUNTRY CLEARANCE GRANTED TO 
NONPROLIFERATION DIRECTORS\ GROUP 


REF: STATE 61706 


1. (SBU) Embassy welcomes and grants country clearance to 
Deputy Assistant Secretary Andrew K. Semmel, ISN/DOS 
Alexander T. Liebowitz, and Senior Policy Advisor Gerald 
Stacy to participate in the G-8 NPDG meeting from May 12-15, 
2007. 


2. (SBU) Point of contact for this visit will be Global 
Affairs Officer Richard Crandell, who can be reached at 


Column 3 

office telephone 49(30)8305-2309, fax 49-30-8305-2339, home 
phone 49(30)2300-4475, mobile phone 49 (0) 173-945-4720 and 
email CrandellRD@state.gov. Per reftel, Post will assist 

with transportation to and from the meeting location. 


3. (U) Post and German authorities continuously review 
information that could impact on the safety and security of 
your visit to Germany. At this time, we are not aware of any 
specific, credible threats to your traveling party. 


4. (U) The Department of State assesses German cities with a 
U.S. diplomatic presence as high for transnational terrorism 
and medium for criminal activity. On 20 April 2007, The U.S. 
Embassy released a public announcement stating that security 
at U.S. diplomatic and consular facilities throughout Germany 
had increased their security posture in response to a 
heightened security environment. This heightened threat of a 
terrorist attack continues and visitors are encouraged to 
consult with the Regional Security Office or Control Officer 
prior to travel. The full text of this public announcement 

is available on the internet at www.usembassy.de. 


5. (U) While there have been no recent significant domestic 
terrorist attacks in Germany, the country remains a potential 
venue for transnational terrorism. German troops are 
currently deployed in Afghanistan and are assisting with the 
NATO training mission in Iraq. In addition, the country 
continues to host a sizeable number of U.S. military 
installations, almost all of which are involved in our 

current military efforts in Iraq. A March 2007 video, 
apparently produced by Islamic extremists, specifically 
threatened Germany with terrorist attacks as a result of the 
country's military deployment in Afghanistan. In June 2006, 
two improvised explosive devices were placed aboard regional 
commuter trains in Western Germany; the devices failed to 
function and the perpetrators were apprehended. Nonetheless, 
the incident is a reminder that Germany is not immune from 
the threat of terrorism. 


6. (U) The most common threat to official USG travelers in 
Germany is petty crime. Pick-pocketing, bag-snatching, and 
confidence schemes are often perpetrated against obvious 
tourists and foreigners in large German cities. Hotel room 
break-ins and thefts from automobiles, while infrequent, have 
occurred in the past. Armed robbery, home invasion, and 
car-jacking are all but non-existent in Germany. Taxis, as 
well as Germany\'s extensive public transportation network, 
are safe and may be used by USG personnel. 


7. (U) Large-scale protests are a common feature of daily 
life in major German cities. Only rarely are such protests 
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held without police sanction, and German authorities are 

skilled in crowd control techniques. The overwhelming 

majority of protests occur without violence, although marches 
and demonstrations by right-wing and Neo-Nazi extremists have 
recently drawn violent counter-protests from the left-wing 
community. 


8. (U) Visitors to Germany should practice the same good 
common-sense personal security practices that are an every 
day part of life in U.S. cities. A heightened sense of 
situational awareness should be exercised when in popular 
tourist areas, train stations, and other soft-target venues. 
Large gatherings and demonstrations, regardless of the theme 
or topic, should be avoided. USG visitors are encouraged to 
report unusual, suspicious, threatening, or harassing 

behavior to the nearest Mission Germany Regional Security 
Office at the numbers listed below. 


9. (U) German law enforcement agencies are professional and 
extremely supportive to the U.S. government and all of our 
concerns. The countrywide police emergency telephone number 
is 110. The fire department and ambulance service may be 
reached at telephone 112. The U.S. Embassy in Berlin reports 
current threat information for American citizens at 

030-832-9233. 


10. (U) Further questions regarding this assessment may be 
directed to the Regional Security Office in Berlin at 
49-30-8305-1400, in Frankfurt at 49-69-7535-2444, or in 


Munich at 49-89-2888-625. 
TIMKEN JR 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, PINR, PREL, KCRM, CO, CH, CS 
SUBJECT: MORE CHINESE MIGRANTS RESCUED IN COSTA RICAN WATERS 


REF: A. 06 SAN JOSE 2316 
B. SAN JOSE 132 


1. (SBU) On April 21, the Costa Rica Coast Guard (SNGC) 
again rescued a large number of Chinese migrants adrift in 
Costa Rican territorial waters. Three Ecuadorians and two 
Peruvians were also apprehended, and charged with human 
trafficking under Costa Rica,s new immigration law. The 
governments of Costa Rica and Colombia have not yet reached 
an agreement on the costly repatriation of the migrants to 
China, with the GOCR blaming Colombia,s temporary lifting of 
the visa requirement for Chinese travelers from January 1 to 
May 1 for the spike in Chinese migrants heading north. These 
rescues of Chinese migrants in Costa Rican waters put a great 
strain on an already stretched-thin SNGC. End Summary. 


2. (U) On April 20, SNGC officials were notified by two 
merchant vessels that the \"Arluc,\" of Ecuadorian origin, was 
disabled and in danger of sinking approximately 110 miles off 
the southwest coast of Costa Rica. Over the next 24 hours, 
the merchant vessels took on 57 Chinese nationals, three 
Ecuadorians, and two Peruvians from the \"Arluc.\" The young, 
mostly male Chinese migrants claimed they paid from USD 
10,000 to USD 15,000 to be smuggled into the U.S. The 
migrants were transferred to a SNGC patrol boat and on April 
23 arrived at Puntarenas on the Pacific coast where they were 
treated for dehydration. 


3. (SBU) The Ecuadorians and Peruvians were later determined 
to be the vessel\'s crew, not immigrants, and were placed in 
preventative detention as human traffickers under the new 
Costa Rican immigration law tht took effect in August 2006. 

As of May 3, 15 ofthe Chinese had been returned to Colombia, 
accoring to Minister of Public Security Fernando Berrocl, 

who credited his \"personal friendship\" with the Colombian 
Ambassador for the return of the immirants. Otherwise, 
Berrocal told Poloffs, all th Chinese would still be 

languishing in the GOCR, immigration detention center. 
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Earlier, because f the USD 5000/head cost to return the 
migrants to Hong Kong, Costa Rican Immigration officials had 
announced that they were seeking a compromise with the 
Colombian government to accept at least those migrants who 
still ha a valid round trip ticket from Hong Kong to Bogot 

in their possession. (This may have been the grup of 15 
Berrocal mentioned.) 


4. (SBU) This as the second rescue of Chinese migrants by 
the SNGC in the last six months. In October 2006, 128Chinese and Peruvian migrants were rescued | 
Isla del Coco and returned to Peru (Re A). These rescues 
strain the limited resourcesof the GOCR. In both cases, the 
SNGC was forced to divert one or more patrol boats outside of 
their normal range and fuel capacity to rescue the migrants 
and the Directorate of Immigration had to offload, process 

the immigrants, and attend to their health needs. According 

to the GOCR, the October 2006 rescue cost the GOCR over USD 
one million. Because Costa Rica\'s Pacific Coast territorial 
waters are greatly extended by possession of the Isla del 
Coco - hundreds of miles west of its Pacific coast, an 

increase in this migration route could seriously affect the 
SNGC\'s operations and budget. A slightly exasperated 
Berrocal made this point to Poloffs on May 3. Although 
relieved that the GOC had re-established visa requirements 
for Chinese nationals as of May 1, Berrocal feared that any 
\"in the pipeline\" already could pose additional burdens on 

the GOCR,s resources. To stress his point, he said that 
leaders of the large smuggling ring broken up by the GOCR in 
January (Ref B) had told authorities there were \"over 10,000\" 
Chinese in Costa Rica illegally. 


5. (SBU) Berrocal,s concerns may be well-founded. 
According to the April 2007 report \"Human Smuggling: 
Increase in Chinese Transiting Colombia\" produced by the DHS 
Human Smuggling and Trafficking Center, an estimated 2000 
Chinese left Hong Kong for Colombia in the first two months 
of this year alone. Presumably, many of these will try their 
luck on the maritime routes off Costa Rica, and some may 
again need assistance from the overstretched SNGC. Migrant 
rescue responsibilities are another reason continued USG 
assistance to the Costa Rican Coast Guard is essential. 
LANGDALE 
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E.O. 12958: DECL: 05/09/2027 

TAGS: PREL, PGOV, KDEM, LE, SY 

SUBJECT: NABIH BERRI SEEKS USG HELP TO DERAIL LAHOUD-SYRIAN 
PLOT TO DESTROY PARLIAMENT (NO KIDDING) 


Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY AND COMMENT 


1. (S) Describing President Emile Lahoud as a \"bastard,\" 
Parliament Speaker Nabih Berri used a 5/9 meeting with the 
Ambassador to seek USG help in derailing what Berri suspects 
is a diabolical Syrian-inspired plot Lahoud plans to 

implement to destroy Lebanon\'s parliament. (Yes, gentle 
reader, the previous sentence is correct as written.) As if 
forgetting that he is the one holding the power to open 
Parliament\'s doors, Berri outlined a scenario by which 
Lahoud, drawing on his insistence that the Siniora cabinet 
does not legally exist, will use a creative interpretation of 

the constitution to dissolve parliament unilaterally when it 
fails to meet in its ordinary session that expires May 31. 

At that point, Lahoud will argue that he is free to appoint a 
new prime minister and cabinet, without the need for 
parliamentary approval. And this sets up a scenario by which 
Lebanon is plunged into new legislative elections. The 
emerging pro-Syrian majority would then elect Lebanon\'s new 
president, or the Lahoud-appointed cabinet would inherit the 
powers of the presidency. Describing the \"plot\" to destroy 
the constitutional institution he controls, Berri gave a very 
believable performance of vein-popping rage. 


2. (S) As the new cabinet begins work, the March 14 
majority would continue to recognize the Siniora cabinet and 
the existing parliament and proceed with its own presidential 
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elections. Lahoud\'s scheme as described by Berri would, at a 
minimum, set up two entirely parallel structures: two PMs, 
cabinets, parliaments, and presidents. But it would be more 
likely that Lebanon would be plunged into chaos, with 
institutions splitting and the army sitting on the sidelines 

as the two parallel structures battled for supremacy. To 
avoid this, Berri advocates a first step that we have long 
urged he grab: open the parliament, thus preventing Lahoud 
from dissolving it. He is now on board, but under limited 
conditions he seeks our help to impose with our March 14 
contacts. We are inclined to do so, in order to avoid his 
worst-case scenario, but we have to consider carefully what 
tricks Berri himself has up his sleeve. When asked about the 
impact of potential Chapter VII approval of the tribunal, 

Berri threw up his hands: \"approve it Under Chapter VII, 
Chapter 67, or whatever -- | don\'t care!\" While Berri seemed 
to speak with far more candor than usual, we, of course, 
remain skeptical that the alliance he advocates to thwart a 
Syrian-inspired plot is a lasting one. End summary and 
comment. 


SPEAKER SAYS LAHOUD TO DESTROY 
THE HOUSE OF BERRI -- I.E., PARLIAMENT 


3. (S) Shooing the aides and Embassy notetaker from the 
room immediately after the television cameras had panned the 
ordinary-looking meeting, Parliament Speaker Nabih Berri 
opened his 5/9 meeting with the Ambassador with what struck 
us as a self-evident observation: \"Lahoud is a bastard!\" 

Berri pronounced, jumping from his chair. Berri, who 

insisted that the Ambassador not share this information with 
anyone, said that he had belatedly put two and two together 

to discover a diabolical plot by Lahoud to destroy Lebanon\'s 
parliament. At the last moment, Berri relized that he was 
being used by Lahoud in a scheme that would throw him out of 
his own position asspeaker and possibly thrust him into 
permanent irelevance. \"Lahoud hates me, and he knows | hate 
him. He thinks he\'s found a way to beat me.\" 


AHOUD STARTS BY DECLARING 
SINIORA CABINET NULL AND VOID 


4. (S) oing into detail while thumbing through the 
Lebaese constitution, Berri explained that the scheme tarts 
with Lahoud\'s repeated insistence, submittd frequently in 
writing and orally, that the Siniora cabinet does not exist 
legally at all -- not ven in caretaker status. This 
establishes a recrd that there is a constitutional vacuum 
where te office of the Prime Minister and the cabinet as 
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whole should be. Thus, the powers of those offices can be 
argued to revert to the President himslf. 


NEXT, PREVENT PARLIAMENT FROM MEETING, 
AN USE CONSTITUTION TO DISSOLVE IT 


BEIRUT 00000655 002 OF 004 


5. (S) The next step for Lahoud is to wait until May 31, 
when the ordinary session of the parliament expires, without 
the parliament having met in a single session. At this 

point, Lahoud invokes Article 65, which allows for the 
dissolution of the parliament if, \"for no compelling reason, 
(the Chamber of Deputies) fails to meet during one of its 
regular sessions. ... While Article 65 empowers the 
Council of Ministers at the request of the President to 
dissolve the parliament, if there is no Council of Ministers, 
then Lahoud will argue that he is solely responsible. 


WITHOUT PARLIAMENT, LAHOUD 
IS FREE TO APPOINT PM, CABINET 


6. (S) Once the parliament is dissolved (and, more 
importantly for the purpose of this discussion, Berri is 

without a job or role), then Lahoud will appoint a new prime 
minister. While Lebanon\'s parliament calls for mandatory 
consultations by which the president is bound to ask the 
candidate who receives the most support from MPs to try to 
form a cabinet, if there is no parliament, then there are no 
MPs to bestow their choices for PM in the president\'s hand. 
Moreover, the new PM can choose whatever ministers he and 
Lahoud agree upon, as well as whatever government program 
they want, because there is no parliament to give a vote of 
confidence. WA coup d\'etat!\" Berri roared. 


AND LAHOUD GIVES PRESIDENCY 
TO ANOTHER PRO-SYRIAN STOOGE 


7. (S) At this point, two scenarios emerge. Article 25 of 

the constitution calls for new parliamentary elections within 
three months, in the case of the dissolution of the 

parliament. While elections would by necessity be conducted 
under the discredited 2000 election law (as there is no 
cabinet and no parliament to approve a new law), a pro-Syrian 
majority would certainly emerge this time, given the near 
certainty that March 14 supporters would boycott both running 
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and voting. That pro-Syrian majority in the new faux 

parliament would then be in place in time to elect Lebanon\'s 

next president to succeed the stooge extraordinaire when 
Lahoud\'s term expires November 24. The second scenario would 
be that no elections take place, and the cabinet appointed by 
Lahoud assumes the role of the presidency until such time as 

new parliamentary elections can be held. 


VPLOTY EXPLAINS LAHOUD\'S RECENT CURIOUS ACTIONS 


8. (S) Berri said that this \"plot\" explains two recent 
developments that previously he found curious. First, he 
wondered why Lahoud had not \"taken the pressure off mel" for a 
month, by invoking Article 59 of the constitution. That 

article gives the president the right to ask parliament to 
adjourn for a month. Berri said that he wanted Lahoud to use 
that, so that he was not the only person blamed for keeping 
parliament closed. But now he realizes that Lahoud, had he 
used Article 59, would not be able to invoke the constitution 
in dissolving parliament -- there would suddenly be a 
\"compelling reason" why parliament didn\'t meet. The second 
strange thing is that, according to information Berri has, 
Prime Minister Siniora offered to Lahoud in a recent phone 
call to resign, once the tribunal was established, if Lahoud 
would recognize his cabinet as a caretaker cabinet according 
to the constitution. Lahoud reportedly refused. That struck 
Berri initially as strange, since Siniora\'s resignation offer 
would normally be something Lahoud should seize. But, if 
Lahoud recognized Siniora\'s cabinet as a caretaker cabinet, 
then the normal consultative process would begin, derailing 
the coup plot. 


OPENING PARLIAMENT -- BUT IN A LIMITED WAY 


9. (S) The Ambassador noted that there was one easy way to 
avoid the entire scenario: open parliament at once, as so 
many people have been urging. \"I\'m coming to that, Berri 
said, stating that he needed our help. He said that he 

wanted to open parliament in such a way so as to avoid 
implying legitimacy on the Siniora cabinet and to prevent 
parliamentary action that could \"split the country.\" He said 
that the Speaker of the European Parliament was coming to 
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Lebanon soon, and thus Berri was thinking about calling a 


session for MPs to hear the European visitor. He would have 
done the same for Speaker Pelosi, had he realized in April 
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what Lahoud intended. This session to hear the visitor would 
count as an ordinary session, thus depriving Lahoud of the 
constitutional ability to dissolve parliament. But, to do 

this, Berri urged the Ambassador to help him convince the 
March 14 majority to send only MPs, not government ministers 
and not Siniora, and to agree to listen to the visitor and 

leave, without trying to force further parliamentary action. 


10. (S) Help me convince them, Berri begged, to see that, 
even if they don\'t like such a limited session, it is better 

than having no sessions. Berri clarified that he did not 

want the Ambassador to share with March 14 leaders the entire 
plot he described, just the fear that Lahoud could try to 
dissolve parliament if it doesn\'t meet. \"If | read about 

this in the papers, I\'ll have to keep parliament closed 
completely. (Comment: Berri was not explicit, but we think 
he was suggesting that he is under Syrian orders to deny any 
legitimacy to the Siniora cabinet. Having the ministers sit 

as usual on the dais behind the Speaker would do that, so he 
wants our help in avoiding such a scene. He is also under 
orders, presumably, not to allow controversial discussions 
such as Hizballah\'s arms or the tribunal to reach the Chamber 
floor. But he does not seem to be under -- at least not yet 

-- an absolute Syrian order to keep the chamber completely 
shuttered. So, under the proposed session, Berri could tell 
the Syrians that he scrupulously followed their orders and 
had no idea that they intended the parliament to be closed 
entirely. We don\'t doubt that Berri plays games even with 
the Syrians. End Comment.) 


11. (S) The Ambassador asked Berri whether he really 
thought Lahoud was so clever as to come up with such a 
complicated scheme on his own. \"Of course not!\" Berri 
shouted. The Syrians gave him the basic outlines, and 
Lahoud\'s legal advisor Selim Jeressaiti came up with the 
implementation plan. The Ambassador asked whether Michel 
Aoun would bring his bloc along. Yes, because the stereotype 
about Aoun being obsessed with the presidency is true. All 
the pro-Syrians have shown him how the status quo will never 
result in an Aoun presidency, whereas this situation might. 

VI am really worried,\" Berri said. 


BERRI EXPRESSES LITTLE CONCERN 
WITH UNSC ACTION ON TRIBUNAL 


12. (S) The Ambassador asked Berri how Chapter VII 
consideration of the Special Tribunal for Lebanon affected 
his thinking: if the UNSC established the tribunal now, 
would it be easier for him to call for a more normal 
parliamentary session? Berri said that the tribunal and the 
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Lahoud scenario he described aren\'t related at all. Throwing 
up his hands, he said of the tribunal that the UNSC should 
\"approve it under Chapter VII, Chapter 67, or whatever -- | 
don\'t care!\" 


COMMENT 


13. (S) Talk of two cabinets has been buzzing through 
Lebanon\'s political circles for weeks. But Berri\'s scenario 

-- which did not strike us as that far-fetched, now that we 
have been musing on it all afternoon -- sets up two entirely 
parallel structures. The March 14 majority would continue to 
recognize Siniora\'s cabinet and the existing parliament, as 
would most of the international community. But what would 
the Lebanese Armed Forces do, if Hizballah-filled mobs start 
to try to take over ministries or even the Grand Serail in 
order to install \"their\" ministers? And what happens when it 
comes time to elect a new president? We have only until May 
31 to prevent such a scenario from unfolding, if what Berri 
suspects is what the Syrians and Lahoud actually have in 
mind. 


14. (S) Taking it all personally, Berri struck us as truly 
infuriated that someone would tinker with \"his\" institution. 
He postured as if he had been left out of the Syrian scheming 
(or, more correctly, let in on only part of the Syrian 
scheming). If he now realizes that he was being used by the 
Syrians to destroy the institution he heads, maybe he can be 
a useful ally in denying Lahoud the pleasure of picking his 
own PM and cabinet. But it is not plausible that Berri told 

us everything he knows or thinks, about this or anything 
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else. Maybe he was part of the planning but only belatedly 
realized that there is no guarantee he will be back as 

Speaker in what would be a far more Hizballah-dominated 
second parliament. Maybe he doesn\'t want to be torn between 
leaving his current position upon Lahoud\'s dissolution 

orders, when he knows that the March 14 rump parliament will 
continue to meet and enjoy international legitimacy. We tend 
to agree that it is better to have a parliament session even 
under Berri\'s restricted scenario than to have no parliament 
session at all, but we must think about how Berri might be 
trying to enlist us in foisting his own ideas onto the March 

14 majority. We cannot recall a more significant or 

interesting meeting with the Speaker. Stay tuned. 

FELTMAN 
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CORRECTED COPY (PARA MARKINGS ADDED) 
STATE FOR WHA/CAR 


E.O. 12958: DECL: 05/08/2017 

TAGS: OTRA, AC 

SUBJECT: SPECIAL AREA CLEARANCE GRANTED TO ADMIRAL 
STAVRIDIS FOR TRAVEL TO ANTIGUA AND BARBUDA 


REF: MLO 031745Z 
Classified By: DCM Mary Ellen T. Gilroy for reasons 1.4(b) and (d). 


1. (C) Embassy Bridgetown warmly welcomes and grants clearance to 
Commander, U.S. Southern Command, Admiral James Stavridis, 
USN, to travel to Antigua and Barbuda from May 22-24, 2007, 

for the purpose of attending the Caribbean Nations Security 
(CANSEC) conference. Country clearance is also granted for 

the following members of Admiral StavridisW party: Mr. 

Amselem, CDR Wilkenson, ENS Prewett, MAJ Fick, SA Rivera, and 
SFC Cruceta, from May 22-24, 2007. 


2. (C) Embassy Bridgetown also grants special area clearance to 
the following advance personnel: SA Lopez, SA Morales-Ramos, 
SA Black, CW3 Codds, SFC Hamilton, SSG Mattocks, and SGT 
Pallares, from May 17-24, 2007. 


3. (C) Admiral Stavridis will be met by Commander Aboagye of the 
Military Liaison Office. Further assistance will be provided 

by CANSEC conference coordinators and members of the Antigua 
and Barbuda Defence Force. Embassy point of contact is Major 
Rachelle Harris, MLO; tel: 246/227-4123, cell: 246/230-2725. 
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4. (U) Entry requirements: Mission policy is that all USG 
travelers to the region be in possession of a valid passport. 
Visas are not required for short visits. There is a 
departure tax of 50 xcd (Eastern Caribbean) dollars or 19 
U.S. dollars. 


5. (U) The exchange rate in Antigua and Barbuda is 2.70 xcd 
(Eastern Caribbean) dollars for one U.S. dollar. U.S. 
currency, traveler\'s checks, and credit cards are routinely 
and widely accepted. 


6. (U) The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 
well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 

(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
OURISMAN 


Column 3 


107422 

PP RUEHWEB 

DE RUEHWN #0559 1291735 

ZNY CCCCC ZZH 

P 091735Z MAY 07 

FM AMEMBASSY BRIDGETOWN 

TO RUMIAAA/HQ USSOUTHCOM MIAMI FL PRIORITY 
INFO RUEHWN/CHUSMLO BRIDGETOWN BB PRIORITY 
RUEHC/SECSTATE WASHDC PRIORITY 4664 
RHEFDIA/DIA WASHDC PRIORITY 

RUMIAAA/HQ USSOUTHCOM J3 MIAMI FL PRIORITY 
RUMIAAA/HQ USSOUTHCOM J5 MIAMI FL PRIORITY 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/08/2017 

TAGS: OTRA, BB 

SUBJECT: SPECIAL AREA CLEARANCE GRANTED TO MAJ GEN SPEARS 
FOR TRAVEL TO BARBADOS 


Classified By: DCM Mary Ellen T. Gilroy for reasons 1.4(b) 
and (d). 


1. Embassy Bridgetown warmly welcomes and grants clearance 

to the Deputy Commander, U.S. Southern Command, Major General 
Glenn Spears, USAF, to travel to Barbados from May 17-19, 

2007, for the purpose of attending the State Partnership 

Program conference. Clearance is also granted for SFC 

Marlena Neal from May 17-19, 2007. 


2. Major General Spears will be met at the airport by 
Commander Aboagye of the Military Liaison Office or his 
designated representative. Embassy point of contact is Major 
Rachelle Harris, MLO; tel: 246/227-4123, cell: 246/230-2725. 


3. Entry/departure requirements: Mission policy is that all 
USG travelers to the region be in possession of a valid 
passport. Visas are not required for short visits. Visitors 

are granted up to 28 days upon entry, which can be extended 
through the Barbados Immigration Department for up to six 
months. 


4. The exchange rate in Barbados is two Barbados dollars for 
one U.S. dollar. U.S. currency, traveler\'s checks, and 
credit cards are routinely and widely accepted. 


5. The following is general information pertaining to 
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security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 
well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 

(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
OURISMAN 
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STATE FOR WHA/CAR 


E.O. 12958: N/A 

TAGS: EAIR, OTRA, BB 

SUBJECT: COUNTRY CLEARANCE GRANTED TO FINNEMAN AND YAP-SAM 
FOR TRAVEL TO BARBADOS 


1. Embassy Bridgetown welcomes and grants clearance to TSA 
civil aviation security inspectors, Thomas Finneman and Kevin 
Yap-Sam, to travel to Barbados from June 12-20, 2007, for the 
purpose of assessing airport security conditions. 


2. Per reftel, Embassy made reservations at the Turtle Beach 
Resort, tel: 246/432-6525. The confirmation numbers are 
TB545743-1 (Finneman) and TB545743-2 (Yap-Sam). 


3. Embassy Bridgetown requests an outbrief be provided to 
the Political/Economic Section relating to activities while 

in the region within 10 working days of completion of travel. 
Please provide the outbrief by telephone, 246/436-4950 
x4230, or by fax at 246/227-4174. 


4. Entry/departure requirements: Mission policy is that all 
USG travelers to the region be in possession of a valid 
passport. Visas are not required for short visits. Visitors 

are granted up to 28 days upon entry, which can be extended 
through the Barbados Immigration Department for up to six 
months. 


5. The exchange rate in Barbados is two Barbados dollars for 
one U.S. dollar. U.S. currency, travelerYs checks, and 
credit cards are routinely and widely accepted. 


6. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 

well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
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while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Throughout the Eastern Caribbean, the most likely threat to a 
visitors health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 

(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
OURISMAN 
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E.O. 12958: N/A 

TAGS: PREF, PHUM, GH 

SUBJECT: UPDATE ON KRISAN REFUGEE CAMP 

REF: A) 06 ACCRA 1796 B) 05 ACCRA 2585 C) 05 ACCRA 2548 
D) 05 ACCRA 2311 


1. (SBU) SUMMARY: During a May 4 visit to Krisan Camp, Ref Coord 
noted relatively good morale, better access to potable water, and no 
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incidents of sexual- or gender-based violence. There was still no 
lighting at night and the Camp Clinic has experienced occasional 
shortages of medication. Resettlement has begun in earnest, with 
116 refugees having already been referred to Australia or Canada and 
the first referrals to the U.S. Resettlement Program starting in 

April. Relations with local villagers were reserved but civil, but 

the Sudanese were particularly subject to harassment and travel 
restrictions. Liberians here, as in Budumburam, were resistant to 

the notion of repatriation. End Summary. 


2. (SBU) On May 4, Ref Coord visited Krisan Refugee Camp, located 
in southwestern Ghana, where he observed curtailment in clinic 
activities due to budgetary cutbacks. Besides facing spot 

shortages of medication, the clinic was able to refer only the most 
urgent cases to the local hospital for evaluation and treatment. UN 
Volunteer Mike Sanderson said that the Sudanese were suffering 
disproportionately because they refused to eat greens and 
consequently were susceptible to anemia. NGO\'s have made up for 
some of UNHCR\'s financial straits; for example, earlier this year, 

a Protestant church group donated USD 1,000 to the clinic. 


3. (SBU) The Ghanaian camp manager described relations with local 
villagers as \"cordial\" but refugees listed several problem areas. 

For example, the local chief initially refused to allow the local 

burial of an 80-year-old refugee who had passed away; eventually he 
relented. Many refugees reportedly worked as fishermen\'s 
assistants, but after a day\'s work, the fishermen would refuse to 

pay them, whether in cash or with a portion of the day\'s haul. In 
addition, three village elders recently approached UNHCR, claiming 
that organization had promised them USD 6,000 and complaining that 
Ghanaians were not receiving the same benefits as the refugees. 
Sanderson noted, however, that refugees often mingle and converse 
freely with local villagers, concluding that despite the occasional 
misunderstanding, overall relations were civil. 


4. (SBU) The camp at night remains totally dark. In April, the new 
Chair of Ghana\'s Refugee Board met with officials from the electric 
company (VRA) and compellingly presented the need for lighting as a 
security issue, according to Sanderson. Fortunately, there were no 


Column 3 
new reports of any sexual- or gender-based violence in the camp. 


5. (SBU) Refugees appeared to have better access to potable 

drinking water, with several bore holes yielding modest amounts 

during the current dry season. The World Food Program was supplying 
full food rations to all refugees, including corn meal, dried beans, 

oil, and salt. Sanderson confirmed refugees complaints that there 

had been some weevil infestation earlier in the year but said 

spoilage had been minimal. 


6. (SBU) Resettlement activity has reached a pace not equaled 

during the previous three years. Some 50 refugees were scheduled to 
leave for Australia on May 8, while another 66 were pending their 
Canadian medical clearances. UNHCR has begun referring Togolese and 
Sudanese Krisan Camp residents to the U.S. Resettlement Program, the 
first of a promised 100 refugee referrals. The number referred 

could eventually exceed 100, but the Branch Office has asked a UNHCR 
expert on Darfur to evaluate several hundred of the Sudanese before 

it proceeds further. 


7. (SBU) In his discussions with individual refugees, Ref Coord 
noticed that the Liberians remained resistant to the notion of 

repatriation, citing crime, unemployment, property disputes, and 
generalized fear as reasons for not wanting to return home. Ref 
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Coord cautioned that the GOG had nat yet decided what kind of status 
to offer the remaining Liberian refugees. It was possible that they 
would be treated as other foreigners in having to obtain annual 
residence permits and pay for medical bills at non-Ghanaian rates at 
government-run clinics. 


8. (SBU) The Sudanese, though mild-mannered and highly 
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self-disciplined, appeared to have more problems. The GOG has not 
issued refugee ID cards since the last verification exercise in 

2003, a decision that has most acutely impacted the Sudanese, since 
they make up a majority of the newcomers. Two Sudanese refugees 
were reportedly beaten in unprovoked attacks last year, with locals 
referring to them as \"janjaweed.\" Though some have managed to reach 
Accra safely, one policeman threatened the Sudanese, saying, \"If you 
appear at the Axim checkpoint [east of Krisan], we will send you 

back to Darfur.\" 


9. (SBU) Krisan has come a long way since the November 2005 riot, 
with only the burned out warehouse remaining as mute testimony to 

the violence that ravaged the camp. Refugees expressed confidence 

in UN Volunteer Mike Sanderson and Representative Aida Haile Mariam, 
with many entertaining high hopes of being resettled in the U.S. 

While the situation with food, water, and medicine was not ideal, 

most refugees appeared to be coping adequately and understood 
UNHCRVs budgetary limitations. Post will address the issue of ID 

cards for the Krisan refugees during its next meeting with the 
appropriate GOG officials. 
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1. SUMMARY STATEMENT 


Today's daily-of-record \"La Nacion!" carries an opinion piece on an 
alleged VexodusV in the Bush administration, with some members 
moving to the private sector. 


2. OPINION PIECES AND EDITORIALS 
- Some members of the Bush administration start to flee\" 


Hugo Alconada Mon, Washington-based correspondent for 
daily-of-record \"La Nacion," penned (05/09) \"At least six months 
before what is usual, key high-ranking members of the Bush 
administration have started to give hurrahs. They will be moving to 
the private sector, or even more drastic, to ostracism, which has 
seriously affected the US national security staff. 


\"Additionally, the premature wave of withdrawals, only 20 months 

away from George W. Bush\'s departure from the White House, was also 
combined with another antique tradition all over the world - when 
something is wrong, blame it on someone else, and even more if it 
comes down to Iraq. 


Y... According to Paul Light, professor of Public Service at the 
University of New York, \'whenever a president comes close to his 
end, emigration of members is usual, but in this case, we are 
talking about Va high number (of government officials)\’. \'It is too 
soon to see this kind of mass exodus.\' 


\"Bush\'s weakness speeds up the exodus - according to an Ipsos 
opinion survey, 6 out of every 10 Americans believe Iraq is a lost 
cause. The occupation of Iraq is \'radioactive\' in the US, and this 
encourages a \'blaming game.\'\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 
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STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, 
WHA/EPSC 
CDR USSOCOM FOR J-2 IAD/LAMA 
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E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL, MEDIA REACTION 

SUBJECT: MEDIA REACTION; SARKOZY\'S TIES TO BUSH; TECHINT AND CHAVEZ; 
05/08/07; BUENOS AIRES 


1. SUMMARY STATEMENT 


Leading international stories today include President-elect Nicolas 
Sarkozy\'s views on France\'s relationship with the US; and Argentine 
company Techint toning down a possible conflict with Venezuelan 
President Chavez. 


2. OPINION PIECES AND EDITORIALS 
- The US praises Sarkozy for being Va friend of AmericansWW" 


Ana Baron, Washington-based correspondent for leading \"Clarin,\" 
penned (05/08) \"Last year, while in Washington, French 
President-elect Nicolas Sarkozy surprised more than one American by 
saying \'My dedication to our ties to the US is well-known and | have 
been very much criticized because of this. | am not a coward. | 
reaffirm our friendship and | am proud of the friendly ties between 
France and the US and | gladly say it in public.\' With the 

prevailing anti-Americanism in the world, no one expected a French 
political leader to campaign with pro-US positions. 


\"The US celebrated Sarkozy\'s victory. George Bush was one of the 
first presidents to call him on Sunday to congratulate him. And US 
newspapers reflected yesterday the White House\'s hope that with 
Sarkozy in France and Angela Merkel in Germany the US-European 
relationship will be smoother. 


\"... The night of his victory, Sarkozy said that France\'s \'American 
friends\' can rely on the friendship between the two countries. And 
that France would always \'side with the US when needed. 
Nevertheless, he warned that there are always points of disagreement 
between friends and he urged the Bush administration to lead the 
effort to protect the environment. It is also known that Sarkozy is 
against both the war in Iraq and Turkey\'s entry into NATO, which is 
defended by Bush.\" 


- \"The French buddy\" 
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Paula Lugones, international columnist of leading \"Clarin,\" 
highlights (05/08) \"... In addition to hamburgers and Miami Vice, 
the future French president has some other strong points of 
agreement with Republicans, such as the role played by the State, 
tax policy and Vzero tolerance\' on crime. 


\"In a few days, Tony Blair will be gone. Now, being French is no 
longer a dirty word - Sarkozy is highly likely to become 
Washington\'s foot in Europe.\" 


- WTechint guarantees Chavez that it will prioritize the domestic 
market\" 


Alejandro Bianchi, economic columnist of business-financial \"El 
Cronista,\" writes (05/08) \"Sidor... attempted to downplay its 
dispute with Chavez by asserting that it will prioritize the supply 
to the domestic market, as the Venezuelan president demanded. 


\"Chavez had blamed Sidor of prioritizing exports, to the detriment 

of the domestic market, of seamless tubes used by the oil industry. 
However, the accused company only manufactures raw materials. Tubes 
are manufactured by Tavsa, which also belongs to the Techint group, 
whose only customer is state oil company PdVSA... 


\"... The future of Techint in Venezuela will be decided by mid May 
when Paolo Rocca, head of the Argentine group, travels to Caracas at 
the special invitation of Chavez. 


\"For both Kirchner and Chavez, there is much at stake. For Chavez, 
Sidor is a coveted piece of his nationalization policy, although it 
could damage his ties to Argentina and a \'friendly\' president. And 
just a few believe that Kirchner will leave Techint unprotected in a 
key business for the group on a regional level.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 


MATERA 


107427 

OO RUEHDBU RUEHIK RUEHPW RUEHYG 

DE RUEHBUL #1573/01 1291757 

ZNR UUUUU ZZH 

O 091757Z MAY 07 

FM AMEMBASSY KABUL 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7954 
INFO RUCNAFG/AFGHANISTAN COLLECTIVE PRIORITY 
RUEHZG/NATO EU COLLECTIVE PRIORITY 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC PRIORITY 
RHMFIUU/HQ USCENTCOM MACDILL AFB FL PRIORITY 


Column 3 

RUCNDT/USMISSION USUN NEW YORK PRIORITY 4045 

RUEAIIA/CIA WASHINGTON DC PRIORITY 

RHEFDIA/DIA WASHINGTON DC PRIORITY 

RUEKJCS/OSD WASHINGTON DC PRIORITY 

RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY 

RUEHNO/USMISSION USNATO PRIORITY 3620","UNCLAS SECTION 01 OF 02 KABUL 001573 


SIPDIS 


SIPDIS 
SENSITIVE 


DEPT FOR SCA/FO DAS GASTRIGHT, SCA/A 

STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG 
NSC FOR AHARRIMAN 

OSD FOR SHIVERS 

CENTCOM FOR CG CFC-A. CG CJTF-82 POLAD 


E.O. 12958: N/A 

TAGS: PGOV, PTER, MARR, AF 

SUBJECT: PRT NURISTAN: HEAD OF EASTERN DISTRICTS SECURITY 
COUNCIL MURDERED 


1. (SBU) Fazel Ahad, head of the Eastern Districts 
Security Council, was murdered on April 30 in the 

vicinity of Kamdesh, in eastern Nuristan. The unknown 
culprits fled. Governor Tamim had appointed Fazel Ahad 
last November to head a 45-member council which formed 
the centerpiece of the Governor\'s strategy for 

bringing security and development to Nuristan\'s two 
districts which adjoin Pakistan. This murder follows 

on another recent murder of Nimatullah, an employee of 
the Afghan Security Group, which protects Camp 
Keating, a Coalition base near Kamdesh. These murders 
in Kamdesh district point to the insurgent\'s stepped- 

up brutality in the face of increased government and 
Coalition activity in eastern Nuristan. End Summary. 


2. (U) Fazel Ahad, head of the 45-person Eastern 

Districts Security Council (Shura) was murdered at 
approximately 1100, April 30, while traveling in a 

vehicle along the main valley road near Kamdesh in 

eastern Nuristan. The unknown culprits fled. Three 

others traveling with Fazel Ahad were not harmed. Ina 
meeting on May 6 with POLOFF, Governor Tamim expressed 
deep sadness for the loss of Fazel Ahad, who he 

referred to as a close friend and great Afghan 
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patriot. 


3. (U) Fazel Ahad had headed a 45-member council 
appointed by Governor Tamim Nuristani in November 
2006. The council formed the centerpiece of Tamin\'s 
initiative to mobilize community councils to assume 
responsibility for security on their lands. The 

security council agreed to visit communities in the 
two districts in order to deliver the message that 
Jihad is not now justified, that communities must take 
responsibility for their own security, and that 

villages will not receive development projects unless 
they bar anti-government groups from operating on 
their lands. 


4. (U) Fazel Ahad hails from Nikmuk , Bargimatal 
District. He served as deputy to Mawlawi Afzal, also 
from Nikmuk, who headed the defunct Islamic State of 
Afghanistan, a mini-state operating in eastern 

Nuristan during the Soviet occupation and the Taliban 
era. Mawlawi Afzal and his movement had close links to 
the Lashkar-i Tayyba. With a strong Salafi orientation 
and ties to Saudi Arabia, Mawlawi Afzal arranged for 

80 Nuristani youths to study at the University of 

Medina and also for Nuristanis to fight with the 
Lashkar-i Tayyba in Indian-occupied Kashmir. (Mawlawi 
Afzal who is now elderly and infirm recently returned 

to Nikmuk from his long-time residence in Peshawar, 
Pakistan. He reportedly returned home to die.) 


5. (SBU) Fazel Ahad has maintained his allegiance to 
Mawlawi Afzal. He has also been vigorous in his role 
as the leader of the security council. He headed 
council delegations that visited communities and 
delivered the council\'s message. Governor Tamim and 
others describe the supporters of Mawlawi Afzal as 
loyal to the Afghan government unlike other Salafi 
movements in neighboring Kunar province who are 
opposed to the government. 


6. (U) This incident follows a murder of Nimatullah in 
April at Mandagal village, Kamdesh district. He was an 
employee of the Afghan Security Group, which provides 
security and other services to Camp Keating, the 
Coalition base at Urmur, Kamdesh District. Local 
sources hold that he was killed because he worked with 
the Coalition. In retaliation, the following day 
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Nimatullah\'s relatives ambushed and killed two 
Islamists from nearby Bar Mandagal, sparking a dispute 
that has yet to be settled. 


7. (SBU) Comment: All reports suggest that Fazel Ahad 
had taken his security council leadership 
responsibilities seriously. His murder sets back 
Governor Tamim\'s efforts to improve security in the 
troubled eastern districts at a time when Coalition 
units are expanding their presence and development 
activities into Bargimatal district. Professional 

police chiefs have taken up their positions in both 
districts, and new Afghan National Auxiliary Police 
are being trained to supplement the limited police 
presence. It also shows the increased brutality of the 
insurgents as they attack not only the Coalition 

forces but also Afghans who support and work with 
the government and its allies. This escalation 

risks entangling insurgents in conflicts with kin and 
supporters of their victims. The retaliation taken by 
Nimatullah\'s family against local Islamists 
demonstrates typical reactions to such crimes. The 
insurgents may find little choice but to ratchet up 

their pressure since they have seen their local 
support ebb in the face of prospective development 
projects offered by the government and the Coalition. 
Some suspect the insurgents now in the region may be 
outsiders who care little about whom they antagonize. 
WOOD 
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STATE PASS TO USDOL FOR CARLOS ROMERO AND THERESA ESQUIBEL 
DEPARTMENT FOR DRL/ILCSR GABRIELLA RIGG AND WHA/PPC MIKE 
PUCCETTI 


E.O. 12958: N/A 

TAGS: ECIN, ECON, ELAB, ETRD, EAID, PE 

SUBJECT: PERU: ADDITIONAL INFORMATION FOR DOL LABOR RIGHTS 
REPORT 


REF: A. ESQUIBEL E-MAIL 3/22/2007 
B. LIMA 1572 


1. Peru\'s Ministry of Labor and Employment Promotion (MTPE) 
has provided additional information to update reftel B. 
Responses are keyed to the e-mail reference cited above. 


2. MTPE assistance for negotiated collective bargaining 
agreements: 


In 2006, the MTPE provided assistance in 541 collective 
bargaining negotiations; 451 cases were resolved as a result 
of the MTPE\'s intervention, and eight were submitted to 
arbitration. 


3. Number of work-related accidents: 


In 2006, 346 labor accidents were reported to the MTPE. 
Twenty-eight resulted in fatalities, and 267 caused some type 
of disability (237 temporary disabilities and 31 permanent 
disabilities). 


The breakdown of accidents per industry was: agriculture, 6; 
fishing, 5; mines, 126; manufacturing 101; utilities, 7; 
construction, 49; sales, 12; vehicular repair, 12; hotels and 
restaurants, 3; transportation, 18; real estate, 10; public 
administration, 7; teaching, 1; and social services, 1. 


4. MTPE has assembled and forwarded source documentation for 
the information provided in reftel B. Post will mail these 
documents via expedited delivery to Theresa Esquibel, DOL, as 
soon as they are received. 

STRUBLE 
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E.O. 12958: N/A 

TAGS: PARM, KPKO, MARR, MASS, PREL, G-8, CA 

SUBJECT: CANADA: TLSA PAPER DELIVERED, ALTERNATE POC 
IDENTIFIED 


REF: STATE 61932 


1. (U) We conveyed reftel paper to Department of Foreign 
Affairs and International Trade (DFAIT) G8 and NATO deputy 
director and Stabilization and Reconstruction Task Force 
(START) policy officer on May 9. Both expressed appreciation 
but had no immediate reaction to the text. 


2. (U) Post confirms that Canadian POC for TLSA is Tony 
Anderson (reftel para 7). His Fax number is: 613-944-2128. 
Alternate POC is Brad Bergstrand: Phone: 613-943-6484; Fax: 
613-944-2128; E-mail: Brad.Bergstrand@international.gc.ca 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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OSD FOR SHIVERS 

CENTCOM FOR CG CFC-A, CG CJTF-76 POLAD 


E.O. 12958: N/A 
TAGS: PTER, PGOV, PHUM, PREL, AF 
SUBJECT: MESHRANO JIRGA \"DRAFT RESOLUTION" ON RECONCILIATION 


1. (SBU) Meetings with a member of the Meshrano Jirga 
(Upper House of Parliament) and a senior Parliamentary 
staffer provided some clarity on the intent of the 
reconciliation resolution passed on May 8. According 

to these contacts, the intent of the resolution passed 

by the Meshrano Jirga was to support discussions 
between the Government of Afghanistan (GoA) and 
insurgents who are Afghan nationals, in order to 
encourage reconciliation and national unity. The 
resolution (informal translation at para 12) calls on 
Coalition forces to cease operations against 

insurgents as long as Coalition forces are not under 
attack. Our contacts explained this is meant to 

ensure that Coalition forces would not target 

insurgents who are faithfully participating in the 
reconciliation process. The resolution also states 

that, once Afghan security forces are capable of 
defending Afghanistan, a schedule for drawing down 
foreign troops should be established. End Summary. 


Background 


2. (SBU) According to Senator Abdul Khaliq Husaini, 
the Second Secretary of the Meshrano Jirga (Upper 
House), the issue of reconciliation has been the 
subject of much discussion over the past five months. 
As aresult, the National Reconciliation Commission 
was established, comprised of representatives of other 
Meshrano Jirga commissions. A core group of 40-50 
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senators expressed strong support for the concept of 
opening the door for discussions (leading to 
reconciliation) with any Afghan insurgent. During 
deliberations on the floor of the Meshrano Jirga, the 
resolution received unanimous support - 72 of 72 
senators in attendance voted in favor. (Note: 
Although press reports have referred to the 
\"Reconciliation Bill", the language that was voted on 
is translated as \"the draft". We have not received 
confirmation that the text is, in fact, a draft bill, 

and accordingly, use the term \"resolution.\" End 
Note.) 


Key Points of the Resolution 


3. (SBU) Afghan vs. Other Insurgents: The resolution 
distinguishes between Afghan and non-Afghan 
insurgents. According to Mr. Mulki Khan Shinwari, 
Director of the International Relations Department of 
the Meshrano Jirga (the office responsible for liaison 
with the international community), this distinction 

was fundamental to many senators\' support. The 
resolution states that Afghan insurgents oppose (the 
current) government, while Pakistan Taliban and the 
al-Qaeda network are enemies of \"the Afghan nation.\" 
According to the resolution, the GoA should find ways 
to negotiate with Afghan insurgents towards 

the end of reconciliation, peace, and support for the 
current government. The government should not attempt 
to negotiate with Pakistan Taliban and al-Qaeda. 


4. (SBU) Activity of Coalition Forces: The resolution 
stipulates \"military operations of the coalition and 
Afghan forces should be stopped as long as they are 
not attacked.\" Both Senator Husaini and Mr. Shinwari 
clarified the intent of this language - that after an 
Afghan insurgent has entered into negotiations or 
reconciliation with the GoA, and if that insurgent is 

not actively attacking the Coalition, he should not be 
targeted by Coalition or Afghan forces. This language 
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refers to specific operations not the general 
operations/presence of Coalition forces in 
Afghanistan. They also pointed out that the 
resolution acknowledges (implicitly) that Coalition 
and Afghan forces should defend themselves if 
attacked. 
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5. (SBU) Withdrawal of Coalition Forces: The 
resolution calls for the strengthening of the ANA and 
ANP and states that once Afghanistan has security 
forces sufficient to operate independently against the 
threats the nation faces, a gradual plan for 
withdrawal of Coalition forces should be established. 
Senator Husaini emphasized that this is not expected 
to occur over the near-term. 


6. (SBU) Clauses Not Covered by the Media: The 
resolution mentions other steps that that would 
contribute to peace in Afghanistan including the 
repatriation of refugees, showing more Islamic TV 
programs, building more Afghan schools and Madrassas 
(Note: Madrassa is the term used for all religious 
schools/seminaries as opposed to secular schools. End 
note.), and negotiating with regional neighbors. 


Relationship to the Amnesty Bill 


7. (SBU) Senator Husaini stated that there was 
overwhelming support for this reconciliation concept 
because it attempts to end internal war and bloodshed. 
As such, this reconciliation resolution is meant to 
benefit all Afghans. He contrasted this to the 

Amnesty Law (reftel Kabul 834 and 1246), which he 
said benefited only a handful of people. For this 
reason, a number of senators who voted against the 
Amnesty Law, including the Senator Husaini, voted in 
favor of this language. 


Mechanics and Way Ahead 


8. (SBU) According to Mr. Shinwari, the draft that was 
passed yesterday is not the final version that will be 
sent to the Wolesi Jirga. Other commissions will have 
the opportunity to add language to this resolution, 

via weekly meetings of Meshrano Jirga Commissions\' 
Chairmen. If any additions are proposed, the entire 
Meshrano Jirga would have to vote on the new language. 
But, none of the language that was approved yesterday 
can be removed. Once the resolution is finalized, it 

will be forwarded to the Wolesi Jirga and, if it is 
approved in the lower house, to the President. (Note: 
Articles 95 and 97 of the Constitution stipulate that 
legislation can be originated in either house. End 
note.) 
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Comment: 


9. (SBU) A number of press reports characterize this 
resolution as more extreme than explanations offered 
by our contacts at the Meshrano Jirga. While the 
logic and language of the text is far from clear, the 
resolution, as explained to us, is not inconsistent 

with public statements made by President Karzai and 
other GoA officials, calling for outreach to encourage 
reconciliation, including through the PTS program. 
According to Senator Husaini and Mr. Shinwari, the 
language calling for a cessation of attacks on 
insurgents not attacking the coalition should be read 
in the context of the attempt to facilitate 
reconciliation. There are undoubtedly as many agendas 
behind this resolution/bill as there are (and will be) 
interpretations of it. Whether it will actually 
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encourage an increase in the number of Afghan 
insurgents willing to approach the government and turn 
away from violence remains to be seen. 


10 (SBU) Post will continue to engage Afghan 
leadership to reiterate the importance of 
distinguishing clearly between \"negotiations\" and 
\"discussions leading to reconciliation.\" We will also 
emphasize the imperative of avoiding restrictions on 
Coalition activities against insurgents. End Comment. 


Unofficial Translation of the Resolution 


11. (U) Below is a preliminary draft translation of 
the preface and resolution. A more precise 
translation will be forwarded separately. 


12. (U) Islamic Republic of Afghanistan, National 
Assembly, Upper House, National Reconciliation 
Commission, 1386 (2007) 


The question may rise, why the National Reconciliation 
Commission was formed in the framework of other 
commissions of Meshrano Jirga? 


The main cause for formation of such a commission is 
to analyze and study the incidents, events and 
happenings of the last few decades, specially the 
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unrest of approximately five past years in the south, 
southwest and east of the country. Now it is about to 
spread all over the country and this is to seek 

logical solutions to resolve these challenges. 


The commission prioritized those issues which ensure 
national interest, Afghan values, Afghan history and 
National sovereignty. We will try to consider internal 
and external dimension of war in a country with a 
logical balance, considering the current situation and 
various complications. Also we want to carry out 

our responsibility before the existing and future 
generation of this country. This is a heavy burden 
which has been laid on our shoulders; none of the 
members of the National Assembly of Afghanistan should 
ignore this responsibility. We all are responsible 

and accountable before our people. 


Unfortunately, it has been common that Groups and 
Political Regimes have called themselves and / or 

their favorite party and government the saving angels 
for the people of Afghanistan and have addressed their 
opposition parties with such words and impolite ways 
that in courtesy is even not writable. War is not 

the means to a solution. War never has an ultimate 
winner; in war both parties are losers. The most 
important means to stop war and fratricide, in 

which the undefended Afghan nation is the victim, is 
discussion and mutual understanding between rival and 
engaged forces in the war. Peaceful solutions for the 
cause of the disagreement can save our society from 
long lasting disasters that resulted to human loss, 

and loss to the economy, social and culture life. 


The main cause of war in Afghanistan 


We have not been able to understand each 

other yet. We are just examining the culture of 
tolerance and sacrifice, but we have not succeeded. 
The general backwardness of our society, low level of 
political maturity, and an inappropriate understanding 
of society are the reasons that caused the current 
abnormal situation and continuation of war and 
violence in the country. A wound can not be cured 

by stirring salt into it. 
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The following issues have also caused tension and 
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instability in Afghanistan: 


a. Lack of complete implementation of a balanced 
internal policy; 

b. Lack of correct and reasonable realization of 
people\'s active participation in the government and 

its relations with the desires of society; 

c. Conducting a series of reforms in hurry, false 
movements and promises; 

d. Inadequate implementation of social, economical and 
cultural developments in accordance with the 
expectation and needs of people and in a timely 
manner; 

e. Inadequate usage of resources and paved conditions 
of international community for the reconstruction of 
country; and 

f. Lack of creating job opportunities and employment 
for the people. 


Therefore, the commission of National Reconciliation, 
considering the above mentioned points, has prepared a 
comprehensive and acceptable draft for all involved 
Afghan sides in consideration with social 

sensitivities which, God willing, will be enforced 

after approval of the general session of the Meshrano 
Jirga. We emphasize that the most important need of 
the Afghan people in the current situation is ensuring 
peace and national unity and understanding. And 
ultimately if any one is asked, whether he/she prefers 
war or peace, everyone will say with one voice: peace 


The Draft 


First, members of the National Reconciliation 
Commission intend in consultation with the Upper, 
Lower House and the Government of Islamic Republic of 
Afghanistan, to work towards peace, security and 
reconciliation directly with all involved Afghan 

sides, and open the doors for negotiation and talks 
inside the country. 


An accurate and logical distinction should be made 
between Afghan Taliban, Pakistani Taliban and the 
terrorist Al-Qaida. 


Peace negotiation should only be held with Taliban and 
opponents who are Afghan nationals. 


Taliban and opponents should be convinced to obey and 
accept the constitution and other laws of Afghanistan 
and announce their support for the current 
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government. 


We should listen to all reasonable and logical 
recommendations, ideas and drafts from all sides and 
should utilize them for ensuring peace and security in 
the country. 


Afghan Taliban are those individuals who are only 
fighting against the government, while the so called 
Pakistani Taliban and Al-Qaida network are those who 
in addition to fighting against our government, are 
also the enemy of our nation, people and our soil. 


Efforts should be made to give the Taliban and 
opponents a chance to initially express their demands 
and drafts during the negotiation. 


Preparing an organized program and negotiation with 
the international community and host countries for 
honorable repatriation of refugees and their placement 
in their original areas and creating proper job 
opportunities in accordance with their status in the 
country. 
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Censoring and preventing broadcast of commonplace 
(Mubtazal) films and TV programs that are aimed 
against the ideology, customs and Afghan culture, and 
which cause damage to the feelings of our people. 
There should be more Islamic religious programs on TV, 
which will be effective in bringing the people and 
government close to each other. The cooperation of 
the Ministry of Information and Culture is needed in 

this regard. 


After approval, confirmation and announcement of a 
National Reconciliation Draft, the military operations 
of the coalition and Afghan forces should be stopped 
as long as they are not attacked. 


The Afghan National Army (ANA) and Afghan National 
Police (ANP) should be nationally strengthened, 
recruited and supplied. 


Upon the strengthening of the ANA and ANP, and gaining 
the ability to conduct operations independently 

against the threats of war, tension and terrorism, we 

will then be able to present a logical and timely 
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schedule for NATO and Coalition Forces soldiers\' exit 
and return to their countries. 


The government should take similar and balanced steps 
to built schools and Madrassas in all the regions of 

the country. The Afghan government should enroll those 
Afghan Taliban who are studying religious subjects in 
Pakistanis Madrasaas inside of Afghan Madrassas. 


Negotiations should be held with neighboring 
countries, especially with Pakistan, to ensure 

security and stability in Afghanistan, and efforts 

made to convince them that they can also benefit from 
peace in Afghanistan. In order to ensure peace, all 
Afghan nationals living in or outside the country, and 
also neighboring countries and the international 
community are requested to cooperate and assist us in 
this regard. 


Finally, we Afghans deserve to live in peace and 
security and to have prosperous lives. It is worth 
mentioning that the descendants of our martyrs and 
disabled heroes, who fought in the holy fronts of 

Jihad, freedom and independence of our country, have 
announced their support for this draft. 

WOOD 
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E.O. 12958: N/A 

TAGS: PGOV, ETRD, OVIP, EINV, BR 

SUBJECT: AMBASSADOR REVIEWS BILATERAL AGENDA WITH PRESIDENTIAL 
CHIEF OF STAFF ROUSSEFF 


1. (SBU) On April 25, Ambassador met privately with Lula Chief of 
Staff Dilma Rousseff in the wake of a prior meeting between visiting 
DOE A/S Andrew Karsner and Rousseff (reported septel). In this 
subsequent give-and-take session, the Ambassador raised a number of 
pending issues with Rousseff in an effort to advance our bilateral 
agenda. 


2. (SBU) Specifically, the conversation touched upon the 
following: 


-- Rescheduling the Rousseff Visit to Washington. Because Lula 
needed her in Brasilia, Rousseff had just cancelled a scheduled May 
1-2 visit to Washington. She stated that while she had been very 
much looking forward to the trip, the nature of her job made any 

type of foreign travel any iffy proposition. She hoped to 

reschedule for the future, although in the end whether she could 
travel would always depend upon the president\'s agenda at the time. 


-- Upcoming Visits of Secretaries Paulson and Leavitt. 

The Ambassador noted that Treasury Secretary Paulson might travel to 
Brasilia in early July and requested a meeting for the Secretary 

with President Lula. Rousseff said that she would check the 
president\'s schedule and get back to us. Ambassador also requested 
that both Rousseff and Health Minister Temporao meet with HHS 
Secretary Leavitt to discuss topics such as malaria prevention when 
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the Secretary visits Brazil later in the year. While the U.S. 

wanted to partner with Brazil on malaria prevention in both the 
Amazon and sub-Saharan Africa, the Ambassador stated, it appeared 
that the Foreign Ministry only contemplated cooperation in the 

latter region. Minister Rousseff assured us that this was not the 

case and offered to make both herself and Health Minister Temporao 
available to meet with Secretary Leavitt. 


-- Infrastructure and Bilateral Investment. The Ambassador noted 
that while Brazil sought to attract greater foreign investment up 
until now it had been unwilling to consider negotiations on a 
comprehensive bilateral investment treaty (BIT). Conclusion of a 
BIT, he observed, would do much to bring investors to Brazil, 
particularly in the area of infrastructure. Rousseff suggested that 
Emboffs meet with the Planalto (i.e., the President\'s office) 
personnel responsible for infrastructure issues to discuss how best 
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the U.S. private sector could assist in this area. (Embassy is 
currently endeavoring to set up such a meeting.) 


-- Sale of Diplomatic Properties. Minister Rousseff stated that 
many people were asking her about the contemplated agreement 
allowing the sale of U.S. diplomatic properties. The Ambassador 
explained that an INSS (social security tax) dispute prevented us 
from disposing of unneeded properties. The Foreign Ministry had 
drafted legislation (yet to be submitted to Congress) which, if 
passed, would permit the U.S to sell these structures - and, in 
turn, free up the purchase by Brazil of properties in New York and 
Atlanta. Rousseff promised to check into the status of the draft 
legislation and make sure that it was timely submitted to the 
Brazilian congress. 


-- CEO Forum. Finally, Rousseff inquired about the status of the 
Brazil-U.S. CEO Forum. The Ambassador replied that the first 
meeting should take place sometime this summer and noted that many 
prominent CEOs (Motorola, Intel, Coca-Cola, Ford, GM, Alcoa, 
Citigroup, Principal Financial Group, etc.) had applied for Forum 
membership. For her part, Rousseff pledged to provide the Embassy 
with an official list of the Brazilian CEOs that had been selected 

to participate. 


3. (SBU) Comment. In coming weeks, we shall continue our dialogue 
with Rousseff on these and other issues. Sometimes dubbed the \"Iron 
Lady\" - but never to her face - after President Lula she is perhaps 

the second most powerful figure in Brazil. Her willingness to 

engage in meaningful dialogue with us bodes well for our ongoing 
efforts to expand our partnerships with Brazil. Our ultimate goal 

is to finally get her to travel to the U.S. to meet her Washington 
counterparts, although that may eventually depend upon the vagaries 
of Lula\'s schedule more than anything else. 


Sobel 
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E.O. 12958: N/A 

TAGS: PHUM, PGOV, KJUS, PTER, CO 

SUBJECT: DEPUTY SECRETARY NEGROPONTE\'S MEETING WITH HUMAN 
RIGHTS GROUPS 


1. (U) May 8, 2007, 0800, residence of Charge d\'affaires, 
a.i. 


2. (U) Participants: 
United States 


The Deputy Secretary 

WHA A/S Thomas P. Shannon 

CDA Milton K. Drucker 

D staff assistant Mary Sue Conaway 
Political Counselor John S. Creamer 
D/polcouns Scott I. Hamilton (notetaker) 


Colombia 


Mario Gomez, Fundacion Restrepo Barco 
Gloria Flores, MINGA 

Fernando Calado, IOM 

Barbara Hintermann, ICRC 

Olga Lucia Gomez, Fundacion Pais Libre 


1. During a cordial May 8 breakfast meeting, representatives 

of human rights NGOs and international organizations told the 
Deputy Secretary Colombia\'s justice system was independent 
but inefficient. It needed more investigators and 

prosecutors to be effective. Fundacion Restrepo Barco\'s 

Mario Gomez credited President Uribe\'s democratic security 
policy and the Justice and Peace Law process (JPL) with sharp 
reductions in violence, especially homicides. MINGA\'s Gloria 
Flores urged the GOC to strengthen its protection program for 
victims, witnesses, and other participants in the JPL 

process. All agreed Colombia\'s displaced population, at 
between two and three million, was a serious problem, 

although the trend was down. The ICRC\'s Barbara Hintermann 
cautioned displacement could grow because of more aggressive 
military action against FARC and ELN terrorists. End summary. 
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Democratic Security 


2. Mario Gomez said the results of President Uribe\'s 
democratic security approach were strong: crimes were sharply 
down across the country, especially homicides. The JPL 
process, including former paramilitary demobilizations, had 
revealed mass grave locations and clarified the facts 
surrounding some major crimes. The police were now present 
in all 1098 municipalities; five years ago 10 percent of 
municipalities lacked a law enforcement presence. Several 
years ago, 70 mayors had to flee their towns and govern from 
a regional capital because of terrorist threats. The 

increased police presence had allowed many of these officials 
to return. 


3. The International Organization for MigrationVs (IOM) 
Calado said the GOC\'s challenge was to ensure communities 
were not polarized by the return of former paramilitaries. 
MINGA\'s Flores said the Constitutional Court decision 
modifying the JPL had made a major contribution to truth in 
Colombia by emphasizing the rights of victims and 
conditioning ex-paramilitary JPL benefits on their truthful 
testimony. Flores agreed violence was down, but said the GOC 
needed to be more aggressive in dismantling ex-paramilitary 
criminal structures to prevent the rise of new groups. She 
noted that violence remained a grave problem in certain 
areas, including the port city of Buenaventura, where illegal 
armed groups struggled for criminal spoils. Criminal groups 
with links to former paramilitaries or to the FARC were a 
problem even in Bogota. 


4. The NGO representatives told the Deputy Secretary land 
dispossession was both a cause and a consequence of the 
conflict. Gomez emphasized only 10 percent of Colombian land 
was titled before the conflict. Most Colombian campesinos 

did not possess title to the land they occupied, making 
reparations for dispossession difficult. Flores said former 
paramilitaries had stolen some six million hectares from 
campesinos, with ex-paramilitary nominees now using the land 
for agro-industrial projects and cattle ranching. She cited 


Catatumbo in Norte del Santander department as especially 
emblematic, where illegal armed groups used kidnapping of 
family members to force sales of land. Most of the seizures 
were in areas where land was valuable for economic or 
strategic purposes. 
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5. Gomez disputed the size of the land seizures, but 

conceded the difficulty in ensuring reparations. He said in 

many cases poor campesinos were struggling against each other 
for the same land, with neither having title as proof of 

ownership. Calado said the judicial process was slow and 
cumbersome. Gomez added that the GOC was looking at 
compensating some dispossessed with alternative land parcels. 
The National Reparations and Reconciliation Commission was 
assessing the viability of alternative compensation schemes. 


6. Calado told Negroponte estimates of Colombia\'s displaced 
population range from two to three million, depending on how 
they are counted. Mario Gomez said the GOC number is closer 
to 2 million, based on those who register with the government 
and receive benefits. In Colombia\'s most recent census, 
700,000 respondents claimed to be displaced, a number MINGA\'s 
Flores discounted as too low. She noted social stigma and 

fear of retaliation from armed groups encouraged people to 
reject displaced status. Gomez said if all those 

historically displaced are counted, the figure would be close 

to three million. He said the number is alarming no matter 
which total is used. Calado told Negroponte the GOC was in 
the process of complying with a Constitutional Court judgment 
that mandated higher GOC spending on displaced populations. 


7. The ICRC\'s Barbara Hintermann noted an increase in 
\"massive displacement\" in the first two months of 2007, 
especially in Arauca and Antioquia, and warned there could be 
more to come. She said the Colombian military was entering 
areas formerly occupied by the FARC or ELN, leading to combat 
that generated displacement. She voiced concern that the 
distinction between participants and non-participants in the 
conflict was becoming blurred. Both GOC forces and 

terrorists were pressuring civilians to cooperate, as well as 
using civilian property and goods. The GOC should do more to 
curb the activities of new criminal groups, groups that 

further exacerbated displacement. MINGA\'s Flores said the 
U.S. should evaluate Plan Colombia\'s effect on Putumayo 
department, where she alleged elements of the Colombian 
military had colluded with former paramilitaries. Flores 

claimed remnants of the \"Los Rastrojos\" paramilitary group 
remained in the department. FARC and ELN retaliation against 
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purported paramilitary collaborators was causing additional 
population displacement, she said. 


8. Gomez said Colombia\'s justice system was independent but 
inefficient. In the past, it would have been easy to find 

\"brutal indications of impunity,\" but there were signs of 
progress. Calado said some 50 major ex-paramilitary leaders 
were in jail and would be tried for their crimes under the 

JPL process. The challenge was to help ensure the GOC had 
adequate resources to meet its JPL obligations. This 

required increased assistance to victims, and more forensic 
investigators and prosecutors. Olga Gomez of the 
anti-kidnapping group Fundacion Pais Libre said the 

transition from the old inquisitorial criminal justice system 

to the oral accusatory process had caused significant 
problems. In some cases, witnesses feared to confront their 
accusers. In others, prosecutions failed because lawyers and 
judges did not understand the new system. She claimed only 
20 kidnapping cases were prosecuted in 2005 due to 
prosecutors\' problems in implementing the oral system. Ina 
similar vein, Flores claimed 2,500 unionists had been killed 
since the early 1990s, but few had been prosecuted for the 
crimes. 


9. Flores argued there were a number of bottlenecks that 
inhibited faster results. She asserted paramilitary 

infiltration of the Prosecutor General\'s Office (Fiscalia) 

was at its height under Prosecutor General Luis Camilo Osorio 


(2001-2005), but criminal penetration remained a problem. 
This caused cases to stall and allowed victims and witnesses 
to be intimidated. She urged strengthened GOC protection 
programs for victims, witnesses, and other participants in 

the JPL process. Olga Gomez said increased Fiscalia 
resources could help resolve cases quickly, but without such 
resources the cases could drag on for up to 10 years. 


10. Deputy Secretary Negroponte cleared this message. 


Drucker 
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E.O. 12958: DECL: 05/04/2017 
TAGS: PHUM, PREL, UNHRC, GY 
SUBJECT: DEMARCHE DELIVERED: UNHRC CANDIDACY OF BELARUS 


REF: STATE 58056 


Classified By: DEPUTY CHIEF OF MISSION MICHAEL D. THOMAS FOR REASONS 1. 
4(B) AND (D) 


1. (C) Poloff delivered demarche on UN Human Rights Council 
Candidacy of Belarus on May 4, 2007 to Jacqueline Hamer, 
Director of Multilateral and Global Affairs at the Ministry 

of Foreign Affairs. Ms. Hamer stated that Guyana was 
currently looking at many different candidates for UNHRC 
seats, but they have yet to decide on any particular nation. 

Ms. Hamer stated that she would pass the talking points on to 
the Minister of Foreign Affairs and discuss the U.S. position 
with him. 


2. (C) Prior to meeting with Ms. Hamer, Poloff contacted 
Malcolm Kirk, Deputy High Commissioner at the British High 
Commission in Guyana, to request that he join us in 

discussing the issue with the GOG. Mr. Kirk thanked Poloff 

for calling, but stated that the High Commission had been 
instructed not to specifically name Belarus when engaging the 
GOG about upcoming UNHRC vacancies. He asked that Poloff 
deliver the U.S. demarche first, so that he could then bring 

up the issue when he met with the Ministry of Foreign Affairs. 
Robinson 
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TREASURY FOR KLINGENSMITH AND NGRANT 
COMMERCE FOR 4431/MAC/WH/MCAMERON 
NSC FOR DTOMLINSON 

HQ SOUTHCOM ALSO FOR POLAD 


E.O. 12958: N/A 
TAGS: EFIN, VE 
SUBJECT: VENEZUELAYS DEBT PICTURE 


REF: A. CARACAS 718 
B. CARACAS 741 
C. CARACAS 861 


1. (SBU) Venezuela\'s debt profile is changing, with the BRV 
financing more domestically and incurring additional debt and 
liabilities through PDVSA and the Central Bank. External 
debt as a percentage of GDP remains low (16 percent of GDP) 
by historical and regional terms; however, \"total debt\" 
(external debt, internal debt, Central Bank liabilities, and 
PDVSA debt) has doubled during the past eight years. 
Individuals are also becoming increasingly indebted and bank 
risk profiles are growing -- an unsustainable situation (over 
the longer term) made possible by the trapped liquidity from 
windfall oil revenues and government spending. The potential 
withdrawal from the World Bank and IMF further complicates 
matters and has increased Venezuela\'s risk profile by 49 
basis points since April 30, thereby making its debt 

potentially more expensive. 


2. (SBU) Since 1998, the BRV has steadily reduced its foreign 
debt as a percentage of GDP, to the point that it is now 

below 16 percent of GDP (calculated at the official exchange 
rate of Bs. 2150/dollar). At the same time, it has been 
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issuing more debt locally, both through bolivar-denominated 
bonds and certificates of deposit. These instruments have 
the benefit to the government of being based on the currency 
it prints (it can print more and pay off the debt with the 

extra bolivars). The debt table below shows Venezuela\'s 
indebtedness since 1998 and over the past five years. 


1998/2002 2003 2004 2005 2006 


Price of Oil* 10.60 22.20 25.76 32.88 46.03 56.45 
GDP Growth 3 -8.9 -7.7 18.3 10.3 10.3 


Foreign 23,314 22,517 24,786 27,471 31,202 25,836 


Pct. GDP 25.5 24.2 29.7 244 21.8 15.4 


Domestic 2,384 11,553 15,029 15,525 15,682 16,851 


Pct. GDP 49 124 180 13.8 10.9 9.5 


Central Bank 2,863 279 4,720 3,679 14,099 16,162 
PDVSA 3,900 6,426 6,265 2,716 2,704 2,476 
Total BRV Debt 33,461 40,775 50,800 49,391 63,687 61,325 


(The numbers above, with the exception of the price of oil 
and percentages, are in millions of dollars at the official 
exchange rate) 

“Average price for the Venezuelan oil basket in US dollars 


SOURCES: Venezuelan Central Bank, Ministry of Finance, 
Santander Investment, Embassy Calculations 


3. (SBU) Venezuela\'s foreign debt has grown 11 percent (in 
dollar terms) since 1999, reaching almost USD 26 billion by 
the end of 2006, a marked decrease from 2005. Much of this 
decrease was the result of Venezuela\'s prepayment of Brady 
bonds, valued at almost USD 4.4 billion, during the year. At 
the same time, the stock of domestic debt has also grown, 
from Bs. 2.4 trillion in 1999 (USD 3.7 billion at the then 
exchange rate) to Bs. 36.2 trillion today (USD 16.8 billion). 
When adjusted for inflation and devaluation, this represents 
a 264 percent increase. 


4. (SBU) Central Bank (BCV) debi/liabilities, while not 
normally included in calculations of domestic debt, is 
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nonetheless alarming. As of the end of April, the BCV had 

Bs. 34 trillion in outstanding notes (USD 15.8 billion), 22 

times more than it did in 1999 and 58 times more than in 
2002. These CDs and structured notes are issued by the BCV 
to soak up excess liquidity, a relatively recent problem in 
Venezuela associated with the currency control regime in 
place since February 2003 and large increases in government 
expenditures. PDVSA\'s debt load had actually decreased 
through the end of 2006, although so far in 2007 PDVSA has 
issued USD 12.5 billion in debt (reftel B). 


5. (SBU) If one includes foreign and domestic sovereign debt 
as well as BCV notes and PDVSA\'s debt, it paints a grimmer 
picture for the BRV. Under this methodology, the debt stock 
almost doubled since 1998 in dollar terms, during a time in 
which oil prices rose exponentially (from an average of USD 
10.60 for the Venezuelan oil basket to USD 56.45) and 
government revenues similarly surged. 


6. (SBU) Minister for People\'s Power of Finance (MPPF) 
Rodrigo Cabezas and President Chavez spent several days 
recently crowing the final payment of Venezuela\'s World Bank 
debt. During his April 15 \"Alo Presidente\" television 
program, Chavez celebrated that, \"sooner rather than later 
the world will not need them (IMF and World Bank) because 
they have been the arms of imperialism to dominate the world, 
to indebt the world, and then enslave it through the perverse 
mechanism of eternal debt; we are liberated from these chains 
and these are the steps of the Revolution.\" 


7. (SBU) On April 30, Chavez announced that Venezuela would 
withdraw from the World Bank and IMF (reftel C). This 

action, if taken, would probably increase Venezuela\'s debt 
burden by raising its country risk profile and t@cAQve U.S. Treasuries) has risen 
by 49 basis points since Chavez\' announcement. Over 70 
percent of Venezuela\'s external debt goes into technical 
default if the country leaves the IMF. While most creditors 
would probably be willing to accept the technical default as 

long as Venezuela continues to pay on time, the uncertainty 
and potential profit from arbitrage between trading and book 
value of the debt could lead to an expensive rescheduling. 


8. (SBU) Venezuela still actively engages with the Andean 
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Development Corporation (CAF) and InterAmerican Development 
Bank (BID), with the CAF recently announcing an increase of 
USD 600 million in its project portfolio to fund a 

hydroelectric plant. Venezuela currently has about USD 1.8 
billion in outstanding loans with the CAF and approximately 

USD 1.1 billion with the BID. 


9. (SBU) Venezuela has run a budgetary deficit in seven of 

the past eight years, though has been issuing more debt than 

it needs to cover these deficits. Local economists and 
university professors Miguel Santos and Ricardo Villasmil 
(PROTECT THROUGHOUT) suspect that this is due to Chavez\' 
preoccupation with maintaining significant levels of 
contingency, or rainy day funds. (Note: A significant portion 

of BRV spending is off-budget, and there exists little 
transparency in how the BRV utilizes off-budget revenues as 
well. End Note.) Post estimates that the BRV has as much as 
USD 34 billion non-Central Bank reserves (reftel A). This 
money serves as an insurance policy for Chavez against a drop 
in oil prices, potential sanctions, or civil unrest similar 

to the coup and strikes in 2002-2003. 


10. (SBU) For Santos and Villasmil, the confluence of the 
BRV\'s political and economic policies is notable in the debt 
service profile. The majority of Venezuela\'s foreign debt 
comes due after 2017, and hardly any is due in 2009 or 2012 
(election years in Venezuela). This appears to be 

intentional in order to provide the BRV with the leeway to 
increase spending during those years to shore up support, as 
it did in 2006 when government spending (not including 
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off-budget spending) grew 41 percent (in dollar terms). 
Venezuela\'s Debt Amortization Sechedule (Foreign Debt) 
Year Amount 


2007 1,431.81 
2008 2,165.56 
2009 785.28 

2010 2,196.41 
2011 2,276.31 
2012 580.52 

2013 2,037.00 
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2014 1,812.89 
2015 1,494.53 
2016 1,628.37 
2017-2045 10,805.07 


(millions of USD) 


SOURCE: Ministry of Finance as of the end of January 2007. 


11. (SBU) Former head of the Central BankYs Economic Research 
Division, Jose Guerra recently authored a book entitled, 
\"Venezuela Endeudeada,\" or Venezuela Indebted. The primary 
argument of Guerra and many others is that, in a time of 
historically high oil revenues, it makes no economic sense to 

be increasing the country's debt burden. While arguments can 
be made for issuing debt at rates of interest below the rate 

of return for an inv!wejzVQQ2i=NQK8y1i_old the proceeds in the 
bank, or to spend the money on handout programs that do 

little to boost future growth. (Comment: One could argue, 
however, that it makes good political sense, given the 

direction we believe Chavez wants to take the country. End 
Comment.) Much of the USD 7.5 billion recently issued by 
PDVSA is expected to go toward current obligations and BRV 
social spending (reftel B). 


12. (SBU) Local sovereign debt is issued in bolivars, but at 

a set exchange rate to the dollar. Thus, should the BRV 
choose to devalue, its debt burden would remain the same in 
dollar terms. The preference for local issuances probably 
stems from the BRV\'s ability to issue local notes at 
preferential interest rates (below inflation) as currency 
controls and excess liquidity result in a seller\'s market for 
instruments. For a government little preoccupied with the 
rule of law or private property rights, local debtors would 

also be easier to deal with in the event of default or 
restructuring. Issuing local bonds also allows the 
government to soak up excess liquidity, one of the primary 
factors driving Venezuela\'s double digit inflation and a 

major preoccupation of Chavez and Minister for People\'s Power 
of Planning and Development Giordanni. 


13. (SBU) The Venezuelan government is not the only 
institution in Venezuela addicted to debt. Financial 
institutions have heavily promoted consumer loans and credit 
cards in recent years, offering interest rates below the rate 

of inflation and many incentives. The banking system\'s loan 
portfolio has grown by 332 percent in dollar terms since 
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2002, due mostly to the surge in liquidity. Credit cards 
loans, for example, have grown almost 260 percent. Banks in 
Venezuela make soi of the highest profits in the hemisphere, 
with a number of analysts estimating an average above 30 
percent (septel). One major bank offers up to six months 
advance on one\'s salary and just about any bank will offer a 
car loan or mortgage with little investigation. While 

default rates remain low, a cycle of indebtedness is 
emerging, with borrowers moving from one bank to another, 
paying off the first credit card with the latter. When 

liquidity diminishes, this Ponzi scheme will come falling 
down. 


14. (SBU) The increasing indebtedness of state institutions, 
such as the Central Bank and PDVSA is a cause of concern, 
tempered, however, by the high oil revenues and the ability 
of the BCV to increase the money supply if its resources 
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become crimped (however, this would carry an inflationary 
cost). As a percentage of GDP, Venezuela\'s foreign debt 
profile remains very manageable, and some international money 
managers (to justify their purchases of Venezuelan paper), 
note that Venezuela has never defaulted. The BRV\'s foreign 
debt, as a percentage of GDP compares favorably with other 
countries in the region, including Argentina (28 percent), 
Colombia (17), Ecuador (24), and Peru (23). The drop in debt 
as a percentage of GDP for Venezuela is due mosily to its 
increase in GDP in recent years, as the total amount in 

dollar terms has risen slightly since 1999. 


15. (SBU) While the run up in debt during years of windfall 

oil revenues does not make much economic sense, for Chavez\' 
revolutionary ambitions it may make perfect sense and be 
worth the gamble. Recreating a new political, economic and 
cultural order doesn\'t come cheap. It is worth remembering 
that Venezuelan GDP growth is highly dependent on the price 
of oil and the debt picture only remains manageable so long 
as oil prices remain high and production doesn\'t crash. In 
2003, when GDP fell 8 percent, Venezuela\'s foreign debt 
burden as a percentage of GDP shot up from 37 percent to 48 
percent. 


WHITAKER 
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E.O. 12958: N/A 

TAGS: ASEC EAID OTRA US BB XL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR KEN YAMASHITA TO TRAVEL TO 
BARBADOS 


REF: SECSTATE 60483 


1. Embassy Bridgetown grants country clearance for Susumu Ken 
Yamashita, Director, GH/OHA to travel to Barbados May 20-22, 2007 to 
assist the Mission with staffing and management issues in light of 

CDC co-location. 


2. Hotel reservation has been confirmed for traveler at the Coral 
Sands Beach Resort, Worthing Christ Church, tel: (246) 435-6617. 
The hotel rate is USD160.00 per nigh. The current per diem in 
Barbados is USD164 for lodging, and USD120 for M&IE. Hotel 
confirmation number 12467. If you have any questions please contact 
James Goggin Tel: (246)227-4118 or Fax: (246)228-8589. 


3. Please note that USAID will pick Mr. Yamashita up at the airport 
on May 20. The exchange rate is approximately 2 Barbados Dollars 
for 1 U.S. Dollar. You should bring enough U.S. Dollar bills to pay 
the taxi. U.S. currency, traveler\'s checks, and credit cards are 
routinely and widely accepted here. 


5. Entry requirements: A valid U.S. passport is required to enter 
Barbados. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 

passports. For further information, travelers may contact the 

Embassy of Barbados, 2144 Wyoming Avenue N.W., Washington D.C. 
20008, tel. 1-202-939-9200. 


6. Restrictions: The laws of Barbados, Antigua and Barbuda, St. 
Lucia, Grenada, Dominica, and St. Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; if items of restriction 
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are found, you will be asked to surrender them to the officers. 


7. Departure tax for Barbados is BDS$60 or USD$30. 


8. ICASS TDY Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


9. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 
tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 
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Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor's health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 


protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 
medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 
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E.O. 12958: N/A 
TAGS: ASEC OTRA BB XL 
SUBJECT: COUNTRY CLEARANCE GRANTED TO FRIED TO TRAVEL TO BARBADOS 


REF: 262053 APR 07 


1. Embassy Bridgetown warmly welcomes and grants country clearance 
to HS3 Athena Fried, USCG from May 25 to May 27, 2007. The purpose 
of this visit is to provide medical support to the USCGC EAGLE 

during their summer patrol. 
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2. Embassy points of contact are CDR P. Kofi Aboagye, Chief, 
Military Liaison Office, 1-227-4339 or cell 1-246227-2705; Major 
Curtis Schmucker, Deputy Chief, Military Liaison Office, tel. 
1-246-227-4166 or cell. 1-246-230-2712 and Major Rachelle Harris, 
Operations & Exercises Officer, tel. 1-246-227-4123 or cell. 
1-246-227-2725. 


3. Post\'s resources do not allow us the flexibility to meet and 

assist visitors at the airport. However, Barbadian Customs and 
Immigration are visitor-friendly. The taxi rate from the airport to 

the hotel is approximately BDS$30 (US$15). The exchange rate is 
approximately 2 Barbados Dollars for 1 U.S. Dollar. You should bring 
enough U.S. Dollar bills to pay the taxi. U.S. currency, traveler\'s 
checks, and credit cards are routinely and widely accepted here. 


4. Entry requirements: A valid U.S. passport is required to enter 
Barbados. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 

passports. For further information, travelers may contact the 

Embassy of Barbados, 2144 Wyoming Avenue N.W., Washington D.C. 
20008, tel. 1-202-939-9200. 


5. Restrictions: The laws of Barbados, Antigua and Barbuda, St. 
Lucia, Grenada, Dominica, and St. Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; if items of restriction 
are found, you will be asked to surrender them to the officers. 


6. Departure tax for Barbados is BDS$60 or USD$30. 


7. ICASS TDY Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
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a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


8. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 
tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 
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E.O. 12958: N/A 

TAGS: ASEC OTRA BB XL 

SUBJECT: CORRECTED COPY -- COUNTRY CLEARANCE GRANTED TO FRIED TO 
TRAVEL TO BARBADOS 


REF: 262053 APR 07 


1. Embassy Bridgetown warmly welcomes and grants country clearance 
to HS3 Athena Fried, USCG from May 25 to May 27, 2007. The purpose 
of this visit is to provide medical support to the USCGC EAGLE 

during their summer patrol. 


2. Embassy points of contact are CDR P. Kofi Aboagye, Chief, 
Military Liaison Office, 1-246-227-4339 or cell 1-246-230-2705; 
Major Curtis Schmucker, Deputy Chief, Military Liaison Office, tel. 
1-246-227-4166 or cell. 1-246-230-2712 and Major Rachelle Harris, 
Operations & Exercises Officer, tel. 1-246-227-4123 or cell. 
1-246-230-2725. 


3. Post\'s resources do not allow us the flexibility to meet and 

assist visitors at the airport. However, Barbadian Customs and 
Immigration are visitor-friendly. The taxi rate from the airport to 

the hotel is approximately BDS$30 (US$15). The exchange rate is 
approximately 2 Barbados Dollars for 1 U.S. Dollar. You should bring 
enough U.S. Dollar bills to pay the taxi. U.S. currency, traveler\'s 
checks, and credit cards are routinely and widely accepted here. 


4. Entry requirements: A valid U.S. passport is required to enter 
Barbados. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 

passports. For further information, travelers may contact the 

Embassy of Barbados, 2144 Wyoming Avenue N.W., Washington D.C. 
20008, tel. 1-202-939-9200. 


5. Restrictions: The laws of Barbados, Antigua and Barbuda, St. 
Lucia, Grenada, Dominica, and St. Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
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clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; if items of restriction 
are found, you will be asked to surrender them to the officers. 


6. Departure tax for Barbados is BDS$60 or USD$30. 


7. ICASS TYD Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


8. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 

tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
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burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 
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E.O. 12958: N/A 

TAGS: ASEC OTRA BB XL 

SUBJECT: COUNTRY CLEARANCE GRANTED TO GILMORE TO TRAVEL TO BARBADOS 
REF: 011259Z MAY 07 


1. Embassy Bridgetown warmly welcomes and grants country clearance 
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to LCDR Felton L. Gilmore, USCG Liaison Officer from May 26 to May 
30, 2007. The purpose of this visit is to have preliminary port 
discussions with government officials IAW IMO ISPS code and U.S. 
Maritime Transportation Safety Act (MTSA). 


2. Embassy points of contact are CDR P. Kofi Aboagye, Chief, 
Military Liaison Office, 1-246-227-4339 or cell 1-246-230-2705 and 
Major Curtis Schmucker, Deputy Chief, Military Liaison Office, tel. 
1-246-227-4166 or cell. 1-246-230-2712. 


3. Post\'s resources do not allow us the flexibility to meet and 

assist visitors at the airport. However, Barbadian Customs and 
Immigration are visitor-friendly. The taxi rate from the airport to 

the hotel is approximately BDS$30 (US$15). The exchange rate is 
approximately 2 Barbados Dollars for 1 U.S. Dollar. You should bring 
enough U.S. Dollar bills to pay the taxi. U.S. currency, traveler\'s 
checks, and credit cards are routinely and widely accepted here. 


4. Entry requirements: A valid U.S. passport is required to enter 
Barbados. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 

passports. For further information, travelers may contact the 

Embassy of Barbados, 2144 Wyoming Avenue N.W., Washington D.C. 
20008, tel. 1-202-939-9200. 


5. Departure tax for Barbados is BDS$60 or USD$30. 


6. ICASS TDY Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
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the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY. 


A copy of the TDY Support Application Form can be obtained prior to 
travel by contacting posts point of contact. 


7. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 
tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel burglaries 
are not uncommon and all valuables should be locked in room safes if 
possible. 


Health Information 
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Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 
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DOL FOR ILAB TINA MCCARTER 
DEPT FOR DRL/IL TU DANG 


E.O. 12958:N/A 
TAGS: ELAB, EIND, ETRD, PGOV, PHUM, SOCI, ECON, GT 
SUBJECT: GUATEMALA\'S CHILD LABOR UPDATE 


REF: A. 06 STATE 184972 
B. 05 GUATEMALA 2014 


1. Post submits the following update to 2005 information (ref B) on 
child labor. Delay in submission was due to unavailability of 
official government statistics on child labor until April 26. 
Responses are keyed to Ref A. 


A. Laws and regulations proscribing the worst forms of child labor 


Two Executive Orders concerning child labor were signed by the 
president in 2006: 

-- Executive Order 112-2006, Labor Protection of Child and 
Adolescent Workers, which outlines the rules, based on the Labor 
Code, governing the employment of child and adolescent workers, 
including a requirement that employers guarantee them the right to 
not be the object of any form of negligence, discrimination, 
exploitation, violence, cruelty, or oppression, and protection from 
all forms of maltreatment; and 

-- Executive Order 250-2006, Application of ILO Convention 182 
regarding the Worst Forms of Child Labor and Immediate Action for 
its Elimination, which defines the scope of application and lists 

the worst forms of child labor. 


The Labor Inspectorate issued 2,689 work permits to adolescents aged 
14-17 in 2006. Of the 2,689 permits, 1,864 were issued to teenage 
boys, while 825 were issued to teenage girls. All were provided 
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information on their labor rights. Additionally, 1,733 secondary 
school students were educated on their labor rights and obligations. 


B. Regulations for implementation and enforcement of proscriptions 
against the worst forms of child labor 


The Child Workers Protection Unit of the Ministry of Law (MOL) has 
responsibility for implementing and enforcing child labor laws; 
however, like most Guatemalan government entities, the Unit lacks 
resources to effectively carry out its mandate. The extent to which 
complaints are investigated and violations addressed is limited due 
to Guatemala\'s weak labor inspection and labor court systems. 
Guatemala has less than 300 labor inspectors and less than 30 labor 
courts nationwide. In 2006, the Labor Inspectorate handled 4 cases 
involving children under the age of 14 and 247 cases involving 
adolescents aged 14 to 17. 


The 2006 budget for the Child Workers Protection Unit was Q329,740 
(approx. USD 43,400). The government allocated Q50,000 (approx. USD 
6,600), which was supplemented with donations from Save the 
Children-Norway (Q60,000) and UNICEF (Q219,740). 


The Ministry of Labor has provided awareness raising and training 
activities for officials responsible for enforcing child labor laws. 

In addition, in 2006, the Child Workers Protection Unit provided 
information on labor rights to 2,689 adolescents who requested work 
permits, and 1,733 secondary school students. 


C. Social programs to prevent and withdraw children from the worst 
forms of child labor 


In 2006, a total of 8,524 educational scholarships, totaling 
Q2,557,200 (approx. USD 336,500), were awarded to school-aged 
children in the department of Guatemala. 


In addition, the Child Workers Protection Unit undertook various 
preventive and protective efforts, including: 


-- conducted 23 visits to pyrotechnic manufacturing plants, in 
coordination with the MOL Directorate of Capacity and Education, to 
promote certification of pyrotechnic specialists and to inspect work 
conditions; 

-- implemented a pilot program of vocational training for 28 
adolescent workers; 

-- implemented a plan of action to prevent child labor in indigenous 
populations in the municipality of Santa Cruz Comitancillo in the 
department of San Marcos; 

-- created a UNICEF-funded program of assistance to adolescent 
workers, including development of workshops to train labor 
inspectors on detection of child and adolescent labor; 


Column 3 

-- coordinated with the Executive Secretariats for the Eradication 

of Child Labor in the departments of Huehuetenango, El Quiche, and 
San Marcos; and 

-- worked with other government agencies to draft a work plan to 
address the problem of children working in the waste industry, 
particularly in the Guatemala City dump. 


D. Comprehensive policy aimed at the elimination of the worst forms 
of child labor 


The inter-institutional National Commission for the Prevention and 
Eradication of Child Labor and Protection for the Adolescent Worker 
is responsible for overseeing implementation of the national plan of 
action on child labor. The plan was originally a five-year (2001 - 
2004) plan but has been extended. The GOG has made a public 
commitment to eradicate the worst forms of child labor and is taking 
action to achieve its goals. The Human Rights Ombudsman\'s Office, 
with the support of the National Commission, plans to develop a 
monitoring system to track progress on the national plan in each 
municipality. 


E. Progress toward eliminating the worst forms of child labor 


Guatemala is making slow but continual progress toward eliminating 
the worst forms of child labor. The problem is linked to the 

country\'s widespread and pervasive poverty, especially in the rural 
areas. According to the most recent estimates of the Center for 
National Economic Investigation, based on a 2004 survey conducted by 
the National Institute of Statistics, 75.4 percent of Guatemala\'s 
workforce is employed in the informal sector. 
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SIPDIS 
KINSHASA PASS TO BRAZZAVILLE 


E.O. 12958: DECL: 05/03/2017 

TAGS: UNSG, LE, SY, IT, BE, PE, LO, PREL, PTER, CF, GH, SF 

SUBJECT: DEMARCHE REQUEST: ENCOURAGE SUPPORT FOR COUNCIL 
ACTION ON SPECIAL TRIBUNAL FOR LEBANON 


REF: A. USUN 347 
B. EMAIL SONTY/ALLEGRONE/YOUNG 05/03/07 
C. STATE 58765 


Classified By: Assistant Secretary Kristen Silverberg, for reasons 
1.4 (b) and (a). 


1. (SBU) SUMMARY: Department requests Embassies encourage 
host governments to support UN Security Council action to 
establish the Special Tribunal for Lebanon. In New York, 
Belgium, Italy, Peru, and Slovakia have been generally 
supportive of the P-3\'s call for Council action, via a 

Chapter VII resolution, to establish the Special Tribunal for 
Lebanon; however, we would like to verify their support. The 
positions of Congo, Ghana, and South Africa are less clear; 
Department requests Posts encourage them to support Council 
action and report concerns they may have. Posts should draw 
from the background in paras 4-8. End Summary. 


2. (SBU) OBJECTIVES: Department requests Embassies pursue 
the following objectives: 


-- Encourage host country to support UN Security Council 
action to establish the Special Tribunal via Chapter VII 
authority. 


-- Underscore that the Lebanese parliamentary ratification 
process is definitively blocked - the opposition refused to 
discuss specific concerns about the Statute with UN Legal 
Advisor Nicolas Michel and continues to link the Tribunal to 
its desire for a blocking minority in the Cabinet. 


-- Note that, as UN Legal Advisor Michel reported to the 
Security Council, all parties in Lebanon support in principle 
the establishment of the Tribunal. We understand fully the 
importance of respecting the internal processes of member 
states, but this is a case where the subversion of that 
process - through terrorism and other threats of violence - 
is itself the heart of the problem. 
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-- Emphasize that the Tribunal must be established soon for 
operational reasons and in the interest of justice. It would 
take at least a year for the Tribunal to become operational. 


3. REPORTING DEADLINE: Embassy should report results of 
efforts to IO/UNP: Anneliese Reinemeyer before May 11. 


4. (U) The assassination of former Lebanese Prime Minister 
Rafiq Hariri on February 14, 2005, led to widespread protests 
and the withdrawal of Syrian troops from Lebanon in April 
2005. At the GOL\'s request, the UN established the UN 
Independent International Investigation Commission (UNIIIC) 
and has worked with the Lebanese Justice Minister and other 
Lebanese officials to negotiate the Tribunal statute. 

Approval of the Tribunal has become a key element in the 
current political tension in Beirut, which pits PM Siniora 

and his March 14 allies (the Saad Hariri faction) against the 
pro-Syrian Hizballah-Aounist alliance (Note: March 14 
commands a majority in the Parliament where the 
Hizballah-Aounist alliance represents a minority. End note). 
The UN and the Lebanese Cabinet have approved the Tribunal 
Agreement and Statute; however, Hizballah and Syrian 
sympathizers have prevented the Parliament from convening to 
ratify the Agreement in an attempt to gain a blocking 

minority in the Lebanese Cabinet. 


5. (U) The Lebanese parliament, which was scheduled to 
reconvene its regular session on March 20, has still not met. 
A majority of the Lebanese parliament has documented more 
than once its intent to ratify the Tribunal, if only the 

Speaker of Parliament would allow them to convene. These 
members of the parliamentary majority, who took office after 
elections monitored by international observers and considered 
free and fair, have turned to the UN, actively seeking 

Security Council assistance to establish the Tribunal. 


6. (C) The United States continues to fully support the 
immediate establishment of the Special Tribunal to try those 
responsible for perpetrating the attack that killed Rafiq 

Hariri and 22 others. We believe the establishment of the 
Tribunal is necessary to see that justice is done. The 
Tribunal will serve as a deterrent to those who in the future 
might be tempted to engage in similar violent crimes intended 
to undermine Lebanon\'s democracy, sovereignty and 
independence. While we would prefer Lebanese parliamentary 
approval, this is no longer a realistic option. Therefore, 

the U.S., France, and the UK are drafting a resolution that 
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would establish the Tribunal using the Security Council,s 
authority under Chapter VII of the UN Charter. Although 
established by the Security Council under Chapter VII, the 
Tribunal will retain all of the key Lebanese components, 
including prosecutions under Lebanese law, some Lebanese 
judges, and a Lebanese deputy prosecutor. 


7. (C) UN Legal Advisor, Nicolas Michel, briefed the 

Security Council on May 2 on the outcome of his recent trip 

to Lebanon on April 16-18 to assess the chances of a Lebanese 
solution to the impasse. Per Ref A, Belgium, Peru, and 
Slovakia were generally supportive of Council action to 
establish the Tribunal. Italy\'s position in the Council was 
unclear, but subsequent conversations with the Italian 
Embassy in Washington (Ref B) indicate they do not object to 
Council action to establish the Tribunal, but are concerned 
that we will not get enough votes to adopt the resolution. 
(Note: The resolution will need nine affirmative votes and 

no vetoes for adoption. End Note.) Congo, Ghana, and South 
Africa did not state a position either in favor or against 

UNSC action during their statements (Ref A). 


8. For additional detailed background on the UNIIIC 
investigation and Tribunal, please visit the intellipedia 
site on the Hariri Tribunal: 

http://www. intelink.sgov.gov/wiki/Hariri Tribunal. 
Additional talking points can be found in Ref C. 


9. POINT OF CONTACT: Please contact IO/UNP: Anneliese 
Reinemeyer at (202) 647-0046 or via e-mail for further 
background information or with questions. 

RICE 
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E.O. 12958: N/A 

TAGS: KJUS, EAID, PGOV, MX 

SUBJECT: SECRETARY GENERAL ENDORSES ORAL TRIALS FOR JALISCO 


1. On April 30, 2007, the Consul General met with Jalisco\'s 
recently-appointed Secretary General (Lt. Governor) Fernando 
Guzman Perez Pelaez, to seek his formal endorsement for judicial 
reform efforts in the state, particularly oral trials. Guzman 
expressed support for this initiative and agreed to put the 
commitment in writing, in a format similar to letters USAID has 
received from officials in Coahuila, Guanajuato, and Morelos. 
Guzman also noted that oral trials are a key objective of 

Governor Emilio Gonzalez\'s new \"Alliance for Jalisco,\"a program 
to bring together political, business, and academic leaders to 
reach consensus on projects for his administration. 


2. The Secretary General, a lawyer by training who held the 
same post under Jalisco\'s first PAN Governor in the late 1990s 
and later served as a Federal Deputy, commented that the current 
written system for penal cases lacks transparency. He wants to 
advance reform in Jalisco, but understands that congressional 
and judicial support is necessary. He noted that a new trial 
system in Jalisco would probably be more similar to those in 
Chile and Costa Rica than to a US-style process, and expressed 
interest in oral trial initiatives in other Mexican states. He 

also indicated that a successful reform effort would ultimately 
require substantial resources and training for lawyers and the 
judiciary. The CG suggested that the recently-initiated 
construction of a major new court complex in Guadalajara 
provides an excellent opportunity for the state government to 
combine modernized physical space with a streamlined and 
reformed judicial system. The reforms also fit well with the 
Governor\'s desire to improve JaliscoWs mediocre (16th of 32 
states) competitiveness ranking. 


3. USAID and other organizations have already been engaged in 
the training process, including several university-sponsored 
conferences on oral trials in Guadalajara over the past few 

months. From March 22-24, 2007, the Panamerican University and 
USAID sponsored a seminar on oral trials as outlined in proposed 
state legislation and discussed the experiences of Argentina and 
Chile. The Institute of Criminology also held a conference on 

oral trials April 26-28, 2007, with the participation of an 

Italian judge who discussed the advantages of oral trials with 
respect to organized crime cases in Italy. 


4. Comment: This is an opportune moment for judicial reform in 
Jalisco, with a new Governor and Secretary General who have 
publicly embraced the idea in stark contrast to the decidedly 
tepid support of their predecessors. The new policy emphasis 
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has already had an effect on State Supreme Court President Celso 
Rodriguez, who speaks much more favorably about judicial reform 
now than he did under the previous regime two months ago. The 
key will be to keep up momentum on the issue and include vital 
players from the Judiciary and the Legislature in the design of 

the reforms to minimize political obstacles. Major change in a 
conservative, tradition-bound state like Jalisco is rarely easy 

or rapid, but the start of this new administration represents 

the best chance for meaningful judicial reform in this decade, 

and the Consulate will continue its advocacy role. 


RAMOTOWSKI 
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CORRECTED COPY (PARA 5) 


E.O. 12958: DECL: 05/09/2017 
TAGS: PGOV, KDEM, VE 
SUBJECT: CHAVISTAS USE RECALL REFERENDA TO SETTLE SCORES 


REF: A. CARACAS 00805 
B. CARACAS 00820 AND PREVIOUS 


Classified By: POLITICAL COUNSELOR ROBERT DOWNES FOR 1.4 (D) 


1. (C) Summary: In late 2006, most of Venezuela\'s governors, 
mayors, and local legislators completed the mid-point of 

their term, at which point they became vulnerable to being 
recalled. The National Electoral Council has approved 
requests to initiate recall proceedings against more than 200 
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mostly Chavista officials, and in mid-June will formally 

collect signatures from those favoring a recall vote. If 
enough signatures are collected, a referendum will be held by 
early October. Most of the requests appear to be driven by 
local intra-Chavista rivalries, and are unlikely to succeed 
without Chavez\' backing. The exceptions are those in Aragua 
and Sucre states, where President Chavez has publicly 
endorsed efforts to remove pro-government governors in 
response to their public criticisms of his single 

revolutionary party proposal. End Summary. 


2. (U) Venezuelan law permits the recall of elected 

officials through a petition and referenda process once they 
complete the mid-point of their terms (Ref A). For most 
state and local officials, including governors, mayors, state 
legislators, and council members, the mid-point occurred on 
October 31, 2006. The National Electoral Council (CNE) has 
approved requests to initiate recall petitions against more 
than 200 mostly pro-Chavez officials and has announced a 
three-day drive for June 16-18 to collect signatures for a 
recall. If at least 20 percent of the electorate in the 
particular voting district sign the petitions, the CNE will 

then convoke a recall vote, probably by early October. 


For an official to be recalled: 

-- 25 percent of the electorate in the voting district must 
participate; 

-- more people must vote for recall than against it; and, 
-- the number of those voting in favor of the recall must 
equal or exceed the number of votes the official received 
when elected. 


3. (U) A total of twelve governors, over 100 mayors, and 
various local legislators are on the recall list. Among the 

more notable Chavistas are Chavez crony and Miranda state 
Governor Diosdado Cabello, the formerly described \"Scribe of 
the Revolution\" and Anzoategui Governor Tarek William Saab, 
Carabobo state Governor Luis Acosta Carlez, and Caracas 
Libertador municipality Mayor Freddy Bernal. Chavez\' cousin 
Mayor Ramon Frias (Arismendi, Barinas state) and ex-Vice 
President Rangel\'s son and Sucre municipality Mayor Jose 
Vicente Rangel Avalos are on the list as well. So far, the 

most notable opposition figure on the list is Baruta Mayor 
Henrique Capriles Radonski. Despite initial speculation, 

Zulia Governor and national opposition leader Manuel Rosales 
is not on the list of potential recall victims. 
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4. (C) The recall efforts against Aragua and Sucre state 
Governors Didalco Bolivar and Ramon Martinez (both Podemos 
party leaders), respectively, appear to be clear cases of 

political retaliation for their and Podemos public criticism 

of and refusal to join ChavezY United Socialist Party of 
Venezuela (PSUV, Ref B). Recalls were approved against both 
governors within days of their public objections to joining 

the PSUV, and Chavez subsequently publicly rebuked them and 
called on his followers to \"revoke them both." Aragua state 
has the highest percentage of recall petitions, which if 
successful, would result in the ouster of the governor, all 

but two mayors, and the entire legislative council, and would 
likely trigger new state-wide elections. 


5. (C) The recall effort in Aragua state could be \"the fight 

to watch!" as Bolivar, three-time governor of the state, was 
well entrenched in Aragua long before Chavez. Many 
observers, noting his popularity, believe it unlikely that he 
would lose in a fair vote. Martinez, who is also Podemos\' 
president, has a similar background, and by all accounts is 
digging in for a major fight. However, he has recently been 
plagued by accusations of corruption, and may have problems 
defeating a government-supported recall. 


6. (C) Most of the other recall efforts appear to be driven 
by personal rivalries or vendettas. For example: 


--Anzoategui state: Former Chavista Foreign Minister Luis 
Alfonso Davila and his Progressive Anzoateguians Opinion 
Group is pushing the recall effort against Governor Tarek 
William Saab (Fifth Republic Movement, MVR). Saab was 
Chavez\' imposed candidate for governor in 2004, causing 
friction with local MVR officials from the start of his 
governorship. His main rivals have been the pro-Chavez 
mayors of the state\'s main cities Barcelona (the capital) and 
Puerto La Cruz. His popularity has steadily declined in the 
past few years, but Chavez has expressed confidence in Saab\'s 
ability to overcome the current challenge. 


--Bolivar state: According to opposition insider Anibal 
Sanchez, the attempt to recall Governor Francisco Rangel 
Gomez (MVR) is one of the few that could succeed. Rangel 
Gomez is reportedly opposed by all of the states mayors 
because he has not shared kickbacks from infrastructure 
projects. 


--Monagas state: The recall request against Governor Jose 
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Gregorio \"Gato\" Briceno (Migato, or The Independent \"We All 
Win\" Movement) was sponsored by the governor\'s long-time 
rival, Maturin Mayor Numa Rojas (MVR). In retaliation, 

Briceno has brought one against Rojas, too. Local MVR 
representatives, including the state\'s National Assembly 
representatives, are reportedly trying to negotiate a truce 
between the officials by which both sides would drop their 
recall efforts. 


--Carabobo state: Governor Luis Acosta Carlez has been a 
divisive figure within the Carabobo state chapter of the MVR. 
Things came to a head in 2005 when the MVRVs national 
committee had to intervene in the local branch to restore 

order. The party has investigated several of Carlez\' aides 

for corruption as well. The recall is sponsored by the head 

of the pro-Chavez journalist group, Periodistas Por la Verdad 
(Journalists for the Truth), but former National Assembly 
member for Carabobo Pedro Diaz Blum says it is not supported 
by the local MVR chapter and will therefore not succeed. 


--Zulia state: Pro-opposition San Francisco Mayor Saadi 
Bijani (Copei) told the Ambassador that he thinks the central 
government is pursuing the recall effort against him over the 
objections of local MVR leaders. Neither it, nor the effort 
against pro-Chavez Maracaibo Mayor Gian Carlo DiMartino 
(MVR), is expected to prosper, however. Meanwhile, Governor 
Rosales (Un Nuevo Tiempo, UNT) is trying to encourage a 
recall against himself to reaffirm his popularity in the 

state. (Note: Rosales suffered his first electoral defeat in 
Zulia during the 2006 presidential election, narrowly losing 
the state to Chavez 51-48, but retains significant popularity 
in the state.) 


--Caracas, Libertador municipality: Mayor Freddy Bernal 
(MVR) has long fought with Caracas Metropolitan Mayor Juan 
Barreto (MVR), most recently about the year in which Caracas 
was founded, and a faction of the latter\'s supporters may be 
behind this recall effort. Bernal is supported by the local 
legislative council, and his close ties to President Chavez 

will help him stave off revocation. 


--Baruta municipality: Though not likely to be removed, many 
opposition supporters are disappointed with Mayor Henrique 
Capriles Radonski\'s (PJ) administration. While 

pro-government supporters are most likely behind the effort, 
opposition insider Anibal Sanchez said opposition members may 
participate to informally censure Capriles, who is often 

described as arrogant and unwilling to cooperate with other 
opposition groups. 


7. (C) The BRV may see advantages to allowing some recalls 
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to succeed, such as: 


--Sucre municipality: According to an opposition contact, 
Chavistas might allow the Mayor Jose Vicente Rangel Avalos 
(MVR) to be recalled because of reported widespread 
discontent with his administration. 


--Yaracuy state: Governor Carlos Gimenez (formerly Podemos, 
now PSUV) has occasionally clashed with the MVR\'s Yaracuy 
leaders in the past because of his perceived efforts to 
strengthen his former party\'s standing at the expense of the 
MVR. While we cannot identify for certain the motivations 

for this recall, it is one of the few that, if successful, 

would allow Chavistas to say they are fighting corruption. 
Gimenez was summoned to appear before the National Assembly\'s 
Oversight Committee May 2 to answer allegations of 
malfeasance in relation to concessions of government 
contracts. 


8. (C) Many Chavista officials on the list have reacted with 
indignation to their potential recall, accusing the 

petitioning groups of being \"counterrevolutionaries\" seeking 
to betray or undermine the \"revolution.\" Others have said 
they welcome the chance to defend their administration. Some 
officials, such as Rangel Gomez and Bernal, have announced 
the establishment of campaign teams similar to the Maisanta 
and Miranda structures Chavez used in his recall and 
re-election campaigns, respectively. Chavez told targeted 
officials during a recent \"Alo Presidente\" show to follow his 
example in 2004 and \"demonstrate the effectiveness of their 
administration.\" If they are recalled, he said they simply 
\"have to go.\" He even \"invited\" voters to convoke a recall 
vote against his father, Barinas state Governor Hugo Chavez 
de los Reyes, to try to demonstrate that no one is or should 
be immune (in theory). 


9. (C) While they are enjoying the Chavista infighting, most 
opposition leaders see the recalls as an attempt to distract 
from the BRV\'s serious administrative problems and/or 
potentially controversial projects in the pipeline. Most 

doubt the recalls will succeed without Chavez\' backing. UNT 
and Proyecto Venezuela leaders say their parties will not 

join the signature drives, partly out of concern that their 
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anti-Chavez signatures would be added to the BRV\'s 
computerized \"Tascon List,\" which identifies friends and foes 
of Chavismo. However, it is possible that they might quietly 
encourage their supporters to participate in an actual recall 
vote. 


10. (C) The opposition also probably sees little incentive 

to enter the referendum fray. Most opposition supporters 

still strongly distrust the Chavista-stacked CNE, suffer from 
electoral fatigue, and are therefore unlikely to respond to a 
get-out-the-vote campaign. A recall vote, if held, would be 
the eleventh electoral event in ten years. The opposition 

has lost every one. Also, Venezuelan law states that if the 
recall succeeds, the incumbent is replaced by someone from 
within the government, which means that even if a Chavista is 
recalled, they would be trading one pro-Chavez official for 
another. On the other hand, if the recall fails, the 

incumbent will be strengthened in the run-up to the next 
regional election, which is scheduled for 2008. At atime 
when the opposition has been forced to focus on rebuilding 
their ranks, gearing up for a recall vote this year distracts 
from ongoing attempts to develop local leaders for next 
year\'s race and risks demoralizing newly-energized supporters 
in the event of a loss. 


11. (C) The multiple recall referenda efforts once again 

show the fractious nature of Chavismo and may foreshadow the 
difficulties Chavez could face in maintaining a single 
pro-government \"revolutionary\" party. Chavez may allow some 
recalls to succeed to drop under-performers, punish perceived 
disloyalty, and maintain a pretense of democracy. However, a 
serious weakening of the Chavista movement as a result of the 
recall process is unlikely, as Chavez\' supporters, even those 

in high level positions, would probably be unwilling to cross 

the Venezuelan president and revoke someone perceived to be 
close to him. Moreover, if there were even a remote chance 

of surprises, the Chavez-controled CNE could easily prevent 
them through manipulation of the rules or the results. 


WHITAKER 
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SOUTHCOM ALSO FOR POLAD 


E.O. 12958: DECL: 05/07/2017 
TAGS: PREL, PHUM, PGOV, ASEC, Gu, XL 
SUBJECT: CONGRESSWOMANVS VISIT TO WGRENADA 13\" PRISONER 


REF: A. BRIDGETOWN 509 
B. 06 GRENADA 66 
C. 06 BRIDGETOWN 1258 


Classified By: DCM Mary Ellen T. Gilroy for reasons 1.4(b) and (d). 


1. (C) Summary: During CODEL Engels recent visit to 
Grenada, Representative Maxine Waters (D-CA) asked post to 
arrange a meeting with Bernard Coard, the leader of the group 
known as the Grenada 171" who were convicted of the 1983 
assassination of Prime Minister Maurice Bishop and others. 

PM Mitchell approved the request and Embassy Bridgetown FSN 
Investigator and PolOff (both men) accompanied Rep. Waters 
and her husband to Grenada\'s main prison. An animated Coard 
discussed current events with the Congresswoman and supplied 
her with the names of the remaining 13 prisoners and his 
attorney. He claimed to harbor \"no animosity\" towards the 
Government of Grenada (GOG). Rep. Waters promised Coard she 
would talk to USG officials about the case. Later in the 

day, following the CODEL\'s meeting with PM Mitchell in the 
President\'s Box at the Grenada National Cricket Stadium, Rep. 
Waters and her husband remained behind to speak with the PM. 


2. (C) Since the February 2007 decision of the London Privy 
Council that the \"Grenada 13\" had received a fair trial, the 
group has lost its political prisoner status. By declaring 

the death sentence invalid, and therefore the commutation to 
life in prison invalid, the Privy Council returned the case 

to the Grenada Supreme Court for resentencing. Even after 23 
years, repercussions of the 1979-83 revolutionary period 
resonate deeply in Grenadian politics. End Summary. 
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ARRANGING A PRISON VISIT FOR REP. WATERS 


3. (C) During CODEL Engel\'s April 13-15 visit to Grenada (ref 
A), Congresswoman Maxine Waters of California asked post to 
arrange a meeting at Grenada\'s main prison with Bernard 
Coard. Coard was the leader of the group later known as the 
\"Grenada 171" who were convicted of killing Prime Minister 
Maurice Bishop and other officials in the internal coup in 
October 1983 that resulted in the U.S.-CARICOM intervention. 
Coard\'s brother is resident in Rep. Waters\' congressional 
district. Charge made the request directly to PM Keith 
Mitchell by telephone on April 13. Mitchell approved the 
request, as long as prison rules were followed, and directed 
his Permanent Secretary to arrange the visit with the 
Commissioner of Prisons. Coard, and others involved in the 
factional uprising within the Bishop government which 

resulted in the killings, have been in prison for over 20 

years, serving life sentences. 


4. (C) Because the meeting was to occur during regular prison 
visiting hours on April 14, Charge arranged for an Embassy 
Bridgetown security office FSN and PolOff (both men) to 
accompany Rep. Waters. Usually, all prisoners and their 

visitors are seated at one long table for their 15-minute 

meetings and post wanted to ensure Rep. Water\'s safety. As 

it turned out, the meeting took place in a small conference 

room. PolOff Christopher R. Reynolds accompanied Rep. Waters 
and her husband, former U.S. Ambassador to the Bahamas Sidney 
Williams, into the room, but remained in the back throughout. 


45 MINUTES WITH BERNARD COARD 


5. (C) Bernard Coard, who is 62, appeared energetic and both 
mentally and physically alert. He talked about a series of 

eye operations he has undergone to correct cataracts. Coard 
told Waters he was impressed with her work against South 
African apartheid and mentioned that he had met Oakland Mayor 
Ron Dellums. He added that he has experienced a \"spiritual 
awakening\" in prison and has \"no animosity\" towards the 
current government of Grenada. Coard was familiar with 
political events in both Grenada and the United States, 
including a recent teachers\' strike in Grenada and the 
Democrats\' victory in the November 2006 U.S. elections. The 
meeting lasted 45 minutes, much longer than the 15 minutes 
post expected. 


6. (C) In response to Rep. Waters\' questions, Coard gave her 
the names of the so-called \"Grenada 13,\" reduced from 17 by 
the release of three triggermen on December 2, 2006 (ref B) 
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and of Bernard Coard\'s Jamaican wife, Phyllis Coard, 
\"temporarily\" released in 2000 to undergo chemotherapy in 
Jamaica. (She remains in Jamaica where her husband intends 
eventually to relocate.) Coard also provided the name of his 
Grenadian attorney, Ruggles Ferguson of Ciboney Chambers, who 
is also the head of the Grenadian Bar Association and a 

rising young star. Rep. Waters promised to discuss the case 

with USG officials. The meeting lasted 45 minutes, much 

longer than the 15 minutes post expected. 


7. (C) Later in the day, following the CODEL\'s meeting with 

PM Mitchell in the President\'s Box at the Grenada National 
Cricket Stadium, Rep. Waters and her husband remained behind 
to speak with Mitchell. They joined the group about half an 

hour later. 


COMMENT: THE PAST IS EVER PRESENT 


8. (C) The fate of the prisoners remains a political hot 

potato in Grenada, a fact the Privy Council noted, stating 

\"the question of the appellants\' fate is so politically 

charged that it is hardly reasonable to expect any Government 
of Grenada, even 23 years after the tragic events of October 
1983, to take an objective view of the matter.\" PM Mitchell 
told Charge that he did not want to deny Rep. Waters a 
meeting with Coard so that \"no one can point to me." He 
further remarked that \"he (Coard) is a convicted murderer, 
but if she wants to talk to him, that\'s fine.\" 


9. (C) Since the release in early February 2007 of the Privy 
Council of London\'s decision that the \"Grenada 13\" had 
received a fair trial, the group has lost its political 

prisoner status. The Privy Council ruled the original death 
sentence, which was commuted in 1991 to life in prison, 
improper, sending the case back to the Grenada Supreme Court 
for resentencing. The actual judgment was a relief for the 
GOG as it did not call for a complete retrial, which could 
potentially have torn the veneer of civility from the current 
tentative discussion of about the revolutionary period and 
its political impact on the present. 


10. (C) For their part, Coard, his fellow inmates, and the 
opposition National Democratic Congress (NDC) were bitterly 
disappointed in the ruling. They had fully expected the 13 

to walk out of prison the day the ruling was released and to 

be able to sue the government for large amounts of money for 
wrongful imprisonment. Lawyers have requested a sentencing 
date, but thus far the case is not on the court\'s calendar. 

The GOG wisely has allowed the legal process to function. 
The only official comment was that the GOG was satisfied with 
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the Privy Council ruling. 
OURISMAN 
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E.O. 12958: DECL: 05/07/2017 
TAGS: PREL, PGOV, PINR, EAID, AC, DO, Gu, IS, VC, VE, XL 
SUBJECT: (C) GRENADA PM MITCHELL ON CHAVEZVS BAD LIST? 


REF: A. BRIDGETOWN 509 
B. 06 BRIDGETOWN 315 
C. 06 BRIDGETOWN 294 


Classified By: DCM Mary Ellen T. Gilroy for reasons 1.4(b) and (d). 


1. (C) Summary: In a somewhat tense mid-April meeting with 
Charge, Grenada\'s Keith Mitchell shared his fears that 
strongly leftist Caribbean leaders, led by St. Vincent\'s 

Ralph Gonsalves, had persuaded Hugo Chavez that the 
pro-American Grenada government should not receive further 
Venezuelan assistance. Mitchell bewailed the non-receipt of 
some two-thirds of the USD 30 million Chavez had apparently 
promised Grenada (timeframe unclear). In an indirect apology 
for Grenada\'s lack of convergence with the U.S. on UN and OAS 
voting, Mitchell claimed he could not control his ambassadors 
and requested that Charge send him demarches directly. The 
PM also mentioned that Israel had offered him a state visit, 
presumably in exchange for Grenada\'s support in multilateral 
fora. Mitchell has a history of running to U.S. diplomats 

when he is in trouble (reftels). His overriding focus, like 
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that of his Eastern Caribbean colleagues across the 
ideological spectrum, is keeping resources flowing in to 
ensure his political survival. End Summary. 


2. (C) Charge dVAffaires Karen Jo Mclsaac met with Grenada 
Prime Minister Keith Mitchell on April 19 at his request. 
Mitchell expressed his happiness with the April 13-15 visit 

to Grenada of CODEL Engel (ref A). After a long 
recapitulation of his relationship with Cuba\'s Fidel 
Castro--generally good--and with Venezuela\'s Hugo 
Chavez--uncertain--Mitchell arrived at the message he wanted 
to pass to the USG: he is convinced that \"Ralph is dirtying 
me with Chavez,\" referring to PM Ralph Gonsalves of St. 
Vincent and the Grenadines (SVG). Mitchell continued that 
\"he (Gonsalves) is carrying Roosevelt (PM Roosevelt Skerrit 
of Dominica) and possibly Baldwin (PM & MFA Baldwin Spencer 
of Antigua) with him\" in damaging Mitchell\'s standing with 
Chavez. 


PERFORMING FOR DON FIDEL AND DON HUGO 


3. (C) Reaching back to a public event in Cuba that probably 
took place in early 2006, Mitchell described his discomfort 

at appearing on the podium after SVG PM Gonsalves delivered a 
fiery anti-American tirade. Mitchell could not match the 

rhetoric as the PM assured Charge that he values Grenada\'s 
relationship with the United States and will not jeopardize 

it by engaging in public denunciations. Mitchell said he 

could tell Castro was not happy with his (Mitchell\'s) more 
measured intervention, the first time Mitchell has felt such 
disapproval from the Cuban leader. 


4. (C) According to PM Mitchell, Venezuela had promised USD 
30 million in assistance to Grenada but the country has only 
received USD 9 million. Given what happened in Cuba, 
Mitchell said he is convinced Grenada will not see any more. 
Chavez promised to visit Grenada, but has never asked to 
come, though he has visited St. Vincent and St. Lucia. For 
the first time, Mitchell provided a breakdown of expected 
Venezuelan assistance, in U.S. dollars (Charge has tried to 
get this before without success): 


- USD 10 million: hospital construction 

- USD 10 million: construction of low-income housing 
- USD 4 million: youth development 

- USD 5 million: material assistance to low-income 
Grenadians 

- USD 1 million: youth rehabilitation 


Mitchell is convinced that Gonsalves, and perhaps the other 
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Eastern Caribbean leaders he mentioned, are behind 
Venezuela\'s failure to deliver on further installments of its 
promised assistance. 


5. (C) Mitchell characterized Gonsalves as very close to \"my 
political opponents, all of whom are strongly 

left-of-center.\" Grenada\'s Prime Minister added that he is 
convinced that, if he takes a strong stance against Chavez, 
Gonsalves will fund the Grenadian opposition in a big way, or 
\"more than he already may be doing.\" In response to a 
question about campaign financing laws, Mitchell said there 
is no law against taking money from non-Grenadians, only the 
anti-money laundering laws requiring the reporting of imports 
of large amounts of money. 


MULTILATERAL CHALLENGES 


6. (C) Having finished with Venezuelan assistance, Mitchell 
moved on to UN and OAS votes. He told Charge that he was 
speaking as a friend, but wanted to point out U.S. errors in 
trying to garner Eastern Caribbean support in multilateral 

fora. In particular, he spoke about the 2005 vote for the 

OAS Secretary General when the United States supported El 
Salvador\'s former President Francisco Flores. Mitchell said 
that if we had asked him first, he could have told us Flores 
would not get Caribbean support. Charge accepted the 
criticism but pointed out that we do engage Grenada\'s 
ambassadors in Washington and New York on issues of 
importance to the United States at the UN and the OAS all the 
time. She suggested that Grenada\'s ambassadors may not be 
serving the country well if they are not communicating what 
the U.S. tells them to the GOG. In one case, Charge was 
aware that Grenada\'s ambassador at the UN appeared to be 
deliberately avoiding the U.S ambassador charged with 
briefing Caribbean ambassadors. In addition to U.S. 
diplomats demarching Grenada\'s ambassadors in New York and 
Washington, Charge added, the Embassy in St. George\'s 
provides the information to the Ministry of Foreign Affairs 

and International Trade, generally via diplomatic note, but 
when the issue is really urgent, by telephone as well. 


7. (C) In a burst of candor, Mitchell admitted that he had 
trouble controlling his ambassadors, particularly Ruth Rouse, 
who was at the UN until recently. She was recalled several 
months ago and replaced by Angus Friday. Rouse was very 
close to the opposition National Democratic Congress (NDC) 
and Mitchell did not trust her not to tell NDC leaders in 
advance about actions he wanted taken. In one instance, 
Mitchell said, when he asked Rouse why she voted a particular 
way, she told him she had talked to other CARICOM member 
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ambassadors about how they were voting and followed their 
lead. (Note: During the CODEL\'s visit, Grenada\'s Ambassador 
to the U.S. and the OAS since 1995, Denis Antoine, told 

Charge that he was \"appalled\" when he saw Grenada\'s UN and 
OAS voting record. His remark seems disingenuous, as though 
he was suddenly noticing what we have complained about for 
years--and that he had nothing to do with it. End Note.) 


8. (C) Mitchell said he wants to improve Grenada\'s relations 

with Israel and asked that Charge let the GOG know of votes 
coming up where it would be \"easy for Grenada to support 
Israel.\" Israel has apparently offered Mitchell a state 

visit. Charge reiterated that we provide lots of information 

about votes during UNGA and other UN and OAS meetings. The 
Prime Minister asked that Charge fax them to his office 

directly when they are important. Charge agreed to do so. 
Mitchell concluded by saying he does not want Grenada to be 
too robotic in its voting. 


COMMENT 


9. (C) Mitchell appeared to have trouble getting to the point 
in the conversation, going over ground he has covered in 
multiple other conversations with Charge as well as with the 
Ambassador and other U.S. officials (reftels). There were 
several moments when Charge thought he was not going to 
actually say anything significant, an unusual hesitancy for a 
very skilled public speaker and thorough politician. At 
times the Prime Minister appeared to be in physical pain, 
squirming in his seat, squinting, and not finding anyplace to 
rest his hands. When at last he blurted out Gonsalves\' name, 
he seemed relieved, flopping back in his chair limply, arms 
outspread, and resting his head against the back. Once 
through that point, the conversation turned brisk and 
matter-of-fact. 


10. (C) Mitchell may have gotten the message about USG 
disappointment with Grenada\'s voting record in multilateral 
fora, although Venezuela\'s lack of follow-through on 
assistance may be what has finally driven him to look 
elsewhere for support. With about 20 percent of homes in 
Grenada still suffering from some level of damage from 


Hurricanes lvan (2004) and Emily (2005), the PM is clearly 
thinking about maintaining his razor-thin political edge (one 

vote in parliament) over the opposition. This is the first 

crack Charge has seen in the close relationship between 
Grenada and Venezuela. We have an opportunity to gently peel 
Grenada away from the Eastern Caribbean pack if we move 
carefully. CODEL Engel gave Mitchell hope that the United 
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States may be prepared to engage again, which may have helped 
him get over his obvious reluctance to air internal Eastern 
Caribbean dirty laundry. 

OURISMAN 
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E.O. 12958: N/A 

TAGS: EINV, ECON, USTR, KIDE, NU 

SUBJECT: NICARAGUA: NEW PROPERTY SUPERINTENDENT ON PROSPECT FOR 
RESOLUTIONS BEFORE WAIVER YEAR ENDS 


REF: (A) MANAGUA 0626 
(B) MANAGUA 0862 


1. (SBU) SUMMARY: EconCouns and Econoff met with Property 
Superintendent Mireya Molina on April 25 to stress the importance of 
accelerating resolutions for confiscated and expropriated American 
citizen properties in Nicaragua. As of the date of that meeting, 

the Office of the Property Superintendent had not produced a single 
resolution since Molina assumed her position on January 25, 2007. 
In July, the Secretary of State must decide whether to grant a 
waiver to Section 527 of the Foreign Relations Authorization Act 
(Fiscal Years 1994 and 1995). Molina told EconCouns that as of 
April 25, the Office of Quantification and Indemnification was 
actively reviewing claims. She warned that valuations would be 
lower than before. END SUMMARY. 


2. (SBU) On April 25, EconCouns and Econoff met with Property 
Superintendent Mireya Molina (Ref A) to stress the importance of 
accelerating resolutions for confiscated and expropriated American 
citizen properties in Nicaragua. As of the date of that meeting, 

the Office of the Property Superintendent had not produced a single 
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resolution since Molina assumed her position on January 25, 2007 
(Ref B). EconCouns explained that, in July, the Secretary of State 
must decide whether to grant a waiver to Section 527 of the Foreign 
Relations Authorization Act (Fiscal Years 1994 and 1995). Section 
527 prohibits U.S. economic assistance to, or support in, 
international financial institutions for any country where U.S. 

citizens have not received adequate or effective compensation for 
outstanding claims against the government for confiscated property. 
Section 527 may be waived if the Secretary deems that it is in the 
interest of national security. 


3. (SBU) Molina told EconCouns that as of April 25, the Office of 
Quantification and Indemnification was in fact actively reviewing 
American citizen claims. She reported that 43 claims were 
undergoing assessment, 119 had moved to first appeal status, and 76 
were already in second appeal status. (Note: Claimants are 

entitled to two appeals if they disagree with the government\'s 
valuation of their property. The second appeal is the last chance 

to maximize settlement, which may be accomplished via Property 
Indemnification Bonds (BPls), landswap, or the rare return of 
property. Bonds issued by the government are frequently 
unacceptable to American claimants because resale values are low.) 


4. (SBU) Molina\'s numbers are at some variance with those provided 
by Hortensia Aldana (please protect), former Head of the Office of 
Quantification and Indemnification and current advisor to Property 
Superintendent Molina. Prior to our meeting with Molina, Aldana 
provided us with a copy of the \"Plan to Evaluate and Perform 
Activities to Resolve Waiver Database Property Claims.\" The Plan 
details the status of American citizen claims and a timetable for 

their review and settlement, listing 46 cases in assessment status, 
146 cases in first appeal status, and 88 cases in second appeal 
status. 


5. (SBU) Molina warned EconCouns that from now on valuations would 
be lower than those based on a matrix of values interpolated from 

the Cadastral Index used in the past as a guide. She did not 

explain how much lower they would be, but indicated that the reason 
was the lack of funds. She argued that upcoming offers, though 

lower in value than before, should be \"treated seriously.\" 


TRIVELLI 
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E.O. 12958: DECL: 05/09/2017 

TAGS: PREL, PGOV, MARR, ASEC, FJ 

SUBJECT: FIJI UPDATE, MAY 10, 2007: REACTION TO SECRETARY 
RICEYS STATEMENTS; ELECTION ASSESSMENT TEAM TO START WORK; 
TROOPS IN POLICE STATIONS, POLICE IN CUSTODY; CHAUDHRY 

AGAIN ALLEGES 2006 ELECTION WAS RIGGED 


Classified By: CDA Ted Mann, per 1.5 (B) and (D) 


1. (C) Summary: Secretary Rice\'s comments condemning the 
coup in Fiji received considerable press play in Fiji and 

elicited a relatively mild response from the interim 

government. The EU warned the interim government that 
failure to honor commitments it made last month in Brussels 
could lead to significant aid cuts. The Pacific Island Forum 

and Fiji agreed on the composition of a four-member technical 
team to assess when Fiji would be ready for new elections. 
Members include the former chairman of Fiji's Boundaries 
Commission, who recently stated that preparations would take 
at least three years. The RFMF announced that soldiers would 
be posted at all police stations to help combat crime. A 

senior police official involved in pre-coup investigations 

into Commodore Bainimarama\'s action was detained on an order 
from the new anti-corruption commission and charged with 
taking bribes. Interim Finance Minister Chaudhry said an 

audit undertaken by his ministry casts doubts on the results 

of the 2006 election. The evidence Chaudhry produced to back 
up that claim appears inconclusive. End Summary. 


Reaction to Secretary Rice\'s Statement 

2. (SBU) Secretary Rice\'s comments at the Pacific Islands 
Conference of Leaders condemning the coup in Fiji received 
considerable press play in all local media May 8 and 9. 
Referring to the Secretary\'s comment that \"the Pacific cannot 
devolve into an area where strongmen unilaterally decide the 
fate of their country,\" Interim PM Bainimarama reportedly 
responded that, \"the fate of the United States of America was 
decided by strong men 200 years ago.\" \"We have made good 
progress since December 5 last year and we have shown our 


Column 3 

commitment to the restoration of parliamentary democracy." 
Bainimarama concluded that, \"Ms. Rice should have noted the 
level of corruption concerned and that we are working towards 
good democracy and good governance in Fiji." Parmesh Chand, 
Permanent Secretary in the PM\'s Office, said the U.S. stance 
\"was to be expected,..but what they failed to note and 

realize is the commitment of work in progress ...to take the 
country forward. It would be good if that work was 

recognized because it\'s recognized by the Forum process and 
the EU.\" 


EU Warns Fiji Again 

3. (C) Roberto Ridolfi, head of the EU office in Suva, held 

a press conference May 9, during which he warned the interim 
government (IG) that EU aid would be cut if the IG did not 

live up to its commitments on returning Fiji to democracy and 
human rights. Ridolfi, the UK High Commissioner, and the 
French Ambassador also met privately with Ministry of Foreign 
Affairs Permanent Secretary Ross Ligairi and other IG 

officials to express their concern that Fiji is being less 

than proactive about meeting its commitments. We understand 
the diplomats took note of the IG decision to keep the state 

of emergency in place at least through May 31, despite its 
commitment to end the state of emergency \"in May.\" 


Election Assessment Team to Start Next Week 

4. (C) Andrew Martin, Charge at the Australian High 
Commission, told us Fiji and the Pacific Island Forum (PIF) 
working group on Fiji agreed May 9 on a four-person technical 
team to assess when elections in Fiji will be feasible. The 
working group will start work next week and hopes to complete 
its report by the end of June. 


5. (C) Australia and New Zealand had initially objected to 

Fiji's request to add a fourth member to the team, Barry 
Sweetman, chairman of Fiji's Boundaries Commission prior to 
the 2006 elections. Sweetman had previously publicly stated 
that it would take at least three years for Fiji to prepare 

for a new election. According to Martin, Australia and New 
Zealand accepted Sweetman to avoid an impasse, since no other 
PIF countries opposed Fiji's request. Australia and New 
Zealand hope that if the other members of the technical team 
can show that Fiji can be ready for an election within two 

years, if not sooner, Sweetman will go along. Sweetman will 

be co-chair of the assessment team. The other co-chair is 

Paul Harris, from New Zealand. The remaining members are 
Canadian Bruce Hatch and University of South Pacific academic 
Kesaia Seniloli, from Fiji. 
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Soldiers Placed at Police Stations 

6. (SBU) RFMF spokesman Neumi Leweni announced May 7 that 
\"four or five\" soldiers would be placed at every police 
station in Fiji to assist the police combat crime. Leweni 

did not say whether the soldiers will be armed (police 
officers are not armed). According to the RFMF, more than 
300 soldiers will take part in the anti-crime campaign. The 
military will also reportedly monitor emergency calls to the 
police and will help the police respond. Fiji's major 
newspapers welcomed the development, stating that drastic 
steps are needed to combat a recent rise in violent crime. 
There are 31 police stations and 54 police posts in Fiji. 


Police Official who Investigated 

Bainimarama Is Detained, Charged 

7. (SBU) Assistant Commissioner of Police Josaia Rasiga 
(Crime) was detained May 8, and arraigned on corruption 
charges May 10 based on orders issued from the Fiji 
Independent Commission Against Corruption. This appears to 
be the first use of the Commission\'s broad powers to detain 
and interrogate suspects. Charges of receiving illegal 
payments from a businessman were filed against Rasiga May 10. 
He pleaded not guilty. Rasiga was in charge of all police 
criminal investigations. He supervised the investigation 

into treason charges against Commodore Bainimarama prior to 
the coup. 


Chaudhry Alleges (Again) that 2006 Election was Rigged 

8. (SBU) Interim Finance Minister Chaudhry issued a press 
statement May 8, stating that a \"special audit" by the 
Ministry of Finance had called the results of the 2006 
national election into question (Chaudhry\'s Labor Party lost 
that election to the SDL Party). The audit report found that 
more than 600,000 unused ballot papers were unaccounted for, 
he said. The report also found that the Elections Office 
failed to keep an adequate record of ballot papers issued to 
polling stations or ensure proper reports were filled by 
election officials at polling stations. Chaudhry said that 

\"the mere fact that 665,256 unused ballot papers are 
unaccounted for, is in itself sufficient to raise serious 
questions about the credibility and integrity of the 2006 
elections.\" Chaudhry said he had handed the findings of the 
special audit to the Fiji Commission Against Corruption for 
investigation. 
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9. (SBU Former Supervisor of Elections Semesa Karavaki 
vigorously denied Chaudhry\'s charges and questioned the 
credibility of any audit completed by Chaudhry\'s staff. He 
said that his office had undertaken its own audit, which was 
left uncompleted because of the coup. (Note: It appears 
likely the Finance Ministry drew upon this document in 
completing its \"special audit.\") The Fiji Times published a 
scathing attack on Chaudhry in its May 10 editorial, saying 
the number of unused and unaccounted for ballots is 
meaningless and that Chaudhry\'s charges were merely 
\"political hot air.\" 


10. (C) Comment: Chaudhry\'s allegations are not very new 
or very convincing. Fiji\'s has a complicated voting system, 
with each voter casting at least two ballots. Voters also 
have the right to choose from a number of polling stations. 
Far more ballots are printed, therefore, than are actually 
cast. The failure to account for all ballot papers was noted 
in the final report of the EU Observation Mission to the 2006 
Fiji elections. The report states that \"the high number of 
papers in circulation increased the difficulties in 

accounting for all the unused ballot papers. However, there 
were no indications of any abuse or manipulation in 
connection with the high number of printed ballot papers.\" 
MANN 
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OF URIBE ASSOCIATION WITH FORMER PARAMILITARIES 


Classified By: Classified by Political Counselor John Creamer - Reasons 
1.4 (b,d) 


1. (U) On May 5, El Tiempo newspaper published an interview 
with Cesar Gaviria, in which the Liberal Party chief and 

former president rejected allegations that President Alvaro 
Uribe was connected to former paramilitaries. When asked 
about attacks against the president, Gaviria said, \"I do not 
agree at all with those kinds of insinuations. We (in the 

Liberal Party) have always followed a very respectful line 

with the president, and we see no reason to abandon that 
position now." 


2. (U) The Liberal Party--on the center-left of the 

Colombian political spectrum--sharply criticized elements of 
Uribe\'s Justice and Peace Law, and Liberal Senators Piedad 
Cordoba and Cecilia Lopez led the November, 2006 debate in 
the Senate against former Foreign Minster Maria Consuelo 
Araujo because of her families\' alleged para ties. Gaviria 
repeated the Party\'s criticisms of the J&P Law in his 
interview, but said the Liberal Party was a different kind 

of opposition.\" He said the Liberals would support GoC 
initiatives that were in the national interest, 

differentiating the Liberals from Senator Petro and the Polo 
Democratico Party. 


3. (C) Privately, Gaviria and numerous other senior contacts 
in the Liberal Party have repeatedly told us that charges of 
paramilitary ties against Uribe are groundless. The former 
president told us on May 8 he would not permit Liberal Party 
officials to criticize Uribe as the POLO has done. Gaviria, 
who supports passage of the U.S.-Colombia Free Trade 
Agreement and Plan Colombia, said he understood the damage 
that recent attacks have had on Colombia\'s image overseas. 
Still, he told us he is not prepared to travel to Washington 

at this time to make these points publicly due to Liberal 
intra-party politics. 

Drucker 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: EINV, ECON, SENV, ENRG, CS 
SUBJECT: PARADISE BY CANDLELIGHT: COSTA RICAN POWER FAILURE 


REF: SAN JOSE 00653 


1. (U) This is another installment in our ongoing series explaining 
why Costa Rica is not quite paradise. These cables seek to paint a 
realistic picture of the challenges faced by Costa Rica. Travel 
brochures don\'t tell the entire story. 


2. (U) SUMMARY. Costa Rica\'s electrical generation system collapsed 
on April 19 as the country suffered its first nation-wide blackout 

in six years. Parts of the nation were without power for the next 
24-48 hours. Rolling blackouts (except on weekends and holidays) 
began on April 26. The collapse resulted from the combination of a 
severe dry season as well as the failure of the National Electrical 
Institute (ICE), Costa Rica\'s state power and telecom monopoly, to 
both adequately maintain its own equipment and to invest in 
increased capacity. ICE initially stated that power shortages were 
likely to continue unless the state regulator allowed a 23 percent 
rate hike. Meanwhile, businesses in Costa Rica suffered. While 
President Arias announced the end to rolling-blackouts on May 4, 
experts from General Electric tell us there are no quick or easy 
solutions to Costa Rica\'s long-term problem of a lack of spare 
capacity. END SUMMARY. 


It All Comes Crashing Down 


3. (U) On Thursday April 19, Costa Rica\'s electrical power system 
failed just after 8:00 PM local time, triggering a country-wide 
blackout that lasted for one and a half hours. Parts of the country 
were without power for the following 24-48 hours. According to ICE, 
the state-owned power and telecom monopoly, the collapse was due to 
the combination of a \"rainy-season\" with very little rain that has 

left the country\'s hydroelectric resources at 25 percent of normal 
capacity and the breakdown of three turbines and two major 
transformers over the course of two weeks. This, coupled with an 
ever-increasing demand led to a situation where demand outstripped 
capacity, leading to a system-wide shutdown of the grid. 


Can\'t Meet Current Demand 
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4. (U) Over the last five years, ICE has not adequately invested in 

its electrical generation capacity, as projects in the works for 

years continued to face delays. Environmental groups have derailed 
or postponed plans for two major hydroelectric projects planned in 
environmentally sensitive areas. Major thermal (fuel-burning) 

projects have also faced delays. For the last fours years ICE has 
planned on constructing a 120-megawatt plant in Garabito. According 
to the original timeline, the plant should have already been in 
operation. Construction has not yet begun due to contracting 
disputes (not unusual in Costa Rica). 


5. (U) Costa Rica has long prided itself as a \"green\" country that 
makes extensive use of non-thermal sources of electrical power and 
has a history of using renewable sources to provide the vast 

majority of its power. While that is still true, over the last two 

years there has been a dramatic increase in the use of thermal 
generators as well as purchases of electricity from neighboring 
countries. Previous to 2006, approximately 6 percent of the 
electricity consumed in Costa Rica came from thermal generators. In 
2006 this figure had risen to 20 percent as Costa Rica purchased 
more of its power from suppliers in Panama. 


6. (U) This shift toward the increasing use of thermally-generated 
electricity came as the price of oil also rose, dramatically 

increasing the cost to ICE of generating electricity from thermal 
sources. It costs ICE an average $0.03 per kilowatt-hour to produce 
electricity in hydroelectric plants, $0.14 from their thermal 

plants, and between $0.08-0.13 per kilowatt-hour to import 
thermal-generated electricity (not including transportation costs) 

from neighboring countries. Due to its own power shortages, Panama 
is no longer exporting electricity to Costa Rica. 


7. (U) In the first three months of 2007, ICE has already exhausted 
86 percent of the USD 66.3 million budgeted to run the country\'s 
diesel-fired electrical generators for the entire year. After the 

power outage of April 19, ICE requested the state Regulatory 
Authority for Public Services (ARESEP) to approve a 23 percent 
increase in electrical tariffs to pay for the purchase of 
thermal-generated power. ARESEP denied the request, stating that 
ICE must explain how the electrical system was allowed to fall into 
disrepair in the first place. In response, ICE began implementing 
rolling blackouts on April 26. 


Can\'t Meet Future Demand, Either 


8. (U) While Costa Rica has not adequately invested in new 
electrical generation projects and is currently unable to purchase 
power from Panama, electrical demand has continued to grow at an 
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average rate of 6 percent a year. Over the last year, Costa Rica\'s 
economy grew by 7.9 percent. Manufacturing and Foreign Direct 
Investment (largely in the form of construction in costal areas) 

served in large part to fuel this growth, increasing their rate of 

real growth by 12.5 percent and 14.8 percent respectively in 2006. 

The rapid increase of manufacturing and construction has placed new 
demands on Costa Rica\'s stagnant electrical power generation system, 
leading to a situation in which ICE will need to invest USD 7 

billion (USD 500 million annually over the next 14 years) to 

effectively double power capacity by 2021 and meet projected demand. 
Before the crisis, ICE had no finalized projects to increase 

electrical generation capacity during the next two years. 


The Cost of the Energy Crisis 


9. (U) News reports have already put the economic impact of the 
current energy crisis at anywhere from USD 20-100 million. The U.S. 
multi-national paper company, Kimberly-Clark, reported that the 
power outages from April 19-20 cost the company USD 174,652. Intel 
lost a reported 150,000 microchips that were on its production floor 
when the power failed. News accounts have been rife with stories of 
private businesses closing their doors during the rolling blackouts 

and losing clients and production capacity. 


What Comes Next? 


10. (SBU) To cut through the maze of speculation and conflicting 
blame, Embassy officials met with four experts from General Electric 
on May 2. While lauding Costa Rica\'s efforts to use renewable 
sources for the majority of its power production (80 percent), the 
experts stated that Costa Rica\'s current crisis is due to a failure 

to maintain any reserve thermal capacity that could be brought fully 
online when circumstances warrant. Now, Costa Rica is faced with a 
situation where they need to make critical decisions in a short 

period of time to prevent recurring power crises in the coming 

years. The GE team said their company had seen this crisis coming 
for years, but their approaches to the GOCR (the latest in December 
2006) had been ignored or rebuffed. 


11. (SBU) Even if ICE were to purchase new thermal turbines 
immediately, it would normally take 24-36 months to receive and 
install them, leading to another 2-3 years of annual energy 

shortages at the end of the dry season. GE said that there are 
several alternatives to meet Costa Rica\'s immediate energy needs in 
the next 1-2 years, while the longer-term capacity is being 

delivered and installed. GE originally intended to offer Costa Rica 
the option of delivering truck-borne turbines in the next 60-90 days 

to meet the country\'s short-term energy needs but was rebuffed. 
Instead, on May 4 President Arias announced that the rains had 
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sufficiently filled the reservoirs and a new hydroelectric turbine 
was brought online ahead of schedule. As a result, according to 
Arias, there is no need to continue the rolling blackouts. 


12. (SBU) The GE experts said that for any short-term solution to 
succeed, Costa Rica also needs to simultaneously purchase additional 
thermal generators. The experts informed the Embassy that due to 
increasing worldwide demand for power generation equipment, Costa 
Rica has a very short window of opportunity to place orders for 
equipment that could be delivered and installed in time to prevent 
outages next year. The largest impediment to this solution, 

according to the industry experts, would be the failure of ICE and 
Costa Rican government to move rapidly in making and implementing 
decisions. 

COMMENT 


12. (U) Costa Rica\'s energy crisis has not come as a great surprise. 
Experts and press have repeatedly warned over the last two years 
that ICE needed to adequately invest in new capacity to avoid the 
current situation. Unfortunately, this was not done. The lack of 

real development of the sector, coupled with the general slow-moving 
decision-making process in Costa Rica does not bode well for Costa 
Rica\'s future energy security. While the beginning of the rainy 
season may have filled the reservoirs and brought a temporary end to 
the current rolling blackouts, only difficult and 

uncharacteristically quick action by the GOCR and ICE over the next 
few weeks, which now seems highly unlikely. Originally, the Arias 
administration drafted an emergency decree to give ICE and the GOCR 
more flexibility to quickly make timely and necessary decisions. 
However, the emergency decree was never signed, and there is no 
indication that Costa Rica is currently pursing long-term solutions 

that could forestall what will probably be even worse energy crises 
during the next few years. 

LANGDALE 
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TAGS: UNSC, LE, PREL, PTER 

SUBJECT: GUIDANCE: ENGAGING ON A DRAFT RESOLUTION ON THE 
SPECIAL TRIBUNAL FOR LEBANON 


REF: BEIRUT 611 
Classified By: lO A/S Kristen Silverberg, for reasons 1.4 (b) and (d). 


1. (C//REL UK and France) SUMMARY AND ACTION REQUEST: The 
U.S. agrees with the French that a Chapter VII resolution 

should establish the Special Tribunal for Lebanon on the 

basis of the Agreement and Statute already negotiated and 
signed by the UN and GOL. It is important that the Council 
establish the Tribunal in a way that as much as possible 

leaves its Lebanese character intact and maintains the 

substance of the Tribunal Agreement/Statute. Before we move 
forward in the Council, however, we need to ensure that OLA 
concurs that the way the P3 draft establishes the Tribunal 

has an adequate legal basis. There are also a few remaining 
questions that must be addressed, specifically, funding, 
Headquarters Agreement, Chapter VII reference, and selection 

of judges. Department recommends that USUN approach the P-3 
about addressing these issues per objectives in para 2 below. 
USUN may share suggested OP resolution text in para 9 below 
with P-3 at its discretion. End summary and action request. 


2. (C//REL UK and France) OBJECTIVES: Department requests 
USUN pursue the following objectives with the French and 
British missions and report back to Department: 


-- Raise our concerns about pursuing a resolution under 
which the Council would decide that the UN-GOL agreement 
would enter into force (French preference), and instead press 
for a resolution under which the 

Council would establish the Tribunal directly. If French 
continue to resist, USUN should further explore OLA and UK 
views (including whether OLA would be prepared to agree that 
such an approach is permissible) and report to Department 
(see para 3 for background). 


-- Note that we support assessed funding for the Tribunal 

but that we believe Lebanon should nevertheless be encouraged 
to cover the 49 percent share that would have been required 
under the original Agreement and believe the resolution 

should include language calling upon Lebanon to provide such 
funding (see para 4 for background). 


-- Ensure that the resolution provides that the Headquarters 
Agreement would be subject to agreement by 

the UN and the host country, but not the GOL (see para 5 for 
background). 
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-- Solicit P-3 views on the desirability of having the 

relevant resolution language state that the Council is taking 
action under \"Article 411" rather than Chapter VIN" (see para 
6 for background). 


-- Note that the Department is seeking additional 

information (including about the Lebanese Supreme 

Council on the Judiciary) in order to better assess whether 
the issue of the selection of Lebanese judges needs to be 
addressed in the resolution, and report back any information 
that others may have discovered (see para 7 for background). 


-- Raise the desirability of a fuller preambular section 

that lays out the political background of this issue in more 
detail, including the extent to which the GOL has been 
involved in the negotiation of the agreement, the central 
involvement of the SYG in developing the text, and the 
approval and support that the Council has already expressed 
for its content. 


-- If asked, note that there are a number of potential 
issues that we feel are better left unaddressed in the 
resolution (see para 8 for background). 


3. (C//REL UK and France) \"Legal basis\". As discussed with 
OLA on April 26, there are two basic ways that the Tribunal 
might be established - either by having the UNSC establish it 
directly, or by having the Council take action that results 

in the Lebanese establishing it (as would have been the case 
under the Tribunal Agreement as originally contemplated, 
under which the GOL would have acted to create it via an 
agreement with the UN). 


Department prefers the former approach - i.e., having the 

UNSC establish it directly - and believe it will help avoid 

legal objections from others (which OLA and the UK appear to 
share) about the French approach. Under the French approach, 
the UNSC would simply decide that the Agreement negotiated by 
the UN and GOL would enter into force. We anticipate members 
raising objections of principle about such an approach, 

raising concerns that it is impermissible or improper for the 
UNSC to require states to become parties to agreements to 
which they have not in fact agreed, and that such an approach 

is inconsistent with basic principles related to the 

requirement for consent under treaty law (including under the 
Vienna Convention on the Law of Treaties). 
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For its part, Department believes that - as a legal matter - 

it is possible to work around such concerns by having the 
Council impose the substantive obligations on a state without 
actually making them parties to the agreement. However, we 
are concerned that this nuance will be lost - either 
purposefully or not -- on those who might raise objections, 
and we want to avoid creating any additional issues that 
could be taken advantage of by those seeking to block 
adoption of a resolution or work against its implementation. 


4. (C//REL UK and France) Funding. The funding issue is 
closely related to the legal basis issue. If the UNSC acts 
directly to establish the Tribunal, the argument will be 

strong that the Tribunal will be a UNSC subsidiary organ (as 
has been the case, for example, with the ICTY and the ICTR, 
which were established in precisely this way). It would then 
follow that the TribunalYs expenses would be \"expenses of the 
Organization\" within the meaning of Article 17 of the 
Charter, and would therefore be funded via assessments. 
Department favors assessed funding as a means to remove 
uncertainties about funding that could complicate the effort 
to start-up and operate the Tribunal. As a legal matter, 

this approach will also remove any legal requirement to 
return to the Lebanese parliament to secure the 49 percent 
share 

of the funding that Lebanon would have been required to 
provide under the Agreement (and thus avoid the risk of the 
Tribunal getting held hostage to Lebanese parliamentary 
blockage once again in the future). 


While we support assessed funding for the Tribunal, we 

believe that Lebanon should nevertheless be strongly 
encouraged to cover the 49 percent share that it would have 
been required to bear under the original Agreement, and 

believe the resolution should include language calling upon 
Lebanon to provide such funding. Amounts contributed by 
Lebanon would then reduce the \"expenses of the Organization\" 
that would need to be funded via assessments. 


5. (C//REL UK and France) Headquarters Agreement. The 
Tribunal Agreement as signed by the UN and GOL provides that 
the location of the seat of the tribunal shall be \"subject to 

the conclusion of a headquarters agreement between the United 
Nations, the Government, and the State that hosts the 
Tribunal.\" The requirement for the GOL to be a party to the 
headquarters agreement could result in the headquarters 
agreement being held hostage to parliamentary blockage in 
much the same way as the Tribunal agreement itself has been 
held hostage. To avoid this risk, USUN should work with the 
French to ensure that the resolution provides that the 
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headquarters agreement would be subject to agreement by the 
UN and the host country, but not the GOL. 


6. (C//REL UK and France) \"Acting under Article 41\" versus 
\"Acting under chapter VII". Ref A suggests a misperception 
in Lebanon that UNSC action under chapter VII is tantamount 
to an authorization for foreign intervention in Lebanon. 

That view is clearly incorrect. Nevertheless, to better 

dispel any conceivable concerns, the resolution could refer 
specifically to Article 41 of the UN Charter, rather than to 
Chapter VII as a whole. Article 41 of the Charter is the 
specific provision of the Charter under which the 

Security Council may decide on measures not involving the 
use of armed force\". The provisions for Security Council 
authorization to use force are contained in Article 42 of the 
Charter. Both Articles 41 and 42 are contained in Chapter 
VII of the Charter, but by specifically invoking Article 41 - 

and excluding Article 42 - it would be clear that the use of 
force would not be involved. USUN is requested to solicit 
P-3 views on the desirability of having the relevant 

resolution language refer to \"Article 41\" rather than 
\"Chapter VIN". 


7. (C//REL UK and France) With respect to the provisions of 
the Statute/Agreement related to the selection of Lebanese 
judges to serve on the Tribunal, we are seeking additional 
information (including about the Lebanese Supreme Council on 
the Judiciary) in order to better assess whether the issue 
needs to be addressed in the resolution. Our preference 
would be not to address this issue in the resolution unless 
absolutely necessary. 


8. (C//REL UK and France) There are a series of other issues 
that have been raised as potential issues but which the 
Department believes are better not addressed in the 
resolution. These include: 


-- Appointment of Deputy Prosecutor. Under the Agreement, 
the GOL would appoint the Deputy Prosecutor. We recognize 
the risk that a change in the government could make this 
difficult, but Lebanese refusal to name a deputy prosecutor 
should not prevent the Tribunal from functioning. 


-- Tribunal offices in Lebanon. The Tribunal is supposed to 
establish offices in Lebanon to conduct investigations 

\"subject to the conclusion of appropriate arrangements with 

the Government.\" The use of the word \"arrangements\" reflects 
that an international agreement (which might need 

Parliamentary approval) is not required. 


-- Privileges and Immunities. In earlier discussions, OLA 
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appeared to favor re-writing the extensive provisions 
contained in the Agreement/Statute if the Tribunal were 
established as a UNSC subsidiary organ, arguing that - in 
that case - the Tribunal would have immunities under existing 
UN agreements. However, the Tribunal provisions are in fact 
more tailored to the Tribunal,s particular circumstances 

(e.g., by addressing issues - such as the status of defense 
counsel - that do not arise in connection with typical UN 
operations), and OLA did not in fact identify any reasons why 
the provisions in the Statute/Agreement would require 
modification. 


-- Article 18-20 Technical provisions (e.g. amendment of the 
agreement, settlement of disputes). Leaving these provisions 
in place would help us demonstrate that the arrangements 
being put in place are as much as possible the very same as 
those in the signed UN-GOL agreement, even to the point that 
they would allow for the possibility of the UN and GOL 
subsequently modifying the arrangements. 


-- Jurisdiction over crimes committed after December 2005. 

Under the agreement signed by the UN and GOL, extension of 

the December 2005 date would require agreement by the GOL and 
SYG, plus UNSC consent. We would not use this resolution as 

an opportunity to change those arrangements. 


9. (C//REL UK and France) Begin suggested OP text. 


Acting under (Article 41 of) Chapter VII of the Charter of 
the United Nations, 


1. Decides hereby to establish a Special Tribunal for 

Lebanon, which except as otherwise provided in this 

resolution shall be governed by the terms applicable under 

the Agreement, including the Statute, that was signed by the 
Government of Lebanon and the United Nations on 23 January 
and 6 February 2007 respectively and that is annexed to this 
resolution on the same basis as if notification had been 
provided under Article 19(1) of the Agreement on the date of 
adoption of this resolution, and decides that Lebanon shall 

act in accordance with those terms; 


2. Decides further that, in lieu of the provisions contained 

in Article 8(1) of the Agreement, the 

determination of the location of the seat of the Tribunal 

shall be subject to the conclusion of a headquarters 

agreement between the United Nations and the State that hosts 
the Tribunal; 


3. Calls upon the Government of Lebanon to bear forty-nine 
percent of the expenses of the Special Tribunal and decides 
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that any expenses not so borne shall be considered expenses 
of the Organization in accordance with Article 17 of the 
Charter of the United Nations; 


4. Requests the Secretary-General, in coordination when 
appropriate with the Government of Lebanon, to undertake the 
necessary measures to establish and facilitate the effective 
operation of the Tribunal in a timely manner and to report to 
the Council within (90) days of the adoption of this 

resolution and thereafter periodically with respect to its 

efforts; 


End suggested OP text. 
RICE 
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SUBJECT: MEDIA REPORTS NORTH SOUGHT TALKS WITH SOUTH BEFORE 
NUCLEAR TEST; NETWORK OF UNOFFICIAL CONTACTS 

REF: SEOUL 1151 

Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b/d) 


SUMMARY 


1. (C) Secret contacts between Seoul and Pyongyang are 
nothing new. Many previous ROK presidents, including Kim 
Dae-jung, Roh Tae-woo and Park Chung-hee, relied on their 
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secret negotiations to harvest significant results. A flurry 
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of press revelations indicate that President Roh Moo-hyun has 
also dabbled in sub-rosa contacts. ROK media reports claim 
that (1) North Korea\'s October 9, 2006 nuclear test occurred 
just after Pyongyang tried -- and failed -- to establish an 
unofficial channel with Seoul after the July 2006 missile 

tests; (2) the ROKG reached out to the North through 
unofficial channels after the test to explore holding a 

summit meeting to overcome the nuclear impasse; and, (3) 
discussion of an inter-Korean summit has continued through 
Roh,s close confidants in the Uri Party as a \"party 

project" The reports also portray ROK businessmen, 
journalists and former officials as active behind-the-scenes 
players in North-South relations, present at sensitive 
meetings. Former Prime Minister Lee Hae-chan, who figures 
prominently in these reports, visited Pyongyang in early 

March and is considered a likely conduit if President Roh 
were to try to arrange an inter-Korean summit. This message, 
drawing from several media reports, presents a chronology of 
the reported unofficial contacts. END SUMMARY. 


THE PRESIDENT,S MEN 


2. (C) According to multiple sources (see paras. 25-26), the 
unofficial exchanges between North and South involved four of 
President Roh,s closest confidants: 


-- Former Prime Minister Lee Hae-chan, who resigned as PM in 
March 2006 following a golf scandal. Lee remains close to 
President Roh, who has publicly praised him as \"the best 
prime minister\" in this administration. Lee was also a 

valuable aide to former President Kim Dae-jung, who appointed 
Lee as his Education Minister and remains on good terms with 
him. Multiple Blue House sources told emboffs that Lee was 
Roh,s favorite among all progressive candidates. 


-- Ahn Hee-jung, a former Roh aide who was convicted of 
collecting illegal campaign funds from local businesses ahead 
of the 2002 presidential election. Ahn, who is also referred 

to as Roh,s \"young partner,\" and his ¿left hand8 does not 
currently hold any official position within the Roh 
administration, but remains one of Roh,s closest political 
confidants. He has recently announced the formation of a 
political group, widely seen as a precursor to a new pro-Roh 
political party. 


-- Lee Ho-chol, Presidential Secretary for Information and 
Policy Monitoring. The \"big brother\" among the Blue House 
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386ers, his role within the Blue House is relatively unknown 
to outsiders, but some media reports claim that his position 
as information secretary allows him to act as Roh,s \"eyes 
and ears.\" 


-- Rep. Lee Hwa-young of the Uri Party. A Roh loyalist 

within the Uri Party, Lee has known Roh since 1993, when he 
was a researcher at Roh,s Institute of Local Government 
Management. Lee is also known to be close to Ahn Hee-jung. 


SEPTEMBER 2006: DPRK SEEKS UNOFFICIAL TALKS 


3. (SBU) The reports say that on September 20, 2006, a North 
Korean official named Ri Ho-nam, known in the ROK as a 
working-level contact point for the North,s economic 
cooperation projects with the South, met with Kwon O-hong, an 
ROK businessman working on North Korea-related economic 
projects from Beijing. Ri reportedly told Kwon that 

Pyongyang would like to discuss certain issues with Seoul 
through private channels through a person who could speak for 
President Roh and convey his true intentions, and mentioned 
Ahn Hee-jung as a possible contact. Judging Ri to be 

credible, Kwon O-hong passed the information to a 
well-connected journalist, Sisa Journal's Nam Moon-hee, who 


in turn conveyed the message to Ahn through former National 
Security Council (NSC) official Kim Chang-soo, also known to 
be a close friend of Ahn. The articles claim that Ann was 
unsure of how to respond, so he asked Kim Chang-soo to meet 
with Ri Ho-nam in Beijing to verify the message. 


4. (SBU) Sisa Journal reporter Nam Moon-hee, claims to have 
accompanied Kim Chang-soo to Beijing on September 25 to meet 
with Ri Ho-nam, who was joined by Kwon O-hong -- a meeting 
involving a DPRK official, a former ROKG official, a 

journalist and a businessman. According to Nam, Ri repeated 
the same message he had conveyed to Kwon on September 20, 
adding that the North wanted to negotiate with the South on 
returning to the Six-Party Talks; the North also added that 

it could talk with the South on holding an inter-Korean 

summit if the ROK would first talk about the 6PT issue. 


OCTOBER 2006: ROK REFUSES, THEN REACHES OUT AFTER TEST 


5. (SBU) Upon returning to Seoul, Kim Chang-soo is said to 
have conveyed the message from Ri directly to his friend Ahn 
Hee-jung. After keeping the North waiting for almost a week, 
Ahn reportedly refused the North\'s offer for unofficial talks 
on October 2, saying that such discussions should be carried 
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out through official channels. The DPRK announced its 
intention to conduct a nuclear test on October 3; the actual 
test took place on October 9. 


6. (SBU) Sisa Journal reporter Nam Moon-hee, journalist and 
an insider in this story, told the Korean Journalists, 
Association that he saw many signs that the DPRK was seeking 
some sort of resolution to the post-July 5 situation through 
China and the ROK. According to Nam, Kim Jong-il had 
initially looked to China to find a breakthrough to the 

situation, and had made two aborted attempts to travel to the 
PRC to meet with the Chinese leadership, but later gave up 
such plans due to strains in PRC-DPRK relations. Nam said 
that Kim Jong-il had traveled to Sinuiju by train on 

September 14 with hopes of going into China, but had to turn 
the train back when plans were discouraged. 


7. (SBU) Nam also said that the ROK was the next alternative 
for the North, but official channels at the time were frozen 
since July -- when the North Korean delegation walked out of 
the 19th Inter-Korean Ministerial Talks -- so \"it seems that 
the North was seeking an exchange through unofficial 
channels. Nam thinks that Ahn Hee-jung,s October 2 
response was a shock to the DPRK. \"Left with no options for 
an exit, the DPRK declared the following day that it would 
conduct a nuclear test. The ROKG and the Blue House were 
taken aback by the declaration, but they were unable to come 
up with a clear plan to resolve the situation and prevent the 
North from carrying out the nuclear test on October 9.\" 


8. (SBU) Nam said that he told an unnamed Blue House 
official over dinner on October 9 that the ROKG had made a 
mistake by not taking up the North\'s offer. The official had 
Nam submit a written report on the attempted contacts, and 
then arranged an October 17 meeting with Information 
Secretary Lee Ho-chol. Lee is reported to have told Nam that 
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he would try to persuade Ahn Hee-jung to pursue opening the 
unofficial channel, as the DPRK had proposed. 


9. (SBU) Businessman Kwon told reporters that he 
subsequently arranged an October 20 meeting between the 
North,s Ri Ho-nam and Ahn Hee-jung at Beijing\'s Kuntai Hotel 
(reftel). Ahn was accompanied by Uri Party lawmaker Lee 
Hwa-young, a member of the Unification, Foreign Affairs and 
Trade Committee,s parliamentary inspection team that was 
supposed to be visiting the ROK Embassy in Beijing at the 
time, thus making the trip with Ahn safe from public 

exposure. According to Kwon, Ahn was blunt: \"We came to 
discuss the issue of exchanging a special envoy and holding 
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an inter-Korean summit... | hope that we could go through 
the official channel in planning this. | am the Vyoung 

partner\' that Pres. Roh has talked about. | meet him 
frequently. In fact, almost every day.\" According to Kwon, 

Ri Ho-nam closed his notebook when he heard that the South 
wanted to go through the official channel, ending the meeting. 


10. (SBU) The next morning, according to articles citing 
Kwon, Ri Ho-nam called Ahn to say that the North would like 
to hold a \"preliminary meeting\" on November 9 or 11 to 


discuss the special envoy and inter-Korean summit issue. Ri 
also informed Ahn that the person coming out to the 
\"preliminary meetingW would be someone in his sixties who 
could directly report to Chairman Kim Jong-il. (NOTE: Based 
on rumors that Ri Ho-nam is close to Chang Song-taek, the 
brother-in-law of Kim Jong-il, there were speculations that 

the high-level DPRK official who was supposed to come to the 
\"preliminary meeting\" was Chang. END NOTE.) 


11. (SBU) According to Kwon, Ri also mentioned to Ahn during 
the phone call that the North would return to the Six-Party 
Talks. Ahn agreed to hold the \"preliminary meeting\" on 
November 11 in Beijing. But Kwon claimed that the meeting 
was cancelled at the last minute due to an unexpected press 
leak. The article in question was the November 9 OhmyNews 
article titled \"Pres. Roh sends \'secret envoy\' for 
inter-Korean summit. Informed of the North,s return to the 
Six-Party Talks.\" The author of the article told poloff that 

if a picture of Ahn in Beijing had not surfaced, the story 

never would have gotten out. 


NOVEMBER 2006: NEGOTIATING THE TERMS OF MEETINGS 


12. (SBU) When Kwon met Ri Ho-nam in Beijing on November 11, 
Pyongyang,s response to Ahn\'s canceled trip was harsh. 
According to Kwon, the DPRK leadership was very surprised at 

the amateurism of the main players in handling the issue and 
requested Ahn Hee-jung to visit Pyongyang and meet the 
necessary people so as to prevent future leaks. On November 

13, the Blue House notified Kwon through Rep. Lee Hwa-young 

of its approval of this new plan. 


13. (SBU) During November 13-17, however, the Blue House 
overturned its decision to send Ahn Hee-jung to Pyongyang and 
proposed to meet one more time outside the DPRK, this time 
with former Prime Minister Lee Hae-chan included in the 

group. The plan was to negotiate with the North to send 

former Prime Minister Lee as special envoy. Kwon claims that 
the proposal reflected President Roh,s opinion. The Blue 
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House was reportedly worried about not getting anything from 
Pyongyang, as well as the public debate that Ahn Hee-jung,s 
North Korea visit would cause since Ahn did not have any 
position within the current administration. According to 
Kwon, President Roh and Information Secretary Lee Ho-chol 
also were unsure of whether things should continue through 
the unofficial channel when there were signs that the 

official channel would soon be restored through the National 
Intelligence Service (NIS). \"So the Blue House wanted things 
to proceed at a slower tempo, said Kwon. 


14. (SBU) According to Kwon, Pyongyang expressed dismay at 
the further change in plans, saying, \"Why do they worry about 
not getting anything from us when this is also a place where 
people live? Are we animals with horns?\" Kwon conveyed the 
negative response to Seoul. The reaction from the Blue House 
was then to omit the \"preliminary meeting\" and coordinate 

with the North on former Prime Minister Lee directly going to 
the North as special envoy. Kwon comments that it was a plan 
that bypassed all diplomatic protocol. 


15. (SBU) On November 18, the DPRK\'s Ri and Kwon met in 
Beijing and proposed that Rep. Lee Hwa-young visit Pyongyang 
in place of Ann Hee-jung. Ri demanded that all formalities 

be observed, including letters from Ahn Hee-jung and former 
Prime Minister Lee )- the former expressing his regrets on 

the change in plans, and the latter expressing his hope to 

visit the North. According to Kwon, Ri did not forget to add 
that the North had lost face so Seoul should compensate by 
providing the North with USD 500,000. Seoul,s hesitation in 
pursuing plans had brought out one of the North,s notorious 
habits, Kwon commented in the Weekly Dong-A. 


16. (SBU) Seoul balked at the North,s demand for cash. \"l 

can go (to Pyongyang) if the North relinquishes the demand. 

We cannot accept this. This is something that President Roh 

and | have discussed a number of times over soju,\" said Ahn 
Hee-jung, when he heard from Kwon that the North remained 

firm in its position, according to Kwon. On November 24, 

Rep. Lee Hwa-young conveyed to Kwon the Blue House message 
that \"Seoul will provide the amount in in-kind goods instead 

of in cash.\" 


17. (SBU) On November 26, Lee Hwa-young and Ri met in a room 


at the Kuntai Hotel in Beijing, and settled the USD 500,000 
demand by agreeing that the South would set up a 10,000-head 
pig farm in the DPRK, according to Kwon. Accordingly, the 
North then invited Rep. Lee Hwa-young and Kwon O-hong to 
visit Pyongyang. 
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DECEMBER 2006: REP. LEE TRAVELS TO PYONGYANG 


18. (SBU) Rep. Lee Hwa-young traveled to Pyongyang on 
December 16-19. The official justification for the trip was 

to establish an agreement between the DPRK,s National 
Reconciliation Council and the Korea Bang Jeong-whan 
Foundation )- chaired by Lee -- on a \"pig farm project." 

Kwon reveals that Lee,s nominal counterpart was the National 
Reconciliation Council\'s Vice Chairman Pak Kyong-chol, who 
had previously met Lee Hwa-young in Seoul and at Mt. Kumgang 
on two different occasions. Their \"real\" counterpart was Kim 
Song-hye, a councilor-level DPRK official known in the ROK as 
one of the \"brains\" on South Korea policy. (NOTE: Reports 
say that Kim Song-hye had traveled to South Korea seventeen 
times, including in 2002, when she accompanied Chang 
Song-taek on his trip to Seoul. At the June 2000 summit, she 
also made an appearance at the signing ceremony of the June 
15 Joint Declaration. There are rumors that Kim Jong-il 

seeks her advice when deciding on issues related to South 
Korea. END NOTE.) 


19. (SBU) President Roh,s message to Pyongyang was conveyed 
during a dinner reception at the Koryo Hotel on the night of 
December 16: Seoul wanted to exchange a special envoy )- 
hopefully in December or January )- to coordinate on holding 

a summit within one month of the envoy meeting. The venue 
could be in Kaesong, Mt. Kumgang or any other place where the 
two leaders could talk candidly with each other on any issue. 


JANUARY 2007: PYONGYANG INVITES FORMER PM LEE TO DPRK 


20. (SBU) Pyongyang responded to Roh,s proposal on January 
26 when Lee Hwa-young met with Kim Song-hye and a North 
Korean delegation in China for the \"pig farm project,8 

saying that Pyongyang would like to invite former Prime 
Minister Lee to visit the DPRK. 


21. (SBU) With the revival of official channels, Rep. Lee 
Hwa-young unilaterally cut off his contact with Kwon O-hong 
and looked at pursuing former PM Lee Hae-chan,s Pyongyang 
visit through a separate line he had established with the 
North,s Korea Asia-Pacific Peace Committee, which is 
reported to be a shadow organization under the United Front 
Department, or the North Korean counterpart to the South\'s 
Ministry of Unification. Reports say that Lee traveled 

several times to Shenyang and Dandong to coordinate the visit. 


FEBRUARY-MARCH 2007: FORMER PM LEE VISITS PYONGYANG 
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22. (SBU) Officially, the planned visit by former PM Lee was 
upgraded to a \"Uri Party project" pursued by the party,s 
Northeast Asia Peace Committee, which was created on February 
16, two days after the election of Uri Party Chairman Chung 
Sye-kyun. Former Prime Minister Lee Hae-chan was appointed 
as the committee,s chairman, while pro-Roh Uri lawmakers 

like Kim Hyuk-kyu and Lee Hwa-young were included as its 
members. Meanwhile, President Roh withdrew from the Uri 
Party on February 22, making it look like )- Kwon claims )- 

Lee Hae-chan was traveling to the North in his personal 
capacity. On March 7, former Prime Minister Lee Hae-chan led 
a delegation of Uri Party members for a four-day visit to 
Pyongyang. At the time, there was much suspicion that Lee 
was traveling to Pyongyang as Roh,s &special envoy8 due to 
the weight he still carries within the current 

administration. Kwon commented, \"Lee Hae-chan, regardless of 
whether he had the label or not, was a special envoy. If 
everything works out, he would be a special envoy. If not, 

he went in his personal capacity. But | believe the contents 

of the trip reflected President Roh,s thoughts, and in that 
sense, he was a special envoy.\" 


BLUE HOUSE RESPONSE TO REPORTS 


24. (SBU) The Blue House has publicly acknowledged sending 


Ahn Hee-jung to Beijing last October, with President Roh\'s 
authorization, to meet with Ri Ho-nam, but has denied that 
the secret exchange was intended to pursue an inter-Korean 
summit. Pres. Roh also admitted on April 10 that he had 
instructed Ahn to pursue the secret contact to verify the 
North,s intentions, but dismissed political criticism on 
violating the South-North Exchange and Cooperation Law in 
pursuing the secret contact by saying, \"My instruction on any 
unofficial contact with North Koreans belongs to the 
president,s inherent authority. (Those) contacts pose no 
problems politically or legally.\" 


SOURCES 


25. (SBU) The main source for the above chronology is Kwon 
O-hong, a South Korean businessman and former Korea 
Trade-Investment Promotion Agency (KOTRA) official, who has 
recently worked on North Korea-related economic projects 
based in Beijing. Kwon says he decided to go public with 
details of last year,s unofficial exchange between the Blue 
House and the DPRK out of frustration at being cut off after 
working to arrange the unofficial contacts, and because he 
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favors more aggressive economic cooperation with the North. 
Kwon\'s version of events tracks closely with that of Sisa 
Journal\'s Nam Moon-hee, whom Embassy contacts regard as 
credible and plugged in. 


26. (U) Sources: \"180-Day Memo of Behind-the-scenes Bargain 
for Inter-Korean Summit,\" Weekly Dong-A, April 3, 2007; 

Report on Kwon O-hong press conference, OhmyNews, March 30, 
2007; Rep. Lee Hwa-young interview, OhmyNews, March 30, 2007; 
Information Secretary Lee Ho-chol interview, Yonhap News, 

March 28, 2007; Ahn Hee-jung interview, OhmyNews, March 28, 
2007; Nam Moon-hee interview with the Korean Journalists, 
Association, March 31, 2007; Kwon O-hong telephone interview, 
MBC Focus radio program, April, 7, 2007; Lee Hwa-young 
telephone interview, MBC Focus radio program, April 7, 2007. 


COMMENT 


27. (C) Korean history is filled with chapters of secret 
North-South negotiations. In the early 1970s, President Park 
Chung-hee sent his security chief Lee Hu-rak to Pyongyang, 
which eventually resulted in the joint announcement to work 
toward peaceful reunification. In the late 1980s, President 
Roh Tae-woo\'s secret negotiator was his confidant Park 
Chul-un. Roh\'s efforts yielded the landmark 1991 
\"North-South Agreement on Reconciliation\" (or \"Basic 
Agreement\") and the 1992 \"Joint Declaration of the 
Denuclearization of the Korean Peninsula.\" More recently, 
President Kim Dae-jung\'s secret negotiator, his Minister of 
Culture Park Jie-won, paved the way for the North-South 
summit in 2000. 


28. (C) This time around, The Blue House,s real objective 

in pursuing last year,s exchange remains unclear; the press 
reports may exaggerate what was in question. Even so, the 
detailed reports on this series of meetings indicates that 
unofficial contacts were underway, and also points to a 
network of journalists, businessmen and former officials who 
appear to have extensive input into President Roh\'s approach 
to the North. Two of the players, Uri Party Rep. Lee 
Hwa-young and former Prime Minister Lee Hae-chan, through 
their respective ongoing \"projects\" in the North, may be 
continuing to work toward arranging a summit, regarded as an 
important legacy issue for President Roh. 
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REGIONAL PRIORITIES FOR LABOR PROJECTS THAT SUPPORT 
CAFTA-DR IMPLEMENTATION 

1. Summary: As requested in reftel, the USAID Central America 
Regional Program based in El Salvador (E-CAM), in close consultation 
with posts in region, is providing recommended regional priorities 

for CAFTA-DR labor activities for FY 2007. The proposals described 
here build upon priorities identified in the White Paper, in the 

Labor Justice Assessment of the CAFTA-DR Countries, and extensive 
consultations throughout the region. The proposals presented here 
also build upon work underway with FY 2005 and FY 2006 funds. As 
requested in reftel, multi-year funding requirements are included 
where appropriate. Proposed activities are: 


-- Region-wide training and technical assistance to public 
defenders and human rights ombudsmen: $1 million in 

FY07, $1 million in FYO8 

-- Region-wide grants to promote civil society engagement 

with the judiciary: $1 million in FY07, $500,000 in FY08 

-- Region-wide study and NGO grants to reduce gender, racial and 
other forms of discrimination in the judicial system: $1 million 

in FYO7, $500,000 in FY08 

-- Region-wide reduction in unfair labor practices associated with 
migrant workers: $1.5 million in FY07, $500,000 in FY08 

-- Region-wide alliances to improve company-based initiatives to 
increase labor and environmental standards: $2.5 million in FYO7, 
$5 million in FY08, $2.5 million in FYO9 
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-- Region-wide training interest-based bargaining techniques: 
$500,000 in FYO7 

-- All of these initiatives can be started quickly by using USAID 
contracts and grants already in place. 


End Summary. 


2. Post has engaged in an ongoing consultative process on key labor 
trade capacity needs in El Salvador and the region for FY 2007 and 
beyond. This process consisted of consultations with governments, 
regional integration institutions, the private sector, and a broad 

range of civil society organizations to identify priority needs. 

Post participates in the semi-annual meetings of the Council of 

Labor Ministers in Central America, and due to Posts management of 
many of the labor programs funded with FY05 and FYO6 CAFTA-DR labor 
trade capacity building funds, Post maintains a strong working 
relationship with the labor ministries, courts, business and labor 
groups, and other concerned parties in El Salvador and the region. 

In addition, Post continues to rely on the White Paper as the 
foundational document expressing the priority labor needs in the 
region, and the USAID Labor Justice Assessment of the CAFTA-DR 
Countries as a prime source for elaborating approaches to address 
the region\'s greatest needs. 


3. The proposals presented here reflect priorities of the Central 
American governments on key regional projects necessary to help them 
meet CAFTA-DR labor provisions. More detailed description of the 
project proposals follow: 


4. Proposal 1: Training and technical assistance to public defense 
and legal assistance providers. 
WHITE PAPER PRIORITY AREA: Administration of Labor Justice 


A) OBJECTIVE/ELEMENT/SUB-ELEMENT AND FUNDING: 
Economic Growth 

6. Private Sector Competitiveness 

6.1 Business Enabling Environment 

6.1.2 Business and organizations 


$1 million of FYO7 funds is requested for this activity, and an 
additional $1 million will be needed in FY08. 


B) DESCRIPTION AND OUTCOMES: 

The purpose of this activity is to strengthen the capacity of public 
institutions that provide free legal counsel and facilitate access 

to justice for the poor and disenfranchised. A key finding of the 
USAID Labor Justice Assessment of the CAFTA-DR Countries was the 
need to strengthen the Public Defender\'s Office, finding that these 
functions were not well equipped to guarantee workers effective 

legal representation before the judicial process. More attorneys 

need to be assigned to this function and training should be 
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conducted in labor law, judicial procedures, and oral processes. 

The institutions with primary responsibility for the public defender 
function vary by country. The Regional Assessment identified public 
defender units in the Labor Ministries of Honduras and Nicaragua to 
be in particular need of support. In El Salvador, the Procuraduria 


General de la Republica is a strong, independent institution well 

respected for its integrity and professionalism, although its 

capacity specifically in labor cases is not well developed. The 

Human Rights Ombudsman in Guatemala has proposed utilizing its ample 
regional network to counsel workers on their rights and how to enter 

the judicial system with legitimate complaints. Legal aid offices 

can also serve as a screen, identifying and developing legitimate 

claims, while counseling workers on other means to redress 

grievances such as mediation when cases lack legal basis, thereby 
easing the burden on the judicial system. 


Expected Results: 

-- Increased capacity in the public defenders offices and other 
legal assistance bodies to represent clients on labor cases and 
provide support for alternative dispute resolution as appropriate 
-- Increased access to justice outside capital cities and in the 
informal economy 

-- Reduced burden on the judiciary 


Specific Activities: 

1. Provide labor law training to public defenders and other public 
legal assistance offices. These organizations are key for enabling 
disadvantaged clients who lack information on how to enter a claim 
in the judicial system and lack the resources to secure private 

legal counsel. Effective training is needed to build lasting 

capacity in labor law and procedures. Support will also examine 
legal/regulatory barriers to effective alternative dispute 

resolution, and possible remedies, where public defenders and legal 
assistance offices are position to provide these services. 


2. Improve operations especially outside capital cities. In 

addition to legal training, assistance will support staff training 

on best management practices such as: developing procedure manuals, 
case management, staff personnel qualifications, oversight 
mechanisms, how the unit functions, quality registries, 

record-keeping, utilization of statistics and indicators for 

planning, follow-up and evaluation. The goal will be to provide 
sustainable access to justice to a broader segment of the 

population. 


Illustrative indicators 

-- Number of cases of disadvantaged groups assisted by 
public defenders and legal assistance organizations 

-- Number of staff trained 

-- Pre- and post-test scores to evaluate competency of public 
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defenders and legal assistance staff in labor law and procedures 
-- Progress on institutional strengthening milestones 


Relationship to FY2005 - FY2006 CAFTA-DR Funding 

Previous year\'s funding has been provided to USAID and USDOL/ILO for 
the Administration of Labor Justice, including labor rights training 

and conciliation. The focus of these projects is on electronic 
management systems, raising personnel standards, streamlining 

judicial procedures, and providing training on international labor 

rights. Support for public defenders and legal assistance will 
complement these ¡judicial strengthening efforts by improving the 

quality of cases presented to the courts and increasing access to 

justice. 


C) PIPELINE/MORTGAGE AND IMPLEMENTATION MECHANISM: 
No funds have been expended on assisting public defenders and other 
legal assistance offices. A simple amendment to the contract could 
expedite support to these entities, avoiding the delays of a new 
procurement. 


D) LINKAGE TO THE WHITE PAPER AND TRADE: 

The White Paper establishes the priority of establishing 
comprehensive labor standards training for government officials 
involved in labor law administration, which would include public 
defenders and other legal assistance bodies. To the extent that 
these bodies would be supported for alternative dispute resolution, 
this too would reflect a White Paper Priority. The project supports 
enhanced trade by contributing to improved labor conditions, a key 
element of the region\'s competitiveness, and a requirement under 
CAFTA-DR. 


E) LOCAL BUY-IN: 

The USAID Labor Justice Assessment consulted a variety of 
stakeholders throughout the CAFTA-DR countries in identifying an 
interest in supporting public defenders and legal assistance 

offices. USG field staff in the Dominican Republic, El Salvador, 
Guatemala, and Honduras similarly have found interest in this area 
among key host government stakeholders, and further interviews could 
vet the idea in Nicaragua and Costa Rica as well. 


F) STATUS OF PROGRESS TO DATE: 
No assistance has been provided to public defenders and legal 
assistance organizations in area of labor law to date. 


G) PUBLIC DIPLOMACY: 

Activities described represent a high profile partnership between 

the U.S. Government and the governments of the region in modernizing 
and strengthening their capacity-building systems in labor law and 
administration, giving the Ministries of Labor the tools to improve 
access to labor justice and increase compliance with the law. They 
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demonstrate that government commitments made during the CAFTA-DR 
process to improve labor conditions are serious. These activities, 
therefore, will boost U.S. credibility in the region significantly. 


5. Proposal 2: Grants to promote civil society engagement with the 
judiciary. 
WHITE PAPER PRIORITY AREA: Administration of Labor Justice 


A) OBJECTIVE/ELEMENT/SUB-ELEMENT AND FUNDING: 
Economic Growth 

6. Private Sector Competitiveness 

6.1 Business Enabling Environment 

6.1.2 Business and organizations 


$1 million of FYO7 funds and an additional $500,000 in FY08. 


B) DESCRIPTION AND OUTCOMES: 

The purpose of this activity is to engage civil society in labor 

justice strengthening efforts, ensuring that activities respond to 
public concerns, and building public confidence in the judiciary. 
Existing efforts to strengthen the administration of labor justice 
have dedicated resources primarily to assist government 
organizations. A key feature of the USAID Strengthening Labor 
Justice activity is to create Implementation Advisory Panels, 
drawing together input from a broad range of stakeholders to define 
needs and priorities, and monitor progress. With additional grant 
support, a broad range of civil society organizations, including bar 
associations, labor and business organizations, independent judicial 
monitoring NGOs, universities, think tanks, advocacy groups for 
women and other disadvantaged groups, human rights groups, and other 
organizations could be supported to develop proposals for 
strengthening the administration of labor justice, monitor progress, 
and make information on judicial performance publicly available. In 
selected cases, grants also would support training and capacity 
building activities for the labor judiciary and/or the broader legal 
community related to labor law and procedures. 


Expected Results: 

-- Increased transparency and accountability in the labor judiciary 
-- Increased public knowledge of and confidence in the labor 
judiciary 


Specific Activities: 

1. Develop policy proposals for strengthening labor justice. Civil 
society organizations can provide independent policy expertise, as 
well as channeling grievances into constructive policy proposals 

from a broad spectrum of users of judiciary services. Grant support 
would strengthen civil society\'s ability to articulate proposals 

based on sound legal and policy analysis, surveys, focus groups, and 
other methodologies. 
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2. Monitor and publicize judicial performance. Civil society 
organizations will be trained to review case statistics and 
judgments, track institutional reforms in the labor justice system, 
collect and channel complaints, and publicize results. 


3. Implement training and capacity building. A variety of 
professional and educational organizations will be supported to 
train legal practitioners in labor law and procedures. Grant 
support to sustainable institutions would be a valuable complement 
to existing technical assistance efforts, and would help increase 
scale rapidly and efficiently. 


Illustrative indicators 

-- Number of sound policy proposals proposed by civil society groups 
adopted 

-- Public understanding and evaluation of judicial performance, as 
measured by surveys 

-- Number of labor law practitioners trained 


Relationship to FY2005 - FY2006 CAFTA-DR Funding 
Previous year\'s funding has been provided to USAID and USDOL/ILO for 
the Administration of Labor Justice, including labor rights training 


and conciliation. The focus of these projects is on electronic 
management systems, raising personnel standards, streamlining 
judicial procedures, and providing training on international labor 
rights. These efforts focus primarily on the courts and do not 
include funding to support civil society organizations to play a 
more active role in policy development, monitoring and evaluation, 
and capacity building. 


C) PIPELINE/MORTGAGE AND IMPLEMENTATION MECHANISM: 
Efforts by USAID and USDOL/ILO to strengthen labor justice, launched 
in the past couple of months, do not now have funding for NGO 
support. Nevertheless, now that these mechanisms are up and 
running, a simple amendment to the contract could add grant support 
to NGOs. Alternatively, bilateral Missions may want to manage this 
directly. Either approach could rapidly disburse funds to civil 

society organizations. 


D) LINKAGE TO THE WHITE PAPER AND TRADE: 

The White Paper establishes the administration of labor justice and 
a culture of compliance, including training stakeholders and 
strengthening tripartite councils, as priorities. The proposed 
activity would link these, using civil society input to guide and 
monitor labor justice efforts, and expanding public education beyond 
tripartite bodies to academic institutions, good governance NGOs, 
advocacy groups for women, minorities, and other disadvantaged 
groups, and other civil society actors. Enhanced trade is suported 
by contributing to improved labor conditios, a key element of the 
region\'s competitiveness and a CAFTA-DR requirement 
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E) LOCAL BUY-IN: 

ivil society organizations have played an active rle in judicial 
reform efforts over at least the pst decade in Central America, and 
many of the sae organizations could play an active and useful roe 
in new labor justice initiatives. The USG hasbeen contacted by a 
variety of civil society organizations interested in participating 

in labor justice efforts. 


F) STATUS OF PROGRESS TO DATE: 

The Supreme Court Presidents of the regional have all embraced the 
objectives of the USG-supported effort to strengthen labor justice 

in the region. Civil society groups are being consulted in 

stakeholder meetings related to these activities, but no grant 
assistance has been provided to date. 


G) PUBLIC DIPLOMACY: 

U.S. Government support to civil society organizations to engage 
with the judiciary is likely to attract substantial attention. The 
activity would complement the high profile effort to collaborate 

with the labor ministries and the judiciary to improve the 
administration of labor justice. The activity would highlight ways 
that government and civil society can work together to improve 
working conditions, competitiveness, and fairness and transparency 
in the adjudication of labor disputes. 


6. Proposal 3: Reducing Gender and other forms of discrimination in 
the administration of justice. 
WHITE PAPER PRIORITY AREA: Gender and Discrimination 


A) OBJECTIVE/ELEMENT/SUB-ELEMENT AND FUNDING: 
Economic Growth 

6. Private Sector Competitiveness 

6.1 Business Enabling Environment 

6.1.2 Business and organizations 


$1 million of FYO7 funds and $500,000 in FYO8. 


B) DESCRIPTION AND OUTCOMES: 

The purpose of this activity is to improve the handling by the 
judicial sector of cases involving discrimination based on gender, 
age, race, physical impairment, and other forms of discrimination. 


Numerous studies have identified discrimination as a salient issue 
in the workplace. Reports of gender discrimination in hiring and 
promotions, sexual harassment, a hostile workplace for indigenous 
and migrant workers, and other forms of discrimination in the 
workplace are, unfortunately, quite common. While the Labor 
Ministries must improve inspections and provide culturally sensitive 
approaches to receive complaints, the judicial branch also has a 
role to play. Assistance will be provided to complete a full review 
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of the obstacles facing the judicial sector complaints of responding 
to gender and other forms of discrimination, and assist in 
implementing necessary steps for improvement. 


Expected Results: 


-- Increased access to justice for workers facing gender and other 
forms of discrimination 


Specific Activities: 

1. Provide labor law training and institutional support to legal 
assistance organizations that support women and other disadvantaged 
groups. As illustrated by the NGO Maria Elena Cuadra in Nicaragua, 
Court-annexed legal assistance and mediation services can increase 
access to justice for women, and a similar approach holds the 
promise of similarly assisting other disadvantaged populations, 

while serving particular client needs (counseling, accessibility, 
translation for indigenous languages, etc.). Grants and technical 
assistance would develop the capability of existing institutions to 
serve this role around the region, and educate the courts on their 
function. 


2. Gender/discrimination audit of the Courts. The implementer will 
conduct an audit of court processes, facilities, and other aspects 

of the labor justice process that impact women, disabled persons, 
indigenous groups, and other disadvantaged populations, provide 
recommendations, and provide technical assistance to the Courts for 
improvements. Sensitization training for judges, public defenders, 
and other labor justice operators will support this effort. 


Illustrative indicators 

-- Number of labor cases disaggregated by gender 

-- Number of judicial staff trained in issues related to gender and 
other forms of discrimination 

-- Pre- and post-test scores to evaluate competency of judicial 
operators in laws and procedures relevant for gender/discrimination 


-- Progress on institutional strengthening milestones among legal 
assistance organizations and the courts. 


Relationship to FY2005 - FY2006 CAFTA-DR Funding 

Previous years\' funding has been provided to USDOL to expand public 
awareness and sensitization to gender discrimination issues, and to 
USAID and State/DRL to support private alliances in textiles and 
other sectors, but these efforts did not target the judicial branch 

or court-annexed legal assistance and mediation. FY2005 - FY2006 
funding to USAID and USDOL/ILO for the Administration of Labor 
Justice, supports training on fundamental labor rights, including 
gender/discrimination, but additional funds are required to identify 
and overcome the procedural barriers that limit access to justice 

for women and other disadvantaged groups. 
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C) PIPELINE/MORTGAGE AND IMPLEMENTATION MECHANISM: 
No funds have been expended on gender/discrimination in the courts. 
A simple amendment to the contract could expedite support to these 
entities, avoiding the delays of a new procurement. 


D) LINKAGE TO THE WHITE PAPER AND TRADE: 

The White Paper establishes the priority of combating discrimination 
based on gender and other forms of discrimination, and also 
improving the administration of justice. The project supports 
improved labor conditions, a key element of the region\'s 
competitiveness, and a requirement under CAFTA-DR. 


E) LOCAL BUY-IN: 

The USAID Labor Justice Assessment consulted a variety of 
stakeholders throughout the CAFTA-DR countries in identifying an 
interest in supporting public defenders and legal assistance 

offices. Judicial actors in all six CAFTA-DR countries are already 
committed to improving tax administration of justice, including 
efforts to combat a gender and discrimination along with other areas 
of work. Organizations in the region supporting gender issues have 
been consulted and expressed interest in this effort. 


F) STATUS OF PROGRESS TO DATE: 
No assistance efforts have addressed gender and discrimination 
issues in the judiciary to date. 


G) PUBLIC DIPLOMACY: 

Activities described represent a high profile partnership between 

the U.S. Government and the governments of the region in 
strengthening the judiciary, with a particular focus on protecting 

the rights of women and other disadvantaged groups. They 
demonstrate that government commitments made during the CAFTA-DR 
process to improve labor conditions are serious. 


7. Proposal 4: Region-wide reduction in unfair labor practices 
associated with migrant workers. 
WHITE PAPER PRIORITY AREA: Gender and Discrimination 


A) OBJECTIVE/ELEMENT/SUB-ELEMENT AND FUNDING: 
Economic Growth 

6. Private Sector Competitiveness 

6.1 Business Enabling Environment 

6.1.2 Business and organizations 


$1.5 million of FYO7 funds and an additional $500,000 in FY08. 


B) DESCRIPTION AND OUTCOMES: 

The purpose of this activity is to strengthen the management of 
migrant workers and protect them against unfair practices. 
Worldwide, migration trends are tremendous, with 192 million people 
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living outside of their place of birth, about three percent of the 
world\'s population. Much of this migration is unauthorized--about 
15 percent of migrant workers. This climate has contributed to the 
opening up of a lucrative market for the smuggling and trafficking 
of migrant workers. Women and children are especially victimized; 
many are trafficked into conditions of slave labor and/or forced 
prostitution. Application of human and labor rights norms to 
non-citizens is often inadequate in many countries, particularly as 
regards irregular migrants who have no authorization to enter or 
remain in the country. 


In the case of Central America and the Caribbean, there are three 
major forces currently linked to regional migratory issues that are 
influencing the future development of the region: 1) regional 
integration; 2) CAFTA-DR with the United States; and 3) increasing 
use of the region as a bridge for irregular migration towards North 
America. 


These forces present a challenge to all the Central American 
governments. At present the countries have organized a collaborative 
effort under the Sistema de Integracion Centroamericana (SICA), with 
the International Organization for Migration (IOM) serving as a 
technical secretariat. Additionally, the countries of the region are 
bound by the Integration Initiative and depend on the Comision de 
Directores de Migracion (OCAM) to coordinate resources-technology, 
funding and personnel-but efforts by the OCAM are limited and 
results are often ineffectual due to a meager allocation of 

funding. 


Activities should be developed to reinforce regional efforts to 
strengthen the management of migrant worker processes to capture 
their movements across the countries of the region while putting in 
place procedures that can guarantee protection of their labor 

rights, health benefits and access to labor justice. The program 
would seek to involve and coordinate closely with the Ministerio de 
Gobernacion, Ministerio de Trabajo y Prevision Social, Ministerio 
Publico y la Corte Suprema de Justicia. 


Expected Results: 

-- Improved control over migration flows and migrant workforce 
regularized (i.e. documented, with legal work permits) 

-- Increased access to justice for migrant workers 


Specific Activities: 

1. Strengthen Migration Offices and initiatives by host country 
governments to regularize the migrant workforce and protect their 
rights. Technical assistance will be provided to set up information 
systems to capture, manage and follow-up the movements of the 
migrant workforce. Activities will promote registration of workers 
and follow-up for the movement of persons and exchange of 
information among the government institutions (customs, migration, 
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Labor Ministry, police and justice). 


2. Develp Migrant Labor Special Services Offices throughou the 
region to provide temporary work visas and linkages to the private 
sector. Technical assistance will be provided to set up special 
training and capacity building courses on migratory issues and labor 
rights for officials and border personnel. Assistance will be 
provided to set up annex offices for migrant workers to be 
interviewed and tested on competencies by potential employers. 
Information materials will be developed and distributed to migrant 
workers to promote awareness of their rights and responsibilities. 


3. Assist Migration Directors to strengthen and exchange migration 
statistics in the region. Technical assistance will be provided to 
build a statistical foundation necessary to promote the 
harmonization of migration laws, registrations, labor laws, tracking 
of labor competencies and training on registration of migrant 
workers through the Labor Ministries. 


Illustrative indicators 
-- Number of countries with functioning information systems on 


migration 

-- Number of Migrant Labor Special Services Offices established 
-- Qualitative assessment of migration statistics and regional 
exchange of information 

-- Number of migration officials trained 


Relationship to FY2005 - FY2006 CAFTA-DR Funding 

Previous years\' funding has not targeted discrimination against 
migrant workers or addressed the regularization of migration flows 
within the region. 


C) PIPELINE/MORTGAGE AND IMPLEMENTATION MECHANISM: 
No previous activities funding have addressed this issues. A new 
cooperative agreement would be needed to support the regional 
initiative under SICA. 


D) LINKAGE TO THE WHITE PAPER AND TRADE: 

The White Paper establishes the priority of combating discrimination 
based on gender and other forms of discrimination, including support 
to the Labor Ministries to combat exploitation of migrant workers 


E) LOCAL BUY-IN: 

In addition to buy-in indicated in the White Paper, the SICA 
technical secretariat for the regional migration initiative has been 
consulted on the proposed activity and enthusiastically supports 
it. 


F) STATUS OF PROGRESS TO DATE: 
Previous activities have not targeted migration. 
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G) PUBLIC DIPLOMACY: 

Activities proposed represent a high profile partnership between the 
U.S. Government and the governments of the region in protecting the 
rights of migrant workers. A key U.S. concern in the region is the 
management of the flows of migrant workers, and the activity will 
demonstrate U.S. commitment to strengthening regional and national 
institutions to address the issue constructively. 


8. Proposal 5: Alliances for improving labor and environmental 
standards. 
WHITE PAPER PRIORITY AREA: Promoting a Culture of Compliance 


A) OBJECTIVE/ELEMENT/SUB-ELEMENT AND FUNDING: 
Economic Growth 

2 Trade and Investment 

2.1 Trade and Investment Enabling Environment 

2.1.4 Support for International Standards 


and 


5 Agriculture 
5.1 Agriculture enabling environment 
5.1.3 Agriculture market standards and regulations 


$2.5 million of FYO7 funds, $5 million in FYO8, and $2.5 million in 
FYO9. 


B) DESCRIPTION AND OUTCOMES: 

The purpose of this activity is to support a variety of 
multi-stakeholder alliances to expand the use of voluntary 
standards, codes of conduct, and other private sector initiatives 
and public-private partnerships to raise labor and environmental 
standards as an element of the region\'s competitiveness. 


In the modern marketplace, consumers in the developed world are 
increasingly interested in ensuring that ethical practices are 
followed in producing the goods they consume. Simultaneously, there 
is a growing business literature on competitiveness that indicates 
that companies that follow best practices in labor and environmental 
policies are more productive and more efficient. In the Central 
American context, the \"carrot\" of sales contracts from multinational 
companies is often more powerful than the \"stick\" of administrative 
enforcement in encouraging local producers and sub-contractors to 
improve labor and environmental practices. In addition there is an 
opportunity to combine work on labor/environmental standards with 
training on quality standards to enhance the ability of local 
producers to improve competitiveness and reap the benefits of 
increase trade opportunities under CAFTA-DR. 


A broad range of established and nascent private sector initiatives 
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on labor/environmental standards already exist. The USG has 
supported initiatives on labor standards in the textile/apparel 
sector, agriculture, timber, and sustainable tourism. A potential 
new driver of reform is the interest of large supermarkets in 


promoting improved labor/environmental standards. Wal-Mart is 
launching a major overhaul of their supplier chain and product mix 
to emphasize labor/environmental standards, and Whole Foods has 
established a new company standard that will drive their purchasing 
that combines quality with labor/environmental criteria. A purely 
illustrative list of organizations and alliances that promote 

voluntary standards on social and environmental criteria includes: 
Continuous Improvement in the Central American Workplace, the 
Ethical Trade Initiative, Fair Labor Organization, Fair-trade, 

Forestry Stewardship Council, Institute for Agriculture and Trade 
Policy, International Federation of Agricultural Movements 
(organics), Marine Aquarium Council, Marine Stewardship Council, 
Rainforest Alliance, Social Accountability International, and the 
Sustainable Food Lab. To date, the USG has supported only a small 
subset of these efforts, in a piecemeal fashion. Given the priority 
attached to improving labor and environmental standards in the 
region, there is considerable scope for supporting a broad range of 
initiatives to scale up quickly. 


In addition to raising labor standards through purely 

private/voluntary activities, private sector alliances also can 

provide a constructive influence on government enforcement of 
labor/environmental standards. In Cambodia for example, the results 
of public sector labor inspections are published on the web, so that 
multinationals can review the performance of their current or 
potential suppliers to inform their purchasing decisions. In the 
USAID-supported Continuous Improvement in the Central American 
Workplace (CIMCAW), government labor inspectors and private sector 
compliance officers share techniques for identifying and remedying 
violations of workplace standards. 


Expected Results: 

-- At least ten alliances and/or certifying organizations supported 

to promote improved labor/environmental standards in all or part of 
the CAFTA-DR region 

-- Recognized private/voluntary labor and environmental standards 
expand to cover at least 100,000 additional workers and 400,000 
additional hectares over 3 years. 

-- Leverage financial resources from the private sector matches US 
Government contributions at a 1 to 1 ratio or better. 


Specific Activities: 

1. Support to alliances and certifying organizations streamlined and 
expanded. Public-private partnership experts will ramp up project 
design, conclude agreements, and administer funds to alliances and 
certifying organizations, monitoring closely to ensure 
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accountability for results. The implementer will collaborate 
closely with US Government officials to support effective guidance 
and supervision, and the US Government at the regional and/or 
country level will retain responsibility for approving all funding 
allocations. 


2. Observance of requirements and best practices in labor standards 
and environmental protection expanded. Information dissemination 
and outreach will be supported to attract multinational and local 
businesses to private/voluntary process improvement activities and 
certification regimes, across multiple business sectors. Technical 
assistance and training will assist local companies to implement 
best practices to improve labor and environmental conditions. 
Support to alliances and certifying organizations will enable them 

to reach the critical mass necessary for both financial 

sustainability and meaningful impact. 


3. Partnerships between host country governments and the private 
sector established to raise labor and environmental standards. As 
multinational investors and buyers increasingly require compliance 
with labor/environmental standards, host country governments will be 
encouraged to improve competitiveness through provision of services, 
resources, regulatory changes and other forms of support to improve 
labor and environment conditions. 


Illustrative indicators 

-- Number of alliances/certifying organizations supported 

-- Workers covered by recognized private/voluntary standards 

-- Hectares covered by recognized private/voluntary standards 

-- Private sector leverage for alliances 

-- Sustainability of certifying operations 

-- Number of significant partnerships between the private sector and 
host country governments on labor/environmental standards 


Relationship to FY2005 - FY2006 CAFTA-DR Funding 

Previous years\' funding has been provided to USAID and State/DRL to 
expand work in textiles and other sectors to promote understanding 

of the link between productivity and competitiveness, international 


labor standards and national laws, workplace codes of conduct, and 
workplace-level conflict resolution mechanisms. The proposed 
activity would expand the effort to a broader array of industries, 
combining labor and environmental standards, and establishing a 
flexible and efficient management mechanism for supporting diverse 
private sector initiatives. 


C) PIPELINE/MORTGAGE AND IMPLEMENTATION MECHANISM: 
FY06 funding of $2 million was obligated for ongoing work and 
implementation has begun; FY07 funds would find new alliances. 


D) LINKAGE TO THE WHITE PAPER/WORK PLAN FOR IMPLEMENTING THE 
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ENVIRONMENTAL COOPERATION AGREEMENT AND TRADE: 
The White Paper establishes the priority of establishing a strong 
culture of compliance, in part through training workers and managers 
on labor rights. The Work Plan for Implementing the Environmental 
Cooperation Agreement prioritizes market-based conservation, 
including support for sustainable agriculture, forestry, tourism, 

and alternative livelinoods. 


E) LOCAL BUY-IN: 

The USG has been approached by a number of private sector companies 
and alliances for partnership. There is a large demonstrated 

interest for private sector-led initiatives to expand 

labor/environmental standards. 


F) STATUS OF PROGRESS TO DATE: 

State/DRL has not yet announced an award for its private sector 
alliance effort in textiles and other sectors. USAID\'s private 

sector alliance on textile/apparel (CIMCAW) has recruited Wal-Mart 
as a new partner, expanded labor-management training across the 
region, and begun implementation of changes in the workplace. 


G) PUBLIC DIPLOMACY: 

USG support for alliances of high-profile multinationals together 
with a broad range of non-governmental organizations, including 
labor unions, and other partners to improve compliance with labor 
and environmental standards is likely to attract substantial public 
attention. It puts the spotlight on corporate social responsibility 
and ways that government, business, and civil society can work 
together to improve working conditions and competitiveness. 


9. Proposal 6: Interest-based bargaining techniques. 
WHITE PAPER PRIORITY AREA: Promoting a Culture of Compliance 


A) OBJECTIVE/ELEMENT/SUB-ELEMENT AND FUNDING: 
Economic Growth 

6. Private Sector Competitiveness 

6.1 Business Enabling Environment 

6.1.2 Business and organizations 


$500,000 of FYO7 funds is requested. 


B) DESCRIPTION AND OUTCOMES: 

The purpose of this activity is to prevent and better manage 

collective conflicts, through specific training programs should be 
conducted for union and management representatives on interest-based 
bargaining techniques. These trainings would be conducted on a 
regional basis, with joint participation in the courses to further 

foster collaboration. Technical representatives from business 
associations and organized labor would be trained to further 

in-country efforts as a result of the regional training. 

Train-the-trainers efforts would center on the labor ministries, 
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which generally have responsibility for mediating collective 
bargaining conflicts, but could also include other independent 
trainers at sustainable institutions. 


Expected Results: 
-- More constructive labor-management negotiations facilitated, 
reducing the number and severity of collective bargaining disputes 


Specific Activities: 

1. Regional/national training on Interest-Based Bargaining 
techniques. Expert trainers will train management and labor 
representatives on both a regional and national basis. Through 
interactive training and role-playing, participants will improve 
their ability to conduct collective bargaining negotiations. 


2. Train-the-trainers. Facilitators will train Labor Ministry 

staff, business school professors, independent mediators, and other 
trainers on Interest-Based Bargaining techniques, to ensure capacity 
is maintained and expanded in the region. 


Illustrative indicators 


-- Number of representatives from unions and management trained 
-- Number of qualified trainers trained 

-- Qualitative assessment of collective bargaining sessions 
involving trained participants 


The proposed activity would add training on interest bargaining 
techniques to the skills taught through other USAID and State/DRL 
programs. 


C) PIPELINE/MORTGAGE AND IMPLEMENTATION MECHANISM: 
No prior funding has been obligated for this activity. This 
training component would be added to an ongoing project. 


D) LINKAGE TO THE WHITE PAPER AND TRADE: 

The White Paper establishes the priority of establishing a strong 
culture of compliance, in part through training on labor rights for 
workers and employers. Interest-based bargaining techniques will 
enable labor and management to come to agreements that protect 
fundamental rights, while easing negotiation on non-fundamental 
terms of collective agreements. 


E) LOCAL BUY-IN: 

The USAID Labor Justice Assessment of the CAFTA-DR Countries 
identified the importance of Interest-Based Bargaining techniques 
after interviews with a broad range of stakeholders across the 
region. 


F) STATUS OF PROGRESS TO DATE: 
No assistance efforts have supported training on Interest-based 
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bargaining to date. 


G) PUBLIC DIPLOMACY: 

U.S. support for strengthening negotiation skills to resolve 
conflicts faster is likely to attract significant public attention. 

Use of collective bargaining as a mechanism to resolve disputes 
remains highly contentious in the region. 


10. In sum, Post recommends approval of the $10 million in regional 
projects presented herein and an additional $7.5 million in FY08. 

We believe that continuously use of regional institutions and 
activities will lead to an across-the region discernable improvement 
in enforcement and compliance with labor standards. 


Glazer 
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SIPDIS 
SIPDIS 
IO AND NEA FOR FRONT FRONT OFFICE 


E.O. 12958: DECL: 05/09/2017 
TAGS: PREL, UNSC, SY, LY 
SUBJECT: LEBANON TRIBUNAL: SYG BAN FORGOES TRIP TO BEIRUT 


Classified By: Ambassador Zalmay Khalilzad for Reasons 1.4 (b,d) 


1. (C) During a meeting with Ambassador Khalilzad on May 8, 
SYG Ban said he would not/not travel to Beirut to make a 
last-ditch push for Lebanese ratification of the UN-GOL 
tribunal agreement and statute. Ban said he is not/not 

asking for more time for diplomatic efforts to find a 

Lebanese solution to the tribunal issue. He agreed to tell 
Security Council members, during his monthly lunch with 
Permanent Representatives scheduled for May 15, that the 
Lebanese process to ratify the tribunal agreement is blocked. 
Separately, Ban reportedly told French PR de la Sabliere 
that he (Ban) would call Syrian President Assad before May 15 
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to follow-up on his earlier request that Syria use its 
influence to encourage a Lebanese solution to the tribunal 
issue. Ban also expects to receive a call shortly from 
Lebanese Prime Minister Siniora with an update on the 
situation. 


KHALILZAD 
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PP RUEHWEB 

DE RUEHBK #2594/01 1292335 

ZNR UUUUU ZZH 

P 092335Z MAY 07 

FM AMEMBASSY BANGKOK 

TO RUEHC/SECSTATE WASHDC PRIORITY 6768 
INFO RUEHVN/AMEMBASSY VIENTIANE 3654 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREF, PREL, TH, LA 
SUBJECT: UNHCRYS FELLER READOUT ON VISITS TO THAILAND AND LAOS 


REF: VIENTIANE 364 
SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE ACCORDINGLY. 


1. (SBU) Summary. UNHCR Assistant High Commissioner Erika Feller 
told the Bangkok diplomatic corps on May 3 that she thought a 
Thai-Lao solution to the issue of the 155 Nong Khai Hmong might be 
possible soon if the concerns of the two sides were addressed. She 
stated that she believed both sides now recognized that UNHCR\'s 
views on this issue must be considered. Her reception by the Lao 

was friendly and she thought her visit represented an advance in 
UNHCR\'s relations with the Lao. The Hmong issue has led the Thai to 
reconsider UNHCR\'s overall screening of refugees in Thailand. End 
summary. 


2. (SBU) On May 3, UNHCR Assistant High Commissioner for Protection 
Erika Feller briefed the diplomatic corps on her just-completed 
mission to Thailand and Laos. 


3. (SBU) In discussions on the 155 Hmong in the Nong Khai Detention 
Center, Feller said that RTG officials told her they had four 

concerns: they did not want to create a pull factor; they did not 

want to increase the trafficking problem by rewarding those who had 
assisted Hmong to leave Laos for Thailand; they did not want to 
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endanger their hard-won bilateral agreement with Laos on border 
issues; and they did not want to undermine the principle of the 
supremacy of national law in resolving similar problems of this 
nature. Feller said the Lao government had similar views on 
trafficking, the bilateral agreement and national law. The Lao also 
said they were concerned about their international image of being a 
humanitarian country that protects the interests of minority people. 


4. (SBU) Feller asserted that despite their concern with not 
undermining bilateral arrangements and national law, both countries 
now seemed to agree that UNHCR was also a legitimate stakeholder 
that had a role to play. She said that General Winai Phatthiyakul, 

the Secretary General of the Thai Council of National Security, 

stated that the RTG was prepared to find a solution to the Nong Khai 
Hmong issue and that UNHCR should assume that the 155 Hmong would 
not be sent back to Laos. He asked if the entire group could be 

sent to one resettlement country. Feller said she responded that 

that was unlikely and proposed instead that they all might leave for 
one country where their cases could be completed before resettlement 
to their final destinations. 


5. (SBU) Feller said she received the impression that the RTG would 
not allow the group to be moved to another, better location within 
Thailand until a final resolution was worked out. Winai asked 

Feller to get confirmation from the Lao that they would not insist 

that the 155 be returned to Laos. Feller said she did not get the 
same unequivocal statement from the Lao on this matter that she 
received from Winai. At the same time, she said it should not be 
underestimated that she had been invited to Laos with the Lao 
knowing that the 155 would be an issue. This was an advance. 


6. (SBU) Feller said that the Lao told her that a resolution on the 
155 must be a win-win solution. She noted that the next Thai-Lao 
border committee meeting would occur on May 18. Feller said she 
encouraged both sides to solve the issue as a humanitarian gesture 
and thought a solution at that time was possible, though not 
guaranteed, if the two sides could cast a solution as a bilateral 
agreement under the auspices of the bilateral border committee. 


7. (SBU) Feller said she was generally surprised at the friendliness 

of the Lao reception. The Lao seemed to want to make sure their 
position was understood. They also seemed to listen carefully. In 

their final exchange, Feller noted that the Lao said they believed 

UNHCR understood their position and vice versa. She said she 

thought UNHCR\'s views would be considered during the Thai-Lao border 
discussions. 


8. (SBU) On the multilateral proposal recently given to the RTG by 
interested governments and the United Nations on the larger issue of 
the Hmong in Petchaboon Province, Feller said her RTG interlocutors 
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said that they accepted that screening of the group must occur. The 
wishes of the group had to be ascertained. A solution with Laos 

must then be built around those wishes. Feller noted that the 
challenge will be the screening criteria and how they are 
implemented. Feller said she also told the Thai that in addition to 

the Nong Khai and Petchaboon Hmong, there were about another 250 
Hmong persons of concern in Bangkok for whom a solution was 
necessary. Feller noted that UNHCR last November had stopped 
registering Lao-Hmong at RTG request. 


9. (SBU) Feller stated that the Lao-Hmong problem led the RTG during 
her visit to raise the question of UNHCR\'s general Refugee Status 
Determination (RSD) activities in Thailand. Feller emphasized that 
she told the Thai that UNHCR had a mandate given by the 
international community to protect refugees and it would carry out 

that responsibility as long as it had an office in Thailand. In 

response, her RTG interlocutors said that they were considering 
whether conditions should be imposed on RSD. They noted that they 
were working on a draft Aide Memoire which would be presented to 
UNHCR in several weeks. She noted that the Thai asked whether UNHCR 
carried out similar activities in other countries, including in the 

U.S. along the Mexican border and in southern Europe. 


10. (SBU) Comment. All signs continue to be encouraging that the 

155 Hmong in Nong Khai will not be sent back to Laos, but it is 

still unclear how UNHCR, Thailand, and Laos will work this out with 

the resettlement countries. Embassy will be in close contact with 

UNHCR and the RTG regarding developments on UNHCR\'s RSD activities 
in Thailand. 


Boyce 


107454 

RR RUEHAST RUEHDBU 

DE RUEHTA 1246/01 1300113 

ZNR UUUUU ZZH 

R 100113Z MAY 07 

FM AMEMBASSY ASTANA 

TO RUEHC/SECSTATE WASHDC 9403 
INFO RUEHVEN/USMISSION USOSCE 1734 
RUEHEK/AMEMBASSY BISHKEK 7985 
RUEHNT/AMEMBASSY TASHKENT 7904 
RUEHAH/AMEMBASSY ASHGABAT 7158 
RUEHDBU/AMEMBASSY DUSHANBE 2111 
RUEHMO/AMEMBASSY MOSCOW 1407 
RUEHAST/USOFFICE ALMATY 
RUEHNO/USMISSION USNATO 2203","UNCLAS SECTION 01 OF 02 ASTANA 001246 


SIPDIS 


SIPDIS 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, KZ 
SUBJECT: KAZAKHSTAN: ALMATY NOTES, APRIL - MAY 2007 


1. The Almaty Notes! series is intended to maintain focus on 
developments in civil society, the media, and the opposition in 
Kazakhstan\'s \"southern capital" following the move of the Embassy to 
Astana. 


President Meets with Moderate Opposition Leaders 


2. On April 23 in Almaty, President Nazarbayev met with opposition 
leaders Alikhan Baymenov and Zharmakhan Tuyakbay. At the meeting 
with Baymenov they discussed urgent problems of political 
development of the country, humanitarian and cultural issues 
including the development of Kazakh language, and patriotic 
upbringing of the young generation. At the meeting with Tuyakbay 
they discussed constitutional reforms. According to a National 
Social-Democratic Party press release, Tuyakbay called the 
president\'s attention to violations of the law during the recent 
formation of Almaty City election commissions. Tuyakbay also 
reportedly stressed the necessity of a dialogue between the 
authorities and opposition parties and public organizations. 
(Interfax, April 23) 


Attempt to Picket City Court Disrupted 


3. On April 19, the mothers and wives of eight \"Shanyrak Defenders!" 
kept in detention attempted to picket the Almaty City Court 

building. The women demanded that their husbands and sons be 
released and the criminal cases against them be dismissed. The 
police disrupted the action. Two participants were detained. 
(Megapolis weekly, April 23) 


\'Victims\' in Abilov\'s Case did not Appear in Court 


4. The May 3 hearing of Bulat Abilov\'s case at the Almalinskiy 
district court in Almaty was disrupted because the \'victims\' in the 
case failed to appear in the court. (Nachnyem s Ponedelnika weekly, 
May 4) 


Concerns about Overly Intensive Construction in Almaty 


5. At a meeting with prominent businessmen in Almaty on April 21, 
President Nazarbayev recommended ending intensive construction in 
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Almaty because the city infrastructure cannot support such 
development and it is hazardous for the environment. (Vremya 
daily, April 24) 


6. On April 24, Prime Minister Masimov directed Almaty Oblast and 
City akims to terminate land sales in the region until there is a 

special order. \"It is not a secret that some companies purchase 
lands at the cadastre [tax assessment] cost and then sell it at 

market cost" Masimov said. Due to this, Masimov ordered that Vall 
commercial lands in Almaty City and Almaty Oblast should be passed 
to the \'Zhetysu\' special corporation. The money this corporation 

will earn should used to develop utility services and 

infrastructure. (www.gazeta.kz, April 24) 


7. The Almaty City administration plans to demolish a unique seismic 
station located in the mountains close to the city. In place of the 
station the administration intends to build a net of cafes and 
restaurants. (www.geo.kz, April 24) 


NGO Calls on President to Dismiss Almaty City Akim 


8. Activists of the \"Let Us Defend our City\" committee held a press 
conference on April 24 in Almaty to brief journalists about the 

city administration\'s refusal to grant them a permit to hold a rally 

in the center of the city. According to the activists, Almaty City 

Akim Tasmagambetov has ignored the president\'s and prime minister\'s 
orders to put an end to construction in Almaty. \"By doing this, 
Tasmagambetov creates a dangerous situation in the southern 

capital,\" the committee\'s statement reads. The statement calls on 

the president to dismiss Akim Tasmagambetov. (www.gazeta.kz, April 
24) 


State Secretary Met with Ethnic Minority Leaders 


9. During a visit to Almaty Oblast, State Secretary Oralbay 
Abdykarimov met with leaders of ethnic minorities to talk about 
interethnic accord. (Kazakhstan TV channel, April 25) 
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Preparations for Maslikhat Elections 


10. The Central Election Commission has opened the first training 
center in Almaty for e-voting machine operators. As part of 
preparations to September elections to Maslikhats, more than half of 
the city precinct election commissions are slated to be equipped 


Column 3 
with e-voting machines. (TV Channel-31, April 25) 


Aynur Kurmanov will not be arrested 


11. On April 23 the city court of Almaty rejected a motion filed by 

the Bostandyk district procurator who asked the court to arrest 
Aynur Kurmanov for organizing unsanctioned picketing of the 
\"Almatyzher\" office on March 30. Kurmanov had been fined for this 
action, but the procurator found this punishment too light. 

(www. incar.info, April 23) 


MILAS 
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SIPDIS 

DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 


TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 
SECDEF FOR JCS-J-5/JAPAN, 
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DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 05/10/07 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


North Korea problem: 

4) Government considering full ban of exports to North Korea as 
additional sanction measure 

5) Foreign Minister Aso hints at additional sanction measures on 
North Korea, but rest of government is reluctant to do so 


Defense and security issues: 

6) Defense Minister Kyuma will not budge in his call for easing 
weapons\' export restrictions, despite repercussions in the 
government 

7) LDP policy chief Shoichi Nakagawa: OK to ease weapons 
restrictions if for peaceful purposes 

8) US considering another brief deployment of F-22s to Kadena Air 
Base in Okinawa 

9) Opposition lawmaker pursues Foreign Ministry official in the Diet 
on globalization of US-Japan alliance, joint cooperation with NATO 


Political agenda: 

10) Clash building in the Diet between ruling and opposition camps 
over key bills and counterproposals 

11) Prime Minister Abe orders complete review of independent public 
corporations 

12) Prime Minister\'s private secretary sues Asahi for article in its 
weekly magazine linking him to gangsters 


Yamasaki in action: 

13) LDP\'s Taku Yamasaki criticizes Abe for making constitutional 
reform a campaign issue 

14) Taku Yamasaki met with senior North Korean diplomat while in 
Beijing recently 


15) China overtakes Japan in international competitiveness: Japan 
now 24th, China 15th 


16) US likely to press Japan to east import restriction on US beef 
with new scientific conclusion that tested young cows suspected of 
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BSE were free of disease 


17) Global warming: Government plans new framework to assist small 
companies to conserve energy, help big companies to buy emission 
rights 


Articles: 
1) TOP HEADLINES 


Asahi: Sankei: Tokyo Shimbun: 
Toyota Motor\'s operating profits tops 2 trillion yen in term ended 
March 2007, ranking first in effect: 200% increase over five years 


Mainichi: 
Government to further cut number of beds for elderly patients with 
chronic disease planned for reduction 


Yomiuri: 
Government, ruling camp plan to dispatch doctors from hub-hospitals 
to local hospitals to address shortage of doctors 
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Nihon Keizai: 

Global warming gas emissions cut: Government to set framework to 
helping with energy conservation investment by small and medium-size 
companies: Leading companies to purchase emissions rights 


Akahata: 
LDP, New Komeito aiming at voting on bill for procedures to revise 
Constitution: No central public hearings held 


2) EDITORIALS 


Asahi: 

(1) Agricultural reform: Make use of proposals made by 
private-sector members of Council on Economic and Fiscal Policy 
(2) Visions for medical services: General practitioners should be 
available on holidays and at nights 


Mainichi: 

(1) Participation of victims of crimes in trials: System should be 
introduced after thorough discussion 

(2) Regional financial institutions hold the key to buoying up local 
economies 


Yomiuri: 
(1) Three secretaries to the prime minister file complaint seeking 
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damage compensation over Asahi Shimbun\'s report on possible 
relationship between Prime Minister Abe and Suishin-kai, an 
affiliate of Yamaguchi-gumi criminal syndicate: Newspaper ads, 
hanging ads in commuter train equally guilty 

(2) Indictment over Nagasaki incident: Aim at rooting out violence 
targeting administrators 


Nihon Keizai: 

(1) The world\'s top automaker Toyota Motor\'s next challenge 
(2) Small step toward privatization of public employment service 
agencies 


Sankei: 

(1) Prime minister\'s offering to Yasukuni Shrine is not an issue to 
make a fuss over 

(2) Epidemic of measles: Prevent spread of infection with 
vaccination 


Tokyo Shimbun: 
(1) Epidemic of measles: Are you immune against it? 
(2) Iraqi situation: Use framework for stabilization 


Akahata: 
(1) Social Insurance Agency reform bill: Leaving operations to 
private sector will accelerate distrust in pension system 


3) Prime Minister\'s Official Residence (Kantei) 
Prime MinisterYs schedule, May 9 


NIHON KEIZAI (Page 2) (Full) 
May 10, 2007 


08:46 
Met at Deputy Chief Cabinet Secretary Suzuki at the Kantei. 
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09:22 
Met Hokkaido Governor Takahashi. Followed by Internal Affairs and 
Communications Minister Suga. 


10:01 
Attended an Upper House plenary session. 


11:12 
Met Foreign Vice Minister Yachi at the Kantei. Later, met former 
Defense Agency Director General Ono, former Science and Technology 
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Minister Matsuda, and former Justice Minister Sugiura. 


12;)7 
Met Cabinet Office Special Advisor Kurokawa. 


14:00 

Met Lower House member Taro Nakayama. Followed by Deputy Chief 
Cabinet Secretary Matoba. Later, met Foreign Ministry North American 
Affairs Bureau Director General Nishinomiya and Defense Ministry 
Defense Policy Bureau Director General Ofuru. 


15:02 
Met Special Advisor Koike. 


16:00 

Met Environment Vice Minister Tamura. Posed for a photo for \"cool 
biz\" PR. Joined by Special Advisor Seko. Later, met Finance Minister 
Omi and Vice Minister of Finance for International Affairs Watanabe. 


17:31 
Attended a Council on Economic and Fiscal Policy meeting. 


20:07 

Dined with Central Education Council outgoing and incoming chairman 
Masakazu Yamazaki and Yasuhiko Torii, Education Minister Ibuki, and 
Chief Cabinet Secretary Shiozaki at a Japanese restaurant in the 
Hotel New Otani. 


22:02 
Returned to his official residence. 


4) Japan mulls total DPRK export ban as additional sanction 


YOMIURI (Page 1) (Full) 
May 10, 2007 


The Japanese government is considering imposing a new set of 
sanctions against North Korea if that country continues to fail to 
implement the initial-stage action, including the shutdown of its 
nuclear facility in Yongbyon, as promised at a six-party talks (in 
February), government sources said yesterday. Sanctions being 
considered include (1) a shift from the current ban on exports of 
luxury items and items related to weapons of mass destruction to 
North Korea to a total export ban; (2) tougher controls on ships by 
prohibiting any foreign vessels in addition to North 
Korean-registered ships from entering Japanese ports if they have 
been to any North Korea port before arriving here; and (3) widening 
the ban on fund transfers, which is currently applied to one person 
and 15 organizations. Japan intends to make a final decision on 
whether to impose additional sanctions in watching North Korea\'s 
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moves from now on, as well as consulting with concerned countries. 


These measures are all intended to strengthen the sanctions 
currently taken independently by Japan in response to the North\'s 
missile and nuclear tests conducted last year. 


At a meeting yesterday of the Lower House Committee on Foreign 
Affairs, Foreign Minister Aso in this regard stressed that the 
government was considering further sanctions. Aso said: \"We will 
wait a week or so (to watch North Korea\'s moves).\" Prime Minister 
Abe late yesterday told reporters; \"If North Korea doesn\'t act on 
the issue, we should discuss it with other concerned countries, 
including the United States. We have a limit to our patience." 


China and South Korea, however, are expected to oppose tougher 
sanctions, and some officials in the US are reportedly cautious 
about such sanctions. 


5) Foreign Minister Aso hints at additional sanctions against DPRK 
despite deep-seated cautious view in government 


NIHON KEIZAI (Page 2) (Full) 
May 10, 2007 


North Korea has yet to implement the first-stage action as agreed on 
in the six-party talks, including shutting down and sealing a 

nuclear facility, citing as the reason its still frozen funds at 

Banco Delta Asia (BDA) in Macao. Faced with this situation, some in 
the Japanese government are beginning to insist on the need to 
impose further sanctions on the North as quickly as possible. But 
many in the government take the view that it is difficult for Japan 

to independently impose more sanctions on the North because other 
member nations of the six-party talks are very cautious about 
additional sanctions. 


At a session yesterday of the Lower House Committee on Foreign 
Affairs, Foreign Minister Taro Aso implied the possibility of 

imposing additional sanctions by saying: \"We must raise the level of 
pressure if the North fails to take action even after (the BDA 
problem is resolved) and its funds are sent to it.\" Aso also made 
clear his intention to consult with concerned countries how to deal 
with the North if there is no sign that it will move to implement 

the (first-stage action) one week from now. 


These tough remarks are apparently backed by President Bush\'s 
commitment made during the recent Japan-US summit, \"We are capable 
of imposing further sanctions.\" Additional sanctions the Japanese 
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government is supposed to take independently include: (1) a ban on 
any ship that calls at a North Korean port before arriving in Japan 
and (2) a total ban on exports. 


The tide of opinion in the government is, however, cautious about 
additional sanctions. Prime Minister Shinzo Abe, when asked by 
reporters about the question of additional sanctions late yesterday, 
went no further than to say: \"We must consider various approaches, 
while fully consulting with every concerned country.\" Even in the 
Foreign Ministry, \"It\'s not time for us to be able to play a 

\'sanction card\' effectively,\" a senior ministry official said, 

echoing the views of many others. 


6) Kyumal's call for eased arms-export rules creates sensation; 
Kantei trying to calm storm, Kyuma stands firm 
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MAINICHI (Page 2) (Abridged lightly) 
May 10, 2007 


There is now a visible gap between Defense Minister Fumio Kyuma, who 
has called for easing the three arms-export restrictions, and Prime 
Minister Shinzo Abe and Chief Cabinet Secretary Yasuhisa Shiozaki, 
who are desperate to minimize the impact of the defense chief\'s 
remarks. Although the Prime Minister\'s Official Residence (Kantei) 
apparently does not want another source of domestic contention with 

the Upper House election coming up in July, Kyuma has not shown any 
signs of budging in his view. Debate on this issue in the government 

and the ruling coalition is likely to grow even more. 


\"The concept of weaponry is broad, and protective gear and the like 
are also handled as if they were weapons. (Unless the three rules 
are relaxed), we won\'t be able to conduct research and development 
in the defense area, and as a result, we will have to buy high-price 
products.\" Before the Upper House Foreign Affairs and Defense 
Committee on May 8, Kyuma reiterated the need to relax the three 
principles -- his stock argument -- from the standpoint of promoting 
international joint development. Kyuma had proposed the idea in a 
speech during his recent visit to the United States. 


Kyuma\'s call comes from the perception that the joint research, 
development, and production of military equipment, including 
fighters, are a major trend in Western countries in order to reduce 
costs. Some Liberal Democratic Party lawmakers, mostly defense 
policy experts, back Kyumal's call, with one former defense chief 
saying, WAmid growing calls for defense spending cuts, it is natural 
for a lawmaker to raise this question." Kyuma apparently is aware of 
his supporters in the party. 
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Meanwhile, Chief Cabinet Secretary Shiozaki indicated in a press 
conference on May 7 that the government has no intention of 
expediting a review, saying: \"The government will continue dealing 
with the matter cautiously by seriously considering the country\'s 
basic vision as a peace-oriented country.\" Prime Minister Abe also 
indicated to reporters on the same day that the government would 
continue studying the matter carefully. 


The Kantei is keeping a watchful eye on Kyuma\'s comments so as not 
to irritate the New Komeito, the LDPYs junior partner, which has 
been alarmed by hawkish overtones in the Abe administration. 


New Komeito Secretary General Kazuo Kitagawa took this view in a 
press conference yesterday: \"Keeping the three principles is the 
government\'s traditional view. We don\'t see any need to relax them.\" 
A senior Upper House LDP lawmaker also noted: \"We musin\'t raise 
contentious matters before the Upper House election.\" 


7) LDP policy chief Nakagawa calls for relaxed arms rules only for 
peaceful purposes 


NIHON KEIZAI (Page 2) (Full) 
May 10, 2007 


Liberal Democratic Party Policy Research Council Chairman Shoichi 
Nakagawa indicated in a speech yesterday that the government should 
consider relaxing the three arms export rules strictly for peaceful 
purposes. He said: \"Prohibiting exports for even peace building does 
not fit the times,\" adding, \"Eliminating antipersonnel mines is 


TOKYO 00002077 006 OF 011 


allowed but not anti-tank mines. | don\'t understand the 
distinction.\" 


Meanwhile, New Komeito Secretary General Kazuo Kitagawa in a press 
conference yesterday took a negative view on Defense Minister 
Kyuma\'s call for relaxed three arms rules, saying: \"That is the 
government\'s traditional view. | don\'t see any need to ease them." 


8) Japan, US considering redeploying F-22s to Japan before year\'s 
end 


NIHON KEIZAI (Page 2) (Full) 
May 10, 2007 


The governments of Japan and the United States will study the 
possibility of redeploying F-22A Raptor fighter jets, which have 
temporarily been deployed at Kadena Air Base in Okinawa since 
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February, in Japan before the end of the year, according to 
government sources yesterday. The two governments have recognized 
the need to remain on high alert due to the North Korea situation 

and other factors. The Foreign Ministry announced yesterday: \"We 
have received a notice from Washington that it would terminate the 
temporary deployment of F-22s and that they will depart for the 

United States at around 3:00 a.m. May 10. It was Washington\'s 

initial plan to deploy the F-22s to Kadena for about three months. 

The US government will recall them for the time being. 


9) Lawmaker Kasai pursues Foreign Ministry in Lower House committee 
on cooperation with NATO, mentioned for the first time in joint 
statement on Japan-US security cooperation; Criticizes bilateral 

alliance taking on global scope 


AKAHATA (Page 5) (Excerpt) 
May 10, 2007 


Shinichi Nishimiya, director general of the Foreign Ministry\'s North 
America Bureau, revealed in the Lower House Foreign Affairs 
Committee yesterday that the joint statement of Japan-US Security 
Consultative Committee (2-plus-2) (May 1) mentioned for the first 

time in a joint Japan-US statement \"cooperation with NATO.\" Japanese 
Communist Party lawmaker Toru Kasai criticized this, saying: \"The 
Japan-US alliance has taken on a global scope, moving toward joint 
cooperation with NATO.\" 


Nishimiya in his reply said: \"Compared to pas joint statements 
between Japan and the US, this is the first time for this to be 
mentioned.\" The statement also characterized the relationship 
between the Japan-US alliance and NATO as complementary. Foreign 
Minister Aso stated, \"There are specific examples like these,\" 

citing such activities as fueling ships in the Indian Ocean. 


10) Fierce battle between the ruling and opposition parties at final 
stage of current Diet session; Ruling camp prioritizes passing of 
bills, opposition to submit counterproposals 


YOMIURI (Page 4) (Excerpts) 
May 10, 2007 


A fierce tug-of-war is now occurring between the ruling and 
opposition camps in the final stage of the current session of the 
Diet. The government and ruling parties wish to pass important bills 
through the Diet during the ongoing session in order to gain an edge 
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on the opposition in the campaigning for the July House of 
Councillors election. The opposition camp, however, intends to 
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submit counterproposals and call for thorough deliberations. 
Maneuvering between the two sides is intensifying. 


In a meeting yesterday of the Diet affairs committee chairmen of the 
ruling an opposition parties, Minshuto (Democratic Party of Japan) 
Diet Affairs Committee Chairman Yoshiaki Takagi blasted the ruling 
camp\'s Diet management, saying, \"(The ruling coalition\'s) bulldozing 
bills are too much to tolerate.\" 


In the meeting, the opposition demanded that intensive debate on the 
issue of \"politics and money\" be conducted at the House of 
Representatives Budget Committee and that party-heads debate be held 
at least once in both houses of the Diet. The ruling coalition 

accepted the request to hold intensive deliberations and indicated 
that they will respond to another request to hold debate among party 
heads in a positive manner. With the July Upper House drawing 
closer, it is difficult to extend the current session. In a bid to 

pass key bills through the Diet, the ruling bloc asked the 

opposition to allow senior vice ministers answer questions instead 

of cabinet ministers, as well as to hold deliberations at the 
committees in addition to regular deliberations. 


The opposition camp plans to bring up again the issue of office 
expenditures of the political fund management organization of 
Agriculture, Forestry and Fisheries Minister Toshikatsu Matsuoka and 
seek his accountability for the matter. The ruling parties have 
agreed to revise the Political Funds Control law to require 

political fund management organizations to attach to fund reports 
receipts for expenditures of 50,000 yen or more for operating 
expenses (excluding labor costs), and prohibit real property 
holding. However, the opposition has criticized the bill for 
\"insufficient.\" Although the main opposition party Minshuto 
(Democratic Party of Japan) has its president Ichiro Ozawa\'s fund 
management organization\'s property holding issue, it intends to 
pursue the ruling coalition over issues involving money and politics 
until the end of the session. 


11) Prime minister orders full review of independent public 
corporations 


YOMIURI (Page 1) (Excerpts) 
May 10, 2007 


Prime Minister Abe instructed the Council on Economic and Fiscal 
Policy in a meeting yesterday that the 101 independent public 
corporations (dokuritsu gyousei houjin) and their business 
operations should be receive a full review, with the idea of their 
privatization or abolishment in mind. State Minister in Charge of 
Administrative Reform Watanabe and Minister of Internal Affairs and 
Communications Suga will draw up a reorganization and 
rationalization plan by the end of this year. However, independent 
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public corporations offer plum jobs to retiring officials, so 
objections are likely to come from government offices. 


Private-sector members of the council, including Nihon Keidanren 
(Japan Business Federation) Chairman Fujio Mitarai, proposed the 
reform plan for independent public corporations. Prime Minister Abe 
said: WI want you to carry out a full-scale review as the first step 

in the process of reforming the government\'s functions.\" 


TOKYO 00002077 008 OF 011 


The proposal is based on this judgment: \"Since independent public 
corporations have become nesting grounds for retired bureaucrats and 
bid-rigging schemes, it is necessary to carry out reform, including 

such options as role-sharing with the government, and privatization 

of their business operations.\" 


12) Prime Minister Abe\'s private secretary and others file lawsuit 
against Asahi Shimbun for defamation of character 


SANKEI (Page 5) (Excerpts) 
May 10, 2007 


Three persons, including a policy secretary to Prime Minister Shinzo 
Abe, yesterday filed a lawsuit with Tokyo District Court against the 
editor-in-chief of the weekly magazine Shukan Asahi and a reporter 
of the Asahi Shimbun, which publishes the journal. The three 
complaints have called for an apology advertisement and damage 
compensation of 51.59 million yen. 


The three in the lawsuit say that the Weekly Asahi\'s article and 
advertisement carried by the Asahi Shimbun gave the public the 
impression that secretaries of the Abe office had been threatened by 
the suspect in case of the shooting of the Nagasaki mayor and that 
this extremely damaged their social reputation. 


The article and advertisement in question was carried in the May 
4-11 issue. In response to the complaint by the prime minister\'s 
secretaries, the Asahi Shimbun and the Weekly Asahi carried an 


SIPDIS 

apology advertisement, but the lawsuit points out: \"The 
advertisement again gave readers the impression that was completely 
different from the facts and damaged the plaintiffs\' reputations.\" 


Weekly Asahi\'s article and apology advertisement 


SANKEI (Page 5) (Full) 
May 10, 2007 
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The Weekly Asahi carried the article titled \"senior police officer 
admits plainly \'relationship\' between the gangster organization 
Yamaguchi-gumi affiliated Suishinkai and Prime Minister Abel" in its 
May 4-11 issue. The article wrote that as the testimony by the 

senior police officer the Tokyo Metropolitan had been consulted by 
Prime Minister Abe\'s side that a former secretary was being 
threatened by right-wing members and gangsters. As result of the 
investigation, the police specified Suishinkai\'s involvement. Since 
the suspect of the Nagasaki mayor\'s assassination incident belongs 
to Suishinkai, the Asahi Shimbun carried in its April 24 edition the 
advertisement of the weekly that said that there were \"contacts\" 
between the Nagasaki mayor assassination case and Prime Minister 
Abe\'s secretary. In response to the complaint by the prime minister, 
The Asahi Shimbun and Weekly Asahi carried an apology article in its 
May 18 issue as follows: 


The article in question was verified based on the statements of 

those involved who said that the prime minister\'s former secretary 
had been threatened by senior members of the gang organization to 
which the suspect of the Nagasaki mayor shooting incident belonged. 


13) LDP\'s Taku Yamasaki criticizes Prime Minister Abe: lt is 
premature to make constitutional reform an election campaign issue 


ASAHI (Page 4) (Excerpt) 
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May 10, 2007 


Taku Yamasaki, former secretary general of the Liberal Democratic 
Party (LDP), in a speech in Fukuoka City, criticized Prime Minister 
Abe for raising constitutional revision to a campaign issue in the 
upcoming Upper House election. \"Isn\'t it premature to do so? Even if 
the national referendum bill is passed, the draft amendments must be 
deliberated on by the constitutional research panel for three 

years.\" He also revealed a sense of alarm about the prime minister\'s 
private advisory panel debating the right of collective 

self-defense, saying, \"It will have an impact for sure on the Upper 
House election.\" 


14) LDP\'s Yamasaki found to have met in China with senior North 
Korean Embassy diplomat 


YOMIURI (Page 4) (Full) 
May 10, 2007 


It was learned yesterday that Taku Yamasaki, former vice president 
of the ruling Liberal Democratic Party (LDP), had met with a senior 
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diplomat of the North Korean Embassy in Beijing when he visited 
China. Yamasaki, however, has denied the report. 


15) Chinese competitiveness tops Japan\'s in world yearbook 


NIHON KEIZAI (Page 5) (Slightly abridged) 
May 10, 2007 


In the 2007 World Competitive Yearbook, released by IMD, an 
influential business school in Switzerland, Japan ranks 24th, down 
from last years level of being 16th. Meanwhile, China is 15th, up 
from being 18th, topping Japan for the first time in nine years. 


IMD prepares an annual ranking of the competitiveness of 55 economic 
powers, based on statistics and survey results regarding 323 items 

in four areas - macro economy, government effectiveness, business 
effectiveness, and infrastructure. 


Japan moved down in all the four areas. In the area of government 
effectiveness, Japan\'s ranking dropped from the 26th of last year to 
34th, with the 55th ranking in the item \"corporate tax rateW and 

54th in the government debts,\" These items brought down Japan\'s 
position. In the macro economy area, as well, Japan, despite the 
ongoing recovery of its economy, fell from 14th to 22nd, reflecting 
decreasing foreign direct investment and other factors. Affected by 
the low rating of 53rd in the \"managers\' entrepreneur spirit\" item, 
Japan dropped from 22nd to 27th. 


In contrast, China saw its position up in all the four areas. It 

moved up from 3rd to 2nd in the macro economy area, given its rapid 
economic growth, and from 17th to 8th regarding government 
effectiveness. However, China remained low in the ranking about such 
items as discrimination (53rd), environmental contamination (54th), 
and fund procurement from banks (54th), showing the challenges 
facing Chinese economic society. 


Eight countries that overtook Japan include such Asian countries as 
China, Taiwan, Malaysia, as well as European countries, like Germany 
and Britain. The United States retained top place this year, too. 

But it fell from 14th to 19th on government effectiveness and from 

4th to 6th on business effectiveness. 
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16) US may apply pressure on Japan to ease import conditions; MHLW 
remains cautious 


NIHON KEIZAI (Page 5) (Slightly abridged) 
May 10, 2007 
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A research team of the Ministry of Health, Labor and Welfare (MHLW) 
released a report noting that mice injected with brain tissue 

extract from 21-month-old and 23-month-old cows that were found to 
have contracted BSE in 2003 did not get the disease. Based on the 
cases of these two cattle, Japan has set the condition of importing 
from the US only beef from cattle 20 months of age or younger, so 
the US is expected to ratchet up its pressure on Japan to ease the 
import condition. Meanwhile, the MHLW intends to be cautious about 
reviewing the condition, including an inspection of the United 

States safety control system. 


Many countries set the age limit of cattle eligible for import at 30 
months. But Japan set it at 20 months, given growing concerns about 
the safety of beef due to the discovery of BSE-infected calves in 
Japan in 2003. 


The Japanese government resumed US beef imports in late July of last 
year, but the import volume remains only about 10% of that before 
Japan placed a total ban on imports. The World Organization for 
Animal Health, known as OIE, is expected to designate the US as 
allowable to export beef without age limit in late May. Given this, 
the US has been calling on Japan to ease its import conditions. 
Japan will shortly carry out inspections of US plants with licenses 
to ship beef to Japan. Later, the Food Safety Commission is likely 
to review the import conditions, reflecting a final report to be 
released by the MHLW study team in late June and the state of 
recognition by OIE. 


Regarding the MHLW study team\'s report, an official of the Ministry 
of Agriculture, Forestry and Fisheries commented: \"We will take 
various elements into account in making a judgment on safety. Japan 
will not immediately ease the age-limit condition." 


17) Global warming gas emissions cut: Government to set framework to 
helping with energy conservation investment by small and medium-size 
companies: Leading companies to purchase emissions rights 


NIHON KEIZAI (Top Play) 
May 10, 2007 


The government will begin assisting small and medium-size companies 
in their efforts to conserve energy with the aim of achieving a 

target for cutting greenhouse gas emissions set under the Kyoto 
Protocol. The plan is to establish a mechanism of small- and medium 
companies reducing emissions of global warming gases through the 
installation of new production equipment and selling reduced 

portions to leading companies as emissions rights. The government 
will start an authentication test this summer with a view to 

introducing the system next spring. The aim is to back small and 
medium companies, which are lagging in their efforts to deal with 
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global warming, thereby raising the energy efficiency of Japan\'s 
entire industry. 


Support for achievement of target for cutting greenhouse gas 
emissions set under Kyoto Protocol 


TOKYO 00002077 011 OF 011 


An experts study council to be established by the Ministry of 
Economy, Trade and Industry (METI) on May 15 will work out ways to 
conduct an authentication test. Steel and electronics manufacturers 
will also take part in the panel. 


The Kyoto Protocol mandates Japan to cut the average global warming 
gas emissions during a 2008-2012 period by 6% compared with the 1990 
level. However, the amount of carbon emissions by Japan in 2005 was 
up 8% from the base year. It is difficult for it to achieve the 

target if the situation remains unchanged. As such, it is now 

imperative to cut emissions of global warming gases by small and 
medium-size companies, which are lagging behind leading companies in 
terms of financial power and technology. 


Under the new arrangement the government will back leading companies 
assisting small and medium-size companies in their efforts to renew 
equipment to cut global warming gas emissions in terms of money and 
technology. The Kyoto Protocol approves the Clean Development 
Mechanism (CDM), under which industrialized countries invest in 
emission reducing projects leading to energy conservation in 

developing countries, such as China, and regard the amount of 
emissions reduced that way as their emissions rights. The envisaged 
system is its domestic version. 


Under the new system, small and medium-size companies invest in 
energy-conservation projects and sell emissions rights gained 
through such efforts to leading companies. A third-party 
organization consisting of experts on environmental accounting will 
assess emission reducing effects and the government will authorize 
such effects as emissions rights. 


Leading companies, which find it difficult to achieve voluntary 
targets of cutting global warming gas emissions, can include 
purchased emissions rights as amounts of gases they have reduced. 
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STATE FOR I/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: MEDIA REACTION Q IRAQ - TOKYO 


LEAD STORIES: Most Thursday morning papers front-paged an 
announcement Wednesday by Toyota Motor Corp. that Japan\'s 
largest automaker recorded a group operating profit of 

2.24 trillion in fiscal 2006, becoming the first Japanese 

firm to earn 2 trillion yen in profits, buoyed by robust 

sales of its vehicles and a weaker yen. 


1. \"Iraq Situation: Utilize Framework for Stabilizing 
Iraq\" The moderate Tokyo Shimbun editorialized (5/10): 
\"At the recent foreign ministerial on the security and 
stability of Iraq held in Egypt, representatives from 
about 50 countries, including IraqVs neighboring nations, 
Japan and other G-8 nations, as well as UN Secretary 
General Ban, pledged efforts to tighten Iraq\'s border 


Column 3 

security and promote national reconciliation. The 
restoration of security is a minimal condition for lraq\'s 
reconstruction. Foreign officials attending the 

ministerial urged the Maliki government to reinforce 
Iraqi security forces, put the constitution in place and 

to review the purge of Baath Party members from the 
government. It will not be easy for the Shiite Maliki 
government, which, supported by US military power, 
wrested power from the minority Sunni leadership. As UN 
Secretary General Ban said, chaos in Iraq can no longer 
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be left to the Iraqi government alone to solve. If this 

chaos becomes protracted, it may inflict confusion or 
other negative effects on neighboring nations. In this 
sense, we welcome the creation of a framework of support 
for Iraq as a major developmen!t.... It is also meaningful 
that the US had talks, although short, on the sidelines 

with Syria and Iran, both of which exert major influences 
on armed Iraqi insurgents, hopefully opening the way for 
bringing an end to sectarian violence.\" 
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E.O. 12958: N/A 

TAGS: OTRA, AMGT, TH 

SUBJECT: THAILAND COUNTRY CLEARANCE FOR: SARAH M. BUCKLEY, 
FOREIGN AFFAIRS OFFICER 

REF: STATE 63269 

1. Post warmly welcomes and grants country clearance to 

Sarah Buckley from May 11 - May 16, 2007 and again from May 

21 - May 25, 2007. 


2. Per e-mail request Hotel reservations have been made at 
the following location: 
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May 13 - May 16: Confirmation No: 330994 
May 21 - May 25: Confirmation No: 330995 


-- Conrad Hotel, All Seasons Place 
87 Wireless Road, Bangkok 

Tel: (66-2) 690-9999 

Fax: (66-2) 690-9000 


Room rate is USD 146 (taxes and American breakfast included) 
and is within per diem (lodging $146, M&IE - $72). 


3. Embassy point of contact is: 


Name: Guy Margalith 

Work phone: (66-2) 205-4314 

Cell phone: (66-8) 4751-2639 

Unclass E-mail Address: MargalithG@state.gov 


SIPDIS 


After-hours emergency number for the Embassy is (66-2) 
205-4108. 


4. Due to limited resources and easy availability of airport 
transportation, post policy does no allow for airport meet 

and assist. Thai Airways Limousine Service and American 
Express Airport Taxi are recommended for persons unfamiliar 
with Bangkok; these services are located on the 2nd floor of 
Suvarnabhumi Airport (http://www.bangkokairportonline.com) 
for arriving passengers and the cost of a one-way trip varies 
from 700 to 1,500 Baht, depending on the type of vehicle, 
with an additional 70 Baht for highway tolls. The new 

airport currently has limited facilities for regular taxis in 

the main terminal (located on the ground floor) and if no 
taxis are available there, arriving passengers will have to 
board an airport shuttle bus from the main terminal to a 
nearby taxi and bus terminal. Regular taxis cost 
approximately 250 Baht, not including tolls, and an airport 
taxi surcharge of 50 Baht. Currently, the Thai Baht is 
approximately 34.50/dollar. 


5. Although visas are not required of holders of U.S. 
passports (whether diplomatic, official or tourist) who plan 

to stay fewer than 30 days, post nonetheless recommends that 
TDY travelers obtain an official visa before coming to 
Thailand. It is extremely difficult to extend the 30-day 

entry permit granted without a visa at the airport, and fines 

for overstays are costly. 


6. Temporary memberships to Bangkok\'s Commissary (Emporium) 
may be granted to U.S. Government personnel traveling through 
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Thailand on TDY orders. TDYers who wish to shop in the 
Commissary MUST present his/her official or Diplomatic U.S. 
passport to the Commissary Office along with a copy of this 
Country Clearance telegram or Official Orders to gain access. 
Membership fees will not be charged to visitors with less 

than 30 days scheduled in-country, however, the Commissary 
charges membership fees US $3.00 per month) for those on TDY 
status in country for more than 30 days. 


7. SECURITY INFORMATION 


-- All U.S. citizen personnel serving under Chief of Mission 
authority in a temporary duty status of 30 days or more must 
complete appropriate overseas personal security training 

prior to travel (04 State 66580). Employees who have 
completed the Security Overseas Seminar course at State,s 
Foreign Service Institute (FSI) after June 1, 2000 meet this 
requirement. All other TDYers must either, 1) complete the 
approved four-day seminar at FSI entitled \"Serving Abroad for 
Families & Employees (SAFE)\" or 2) have their agency certify 
to the State Department Bureau of Diplomatic Security that 
the employee has undergone equivalent security training. The 
contact for this certification is Assistant Director of 

Training, DS/T, at telephone (703) 205-2617. Country 
clearance will not be granted for any traveler with planned 
TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 

DS RSOBangkok@state.gov. 


-- Crime is generally non-confrontational in nature. 

Criminal acts are usually crimes of opportunity such as 
purse-snatchings, thefts of unattended property, and pick 
pocketing. Visitors should be especially alert in crowded 
buses, streets, and markets or while on \"tuk-tuks.\" Visitors 
should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


-- Be aware of common scams and frauds (including credit 
cards, in particular). Visitors should only use credit cards 
at well-established and reputable businesses. Visitors 
should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
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marketplace; their purchase is against post regulations and 

it is illegal to import these products into the U.S. Be wary 

of common scams for jewelry, suits, silks, gems, or 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized, seek assistance from Tourist 

Police by dialing 1155. 


-- Visitors are cautioned from visiting bars involved in the 

sex trade. Many of these operate illegally and clients can 

be subject to RTG law; they often charge exorbitant drink 

prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
sporadic reports of victims being drugged and robbed or 

beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment, unconsciousness, and if 
overdosed, death. 


-- The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side, 
opposite from the U.S., although there may be a bus lane that 
flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


-- The threat from transnational terrorist groups to the 

U.S. Mission in Bangkok is currently ranked medium. Despite 
stepped up RTG efforts to monitor its borders, they remain 
relatively porous and allow easy illegal access. 

Transnational terrorist groups, including Al-QaVida and 
Jemaah Islamiyah (Jl), have utilized Thailand as a transit 
point. 


-- The threat from indigenous terrorist groups is currently 
rated as low. There is no evidence to indicate that 

indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence, including incidents attributed to armed local 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past, the indiscriminate nature 

of past attacks by these groups -- including bombings of 
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public places -- indicates a potential threat to American 
citizens. 


-- The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia, including 
Thailand. Travelers to Thailand should therefore exercise 
caution, especially in locations where Westerners congregate, 
such as clubs, discos, bars, restaurants, hotels, tourist 

areas, and other places frequented by foreigners. 


-- Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


-- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones, and to securely 
safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


-- Visitors should also review the State Department,s 

Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov. DOD personnel 

must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 


-- In essence, visitors to Bangkok must exercise appropriate 
caution and be alert to their surroundings with regard to 

their personal security. Suspicious incidents/activities 

should be reported to RSO Bangkok (tel. 02-205-4000, 24 
hrs/day). On behalf of US Embassy Bangkok, we hope you have 
a safe and pleasant visit. 

BOYCE 
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DEPT FOR EAP/CM, INR/B AND INR/EAP 

STATE PASS USTR FOR STRATFORD, WINTER, MCCARTIN, ALTBACH, READE 
TREAS FOR OASIA - DOHNER/CUSHMAN 

USDOC FOR ITA/MAC - A/DAS MELCHER, MCQUEEN 

NSC FOR WILDER AND TONG 


E.O. 12958: DECL: 5/10/2017 
TAGS: PGOV, PINR, EINV, ECON, CH 
SUBJECT: SHANGHAI PEACE MUSEUM 


CLASSIFIED BY: Mary Tarnowka, Section Chief, Political/Economic 
Section , U.S. Consulate Shanghai. 
REASON: 1.4 (b), (d) 


1. (C) Summary. During an April 24 visit to the Shanghai Peace 
Museum, Poloff received a glimpse of some of the limitations 
faced by private citizens interested in politics. The museum 
houses a collection of letters and autographs from world leaders 
supporting peace and has been treated with suspicion from 
government officials, according to the museum\'s founder Chen 
Ren. The museum was also marked for demolition since the 
neighborhood in which it was located was scheduled for 
redevelopment. Chen was aware that he could only play a limited 
role in China and focused his energy on promoting dialogue and 
greater appreciation among the Chinese people for peace. End 
Summary. 


2. (C) On April 24, Poloff visited the Shanghai Peace Museum 

and met with its founder Chen Ren. The museum is a private 
museum located on the second floor of Chen\'s house in one of 
Shanghai\'s oldest neighborhoods. The one-room museum contains 
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116 letters and/or signed autographs from leaders of 72 

different countries and organizations including former United 
Nations Secretary General Kofi Annan, Libyan leader Colonel 
Moammar al-Ghadafi, and former President George H.W. Bush. 
Poloff met Chen during this year\'s Barnett-Oksenberg Lecture on 
March 21, which featured a speech by former Deputy Secretary 
Robert Zoellick. Chen was very impressed by Zoellick\'s speech 
and invited Poloff to visit the museum to see how regular people 
in China were trying to be \"responsible stakeholders.\" 


3. (C) According to Chen, the purpose of the museum was to 
show that leaders from around the world, no matter what their 
background, all supported peace. He collected the letters and 
autographs by writing to world leaders and asking them to 
contribute a letter or signed autograph in support of peace. 
Most of the letters in the collection were standard thank-you 
letters to Chen or signed autographs. However, a few were 
rather lengthy statements about the importance of peace. Chen 
explained that he began collecting these letters 22 years ago 
after he had he received a reply from the U.S. Postal Service to 
one of his letters. He felt empowered by the incident and 
decided to write to world leaders for their comments on peace. 
Letters soon began to pile up and, in 2003, Chen decided to give 
up his bedroom and display the collection at his house. 


4. Chen added that since few people knew about the museum, he 
also held a handful of exhibitions at universities and hotels in 
Shanghai and Nanjing to display his collection. Chen also set 

up a website (www.peacedialogue.org) dedicated to the museum 
which included a history of the museum, scanned photos of some 
of the letters, and pictures of prominent visitors such as a 

Consul at the Egyptian Consulate, U.S. Consulate officers, and a 
Fudan University professor. Chen said that his museum had 
received a great deal of coverage in the western press, but was 
largely ignored in the local press. (Note: Chen has been 

profiled by the South China Morning Post and by the English 
language Shanghai Daily. End Note.) Chen acknowledged that 
there were few visitors to the museum. 


5. (C) According to Chen, the museum\'s future was very 

uncertain. The neighborhood in which the museum was located had 
been marked for demolition and Chen had not been able to find a 
new location for the museum. Chen, a civil engineer with no 
background in international relations or government, said he 
pleaded to the local government for assistance but was told that 

he should just give up. He said government officials were very 
suspicious about the museum and did not understand why an 
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ordinary citizen would be interested in such issues. He added 
that one official told him to just give up the museum because 
citizens should not be involved in promoting peace, this was 
something best left to the Ministry of Foreign Affairs and the 
central government. He added that he had also tried several 
times to get a letter or picture from someone in the Chinese 
government without any success. He was told that Chinese 
leaders were too busy to respond. He said it was ironic that 
the three major countries not represented at the museum were 
Cuba, North Korea, and China. 


6. (C) Chen said that although the museum was rather 
innocuous, the government still monitored its website and 
activities. When pressed, he acknowledged that his role in 
promoting peace was rather limited because he could not openly 
criticize the government or organize peace rallies like western 
NGOs dedicated to promoting peace. In China, all he could do 
was to try to educate ordinary citizens about the importance of 
peace by displaying his collection and urging more dialogue 
between different countries. 


7. (C) While the peace museum was not very popular with the 
local government, it appeared to have attracted some interest 
among the local student population. During Poloff\'s visit to 

the museum, she met with seven of the museum\'s student 
volunteers. The students were all undergraduates and attended 
local universities including Fudan and Shanghai universities. 

It was unclear what the volunteers actually did at the museum. 
The students said they were attracted to the museum because they 
believed that peace was important and they wanted to get 
involved in promoting peace. One of the law majors said that 

the biggest obstacle to peace was that many people did not value 
peace. She noted that peace meant different things to different 
countries and said there should be more cultural exchanges and 
dialogue to foster greater understanding between nations. 


8. (C) The students also supported the concept of human rights 

but noted that every country was different and there were 

different definitions of human rights. A student majoring in 
communications said that for China, economic rights were more 
important. He said that China was not yet ready for democracy 
because most people did not understand what democracy meant. He 
did not think that it would be possible for there to be 
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democracy in China until his generation came to power. He said 
his generation was more aware of the outside world and was more 
open than older generations. All of the students had positive 
views about NGOs and said that NGOs played a positive role in 
society in alleviating social pressures. They all wanted to 

become more involved in NGOs in the future. 


9. (C) Chen disagreed with many of the students views on 
democracy and human rights. Interrupting the students, he told 
them that there were universal human rights that every country 
must respect. China should not ignore civil rights and 
concentrate solely on economic development. This led to 
corruption and an unequal society. He agreed that China was not 
yet ready for democracy, but said that the students should not 
just wait for it to happen. It was important that people in 

China push the government and try to quicken the pace of 
political reform. The students often nodded their heads in 
response to Chen and took careful notes. Chen seemed to enjoy 
his exchange and noted that he would teach a class on peace at 
East China Normal University in the near future. 


10. (C) Chen said he was desperately trying to find a new venue 
for the museum and was in contact with several universities. 
Chen would like to house the museum in a university where 
students would have easy access. He was reluctant to contact 
think-tanks and other foundations in Shanghai because many of 
these organizations had connections to the government and was 
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worried that these organizations would force him to make 
changes. He asked Poloff for assistance in contacting 
international NGOs and other organizations who would be 
interested in providing financial assistance to the museum. He 
also requested that Poloff forward a letter to President Bush 
asking for his signature and comments on peace. Poloff 
forwarded the letter to EAP/CM. 


11. (C) Indifferent circumstances, one could imagine Chen 
leading peace rallies or engaging in substantive public 
discourse. However, this being China, Chen is limited to 
collecting and displaying letters and trying to inspire a band 
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of student followers to promote peace and human rights, and to 
work to promote political reform. Even that appears to be too 
controversial for the Chinese government. 

JARRETT 
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E.O. 12958: N/A 

TAGS: PREL, UNSC, KPKO, PK, SU 

SUBJECT: DARFUR MISSION DEMARCHE: PAKISTAN WOULD NEED TO 
ASSESS SITUATION BEFORE COMMITTING TROOPS 


REF: STATE 51828 


1. (SBU) On May 7, Charge dVAffaires delivered reftel 
demarche to Foreign Secretary Riaz Khan, urging Pakistan to 
make a public commitment of troops and police for the future 
UN/AU hybrid operation. In response, Khan referred to 
Pakistan\'s clear, longstanding policy regarding its 
peacekeeping operations -- it will only commit forces if 

there is consensus in the destination country to receive the 
deployment. 


2. (SBU) Khan mentioned the example of Sierra Leone, where 
Pakistan first sent an advance mission to assess the 

situation on the ground. This mission consulted with both 

the government and opposition before deciding that an 
agreement between the two was tenable. Only then did 
Pakistan commit several thousand peacekeeping troops to 
Sierra Leone. Khan said that Pakistan would first have to 
send a mission to Darfur before committing to participate in 

a peacekeeping operation there. 


BODDE 
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E.O. 12958: N/A 

TAGS: KNNP, MNUC, PARM, ENRG 

SUBJECT: JAPAN\'S RESPONSE: IRANIAN INVITATION FOR REACTOR 
BIDS 


REF: SECSTATE 61194 


1. (SBU) EST Minister-Counselor met with Ambassador Takeshi 
Nakane, Director-General, Disarmament, Non-Proliferation and 
Science Department on May 10, 2007 to pass reftel points. 
Ambassador Nakane reassured Embassy Tokyo that Japan has no 
intentions to bid on Iran\'s tender to build two nuclear 

reactors. He pointed out that as a NSG member, Japan is under 
obligation not to support the transportation of restricted 

items determined by IAEA to non-compliant countries, notably, 
Iran. 

DONOVAN 
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E.O. 12958: N/A 

TAGS: OTRA, PREL, JA 

SUBJECT: COUNTRY CLEARANCE FOR DASD THOMAS MAHNKEN AND 
DELEGATION 


REF: 2104427 APR 07 


1. (U) Embassy welcomes and grants country clearance for the 
May 22-25, 2007 visit to Japan by DASD Thomas Mahnken, Paul 
Martin, Stephen Dinauer, and Suzanne Basalla. 


2. (U) Control Officer for the visit will be Xanthi Carras. 
She can be reached at: 


Office phone: (81-3)3224-5344 

Home phone: (81-3)3224-6837 

Mobile phone: 81-90-5430-0384 

Fax: (81-3)3224-5322 

E-mail: TMPCarrasCM@state.gov (unclassified) 


3. (U) Tokyo hotel reservations have been made at the Hotel 
Okura, 2-10-4 Toranomon, Minato-ku, Tokyo 105-8416, Tel: 
(81-3) 3582-0111, Fax: (81-3) 3582-3707. Details as follows: 


Thomas Mahnken 
Arrive: 5/22/07 
Depart: 5/25/07 
Confirm No.: 626099 


Paul Martin 

Arrive: 5/22/07 
Depart: 5/25/07 
Confirm No.: 626101 


Stephen Dinauer 
Arrive: 5/22/07 
Depart: 5/25/07 
Confirm No.: 626102 


Suzanne Basalla 
Arrive: 5/22/07 
Depart: 5/25/07 
Confirm No.: 626103 


Airport to Hotel Transportation 
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4. (U) Visitors should take the airport limousine bus 
directly to the hotel or the Narita Express (NEX) train to 
Tokyo Station and then a taxi to the hotel. The limousine 
bus counter is located in the Tokyo Narita Airport Arrival 
lobby. Look for the orange signs as you walk through the 
doors from the customs area to the main lobby. The bus fare 
is 3,000 Yen. The NEX train is located in the basement of 
the airport terminal. The train fare is 2,900 Yen. 
Twenty-four hour currency exchange facilities are available 
in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports must 
have a Japanese visa to enter Japan. Travelers on a U.S. 
tourist (blue cover) passport may enter Japan as a tourist 
without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: Absolutely 

no personal, non-government owned laptop computers may enter 
the Embassy. Absolutely no laptop, even government owned, 
may be connected to the Embassy network in any way. TDY 
employees are reminded that no government owned laptops may 
enter the Embassy without prior RSO approval. Absolutely no 
laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a U.S. government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 
which may target civilians and include suicide operations. 


Column 3 

Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


8. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


9. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


10. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

DONOVAN 
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E.O. 12958: DECL: 05/08/2017 
TAGS: PGOV, TU, US 
SUBJECT: TURKISH REACTIONS TO POLITICAL CRISIS 


REF: ANKARA 1083 AND PREVIOUS 
Classified By: Ambassador Ross Wilson for reasons 1.4(b), (d) 


1. (C) Summary. Conversations with two advisors to PM 
Erdogan, two former leaders on the left, an influential 
Ankara business figure, and three key journalists portray a 
range of views regarding Turkey\'s ongoing political turmoil 
and where it may lead. 


-- The ruling Justice and Development Party\'s (AKP) push for 
a constitutional amendment to provide for direct election of 
the president is either a vehicle to position the party on 

the side of democracy or a risky provocation of the military. 

It is also dividing the party, to the point of disarray 

among the rank and file and confusion among the leadership. 


-- Although it may be drawing about 35 percent in current 
opinion polls, AKP\'s prospects for winning more than a slim 
majority of seats in the next parliament are uncertain. Some 
see a shift in the political landscape that could leave AKP 
out of government, but others speculate that the Turkish 
military may prefer a weak AKP in government to one in the 
opposition. 


-- Prospects for forming a new party of the center-left have 
dropped to zero given that elections have been moved up, but 
it remains to be seen whether opposition Republican People\'s 
Party (CHP) leader Baykal, deeply distrusted and disliked 
even within his own party, can garner significantly more 

votes than in 2002. 


-- AKP is seen as and feels itself \"abandoned\" by the US 
despite fairly close partnership over the last several years 
and despite strident anti-Americanism among CHP leaders. 
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-- Big business remains remarkably confident, but economic 
pressures on the lower middle class and poor are producing an 
alarming rise in support for the demagogue Cem Uzan, leader 
of the Genc (Youth) Party. End summary. 


Erdogan Advisors 

2. (C) In our and other Western embassies\' discussions with 
PM Erdogan advisors, one message that comes through is 
confusion and division within AKP. A large block of 

moderates hoped and expected Erdogan would nominate MOD Gonul 
or a similar, non-controversial figure as president. PM 

advisor and MP Saban Disli told us May 4 that most of this 
group saw the Constitutional Court decision as a face-saving 
way to tack back, and they have urged Erdogan to turn away 
from further confrontation that might prove costly at the 

polls and/or with the military. Disli expressed dismay that 

AKP firebrands seemed determined to push ahead immediately 
with a referendum on direct election of the president. He 

said that these AKP figures had failed to read or understand 

the April 27 TGS statement. He was urging caution on Erdogan 
and hoping others will do so, too. 


3. (C) Another MP and Erdogan advisor Egemen Bagis, speaking 
with us May 3, was more upbeat. He pitched the direct 
election issue through the prism of domestic politics. He 
regarded advocacy for this issue, and a possible referendum 
on it simultaneous with the parliamentary elections in July, 

as winners for the AKP and a loser for CHP. He dismissed any 
possibility that it could be provocative -- and then 

complained (as he has several times) that what he regards as 
tepid USG statements on Turkish democracy, especially in the 
wake of the TGS statement, have imperiled Turkey. Bagis did 
conceed that President Sezer is unlikely to allow this kind 

of constitutional amendment to be enacted without a big 

fight, and he seemed almost to relish that fight. 


4. (C) Bagis recounted his conversation later on May 3 with 
Land Forces Commander Gen, Basbug to a European diplomat. 
Bagis reportedly asked what the military will do if AKP wins 

367 seats (the quorum to elect a president) in the 

parliamentary voting. Gen. Basbug reportedly replied, \"If 

you get 367 seats, come and ask me then.\" If this meeting 
was designed to ease AKP/TGS tension, it failed, but it may 
have helped set up Erdogan\'s own, several hour discussion 
with TGS CHOD Gen. Buyukanit last weekend. 


Former Leaders on the Left 
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5. (C) Former parliamentary speaker and foreign minister 
Hikmet Cetin and the leader of the small opposition Social 
Democract People\'s Party (SHP) Murat Karayalcin provided 
alternative views on May 7 and 9, respectively. Cetin was 
unimpressed with the developing partnership of CHP with the 
late Bulent Ecevit\'s Democratic Left Party (DSP); said he 
expects CHP leader Baykal\'s dictatorial ways will make this 
alliance short-lived, and did not believe it will add to the 
opposition vote anyway. He remarked that just because True 
Path Party (DYP) and Motherland Party (ANAP) have commanded 8 
and 4 percent respectively in the polls, one should not 
assume that their merged party will get 12 percent or even 
surmount the 10 percent threshold. Cetin has, since the fall 
of 2006, flirted with various figures on the left and center 
about leading a new party, but the snap call for 

parliamentary elections has now overtaken that plan. 


6. (C) Cetin said MOD Gonul confirmed to him that Erdogan had 
asked that he be AKP\'s presidential candidate -- until 

Speaker Arinc objected. Arinc played a similar game several 
years ago in axing an Erdogan-backed bid by Gonul to succeed 
him as speaker. Cetin acknowledged that the prime minister\'s 
insistence this time on Gonul could have split the party, but 
said Erdogan should have recognized the dangers posed by a 
possible military reaction and shown stronger leadership. 

Cetin regretted the TGS statement and called patently 
improper the Court decision on the 367 seat quorum, but 
remarked that Turkey is what itis. AKP, he said, has never 
done an effective job of working with the military, the 

academic community and other secular bastions, and now it is 
paying the price. 


7. (C) Karayalcin, whose party scored in very low single 
digits in 2002 and has not risen a bit since, was 
understandably depressed about the Turkish political scene 
and his prospects in it. He said SHP is broke and unlikely 
to compete in the July voting. Talk about a possible 

alliance with CHP foundered because Baykal wanted a wholesale 
acquisition that Karayalcin could not stomach. He said DSP 
has a better chance with Baykal because it has money; it 
earns USD 1 million a month in interest alone. Karayalcin 
had been aware of Cetin\'s efforts. He said their failure 
shows poor judgment on the part of Cetin (a previous SHP 
leader). Asked about the presidential sweepstakes, he 
predicted a very protracted battle within the parliament over 
the proposed amendments on direct election that could last 
till the end of 2007. 
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Business View 

8. (C) Coskun Ulusoy, director general of the military 

pension fund Oyak who is also active in other business 

fields, regarded Erdogan\'s tactics as mistaken, but expressed 
remarkable confidence in Turkish economic policy. Speaking 
with us on May 8, Ulusoy did not expect domestic turmoil to 
have much economic impact. The markets had dipped right 
after the TGS statement, but have been strong since. Ulusoy 
claimed to have met a European group a couple of days earlier 
that was interested in buying into a bank Ulusoy controls, 

and he sees no diminution of foreign interest given Turkey\'s 
size and dynamism. He said that no new government \"will dare 
to make a mistake\" and jeopardize Turkey\'s hard-won 
macroeconomic stability -- though he acknowledged that most 
governments do not consciously set out to make mistakes. 


9. (C) Ulusoy did notice one fly in the ointment. While big 
business is doing well, small enterprises are not, and lower 
middle class and poor voters are feeling increasingly 
squeezed, he maintained. One result is rising interest in 

Cem Uzan, the corrupt Genc Party leader who is making wild, 
demagogic promises (e.g., \"l,ll lower the price of gasoline 

by two-thirds to 1 Turkish lira to the liter\"). Ulusoy and 

others have noted that Uzan is now parodied as promising to 
reduce women\'s term of pregnancy by two-thirds to only three 
months, too. 


Over Analysis by Turkish Journalists 

10. (C) Speaking as a group with us on May 8, columnists 
Murat Yetkin and Cengiz Candar and NTV commentator Murat 
Akgun took a very pessimistic view of where Erdogan has led 
his party and country. Yetkin observed that the key 
declarations Erdogan made only a month ago -- that the 
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current parliament will elect the president, that this person 
will be an AK member, and that there will be no early 
election -- had all come a cropper. 


11. (C) Yetkin had the same picture we received of squabbling 
among AKP factions over whether, when and how to push a 
constitutional amendment on direct presidential elections. 

He related on-the-record and diametrically opposite 
characterizations of the AKPYs substantive goal for the 
presidency; government spokesman and just-resigned Justice 
Minister Cicek said Turkey will have a strong, executive 
president similar to the US; MP and deputy AKP leader Dengir 
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Mir Firat said what Saban Disli also told us -- that the 
presidency will be emptied of all but ceremonial 
responsibility and be left \"just like the Austrian 

presidency\". Yetkin said he felt ashamed when two current 
AKP ministers asked him (Yetkin) whether there will be a 
coup; one joked that Yetkin should visit when he and the rest 
of the party leadership is packed off to prison by the 

military. 


12. (C) Yetkin and Candar maintained that Erdogan is reeling 
from the presidency crisis he created, finds himself confused 
and unusually uncertain, and is facing a virtual revolt both 
from the hard-line Arinc wing and from liberal reformers who 
came to the AKP from secular parties and are alarmed about a 
possible return to 1980-style civilian confrontation with the 
military. We have heard the last ourselves, including from 
such figures as Parliament\'s International Affairs Commission 
chair Mehmet Dulger. The AKP\'s \"aura of invincibility\" has 
been broken, and now Erdogan faces the possibility of losses 
in the parliamentary election. Akgun remarked that the AKP\'s 
failures to convey a simple message to the electorate and to 
get along with the established elite are now coming round to 
bite it. 


13. (C) The journalists agreed that current polling suggests 
the most AKP can expect is 290 seats in the next parliament 
(276 forms a majority) -- if CHP gets about what it had in 
2002, MHP just crosses the 10 percent threshold, and there 
are 20 Kurdish independents -- all totals that the 

journalists believe are low. The odds of a coalition 
government are high, and if the newly merged DYP-ANAP 
coalition becomes a fourth party in parliament, AKP could 
find itself out of office. Akgun believes that AKP in 
opposition will be more dangerous to the secularists and the 
military out of government than in it. They all agreed that 
the most likely scenario is a new parliament that is far more 
divided and unstable than the present one and more like those 
of the 1990s. It will be even more so if Uzan\'s Genc Party 
gets in. 


14. (C) Having analyzed and speculated their way to an almost 
apocalyptic scenario for the AKP, Candar and Akgun said it is 
important not to lose sight of the AKP\'s advantages. Unlike 
any other party, it does fantastic grassroots work. It has a 
remarkable economic record to run on. It is disciplined, but 
not dictatorial like Baykal\'s CHP, and both incumbency and a 
relatively open character attract those put off by other 

parties. And while it can count on only 30-35 percent of the 
voters, the rest of the electorate is deeply divided for a 
variety of ideological, substantive and personal reasons. 
Hatred of Baykal among many is also a factor; CHP could 
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perhaps garner as much as 25 percent or even more if a more 
popular figure headed it. Candar and Yetkin speculated that 
the only thing worse than a deeply divided parliament is one 
where AKP wins even more seats than it has now -- a 
possibility that none of the journalists dismissed. They 

feared the military\'s reaction. 


15. (C) Asked about US-Turkish relations, the journalists 
said it is folly to pay too much attention to the stridently 
anti-US, anti-EU and anti-Western rhetoric of the CHP 
leadership. The secularist movement is strongly pro-US and 
pro-West, though many have soured on the EU as the EU has 
soured on Turkey, and Irag/PKK concerns loom large over 
secularist views of the US, too. If CHP enters governemnt, 
it will seek rapprochement with the US. Candar, who claims 
to be a personal friend of FM Gul, said that AKP in general 
and Gul in particular are deeply disappointed with and feel 
\"abandoned\" by the US. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR MAY 09, 2007 


1. This is the Southeastern Turkey press summary for May 09, 
2007. Please note that Turkish press reports often contain 

errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL: 


2. BOLGE / EKSPRES / SABAH (GUNEY): CHP Adana provincial 
party organization started first of its meetings concerning the 

election agenda together with the district chairmen of the 

party. MHP Adana Provincial Chairperson Yilmaz Tankut resigned 
from his office which is a required action for candidates 

working at public offices, to run in the upcoming election. 

Former Provincial Director of Environmental Issues also resigned 

from her office to run in the next election period for CHP. 

Mete Aslan, District Mayor of Iskenderun in Hatay, is reported 

as giving up the idea of declaring candidacy because the people 

of Iskenderun reportedly did not want him to resign. The 

dailies cite some other names resigning from offices: some 

doctors working at several state hospitals of Adana, some 

professors working at Cukurova University, an AKP executive 

board member, a member of provincial administration, chairperson 

of MUSIAD\'s (Independent Businessmen Association) Adana chapter, 
etc. 


3. SABAH/EVRENSEL/GUNDEM: DTP National Chairperson 
Ahmet Turk, during a speech he delivered at a 2-day meeting of 
DTP in Diyarbakir, harshly criticized The Turkish General Staff 
for issuing a warning on April 27 on its internet site during a 
period of presidential election process. Turk branded the 
warning an open declaration of a military coup. Turk further 
said that the political parties in Turkey failed to defend the 
essential principles of democracy. Turk noted that Turkish 
society was divided into camps, namely secularist and 
non-secularists, and this was an outcome most desired by the 
statutory forces. Turk claimed that they wanted to emerge as a 
third force who would uphold democratic values. 


4.  HURRIYET: The daily reports claims that Ahmet Turk, 
National Chairperson of DTP, and Sirri Sakik, former DEP deputy 
and current Vice-Chairperson of DTP, paid a visit to Murat 
Karayilan, PKK\'s leader residing in the Qandil Mts. of the 
northern Iraq last week to discuss the election strategy of DTP. 
Circles close to DTP reportedly say that DTP, at the end of 
the ongoing 2-day meetings in Diyarbakir, is strong leaning 
toward fielding independent candidates. Those circles also 
claimed that such an outcome would be declared to Abdullah 
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Ocalan with a visit that would be paid to him. 


5. EVRENSEL/GUNDEM: Cizre Mayor Aydin Budak (from DTP) 
was arrested towards the end of March because of a speech he 
made during Newroz celebrations in Cizre on March 21 (also see 
press summary for April 4). The first hearing of the court was 
held yesterday and Budak is reportedly facing 7.5 years of 

prison sentence. Despite that his court-ordered release during 
the trial process, since Budak is standing trial on another 

court case that ordered his arrest, it was decided that he not 

be released. A crowd reportedly waited outside the court hall 

to extend support to Budak, and brief tension erupted when 
police attempted to disperse the crowd. 


6. GUNDEM: A faculty member of the Divinity School at 
Dicle University resigned from his office to run as a candidate 
of DTP in Adiyaman during elections. 


7. GUNDEM: The daily reports on its front page that it 

has been 15 days since Abdullah Ocalan was confined in a special 
cell as a penalty in the prison at which he was being kept. 

Ocalan reportedly told his attorneys that the confinement 

started on April 25 and would last 20 days. The penalty was 

given reportedly because Ocalan \"had the members of the PKK 
trained, and, made propaganda of the terrorist organization." 


ECONOMY 


8. ZAMAN/ BOLGE / EVRENSEL: Nearly 1000 workers at the 
port of Mersin, upon learning that privatization agreement would 

be signed on May 11 (see press summary for May 8), gathered at 
the port and called for active protest against the privatization 

of the port. 


CULTURE / SOCIETY / ENVIRONMENT 
9. GUNDEM: The daily claims that a female PKK member, 
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who was allegedly executed by security forces as she was 
allegedly caught without weapons in Hatay\'s Hassa district on 
May 5 (see press summary for May 7), was buried in Mardin\'s 
Mazidagi district and the funeral was held under intense control 
of the police. The funeral car was stopped as it set off from 
Hassa, and, police checked identities of the people in the 
convoy that followed the funeral car. As the convoy reached 
Mazidagi the police stopped the convoy and temporarily seized 
the identity cards of the people until the end of the funeral. 

At the cemetery, the police reportedly took footage of the 
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people who attended the funeral. 


10. HURRIYET (CUKUROVA): A nine-year-old 3rd grade student 
from Mersin\'s private TED High School ranked third in the World 
Inter-School Chess Competition which was held in Greece between 
April 26 and May 6. 
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Classified By: USEU Political Minister Counselor 
Larry Wohlers for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: On April 16, Assistant Secretary for South 
and Central Asian Affairs Richard Boucher led the U.S. 
delegation to the COEST (the EUYs Eastern Europe and Central 
Asia Working Party) troika on Central Asia. Throughout the 
German EU presidency, the EU has expressed a growing interest 
in Central Asia. During the troika, the EU stressed that it 

is committed to the region for the long-term. Recapping the 
Astana Ministerial the EU held with all five Central Asian 
countries, EU interlocutors told Boucher that the Central 

Asian states do not wish to be seen as a problem and 
emphasized their ability to work with one another. 

Discussions revealed the ongoing need to address issues of 
corruption and democratic reform in the region, but also 


Column 3 

revealed improvements, such as positive signals coming out of 
Turkmenistan and regional economic integration in Tajikistan. 
END SUMMARY. 


Regional Issues: Central Asia: \"We are not a problem." 


2. (C) Throughout the German EU presidency, the EU has 
expressed a growing interest in Central Asia. The German 
presidency is currently drafting a strategy paper on the 
future of relations between Central Asia and the EU, which 
will be finalized on or about June 21/22. German Special 
Envoy for Commonwealth of Independent States countries 
Hans-Dieter Lucas told Boucher the strategy would focus on 
seven elements: 1.) a regular, structured dialogue at the 
Minister and Foreign Minister-level; 2.) education (with an 
emphasis on higher education and training); 3.) rule of law; 
4.) human rights (the EU is striving to have a structured 
human rights dialogue with each of the five countries); 5.) 
economic development (with an emphasis on trade, investment, 
and support for World Trade Organization accession); 6.) 
energy (with an emphasis on developing a harmonized 
regulatory framework, transport, and an enhanced energy 
dialogue); and 7.) environmental and border issues, with an 
emphasis on regional water management and domestic security 
(including issues of drug trafficking, organized crime, and 
illegal immigration). The report is currently being 

discussed by the Member States\' Political and Security 
Committee (PSC). 


3. (C) EU Special Representative for Central Asia Pierre 
Morel told Boucher the Astana Ministerial was \"very useful" 
and would become a yearly event. The Central Asian states 
sought to send the message that \"we are not a problem," 
contrasting their successes with troubles in the Caucasus, 
and emphasizing their willingness to work together. EU 
interlocutors stressed that the EU is committed to Central 
Asia for the long term. The European Commission has 
allocated 750 million euros in assistance over the next seven 
years, and the European Investment Bank will receive a 
mandate for \"soft lending\" in the region to the tune of 400 
million Euros. Boucher applauded the EU\'s financial 
commitment and added that he hoped bilateral Member State 
assistance would continue to expand as well. 


4. (C) Building on the German presidency\'s momentum, Morel 
said the Portuguese Ambassador in Russia would be Lisbon\'s 
coordinator for Central Asia under the Portuguese presidency 
and that good groundwork with the Portuguese and Slovenians 
had begun. He also stressed the French presidency in 2008 
would give Central Asia the same priority as the Germans. 
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5. (C) Speaking on KazakhstanYs World Trade Organization 
accession progress, European Commission Head of Unit for 
Southern Caucasus and Central Asia Victor Maldonado noted 
that the EU was committed to helping Kazakhstan, but had not 
yet finalized negotiations. Boucher added that the USG was 
exploring whether it can use the Asian Development Bank,s 
Central Asia Regional Economic Cooperation program and said 
the Japanese will be in Washington in May for discussions on 
Central Asia. Boucher invited the EU to participate in the 
discussions with the Japanese. 


6. (C) On Afghanistan, EU interlocutors reported the 
Central Asians were fairly pessimistic. At the Ministerial, 
the Central Asians stressed to the EU that they did not want 
to be treated only in relation to Afghanistan. Kazakhstan, 

in particular, complained that it had been excluded from 
coalition reconstruction tenders in Afghanistan. Boucher 
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mentioned Ambassador Neumann was going to Central Asia to 
talk to leaders about their concerns. Boucher agreed to look 
into the Kazakhs\' concern, but said he was not aware of any 
rule specifically excluding them from the tender process. 


7. (C) Boucher also used the troika to brief EU 

interlocutors on Assistant Secretary Sullivan, Deputy 
Assistant Secretary Bryza, and Principal Deputy Assistant 
Secretary Mann\'s trip to the region to discuss trans-Caspian 
gas. He also briefed them on progress on the Tajik-Afghan 
bridge and the possibility of transporting electricity from 
Tajikistan to Afghanistan. 


Turkmenistan: Real opportunity for positive change 


8. (C) EU interlocutors shared Boucher\'s assessment that 
there is a real opportunity for positive change in 
Turkmenistan following the death of President Niyazov. All 
parties were cautiously optimistic but noted that the country 
would need to undertake major reforms, particularly in the 
areas of freedom of the press and human rights. On energy, 
the EU expressed interest in Turkmenistan\'s emerging 
relationship with Azerbaijan and interest in Russia\'s 
potential response to increased Chinese investment. 


9. (C) Maldonado said the European Commission will send 
four education experts to Turkmenistan in the next several 
weeks and noted five million euros have been earmarked in 
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this years budget for programs in good governance, economic 
reform, and promotion of civil society. In May, the 

Commission will send a technical mission on energy to the 
region and hold a seminar to discuss issues including higher 
education and the internet. 


Uzbekistan: EU urges engagement 


10. (C) The German presidency appears to be pushing to 
soften the EU,s position on Uzbekistan. In the troika, 

Lucas stressed the importance of continuing to work with 
Uzbekistan, claiming, \"if we just leave them alone because 
they are a nasty country, they will continue to be a nasty 
country." Lucas said Uzbekistan has agreed to a 
\"results-oriented\" human rights dialogue with the EU. He 
added that the Uzbeks had showed \"growing confidence!" during 
EU-Uzbek talks on Andijon and claimed that overall EU experts 
were \"satisfied\" with the two rounds of Andijon talks and did 
not feel a third round was necessary. EU interlocutors told 
Boucher the EU,s decision May 14 regarding whether to ease 
sanctions would take into account their assessment of both 

the Andijon talks and the human rights dialogue. Morel was 
slightly less optimistic than Lucas but suggested there were 
signals that Uzbekistan might be ready to make some gestures 
ahead of the sanctions decision. On the other hand, 
Maldonado noted Uzbekistan,s problems with its neighbors, 
illustrated by the fact the Uzbeks have still not signed the 
Action Plan with the EU in the framework of the European 
Neighborhood Policy. Maldonado added that the Commission has 
reduced its assistance to Uzbekistan to three million euros 

this year but is still having problems implementing the 
programs that money is intended for. Boucher strongly urged 
interlocutors to base their decision regarding sanctions on 

real progress by the Uzbeks, rather than just talk. 


Kazakhstan: \"Anchor of stability\" 


11. (C) Lucas agreed with Boucher\'s positive assessment of 
Kazakhstan, describing it as the \"anchor of stability\" in the 
region, in part, due to President Nazarbayev\'s leadership. 
Lucas said a Kazakhstan Organization for Security and 
Cooperation in Europe chairmanship would be useful for the 
Organization,s role in Central Asia and all former 

post-Soviet countries, but stressed that the EU always tells 
Kazakhstan they must make their case for chairmanship through 
actions. On human rights, EU interlocutors noted Kazakhstan 

is \"not a paradise.\" 


12. (C) The Commission has earmarked 12 million euros/year 
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for the next seven years in assistance for Kazakhstan. 
Commission assistance will focus on economic reform, with an 
emphasis on the energy sector. Morel noted that Kazakhstan 
was eager to move away from assistance and into \"partnership\" 
programs instead, which while positive for the EU,s budget 
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would require careful political management. Interlocutors 
also told Boucher that while Kazakhstan welcomes Chinese 
investment, it is wary of Chinese immigration as a result. 


Kyrgyz Republic: Deteriorating political situation and 
creeping \"Islamization\" worry EU 


13. (C) Lucas and Morel expressed concern that if the 
political situation continues to deteriorate in Kyrgyzstan, 

others in the region may draw the conclusion that the closer 

a country moves toward democracy, the more unstable it 
becomes. Morel told Boucher he met with President Kurmanbek 
Bakiyev in mid-March, and that Bakiyev seemed fairly pleased 
with himself for having outplayed the opposition. Morel 

sensed that there was a credible growing opposition movement 
led by former Prime Minister Kulov, but that Kulov was more 
interested in overruling Bakiyev than he was in leading the 
charge for constitutional change. Pushing Kulov forward, 

Morel said, is former Interior Minister Omurbek Suvanaliyev. 
According to Morel, Suvanaliyev recently claimed he could 
influence 40 percent of the country\'s secret police forces. 
Morel expressed concern that Suvanaliyev and Kulov have 
strong ties to Moscow and had made several secret trips. 
Morel said the opposition was dismissing Bakiyev\'s 
appointment of opposition leader Almaz Atambayev to the role 
of Prime Minister as a \"pawn.\" Boucher stressed the need for 
a coordinated message pressing Kyrgyzstan to settle down (not 
exploiting the current uncertainty for short term gain), to 

revise the constitution, and to move on. 


14. (C) Although the Parliament is largely outdated, Morel 
conceded that at least there is one in place. Morel 
expressed deep concern over the \"creeping Islamization 
through social pressure,\" noting that women were being paid 
to wear the hijab and citing the recently proposed 

legislation legalizing polygamy. Bakiyev joked about the 
proposed legislation, but did nothing to block it. The 
legislation was later blocked by the Parliament. 


15. (C) On assistance, Maldonado told Boucher there would 
be an 80 percent increase in assistance, totaling 40 million 
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euros a year. Commission assistance will focus on rural 
development, the social sector, energy, and political 
infrastructure and transparency. Boucher briefed EU 
interlocutors on our progress preparing a Millennium 
Challenge Account threshold program for the country. 


16. (C) On hydro power, EU interlocutors shared Boucher\'s 
assessment that the Kyrgyz do not have a plan and expressed 
doubt that the project might become a Vwhite elephant.\" 
Boucher stressed the need for the Kyrgyz to reform the energy 
sector first. 


Tajikistan: Cautiously optimistic 


17. (C) EU interlocutors generally shared Boucher\'s 
assessment and were cautiously optimistic about Tajikistan, 
but agreed that issues of democratic reform and corruption 
continue to plague the country. Lucas relayed that the 
Tajiks are nervous about political idealization from 
Afghanistan. Lucas also expressed concern over drug 
trafficking. Lucas said that border control and drug 
trafficking would be \"stepped up\" in the new EU strategic 
framework, with an emphasis on better coordination with all 
regional players, including Russia. Maldonado told Boucher 
there would be a $14-15 million euro increase in the regional 
border management program. 


18. (C) The Commission told Boucher it would spend 17 
million euros per year on rural development, agriculture, 

land reform, and public finance management (linked with an 
anti-corruption campaign) during the next programming period. 
Two Commission programs were closed, however, due to 
corruption. 


19. (C) Lucas agreed with Boucher that the lack of 
democratic reform continues to be a problem. EU 

interlocutors stressed the need to make clear to the Tajiks 

that the OSCE must be allowed to do its job, and said the 
litmus test for democratic reform would be the state of 
non-governmental organizations. Nonetheless, Lucas said that 
Tajikistan seems to be moving in the right direction and 
appears to maintain a lively civil society. 
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20. (C) Morel commented that President Rakhmon seemed to be 
confident and in good shape, but that his presidency was not 
necessarily leading to the desired democratic reform. Morel 
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said he was impressed with a recent meeting with Moheyuddin 
Kabiri and that Kabiri was focused on doing everything 
possible to be successful in the next parliamentary 

elections. Morel commented that while Kabiri plays a 
moderate, \"nice guy,\" he continues to maintain a link with 

the \"tougher parts\" of the Islamic Renaissance Party. 


21. (C) Lucas noted with interest the increased role of 
China in Tajikistan, and growing apprehension from Moscow 
that it was losing influence. 


Future U.S.-EU discussions: Islamic tendencies in region? 


22. (C) Consistent with concerns raised in COEST Troika 
discussions on the South Caucasus and Black Sea region, the 
EU requested that Islamic tendencies in the region be added 

to the next COEST Central Asia agenda. Boucher said he would 
first want to discuss the issue with USG experts. 


23. (U) This cable has been cleared by the Bureau of South 
and Central Asian Affairs. 


Gray 
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would require careful political management. Interlocutors 
also told Boucher that while Kazakhstan welcomes Chinese 
investment, it is wary of Chinese immigration as a result. 


Kyrgyz Republic: Deteriorating political situation and 
creeping \"Islamization\" worry EU 


13. (C) Lucas and Morel expressed concern that if the 
political situation continues to deteriorate in Kyrgyzstan, 

others in the region may draw the conclusion that the closer 

a country moves toward democracy, the more unstable it 
becomes. Morel told Boucher he met with President Kurmanbek 
Bakiyev in mid-March, and that Bakiyev seemed fairly pleased 
with himself for having outplayed the opposition. Morel 

sensed that there was a credible growing opposition movement 
led by former Prime Minister Kulov, but that Kulov was more 
interested in overruling Bakiyev than he was in leading the 
charge for constitutional change. Pushing Kulov forward, 

Morel said, is former Interior Minister Omurbek Suvanaliyev. 
According to Morel, Suvanaliyev recently claimed he could 
influence 40 percent of the country\'s secret police forces. 
Morel expressed concern that Suvanaliyev and Kulov have 
strong ties to Moscow and had made several secret trips. 
Morel said the opposition was dismissing Bakiyev\'s 
appointment of opposition leader Almaz Atambayev to the role 
of Prime Minister as a \"pawn.\" Boucher stressed the need for 
a coordinated message pressing Kyrgyzstan to settle down (not 
exploiting the current uncertainty for short term gain), to 

revise the constitution, and to move on. 


14. (C) Although the Parliament is largely outdated, Morel 
conceded that at least there is one in place. Morel 
expressed deep concern over the \"creeping Islamization 
through social pressure,\" noting that women were being paid 
to wear the hijab and citing the recently proposed 

legislation legalizing polygamy. Bakiyev joked about the 
proposed legislation, but did nothing to block it. The 
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legislation was later blocked by the Parliament. 


15. (C) On assistance, Maldonado told Boucher there would 
be an 80 percent increase in assistance, totaling 40 million 
euros a year. Commission assistance will focus on rural 
development, the social sector, energy, and political 
infrastructure and transparency. Boucher briefed EU 
interlocutors on our progress preparing a Millennium 
Challenge Account threshold program for the country. 


16. (C) On hydro power, EU interlocutors shared Boucher\'s 
assessment that the Kyrgyz do not have a plan and expressed 
doubt that the project might become a Vwhite elephant.\" 
Boucher stressed the need for the Kyrgyz to reform the energy 
sector first. 


Tajikistan: Cautiously optimistic 


17. (C) EU interlocutors generally shared Boucher\'s 
assessment and were cautiously optimistic about Tajikistan, 
but agreed that issues of democratic reform and corruption 
continue to plague the country. Lucas relayed that the 
Tajiks are nervous about political idealization from 
Afghanistan. Lucas also expressed concern over drug 
trafficking. Lucas said that border control and drug 
trafficking would be \"stepped up\" in the new EU strategic 
framework, with an emphasis on better coordination with all 
regional players, including Russia. Maldonado told Boucher 
there would be a $14-15 million euro increase in the regional 
border management program. 


18. (C) The Commission told Boucher it would spend 17 
million euros per year on rural development, agriculture, 

land reform, and public finance management (linked with an 
anti-corruption campaign) during the next programming period. 
Two Commission programs were closed, however, due to 
corruption. 


19. (C) Lucas agreed with Boucher that the lack of 
democratic reform continues to be a problem. EU 

interlocutors stressed the need to make clear to the Tajiks 

that the OSCE must be allowed to do its job, and said the 
litmus test for democratic reform would be the state of 
non-governmental organizations. Nonetheless, Lucas said that 
Tajikistan seems to be moving in the right direction and 
appears to maintain a lively civil society. 
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SIPDIS 
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SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, MOPS, MARR, KPKO, UG 

SUBJECT: UGANDA: ACOTA TRAINING STRATEGY CONFERENCE SHAPES PEACE 
SUPPORT OPERATIONS STRATEGY 


1. (SBU) Summary: Ugandan military leaders and planners and African 
Contingency Operations Training and Assistance (ACOTA) Program 
officials and training specialists joined a four-day Training 

Strategy Conference (TSC) in Jinja, Uganda, to develop a strategy 

for near and mid-term Peace Support Operations (PSO) training and 
equipping. Brigadier General Silver Kayemba, Chief of Training and 
Operations for the Uganda Peoples Defense Forces (UPDF) led a team 
of 30 military planners and ACOTA facilitators to develop the 

strategy. The program calls for May 2007 commencement of ACOTA PSO 
training for the next UPDF \"Battle Group\" of 1500 peacekeepers 
slated to deploy to Somalia, as well as expeditious ACOTA equipping 
for each peacekeeper. The UPDF strategy calls for ACOTA training 
and equipping for future UPDF Somalia-bound battle groups, and 
immediate commencement of ACOTA\'s \"train the trainer" program to 
enable Uganda to achieve full self-sufficiency in PSO training 

within 18 months. End Summary. 


2. (SBU) Uganda\'s PSO Training Strategy Conference (TSC). At the 
UPDF Jinja Command and Staff College during April 24-27, 2007, UPDF 
Brigadier General Kayemba led a team of 25 UPDF military planners 
and five ACOTA training specialists to develop a detailed strategy 

for UPDF PSO training and equipping activities through 2009. 
Department of State ACOTA Program and Policy Coordinator Chip Beck 
joined General Kayemba in opening and setting the agenda for the 
conference. The four-day conference resulted in the drafting of a 

UPDF PSO Strategic Training Action Plan to be submitted to the UPDF 


Column 3 

Land Forces Commander, Lieutenant General Katumba Wamala. The 
strategy calls for ACOTA PSO training for the next and succeeding 

UPDF battle groups deploying to Somalia and immediate commencement 
of ACOTA \"train the trainer" training for 40 UPDF personnel. The 
strategy also calls for provision of training support equipment and 

limited individual-soldier equipping for the UPDF peacekeepers 
undertaking the training through ACOTA. 


3. (SBU) On April 24, British Peace Support Team (East Africa) 
Commander Colonel Andrew Mason provided a briefing that proposed 
UPDF long-term development (by 2010-2012) of a battle group to form 
a maneuver element of the East Africa Brigade (EASBRIG) of the 

Africa Standby Force (ASF), along with contingents from Kenya, 
Rwanda, and Ethiopia. The briefing provided an approach to long 

term PSO strategy for the UPDF. General Kayemba\'s responded that 
the UPDF\'s primary and immediate focus was on Somalia, but he noted 
that the British proposal provided a reference point for the UPDF\'s 
long-term thinking. 


4. (SBU) ACOTA training for the next UPDF contingent that will 
deploy to Somalia, including a battle group headquarters (PSO Force 
Headquarters) and two battalions that will maneuver elements for the 
battle group, will be conducted at the UPDF\'s Singho Military Base 
during May 21 - July 27, 2007. The strategy also calls for ACOTA 
PSO training and limited equipping for future Somalia-bound UPDF 
Battle Groups. All ACOTA training will include PSO command and 
staff training for the Battle Group, PSO command and staff training 
for the two battalion commanders and staffs of the battle group, and 
PSO peacekeeping skills training for every soldier. The ACOTA 
training will be tailored to include PSO training for the attached 
elements of the battle group, to include armor, engineer, signal, 
intelligence, and medical units. Further, ACOTA will include 
specific areas of emphasis requested by the UPDF planners, to 
include military operations in urban areas, counter-improvised 
explosive device operations, counter-sniper operations, 
counter-suicide bomber operations, and a Somalia area analysis. 
ACOTA PSO \"train the trainer\" training will be conducted 
concurrently with all PSO training, with the goal of enabling Uganda 
to achieve a fully indigenous PSO training capacity by 31 December 
2008. 


UPDF SOMALIA DEPLOYMENT SCHEDULE 
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5. (SBU) General Kayemba stated that the decision about when to 
deploy the next battle group to Somalia has not been made 

definitely, but that it could occur as early as August 2007. 

General Kayemba lamented that additional contingents of peacekeepers 
from other countries have not deployed to Somalia as Uganda had 
\"hoped for and expected". 


KAMPALA 00000778 002 OF 002 


COMMENT 


6. (SBU) Plans for training and equipping Uganda\'s next battalion 

for Somalia are off to a good start. We will follow up with senior 

military officers on whether or not the UPDF Training Action Plan 

was approved by Lt.Gen. Wamala and with BG Kayemba for the names of 
the senior officers for the Leahy Human Rights vetting process. 
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DEPT FOR ISABEL GATES 


E.O. 12958: N/A 

TAGS: PHUM, OTRA, NP 

SUBJECT: REQUEST FOR DRL FUNDING TO ATTEND JULY 18-20 
CONFERENCE 


REF: STATE 36953 


Post would like to send political/economic officer Anne M. 
Bennett to attend the Democracy, Human Rights and Labor 
Offices conference in Washington, D.C. from July 18-20. Per 
reftel, Post requests funding for Ms. Bennett\'s travel costs 

to the conference and per diem. The approximate cost of 
round-trip airfare from Kathmandu to Washington is USD 3,953. 
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Post estimates 3.5 days of per diem would be required for a 
total of USD 710. 

HUGINS 
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E.O. 12958: N/A 
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SUBJECT: MARRIAGE BROKERS OUT IN FRONT OF KOREAN LEGISLATION 


REF: SEOUL 810 


1. (SBU) The trend for international marriages continues to 
rapidly increase in Korea as in other countries in the 

region. Marriage brokers have quickly adapted to the 
increased demand and have found ways to cash in on the 
lucrative business. Despite the plethora of legitimate 

broker companies, a number of unscrupulous businesses have 
also emerged and caught the attention of the National 
Assembly. Representative Kim Chun-jin of the Health and 
Welfare Committee proposed a bill to regulate marriage broker 
companies. The bill is likely to \"weed out\" many 

illegitimate businesses and help improve the image of 
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respectable businesses in this growth industry that involves 
large amounts of revenue and little supervision. The 

National Assembly chose not to consider the proposed law when 
it was first drafted in June 2006 and has yet to take it up 

thus far in 2007. END SUMMARY. 


2. (SBU) As noted in reftel, Korean citizens, predominantly 
men, are increasingly considering international marriage as 
relatively simple way to find a spouse and start a family. 

In the case of men who are impoverished, divorced, 
handicapped, or suffer from mental disorders, it is 
increasingly difficult to find women in Korea who are willing 
to marry. Many of these individuals rely on marriage brokers 
for assistance. As a result, there are currently 2,098 
marriage brokers registered in Korea. 


3. (U) Building on a practice that has a long history in 

Korea, marriage mediation continues today in various forms. 
Parents often work behind the scenes to ensure that their son 
or daughter marries an \"appropriate\" spouse who will allow 
the family name to remain strong, if not increase the 

standing of the family. 


4. (SBU) The modern form of this practice is for a single 

man to contact a marriage broker who finds the man a foreign 
spouse. Comprehensive services ranging from a personality 
assessment to plane tickets to Vietnam to the food at the 
wedding reception are provided by most of the larger broker 
companies. In addition to the larger companies, a number of 
marriage brokers are smaller \"mom and pop\" businesses that 
focus solely on international marriages because of the higher 
profit margins over domestic marriages. In 61 percent of 
companies listed as marriage brokers, the company president 
also acts as a matchmaker, indicating a relatively small 
operating staff. Many international brokers got their start 

as an employee at a trading company that had business 
dealings in the region; many of them are married to a foreign 
spouse. 


5. (SBU) Clients are often asked to pay USD 10,000 or more 
for these comprehensive services. One NGO reported that fees 
range as high as USD 17,000. A report from the National 
Assembly showed that the average revenue for a broker is 
estimated at between 20 million and 60 million won per month 
(roughly USD 20,000 to USD 60,000). Many clients from the 
poorer rural areas cannot afford these steep prices so they 
enlist the help of families and friends to gather the 
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requisite money. In other cases, municipal governments have 
subsidized the cost of international marriage in an attempt 

to help keep residents in the outlying districts, typically 
agricultural communities. Currently, 60 local governments 
have programs to financially support international marriage 
through a broker. 


SEOUL 00001398 002 OF 003 


6. (SBU) The National Assembly\'s Health and Welfare 
Committee identified a number of concerns that prompted the 
proposed legislation to better manage marriage brokers. 

First, there are increased concerns about the possibility of 
trafficking in persons given the lack of transparency in the 
recruiting of potential spouses in the sending country. 
Additionally, false or exaggerated information about the 
potential Korean spouse has led many foreign brides to report 
that they were married under fraudulent circumstances. 
Second, as profits soar and competition among brokers heats 
up, there is increasing concern that the industry will foment 
illegal or nefarious activity. Third, there is little 

recourse for husbands in the event they are dissatisfied with 
the outcome of their broker transaction. Whether the issue 
relates to the fees that were paid or the promises that were 
made, on a very basic level, there is a concern for the 
protection of the consumer in a business transaction. 


7. (SBU) Representative Kim Chun-jin, a member of the Health 
and Welfare Committee in the National Assembly, told poloff 
he proposed a law that would impose some basic restrictions 
on companies that broker international marriages. Initially, 
regulation of brokers will come in the form of consumer 
protection laws focusing on the transaction between the 
broker and the client. The proposed Act on International 
Marriage Brokerage stipulates that before a broker can 
arrange a marriage, an explicit contract must be drafted 
between the broker and the client. This contract must 
specify the terms of the deal including all fees and services 
to be rendered. The contract must also specify the terms 
under which a refund may be granted, if at all. The new law 
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will also specify the obligations of the broker and the 
accompanying penalties if those obligations are not met. 


8. (SBU) One area that is still under consideration is 

whether or not to introduce a permission-based system of 
marriage brokerage rather than the current registration- 

based model. Under the proposed system, an aspiring marriage 
broker would apply for a license from the Ministry of Health 

and Welfare. Currently, a marriage broker need only register 
with the local government, which does not conduct any 
investigations into the business owner or business practices. 
The National Assembly chose not to consider the proposed law 
when it was first drafted in June 2006 and has yet to take it 

up thus far in 2007. 


9. (SBU) In a meeting with poloff, Lee Eun-tae, the founder 
and president of the largest marriage broker in Korea, shared 
his thoughts about the law and marriage brokers in Korea. 
Founded in 1998, Interwedding LTD. boasts 30 branches 
nationwide and 8 branches outside of the country. In 2006, 
Interwedding was responsible for arranging 15 percent of 
international marriages in Korea. Building on his background 
as a tour coordinator, Lee founded the company after several 
business acquaintances asked him for assistance in marrying a 
foreign spouse. From the outset, the majority of requests 
were for ethnic Korean Chinese or Russian spouses. After a 
few years, the trend shifted toward Southeast Asia and now 
the majority of Lee\'s business is done in Vietnam, Cambodia 
and Thailand. 


10. (SBU) First, the prospective client registers with 
Interwedding on the Internet and submits basic biographical 
information. An Interwedding consultant contacts the client 
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to discuss the company\'s services and options. Next, the 
client visits an Interwedding office for a detailed 

consultation to ascertain the client\'s preferences and begin 
the search for a suitable foreign spouse. Although some 
clients have already determined the country of preference, 
other clients rely on Interwedding to make a recommendation 
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based on the personality and situation of the client. 

Clients are asked to provide Interwedding with a copy of 
their birth certificate and Korean ID, but no financial 
documents, job information or police records. Lee said that 
the initial processing of a new client usually takes between 
one to two months before the arrangements are finalized to 
travel to the foreign country to select a spouse. 


11. (SBU) Lee described his typical client as a Korean male 
who either owned a farm or a small family business. Most 
clients were between 35 and 40 years of age and 80 percent 
were not previously married. The typical spouse was a 
conservative female from the countryside who was not 
previously married. Complaints from foreign spouses 
typically come from Russian or Chinese brides who have 
difficulty adjusting to Korean culture or who are 

dissatisfied with the housewife lifestyle in Korea. The 
majority of complaints from husbands are because of brides\' 
requests to send money back home to their families. 


12. (SBU) International marriage is not a new trend in 

Korea. Ethnic Korean Chinese have been the predominant 
source of foreign brides for Korean men for the past decade. 
These women, who typically speak Korean, have managed to 
integrate themselves somewhat into Korean society, especially 
as members of the labor force. As more Korean men marry 
brides from Southeast Asia, the ROKG faces new challenges 
integrating foreign women into the Korean culture. While the 
Ministry of Gender Equality and Family works to address these 
concerns, the National Assembly continues to struggle with 

its challenge of how to regulate the marriage brokerage 
industry and protect the rights of both Korean and foreign 
citizens. In the meantime, there is a steady flow of 

customers lining up at Interwedding and other marriage 
brokers throughout Korea. 

VERSHBOW 
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E.O. 12958: N/A 

TAGS: PARM, G-8, PREL, ETTC, KNNP, CBW, TRGY, GM, JA, RS, 
CACM, UK, FR 

SUBJECT: JAPAN\'S RESPONSE TO U.S. PROPOSAL TO EXPAND AND 
EXTEND THE G8 GLOBAL PARTNERSHIP 


REF: SECSTATE 60919 


1. EST Minster-Counselor met with her counterpart, 
Ambassador Takeshi Nakane, Director-General, Disarmament, 
Non-Proliferation and Science Department on May 10, 2007, to 
discuss reftel points. Ambassador Nakane stated that Japan 
shares the view that the global WMD threat will not go away 
and expansion of the geographic scope of the agreement is a 
necessity. However, he indicated that an increase in Japan\'s 
financial commitment requires further deliberation. 
Ambassador Nakane pointed out that most of the money Japan 
provided to the G-8 Global Partnership has yet to be 
disbursed, partly because of Russia\'s uncooperative behavior. 
He added that only 3 percent of Japan\'s contribution has been 
disbursed, and that the same was true for other donors. In 
fact, he commented that there is still a lot of money in the 
pot that he convinced his Ministry of Finance to set aside in 
1993. Therefore, he saw no chance that the Ministry would 
look favorably on an additional request. EST MC pointed out 
that the USG is looking at the long term and wants to make 
sure that the program is continued past its 2012 deadline. 


2. Ambassador Nakane said he would take this issue up with 

ISN DAS to Andrew Semmel in Berlin on Monday, May 14, 2007 to 
determine how best to proceed. 

DONOVAN 
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E.O. 12958: N/A 
TAGS: TBIO, AORC, PREL, KFLU, WHO, NO 
SUBJECT: POINTS DELIVERED: US POSITIONS AT WHA 


REF: STATE 61739 


On May 8 we delivered reftel points regarding U.S. positions 
at the upcoming World Health Assembly to Norwegian Ministry 
of Foreign Affairs UN Advisor, Eva Hermstad. Hermstad 
offered no immediate comment but said that she would review 
our positions with the rest of the UN group. Post will 

inform the Department of any further substantive response. 
WHITNEY 
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E.O. 12958: N/A 
TAGS: ECON, ORED, EUN, NO 
SUBJECT: POINTS DELIVERED: OECD ENLARGEMENT AND REFORM 


REF: STATE 62464 


On May 9, we delivered U.S. positions on OECD enlargement and 
reform to Ministry of Foreign Affairs Senior Advisor for 

OECD, Sten Ruud. Ruud offered no immediate comment but will 
review the points provided. Post will inform the Department 

of any further substantive response. 

WHITNEY 
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E.O. 12958: N/A 

TAGS: SNAR, KCRM, ASEC, SOCI, EAGR, IN 

SUBJECT: ANTI-NARCOTICS OFFICIALS DESTROY THOUSANDS OF ACRES OF OPIUM 
POPPY IN WEST BENGAL 


1. (SBU) On May 5, press reported a massive Central Bureau of 
Narcotics (CBN) operation in West Bengal to destroy illicit and 
unlicensed opium crop in Murshidabad and Nadia districts worth 
Rs. 1,200 crore (USD 290 million). GOI awards licenses for 

legal opium cultivation in Uttar Pradesh, Madhya Pradesh and 
Rajasthan. The total volume of the destroyed crop in West 

Bengal is an estimated 380 tons, and raises concerns of a 
possible nexus between powerful drug syndicates and local 
cultivators. A CBN official (Preventive & Intelligence Cell) 
confirmed to Post that in an unpublicized operation during 

March, opium crop cultivated over 6,500 hectares in Murshidabad 
and Nadia were destroyed jointly by CBN and West Bengal police. 
CBN Commissioner Narcotics also confirmed the operation but was 
hesitant to provide details as the report on the case has been 
submitted by the Revenue Department to the cabinet of ministers 
for consideration. However, the Commissioner mentioned that the 
cultivation was undertaken by local farmers who did not resist 

the destruction of the crop or arrests. 


2. (SBU) A senior West Bengal police official who participated 

in the operation along with the CBN told Post that the farmers 
cultivating opium are largely uneducated and poor. They have 
neither the means nor the knowledge to independently produce and 
market the crop. The police as yet have little information on 
financiers, seed-suppliers and marketers working 
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behind-the-scenes and using local farmers. He mentioned that 
police have arrested a number of landowners and farmers from the 
area. Although unable to provide specific information regarding 
the backers of the opium cultivation and trade, the official 
expressed the suspicion that investors hailing from northern 
Uttar Pradesh may be involved. He explained that operations 
against opium fields in the two districts are almost an annual 
affair, but to the surprise of the authorities, the magnitude of 
the land covered by such cultivation this year has sharply 
increased. About a year ago, the crop destroyed extended over 
only one-third the area covered this year. This indicates that 
eradication efforts by the authorities have failed to dissuade 
those involved in the illicit trade. According to authorities, 

the profit margin for opium in this area is estimated to be 

150%, which is a significant attraction for illicit poppy 
cultivation, given the 10-20% margin for common food crops. 


JARDINE 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/09/2017 

TAGS: UNSC, PREL, PBTS, PARM, KNNP, IR, JA 

SUBJECT: JAPAN KEEPING A WATCHFUL EYE ON UNSCR-LISTED 
IRANIANS 


REF: STATE 61222 


Classified By: Acting Deputy Chief of Mission W. Michael Meserve for re 
asons 1.4 (b) and (d). 


1. (C) Embassy Political Officer delivered reftel demarche 
May 9 to UN Policy Division Principal Deputy Director Kentaro 
Fujimoto. Fujimoto said that Japan has very strict border 
controls in place, and immigration officials have 

instructions to notify the Ministry of Foreign Affairs 
immediately if any UNSCR-listed individuals apply for entry. 
MOFA has also passed the list to its consular officers at 
Japanese Embassies and Consulates abroad. Although 
resolutions 1737 and 1747 do not ban travel, it would be 
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\"inconceivable\" that any listed Iranians would be able to 
enter Japan, said Fujimoto. 


2. (C) Japan is unlikely to talk to its Russian contacts 

about the issue, stated Fujimoto. Russia is \"already 
embarrassed,\" he said, and Japan doesn\'t see value added in 
further pointing out that Iran had taken advantage of Russian 
hospitality. 

DONOVAN 
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TO RUEHC/SECSTATE WASHDC 8716 

INFO RUCNDT/USMISSION USUN NEW YORK 0067 
RUEHGV/USMISSION GENEVA 0929 


SIPDIS 
SIPDIS 
DEPARTMENT FOR IO/RHS, DRL/MLGA, EUR/PGI 


E.O. 12958: DECL: 05/10/2017 
TAGS: PHUM, PREL, UNHRC, UG 
SUBJECT: UGANDA TO VOTE FOR SLOVENIAVS UNHRC MEMBERSHIP 


REF: A. STATE 63345 
B. STATE 58054 


Classified By: Ambassador Steve Browning for reasons 1.4(b) and (d). 


Per reftels, P/E Chief delivered talking points on Slovenia\'s 
candidacy for membership on the U.N. Human Rights Council on 
May 10 to Isaac Seblime, Director for Multilateral Affairs at 

the Ministry of Foreign Affairs. Seblime told P/E Chief that 
Uganda would vote for Slovenia over Belarus. 

BROWNING 
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RUEHRC/USDA FAS WASHDC PRIORITY 
RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY""CONFIDENTIALLISBON 001251 


SIPDIS 
SIPDIS 
PASS TO USTR, USDA/FAS 


E.O. 12958: DECL: 05/07/2017 
TAGS: EAGR, ECON, ETRD, EU, PO 
SUBJECT: PORTUGAL WILL NOT BLOCK MAY 10 BIOTECH VOTE 


REF: A. A) SECSTATE 58647 
B. B) LISBON 1057 


Classified By: Inga Heemink, Pol/Econ Officer, Embassy Lisbon, 
Reasons 1.4(b) and 1.4(d). 


(C/NF) On May 4, PolEconOff delivered reftel talking points 

to Rui Noronho from the Ministry of Agriculture Office of 
Planning and Policies (GPPAA), urging Portugal to vote 
favorably at the May 10 Standing Committee of the Food Chain 
and Public Health. Noronho stated that Portugal would not 
block the vote on the two stacked biotech corn varieties. On 
May 8, a close Embassy contact/Portuguese biotech expert 
elaborated on the Minister of Agriculture\'s voting 

instructions. He reported in confidence that Portugal plans 

to vote favorably only if there is a qualified majority. If 

there is no qualified majority, Portugal plans to abstain. 

(Note: While not a member of government, we have found our 
contact to be the most accurate indicator of Portugal\'s 
biotech voting (reftel B)). 


Hoffman 
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PP RUEHBC RUEHDE RUEHKUK 

DE RUEHDIR #0032/01 1300716 
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PR 100716Z MAY 07 

FM IRAN RPO DUBAI 

TO RUEHC/SECSTATE WASHDC PRIORITY 0116 

INFO RUCNIRA/IRAN COLLECTIVE 

RUEHAD/AMEMBASSY ABU DHABI 0068 

RUEHAD/USDAO ABU DHABI TC 

RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RHEFDIA/DIA WASHINGTON DC 

RUEAIIA/CIA WASHINGTON DC 

RUEHDIR/IRAN RPO DUBAI 0109","S E C R E T SECTION 01 OF 02 IRAN RPO DUBAI 000032 


Column 3 
SIPDIS 


NOFORN 
SIPDIS 


LONDON FOR GAYLE; PARIS FOR WALLER; BERLIN FOR PAETZOLD; BAKU 
FOR HAUGEN 


E.O. 12958: DECL: 5/10/2027 
TAGS: PGOV, PREL, IR, PINR 
SUBJECT: SUPREME LEADER\'S SON: THE POWER BEHIND THE ROBES? 


REF: A. RPO DUBAI 0016; B. RPO DUBAI 0014; C. RPO DUBAI 0012 


RPO DUBAI 00000032 001.2 OF 002 


CLASSIFIED BY: Jillian L. Burns, Director, Iran Regional 
Presence Office, Dubai, UAE. 
REASON: 1.4 (d) 


1.(S/NF) Summary: An lranian doctor, reportedly very close to 
conservative circles in Iran, claimed that the Supreme Leader\'s 
son Mojtaba holds extremist views and wields significant 

influence in the Supreme Leader\'s office. The doctor indicated 
that while Mojtaba essentially derives his power from his 

father\'s position, he is building his own power base. The 

Supreme Leader allegedly has begun chemotherapy, after resisting 
the treatment for some time. This is a single source account 

and his direct access to such information cannot be confirmed 

but is credible. End summary 


2.(S/NF) An Iranian doctor who reportedly is close to 
conservative circles in Iran, particularly former Foreign 

Minister Velayati, told IRPO Director May 7 that Supreme 
Leader\'s son Mojtaba plays a direct -- and negative -- role in 
Iranian policy-making. The source\'s views on nuclear negotiator 
Mousavian\'s arrest and other views on the domestic situation to 
be provided septel. 


Influence of Supreme Leader\'s son 


3.(S/NF) The doctor claims that Supreme Leader Khamenei\'s son 
Mojtaba is exercising real power over his father\'s 
decision-making. The source said Mojtaba is around 33 and the 
third of four sons. He claims Mojtaba is a true hardliner, a 

former student of Ansar-e Hizballah leader Hussein Allah Karam, 
although not a member of the group himself. He reportedly 
studied theology but does not wear cleric\'s clothing. According 
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to the source, Mojtaba is the only son of the Supreme Leader who 
is active in politics. 


4.(S/NF) The doctor, who describes himself as religious 
conservative, said Mojtaba has the type of extremist mindset 

that cannot be persuaded towards pragmatism. The doctor blamed 
Mojtaba for much of what he saw as the negative aspects of 

Iran\'s policy. The source gave no indication that Mojtaba\'s 

grip on power was lessening. When IRPO director raised US 
certainty of Iran\'s assistance to groups attacking US soldiers 

in Iraq later in the conversation, the doctor inferred that 

Mojtaba is likely driving Iran\'s Iraq policy. He contrasted 

Mojtaba with IRGC Commander Safavi, who the source believes is a 
much more pragmatic actor. 


Power linked to father\'s? 


5.(S/NF) The doctor said that Mojtaba mostly derives his power 
from his father, and he would likely lose this power if his 

father departs the scene. The doctor claimed that the Supreme 
Leader is now undergoing chemotherapy, after earlier refusing 
the treatment out of fear that people would see evidence of his 
illness, and that he has switched to a vegetarian diet. 
(Comment: One press report noted Mojtaba as a possible 
replacement for his father, although no contacts have mentioned 
this possibility. End comment) 


6.(S/NF) The doctor cautioned, however, that Mojtaba has 
reportedly worked to shore up his own political base over the 
past 10 years, installing associates from Mashhad into positions 
of authority (NFI). These people reportedly remain loyal to 
Mojtaba and have developed \"specialized\" skills, making them 
hard to replace. 


King-maker? 


7.(S/NF) Although Mojtaba holds no formal position, the source 
claimed that even ministers who go to the \"Beit,\" as the office 

of the Supreme Leader is called, are deferential to Mojtaba. 

The doctor says the Beit suffers from the worst type of 

hypocrisy. He claims Mojtaba often acts without his father\'s 
foreknowledge, but his father indulges him and protects him. 
Allegedly, the Supreme Leader was furious a few years ago when 
he learned his phone was being monitored, but when he found out 
his son was responsible, he let it pass. 


8.(S/NF) The doctor claimed, without citing sources, that 
Mojtaba decided that the Beit would switch its backing to 
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Ahmadi-Nejad for president when Mojtaba could not come to an 
agreement with first choice candidate Mohammad-Bager Qalibaf 
over who would get positions in the new government. However, 
Ahmadi-Nejad reportedly broke some of his promises to Mojtaba, 
as he has to other supporters (Note: See Ref D citing the same 
source. Endnote), and the two are no longer on good terms. The 
doctor also claimed that Mojtaba secured for his father-in-law 
Qolam Ali Haddad-Adel the position of Majles speaker, despite a 
lack of qualifications. 


9.(S/NF) Comment: The doctor, a supporter of the regime but a 
critic of Anmadi-Nejad, clearly sees Mojtaba as a negative 
influence on Iranian policy. He said that generally people in 

Iran accept the fact that \"Aghazadeh\" or sons of clerics will 
profit from their connections and enrich themselves in business, 
but Iranians are uncomfortable seeing them accrue a political 
role in the Islamic Republic. We note that this is a single 
source report about Mojtaba Khamenei, and other contacts have 
not mentioned him as an important source of power in Iran. We 
will pulse other contacts to check for collaboration. 

BURNS 
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PP RUEHWEB 

DE RUEHUL #1403 1300730 
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FM AMEMBASSY SEOUL 

TO RUEHC/SECSTATE WASHDC PRIORITY 4475 

INFO RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 


SIPDIS 


NOFORN 
SIPDIS 


STATE FOR NEA/IR - MISKO AND ISN/GPI - CHALMERS 
TREASURY FOR TFFC - LOEFFLER 


E.O. 12958: DECL: 05/10/2017 

TAGS: DA, EFIN, IR, KNNP, KS, PARM 

SUBJECT: SEOUL RESPONSE: IMPLEMENTATION OF BANK SEPAH AND 
SEPAH INTERNATIONAL ASSET FREEZE 

REF: STATE 60238 


Classified By: ECON MINCOUNS ANDREW QUINN FOR REASONS 1.4 (B AND D). 


Column 3 


1. (S/NF) MINISTRY OF FINANCE AND ECONOMY (MOFE) FOREIGN 
EXCHANGE REGULATIONS DIVISION DIRECTOR HWANG KUN-IL TOLD 
ECONOFF TODAY THAT MOFE NOTIFIED FINANCIAL INSTITUTIONS ON 
APRIL 6 ABOUT THE FREEZE ON ASSETS OF BANK SEPAH AND BANK 
SEPAH INTERNATIONAL AND OTHER ENTITITES PURSUANT TO UNSCR 
1747. MOFE\S ASSET FREEZE GUIDELINES COVERED IMMINENT 
PAYMENTS OF USD 140 MILLION THAT BANK SEPAH WAS POISED TO 
MAKE TO KOREAN EXPORTERS HERE FOR DELIVERIES TO IRAN 
COMPLETED BEFORE MARCH 24. HWANG NOTED THAT KOREAN EXPORT 
COMPANIES CONTINUE TO PLEAD FOR THE RELEASE OF THIS MONEY 
FROM BANK SEPAH BRANCHES IN SEOUL AND PUSAN SINCE THESE 
MONIES ARE CRITICAL TO MANY OF THE SMALLER FIRMS, AND ALL THE 
FIRMS INVOLVED ARGUE THESE PRE-MARCH 24TH TRANSACTIONS ARE 
NOT COVERED UNDER UNSCR 1747. MOFE IS HOLDING FIRM ON THE 
ASSET FREEZE BUT REMINDED US THAT THE U.K. GOVERNMENT IS 
UNDER SIMILAR PRESSURE AND HAD THEREFORE SOLICITED ROKG 
SUPPORT ON APRIL 20 TO HELP CLARIFY THIS ASPECT OF THE UNSCR 
ASSET FREEZE THROUGH UN CHANNELS. HWANG SAID THE ROKG HAS 
NOT YET DECIDED ON HOW TO RESPOND TO THE BRITISH REQUEST AND 
WOULD APPRECIATE ANY U.S. GUIDANCE. 


2. (S) WHEN ASKED FOR DETAILS ON FROZEN ASSETS, MOFE 
DIRECTOR HWANG SAID NO ASSET FLIGHT HAS BEEN FOUND TO DATE 
BUT THE INVESTIGATION CONTINUES. HE CONFIRMED THAT BANK 
SEPAH BRANCHES IN SEOUL AND PUSAN ARE NOT CONDUCTING BUSINESS 
AT THE PRESENT TIME. HWANG REITERATED EARLIER REQUESTS THAT 
FINCEN SEND HIS OFFICE A WRITTEN REQUEST FOR ANY DETAILED 
INFORMATION ON BANK SEPAH ACCOUNT HOLDERS INCLUDING THEIR 
NAMES AND DATES OF BIRTH, IF SUCH INFO IS DESIRED. (NOTE: 
KOREA\'S REAL NAME TRANSACTION LAW PROTECTS ACCOUNT HOLDER 
INFORMATION UNLESS A FOREIGN FINANCIAL SUPERVISORY AUTHORITY 
REQUESTS SUCH DATA IN WRITING. END NOTE.) 


3. (S) ASKED ABOUT OTHER ENTITIES COVERED UNDER THE ASSET 
FREEZE, HWANG CONFIRMED THAT AMMUNITION AND METALLURGY 
INDUSTRIES GROUP, ESFAHAN NUCLEAR FUEL RESEARCH AND 
PRODUCTION CENTER, ESFAHAN NUCLEAR TECHNOLOGY CENTER, 


KAVOSHYAR COMPANY, PARCHIN CHEMICAL INDUSTRIES, KARAJ NUCLEAR 
RESEARCH CENTER, NOVIN ENERGY COMPANY, CRUISE MISSILE 
INDUSTRY GROUP, AEROSPACE INDUSTRIES ORGANIZATION, SHAHID 
HEMMAT INDUSTRIAL GRUP AND SHAHID BAGHERI INDUSTRIAL GROUP 
WERE SO DESIGNATED. IN ADDITION, ALL IRANIAN REVOLUTIONARY 
GUARD CORPS ENTITIES AND KEY PERSONS INVOLVED IN THE 
REVOLUTIONARY GUARD OR NUCLEAR/BALLISTIC MISSILE ACTIVITIES 
WERE DESIGNATED PURSUANT TO UNSCR 1747. 

VERSHBOW 
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TO RUEHC/SECSTATE WASHDC 8861 

INFO RUEHZK/ECOWAS COLLECTIVE 
RUEHUJA/AMEMBASSY ABUJA 8678 
RUEHWR/AMEMBASSY WARSAW 0335 
RUEHCD/AMCONSUL CIUDAD JUAREZ 0315 
RUEHIT/AMCONSUL ISTANBUL 0314 
RUEHSO/AMCONSUL SAO PAULO 0307 
RUFOADA/JAC MOLESWORTH AFB UK 
RUEKJCS/SECDEF WASHINGTON DC 
RUCPDOC/DEPT OF COMMERCE WASHDC 
RHEBAAA/DEPT OF ENERGY WASHINGTON DC 
RUEATRS/DEPT OF TREASURY WASHDC 
RUEAIIA/CIA WASHINGTON DC 

RHEFDIA/DIA WASHINGTON DC" "CONFIDENTIAL SECTION 01 OF 03 LAGOS 000325 


SIPDIS 
SIPDIS 


STATE FOR AF/W, INR/AA, DS/IP/AF, DS/ICI/PII, DS/DSS/OSAC 
WARSAW FOR LISA PIASCIK 

CIUDAD JUAREZ FOR DONNA BLAIR 

ISTANBUL FOR TASHAWNA SMITH 

SAO PAULO FOR ANDREW WITHERSPOON 

DOE FOR GPERSON, CAROLYN GAY 

TREASURY FOR ASEVERENS, SRENENDER, DFIELDS 
COMMERCE FOR KBURRESS 

STATE PASS USTR FOR ASST USTR FLISER 

STATE PASS TRANSPORTATION FOR MARAD 

STATE PASS OPIC FOR ZHAN AND MSTUCKART 
STATE PASS TDA FOR NCABOT 

STATE PASS EXIM FOR JRICHTER 

STATE PASS USAID FOR GWEYNAND AND SLAWAETZ 


E.O. 12958: DECL: 05/10/2017 

TAGS: PGOV, PREL, PTER, NI 

SUBJECT: PDP INSIDER: LISTS MENU OF OPTIONS FOR PACIFYING 
OPPOSITION 


LAGOS 00000325 001.2 OF 003 
Classified By: Consul General Brian L. Browne for reasons 1.4 (B) and ( 
D) 


1. (C) Summary: The People\'s Democratic Party (PDP) should 
seek new elections in some areas to appease the political 
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opposition rather than allow the opposition to challenge the 
party\'s candidates in court. Judicial challenges would 
expose the depth of election rigging, Francis Sheen, PDP 
insider and press aide to the Vice President-elect, told 

Poloff April 26. The PDP played the \"numbers game\" 
successfully, winning the vast majority of governorships, 
National Assembly and State House and Senate seats, not to 
mention the Presidency, Sheen said. Bayelsa Governor 
Goodluck Jonathan and Dr. Godknows Igali, Special Adviser to 
the President on the Niger Delta and former Secretary to 
Bayelsa State Government, continue to interact with Bayelsa 
State militants, despite the April 20 militant attack on the 
Governor\'s house. End Summary. 


2. (C) In the states where the election results were the 

most suspect, Sheen recommended the PDP avoid court 
challenges by seeking new elections. Sheen thought going to 
trial would be detrimental to the PDP because judicial 

scrutiny would expose all the PDP-authored electoral 
irregularities. Sheen advised runoff elections to settle 
disputes because they would help the opposition \"realize and 
accept their loss.\" Sheen suggested there may also be some 
nominations to the boards of Federal parastatals available to 
buy off the opposition figures who were threatening 
challenges. Sheen said the PDP would try to draw in the AC 
and ANPP opposition with the creation of a Unity Party by May 
29. (Comment: If Sheen\'s solution represents the best of PDP 
thought then what he has shown is a woeful disregard, if not 
disdain, for the opposition. It is a cold calculation that 

the Nigerian public is so utterly anesthetized that it would 
accept such an artifice. End Comment.) 


3. (C) Sheen bragged the elections were a success and the 
PDP played the \"number game\" so well the results could not be 
disputed. The PDP is one state away from gaining the Senate 
majority, Sheen pointed out. Sheen was confident the PDP 
would have its majority if the opposition agreed to new 

elections in the states contesting the election results. 


4. (C) Sheen also thought this year\'s elections were better 
than those of 2003 because the violence was markedly less. 
Whereas 980 deaths occurred in 2003, the number of deaths 
this year was approximately 47 (plus 20 unarmed police). 
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Many fewer were \"perpetrated by the PDP\" this year than in 
the past, Sheen said. (Comment: We wish the number of actual 
deQs approximated Sheen\'s figures. Unfortunately many more 
lost their lives. We will never know the number with 

certitude; that several hundred if not well in excess of a 
thousand people perished due to electoral violence is not a 
prodigal estimate. End Comment.) 


LAGOS 00000325 002.2 OF 003 


5. (C) Sheen said President-elect Umaru Yar\'Adua and 
Goodluck Jonathan would not \"heat up the polity\" and 
therefore would be able to maintain national peace and pursue 
their \"PowerPoint plan\" highlighting security and education 
once in office. Sheen expected to become Vice President 
Goodluck Jonathan\'s Principal Staff Officer who would act as 
liaison between the Vice President and non-core ministries, 

or those ministries which do not directly relate to the 

Nigerian economy, such as the Bureau of Public Enterprises. 


6. (C) The April 20 attack on Bayelsa\'s Government House was 
planned by militant leaders upset with the government for 

trying to win the support of subordinate militant leaders who 
have become insubordinate, Sheen commented. Governor 
Goodluck Jonathan had strong relations with the mid-level 
militants and was able to draw them to government house for 
talks. Sheen stated that Jonathan and Peremobowei Ebebi, 
Deputy Governor-elect, were former \"street boys" and had ties 
to some of the militants and cultists. On the other hand, 

Dr. Godknows Igali, Secretary to Bayelsa State Government and 
also Special Advisor to the President on the Niger Delta, has 
cultivated relations with the major militant leaders. Now 

that Jonathan will be the Vice President, there is a plan for 

Igali and Jonathan to switch so that Jonathon works with 

major militant leaders and Igali with the mid-level, Sheen 
divulged. As Special Advisor to the President on the Niger 
Delta, Dr. Igali has educated the President about the 
complexities of the problem, Sheen said approvingly. 


7. (C) Sheen predicted the state derivation of oil revenue 
would increase from 13 to 25 percent once Yar\'Adua and 
Jonathan settle in office. State planning commissions could 
be created and staffed by the GON to issue funding directly 
to local government areas (LGAs), rather than pass the 
derivation through the state government\'s coffers. 
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8. (C) Sheen is looking for educated western-leaning 
development experts to succeed him as economic/development 
advisor for the Governor of Bayelsa State. He is also 

seeking to fill other technical positions for the incoming 
Governor of Bayelsa. Sheen hopes to find individuals 

familiar with the United States and European Union nations 
because of the education possibilities these countries offer 
and because economic and trade ties with these countries are 
strong. (Note: Sheen worked for Siemens in the U.S. before 
taking up his current post with the Bayelsa state government; 
he has visited the U.S. on numerous occasions to purchase 
equipment, seek investments, and bring foreign technical 
expertise to Bayelsa. End Note.) Sheen hopes to place 
technocrats in the bulk of the jobs. However, the Special 
Advisor and Commissioner positions would be reserved for 
political appointments for community leaders and state 
politicos. 


Comment 


LAGOS 00000325 003.2 OF 003 


9. (C) Sheen clearly toes the party line and his estimate of 

the number of deaths demonstrates the extent that elements in 
the PDP are willing to go to excuse a substandard election 
process. That he gave options to pacify the opposition 
indicates a degree of concern with the scope and intensity of 
criticism against the election. However, the options are 
illusory and represent a failure to come to grips with the 

reality that the opposition was so short-changed by the 

results, that the results are now short-changed of their 
legitimacy. In short, Sheen\'s answer is to go through the 
motions of corrective action but to change nothing about the 
outcome. While his particular recommendations of how to 
achieve this non-change may not be taken, most PDP decision 
makers share Sheen\'s general point of view. End Comment. 
BROWNE 
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FM AMCONSUL JERUSALEM 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7474 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY 
RHEHNSC/NSC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 

RUEHBS/USEU BRUSSELS PRIORITY","UNCLAS JERUSALEM 000838 


SIPDIS 


SENSITIVE 
SIPDIS 


NEA FOR FRONT OFFICE; NEA/IPA FOR 
WILLIAMS/SHAMPAINE/BELGRADE; NSC FOR ABRAMS/DORAN/WATERS; 
TREASURY FOR NUGENT/HIRSON 


E.O. 12958: N/A 

TAGS: ECON, ETRD, PREL, KWBG, IS 

SUBJECT: TULKARM BUSINESSES TURN TO ISRAELI SETTLERS TO 
TRANSPORT GOODS 


REF: JERUSALEM 607 


1. (SBU) Summary: Palestinian businessmen in Tulkarm 
complain that delays, road conditions, and the Israeli 
requirement to palletize all cargo processed through the 
Tulkarm/ShaVar Efraim crossing have limited exports at the 
crossing to only 40 trucks daily. Some businesses have 
turned to Israeli settlers with access to Israeli-plated 

trucks to transport their goods directly to Israel, despite 

the higher costs (up to 30 percent of profits). The poor 
condition of road approaching the crossing has driven up 
maintenance costs by as much as 50 percent, but Israeli 
authorities have denied the Tulkarm municipality permission 
to repave the Area C road, according to local businessmen. 
End Summary. 


2. (SBU) USAID\'s contractors working on the Palestinian 
Integrated Trade Arrangement (PITA) project traveled to 
Tulkarm on April 12 to meet with Waleed Khatep, the manager 
of a meat and poultry company; Ziad Othman, the manager of a 
textile company; and the economic advisor and other members 
of the Tulkarm Chamber of Commerce. 


Businesses Protest \"One Size Fits All\" 
Approach at Crossings 


3. (SBU) Tulkarm Chamber of Commerce members told PITA 
contractors that an average of only 40 trucks cross into 
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Israel through the Tulkarm/ShaVar Efraim crossing daily. The 
businessmen said that the Israeli civilian contractor 
operating the crossing requires all exports from the West 
Bank to pass through the scanning operation in pallet-sized 
loads, a difficult if not impossible requirement for many 
furniture, mattress, and stone factories. USAID installed a 
4 MeV mobile container scanner at Tulkarm/ShaVar Efraim. 
Drivers at the terminal said that Israeli authorities only 

allow itto scan empty containers, however, because they do 
not have the equipment to lift full containers off the truck 
beds. The businessmen added that wait times are 
unpredictable and can reach up to three hours. They 
attributed the delays to poor communication between drivers 
and a system that requires the Palestinian truck to wait 
outside the crossing until its Israeli counterpart has 

arrived. 


Israeli Settlers Becoming Middlemen of Last Resort 


4. (SBU) The businessmen said that few options remain 
available to businesses unable to palletize their goods. 
They noted that no Tulkarm businesses are able to operate 
Israeli-plated vehicles, as is done in Hebron (reftel). 
Instead, they said, beginning two to three months ago, 
businesses began contracting with Israeli settlers to act as 
middlemen, who ship the Palestinian goods to Israel on 
Israeli-plated trucks via settler roads. Businessmen in the 
textile and furniture industries said this practice erodes 
their companies\' profitability by up to 30 percent. 


Poor Road Quality Increases Cost 
of Using Tulkarm/ShaVar Efraim 


5. (SBU) The road approaching the Tulkarm/ShaVar Efraim 
crossing from the West Bank side is in terrible condition, 
according to PITA contractors who visited the site. Mohammad 
Yaseen, head of the Truck DriversY Union in Tulkarm, told 
PITA contractors that annual maintenance costs for trucks 
shipping goods through Tulkarm/ShaVar Efraim have increased 
by 40 to 50 percent. According to the Tulkarm Chamber of 
Commerce, the Tulkarm municipality applied for permission to 
repave the road, but Israeli authorities denied the request 
because the road is located on Area C land. 

WALLES 
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Summary 


1. (U) Pitting oligarch against oligarch and featuring surprising 

plot twists and turns, the two-year struggle over the ownership of 
Ukraine\'s Nikopol Ferroalloy Works (NFW) makes for nearly as good 
drama as the country\'s prolonged political crisis. The State 

Property Fund (SPF) has been trying since 2005 to reverse its 
questionable 2003 sale to oligarch Viktor Pinchuk of a majority 

share in NFW, but despite court victories, has been unsuccessful. 

In April, after a secret Supreme Court ruling favorable to Pinchuk 

and under the threat of a share dilution scheme that would have 
devalued the disputed majority holding, it appears that the GOU and 
Pinchuk are on the verge of reaching a settlement that could allow 
him to retain his control of the company by paying an additional sum 
to the state. In getting to this point, Pinchuk temporarily teamed 

up with rival oligarch and NFW minority shareholder Igor Kolomoiskiy 
against the SPF, but now seems to have double-crossed Kolomoiskiy in 
order to seek a deal with the state. The case illustrates clearly 

the shortcomings in Ukraine\'s laws and court system. End Summary. 


The Prize 
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2. (U) Nikopol Ferroalloy Works is one of the world\'s biggest 
producers of ferroalloys, accounting for about 10% of global 
production. It is the world\'s leading producer of manganese alloys. 
NFW\'s estimated total value is now around $1 billion, and its 

annual profits, though allegedly understated for tax purposes, could 
be as high as $500 million, according to the press. NFW is owned by 
the two leading Dnipropetrovsk oligarchs: Viktor Pinchuk, Chairman 
of the Interpipe holding company, and Ihor Kolomoyskiy, who heads 
the Pryvat Group. In May and August 2003, the State Property Fund 
(SPF) sold blocks of stocks totaling 50% plus one share of NFW to 
Interpipe\'s \'Prydniproviye\' consortium for $77.5 million. At the 

time, Pinchuk already owned 23% of the NFW\'s shares, with 26% under 
the control of Kolomoyskiy. Like the subsequent sale of the 
Kryvorizhstal steel plant, it was apparent that the two NFW tenders 
were rigged in favor of Pinchuk--the son-in-law of then-President 
Leonid Kuchma--for a cut-rate price. Then SPF Head Chechetov, 
currently a Regions MP, admitted to investigators that he had 
steered the two tenders to Pinchuk on the direct orders of Kuchma. 
The true value of the share was likely closer to the UAH 350 million 

a Russian consortium allegedly offered Pinchuk for it in early 2005. 


NFW Reprivatization and Tymoshenko\'s Downfall 


3. (U) After the Orange Revolution, with the public support of both 
President Yushchenko and Prime Minister Tymoshenko, the Prosecutor 
General launched the NFW reprivatization effort in court. In August 
2005, the High Economic Court in Kyiv declared the 2003 sale of 
50%+1 stake invalid on the grounds that the sale was conducted below 
market price and ordered the transfer of the NFW shares back to the 
state. Immediately thereafter, and allegedly with Tymoshenko\'s 
support, Kolomoiskiy\'s Pryvat group held an emergency shareholders 
meeting at which he maneuvered the election of new management, 
giving nominal control to the State Property Fund, but placing 

Pryvat figures in key positions. In response, Pinchuk arranged for 
public demonstrations of his workers, which induced the Ministry of 
Interior to send in riot police. Yushchenko intervened, and, while 

he said the court ruling had been \"deeply correct,\" he called 
Tymoshenko\'s involvement in favor of Kolomoiskiy \"the last straw,\" 

in citing his grounds for firing her along with her government in 
September 2005. 


Legal Shell Game: Best Justice Money Can Buy? 


4. (SBU) Pinchuk used three tactics to defend his NFW interest: he 
conducted a public relations campaign pointing out that 
reprivatization under Tymoshenko was almost exclusively directed 
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against him; he took advantage of the jurisdictional ambiguities in 
the Ukrainian judicial system, winning court decisions to counter 
other court judgments against him; and, he blocked execution of the 
court order that the shares be returned to the state. (Comment: It 
was not difficult for Pinchuk to portray Tymoshenko\'s ill-starred 
reprivatization campaign as a vendetta aginst Interpipe, since her 
chief targets were indeed part of his empire, while Kolomoiskiy\'s 
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Pryvat holdings were suspiciously absent from the list of planned 
reprivatizations. End Comment.) 


5. (U) In January 2006, the Supreme Court confirmed the illegality 

of the 2003 privatization and ordered the transfer of the 50%+1 

share back to the state. An inability to determine which of two 

stock registers actually controlled PinchukYs NFW shares delayed 
execution of this order. In September 2006, however, Pinchuk struck 
back, winning a decision in the Kyiv economic court declaring 
Prydniprovia the rightful owner. The Kyiv Economic Court of Appeal 
upheld this ruling in October, 2006. The GOU countered with a 
victory in the Supreme Commercial Court on February 1, 2007, 
annulling the two pro-Pinchuk rulings and ordering Pinchuk\'s 
Ukrsotsbank to hand over the stake to the SPF. Ukrsotsbank, backed 
by yet another court decision--this time from the Kyiv Vyshhorod 
District Court--did not comply, on the grounds that it had already 
transferred the stocks to Ihor Kolomoyskiy\'s Pryvatbank. 


Rival Oligarchs Seem to Join Forces 


6. (SBU) This transfer of NFW shares from Ukrsotsbank to Pryvatbank 
was a sign of a rapprochement between Pinchuk and Kolomoiskiy that 
had two elements at its heart: a withdrawal of Kolomoiskiy\'s 

evidence against the 2003 NFW privatization, and a scheme to devalue 
the disputed majority share of the company. (Note: In mid-February, 
Pinchuk told Ambassador that he and Kolomoiskiy had agreed to 
cooperate in the metallurgical sphere, and that both were now 

equally opposed to an SPF takeover of NFW. End Note.) The alliance 
with Kolomoiskiy paid off in the courts. On April 20, 2007, a 
spokesman for Pinchuk announced that the Administrative Chamber of 
Ukraine\'s Supreme Court had quietly issued a ruling a month earlier 
(March 14) canceling the 2005 and subsequent rulings that the 

Nikopol privatization had been illegal. According to the press, the 
chamber based the decision on Pryvat\'s retraction of evidence it had 
originally presented proving the illegality of the 2003 sale. The 
Chamber referred the case for reconsideration to the Kyiv High 
Commercial Court, where, in the absence of Pryvat\'s evidence, 
Pinchuk is likely to prevail. The SPF, apparently until then 

unaware of this ruling which had somehow not been made public, vowed 
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to appeal. 


7. (U) The second element was a plan to have an April 26 NFW 
shareholders meeting increase the companys statutory fund and issue 
new stock, thus diluting the value of the disputed 50%+1 share block 
down to 10%. (Note: Such schemes are a Kolomoiskiy specialty.) The 
additional shares would go to Pinchuk and Kolomoiskiy, presumably in 
proportion to their shares in the company. As a consequence, even 

if the SPF ultimately prevailed in court, the prize it would win 

would be greatly reduced in value. The SPF lodged a last-minute 
appeal to a Dnipropetrovsk court to block participation by 

Prydniprovia in the shareholders meeting, even persuading Deputy 
Prime Minister Azarov to submit a letter to the court requesting it 
grant the SPF\'s request. Despite the pressure tactics, the court 

ruled against the SPF on April 25, permitting the shareholders 

meeting to go forward. 


Stab in the Back? 


8. (SBU) Nonetheless, the planned Pinchuk-Kolomoiskiy stock dilution 
scheme did not come to pass. On April 26, representatives of 
Pinchuk\'s Prydniprovia failed to appear at the shareholders meeting, 
depriving it of aquorum. According to press accounts, this came as 

a surprise to the Kolomoiskiy forces assembled at the meeting hall. 

In the meantime, press reports emerged that Pinchuk was negotiating 
directly with the Cabinet of Ministers on a final resolution of the 
dispute. The newspaper \"Kommersant\" quoted privatization expert 
Alexander Rabchenko, who contended that the negotiations were aimed 
at a \"peaceful solution,\" i.e. most likely a plan whereby Pinchuk 
would pay the state a sum of money and be allowed to retain the 
stock he purchased in 2003. (Comment: Ironically, Pinchuk has been 
telling us since 2005 that he would be willing to reimburse the GOU 
for some or all of the difference between the price he actually paid 
and a fair market value (ca. 2003) of the shares he purchased. In 
February 2007, he reiterated that willingness to the Ambassador, but 
complained that the GOU had never approached him to make such a 
deal. His recent court victory and the threat of stock dilution may 
have motivated the GOU to reconsider. End Comment.) 
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9. (SBU) On May 4, SPF First Deputy Chairman Viktor Petrov confirmed 
to Deputy Econ Counselor that such negotiations were underway, but 
indicated that the SPF itself was not involved. He said he was 

eager to see the proposal of the \"other side.\" Petrov blamed the 

NFW fiasco on the ambiguities in Ukrainian law, and in particular in 

the unclear jurisdiction of its various courts. Although the status 

of the Pinchuk-GOU negotiations are not known, Interpipe has since 
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renewed its threat to participate in the stock dilution scheme at a 
prospective May 17 shareholders meeting. 


Comment 


10. (SBU) If Interpipe\'s no-show at the shareholders meeting came as 
a surprise to Kolomoiskiy, it would seem that, in addition to 

outplaying the SPF, Pinchuk has neatly planted a ferroalloy dagger 
between Kolomoiskiy\'s shoulder blades. Having persuaded Pryvat to 
withdraw its legal case against the 2003 NFP privatization, Pinchuk 
perhaps saw the opportunity to gain undisputed control of NFP as 
more attractive to him than a stock-dilution scheme, which might 

well have left Pryvat as the largest single shareholder in NFW. A 
double-crossed Kolomoiskiy would not be likely to take defeat 
graciously, however, and his collaboration with Pinchuk may be more 
complex even than meets the eye. More chapters of the NFW saga are 
surely still to be written. Meanwhile, the episode underscores that 

in Ukraine\'s business world, as in its politics, problems are solved 
through deal-making between powerful individuals, not through the 
manipulable court system. 


TAYLOR 
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ROTATION REMAINS UNDECIDED 


REF: A. ULAANBAATAR 220 


B. ULAANBAATAR 173 
C. ULAANBAATAR 266 


Classified By: Charge Brian L. Goldbeck, for reasons 1.5(B) and (D). 


1. (C) During a May 7 meeting on other matters, Charge asked 
Presidential Foreign Policy Advisor Tsogtbaatar about the 
status of MongoliaWs decision on sending an 8th rotation of 
troops to provide force protection for Polish troops at Camp 
Echo. Tsogtbaatar replied that he knew that the deadline for 
a decision is drawing closer, and said he would look into the 
issue -- but likely after he returns from a trip out of 

Mongolia from May 9-15. He added that after his return, he 
would be focusing on preparations for President Enkhbayar\'s 
May 28-30 visit to South Korea. E/P Chief noted that, after 
he returns June 3, the Ambassador almost certainly would 
request meetings with the President, Speaker and Prime 
Minister (the three members of Mongolia\'s National Security 
Council) to discuss his consultations in Washington and the 
8th rotation. Tsogtbaatar replied that having the Ambassador 
raise the 8th rotation would be a welcome idea. While 
discussing it with the President would be \"preaching to the 
choir,\" Tsogtbaatar said, it would usefully highlight for the 
Mongolian system that a decision needed to be made, rather 
than have the President need to make this point. 


2. (C) During an April 27 meeting with A/DCM, Tsogtbaatar 
said he did not know when the National Security Council 
might discuss the 8th rotation. He commented that it really 
should be the Cabinet of Ministers which first makes a 
recommendation on a rotation, which the NSC would then 
endorse. However, he said, this is not how the March 
extension of the 7th rotation (ref b) had occurred. Instead, 
the Cabinet had done nothing, and military leaders had gone 
to President Enkhbayar noting that the March 20 departure 
date for the 7th rotation was fast approaching, and the 
troops needed to be told something. Enkhbayar had then had 
the NSC urge an extension of the 7th rotation until July 1, 
which the Cabinet had endorsed. Tsogtbaatar commented that 
Prime Minister Enkhbold does not want to be exposed to any 
political risk by being the one to an initiate a decision, 

and thus wants the NSC to act first and share any fallout if 
casualties or other problems occur. However, Tsogtbaatar 
said, the President is sensitive to assertions by some that 

he is \"taking up matters really within the Prime Minister\'s 
portfolio.\" In approaching the decision on the 8th rotation, 
Tsogtbaatar said, the President would rather not give further 
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SIPDIS 
ammunition for such charges. 


3. (C) DAO is reporting separately that training of the 140 
troops who would form an 8th rotation recently began at Five 
Hills Training Center. While the Mongolian Armed Forces 
(MAF) always train somewhat more soldiers than are later 
deployed, this number would allow an increase from the 100 
troops in the 7th rotation, in keeping with MAF thinking 

after Defense Minister Sonompil\'s end-March visit to Iraq. 
The troops will finish their training in late May and, after 
leave, would be ready to deploy sometime in June. 


4. (C) COMMENT: We suspect it likely that an official 
decision on the 8th rotation will not occur until June, since 
Prime Minister Enkhbold and President Enkhbayar seem 
determined to wait for each other to act first. The NSC 

usually meets to hear the results of important overseas 

trips, and a June NSC session to discuss the President\'s 
South Korea trip may be the time for Enkhbayar to give in and 
propose the rotation. Enkhbayar, who hopes to visit 
Washington in October (ref c), is keenly aware that having 
boots on the ground in Iraq will be warmly welcomed by his 
U.S. interlocutors. Holding the decision for the last 

possible moment also gives them maximum flexibility, should 
conditions change or significant events occur affecting their 
forceYs mission. On a related note, we understand, for 
example, there may be a move underway for Georgian troops to 
take over some or all of the PolesY mission. END COMMENT. 
GOLDBECK 
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SUBJECT: SLOVAKIA SUPPORTS SLOVENIA, OPPOSES BELARUS FOR 
UNHCR 


REF: A. BRATISLAVA 119 


B. BRATISLAVA 265 
C. STATE 63345 


Classified By: Ambassador Rodolphe M. Vallee for reasons 1.4 (b) and (d 
) 


1. (C) MFA has assured us that Slovakia will vote for 

Slovenia -- and will not vote for Belarus, -- for the UNHRC. 
Slovakia has previously indicated a willingness to vote for 

Bosnia. (Ref A) | believe Slovakia would still be willing to 

support Bosnia for the UNHRC, but Bosnia should be encouraged 
to announce its candidacy and request support from Slovakia\'s 
Mission in New York directly. 


2. (SBU) Slovakia\'s mission in New York has told MFA Belarus 
will likely win a seat on the UNHCR. (Ref B) 
VALLEE 
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TAGS: PGOV, PHUM, KJUS, PINR, CH 
SUBJECT: INTERNATIONAL MEDIATION CONFERENCE HELD IN JIANGSU 


(U) Sensitive but unclassified. Not for dissemination outside 
USG channels; not for Internet distribution. 


1. (SBU) Summary: On the margins of an April 14-18 American Bar 
Association(ABA)-sponsored administrative law conference in 
Suzhou, Jiangsu Province, Supreme People\'s Court (SPC) 
Administrative Court Chief Judge Zhao Daguang told FSN Rule of 
Law Coordinator (ROLC) that the SPC soon would issue a judicial 
interpretation that would authorize the use of mediation in 
resolving administrative litigation cases. Mediation in 
administrative law cases is currently a widely used but not 
specifically authorized practice in China. Mediation is 

authorized for civil cases or for civil compensation in criminal 
cases. Most judges and legal academics at the conference 
supported this move, as it would provide judges with more 
flexibility to resolve difficult administrative cases, 

especially those involving mass disputes such as housing 
demolition or relocation cases. Local governmental 
representatives, however, were less supportive of using 

mediation and worried that it would impinge on the discretionary 
power that agencies had in these cases. They urged that the SPC 
not issue a judicial interpretation, but rather go through the 
National People\'s Congress (NPC) to amend the law. According to 
Zhao, the SPC would go ahead and prepare a draft to the 
Administrative Litigation Law and was considering circulating 

the draft to the U.S. experts for comments. End Summary. 


2. (U) On April 14-15, FSN Rule of Law Coordinator (ROLC) 
attended the International Forum on Mediation in Administrative 
Litigation jointly held by Jiangsu High Court, Suzhou University 

Law School and American Bar Association (ABA) in Suzhou. (Note: 
ROLC had in fact helped facilitate the conference by letting the 
ABA\'s Beijing Representative know of the Jiangsu High Court\'s 
desire to host such a conference. End note.) There were about 

40 Chinese national and international attendees at the 

conference. Chinese attendees included judges from the Supreme 
People\'s Court (SPC), provincial high courts and municipal 
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intermediate courts, academics, and government officials. 
International attendees included the United States Court of 
Federal Claims Judge Eric Bruggink, University of 
Missouri-Columbia Professor Philip Harter, and London-based 
Public Law Project Senior Researcher Varda Bondy. 


3. (SBU) The conference\'s focus was the Jiangsu High Court\'s 
administrative law reform project. The project examined whether 
mediation should be authorized as a method to resolve property 
disputes. The SPC had tasked the project to the Jiangsu High 
Court in 2006. The project was one of 13 legal reform projects 
supported by the Supreme Court and the only project related to 
administrative litigation. In conversations with ROLC in 2006 
and Spring 2007, Jiangsu Province High Court Administrative 
Court Chief Judge Zhou Rongmeng said that the project focused on 
gathering information in four areas: 1) the influence that 
mediation had on citizens\' rights; 2) its effect on the system 

of evidence; 3) its effect on the court\'s judicial authority; 

and 4) its influence on trial procedures. The project was 

carried out by three work teams. One team conducted academic 
research, a second team carried out investigations, and the 

third team drafted a report that had been submitted to the SPC. 
The Jiangsu High Court released its project report and 
suggestions on using mediation in administrative litigation at 

the April conference. 


4. (SBU) Zhou said that 80 to 90 percent of administrative 
cases in Jiangsu were related to property disputes, such as 
housing demolition and relocation cases. According to Zhou, 
judges had become increasingly frustrated with these cases 
because they felt that they did not have enough flexibility in 
providing rulings. In addition, under current law, judges could 
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only make a decision on whether the local government\'s conduct 
was lawful or not and could not decide on the level of 
compensation for cases. Judges also felt that the level 
prescribed by law for compensation was too low, especially in 

the prosperous Jiangsu province. Finally, judges were not able 
to enforce their rulings since governmental agencies had the 
ability to ignore decisions that were not in their favor. 


5. (SBU) To increase the level of compensation and to encourage 
government agencies to cooperate with rulings, many judges had 
started using mediation to settle cases. Judge Zhou said that 
mediation provided government agencies with a way to save face 
and, thus, be more willing to provide compensation. According 

to Judge Zhou, one third of all administrative cases in China 

were now settled through mediation. Courts usually conducted 
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mediation after they tried a case but before they rendered a 
verdict. If mediation was successful, a court dismissed the 
case on the basis that either the plaintiff agreed the case was 
without merit or because the defendant agreed to modify his 
behavior without the entry of formal judgment. 


6. (SBU) Zhou said the problem now was that it was technically 
illegal to use mediation to settle administrative cases. He 

added that the SPC was examining the issue and interested in 
preparing a judicial interpretation specifically authorizing the 

use of mediation in administrative cases and prescribing when 
and how mediation should be used. To help it prepare the 

judicial interpretation, the SPC tasked the Jiangsu High Court 
with implementing a project to collect data on mediation. On 

the margins of the conference, SPC Administrative Court Chief 
Judge Zhao Daguang told ROLC that the SPC would use this report 
as the basis of a judicial interpretation on mediation, which 

would be published this year. The SPC was now in the process of 
consulting with the National People\'s Congress (NPC) and State 
Council on this issue. 


7. (SBU) The conference was originally scheduled for March 
2007, but organizers delayed the conference because it 
conflicted with a SPC conference on administrative litigation. 

At the SPC conference, which took place on March 29, SPC 
President Xiao Yang reportedly had acknowledged that China\'s 
administrative courts needed to reform. He said that China\'s 
administrative courts experienced a range of problems, including 
outside interference in court decisions. He called for a broad 
range of reforms to address these problems, such as allowing 
jurisdiction over a particular case to be shifted from a 

tribunal in one locale to another. Xiao also specifically noted 

the need to adopt new mechanisms to better handle and 
\"coordinate\" action on administrative litigation disputes, 
particularly those involving \"mass administrative disputes\" such 
as land seizures. He also called on the SPC to promptly issue a 
judicial interpretation on the use of mediation in 

administrative litigation proceedings. 


8. (SBU) Although most of the judges and professors at the 
ABA-sponsored conference supported using mediation in 
administrative litigation, local government officials said they 

had serious concerns about the procedure. Jiangsu Provincial 
People\'s Government Legal Affairs Office Vice Director Gao 
Jianxin said that according to the law, governmental agencies 
had discretionary power in some aspects of administrative cases. 
In those aspects, the courts should not force agencies to 
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undergo mediation. While he did not mention an example, one 
argument made by government representatives was that many 
government agencies could levy fines on citizens for breaking 
certain rules. The amounts for these fines were pre-determined 
by law and, according to Gao, courts had no right to change 
these amounts. He also worried that government officials would 
be under pressure to agree to mediation to resolve cases. He 
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also disagreed with SPC\'s plan to issue a judicial 

interpretation to legalize the use of mediation and said that 

this issue should be taken up by the NPC which could then amend 
the law. 


Just 


9. (SBU) The Jiangsu High Court\'s report stressed the right of 
citizens to accept or reject mediation. According to Judge 
Zhou, the court should review whether the decision to accept 
mediation by the plaintiff (common citizen) was made by himself 
willingly without any coercion or threats from the defendant 
(government). If there was evidence of coercion, the court 
should not hold mediation. The report also emphasized that 
mediation should be transparent and just. There should be no 
private mediation and all procedures should be held in the 
courtroom. Many of the judges that attended the conference also 
stressed the importance of due process in administrative 
litigation. 


10. (SBU) According to SPC Judge Zhao, the SPC still planned to 
change the law through issuing a judicial interpretation, but 

was also going to draft an amendment to the administrative 
litigation law. He added that the SPC was considering sending 
this draft to U.S. legal experts for comment and asked Beijing 
Legal Advisor, ROLC and ABA\'s representative for assistance in 
identifying these experts. Zhao said after getting comments 
from experts, SPC would like to visit the United States and hold 
face-to-face discussions. He indicated that SPC already had 
funding for this trip. He said that after 19 years, the 
administrative litigation law should be amended and the SPC 
would play an active role in this process. 
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11. (SBU) The conference was an important step in the SPC\'s and 
Jiangsu High Court\'s efforts to reform the administrative law. 

It is unusual for Chinese officials to openly disagree at public 
forums in front of foreign experts. Their comments highlight 

the disagreements within the government and legal community over 
reform issues. However, if mediation is allowed to be used as a 
means to resolve legal disputes, it could provide a much needed 
safety valve for dealing with housing demolition, relocation and 
other politically sensitive mass dispute cases. 


12. (SBU) This message was coordinated with Embassy Beijing. 
JARRETT 
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E.O. 12958: DECL: 05/09/2017 

TAGS: PREL, KU, IZ 

SUBJECT: UN COORDINATOR VORONTSOV FOCUSED ON MISSING 
KUWAITI ARCHIVES 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 


1. (C) Ambassador met May 8 with UN High-Level Coordinator 
Yuli Vorontsov. Vorontsov was visiting Kuwait in preparation 
for his next report to the Security Council on missing 

Kuwaiti persons and property, due June 6. (He was 
accompanied by UN Political Affairs officer Victor Poliakov.) 
Vorontsov said in addition to the cases of POWs and missing 
persons, the GOK remains focused primarily on the return of 
missing Kuwaiti government archives seized during the Iraqi 
occupation. The Kuwaitis are nervous that sensitive 
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government records may still emerge in Iraq with the 
potential to cause embarrassment to the GOK. 


2. (C) Vorontsov said the record is cold on where the 
archives might be, but the Kuwaitis are focused on two former 
government officials who they believe may have information 
about their whereabouts. The first is \"Abdo HamudW who 
Vorontsov described as Saddam\'s former personal secretary. 
Vorontsov believes he is in U.S. custody in Baghdad. The 
second is former Foreign Minister (and more famously GOI 
spokesman during Iraq\'s liberation) Mohammed Saeed Al-Sahhaf. 
Vorontsov said Al-Sahhaf, now living in the Abu Dhabi, told 
him before the war that the Kuwaiti archives were \"delivered 
to the mother ministries,\" i.e., the Iraqi ministries 

responsible for the particular Kuwaiti government documents 
in question. 


3. (C) Vorontsov speculated that some documents may remain 
in the ministries, while others may have been destroyed or 
remain at a central location. Vorontsov said he may seek to 
meet with Al-Sahhaf, though he is not sure whether the 

Emirati government will welcome that. In addition, he asked 
whether the U.S. could help with information on Hamud. 
Vorontsov provided a copy of letter to Ambassador Bolton 

dated May 15, 2006 asking for assistance from the U.S. in 
interviewing former regime officials who may have information 
on the archives. 


4. (C) At the request of the GOK, Vorontsov was proceeding 
to Amman to inspect some Iraqi aircraft for spare parts 
belonging to Kuwait. He noted that the spare parts found in 
the inspection of the lraqi plane in Tunisia had yielded 
mostly undocumented junk, with the exception of one jet 
engine. 


5. (C) Comment: Vorontsov is a spry 78. When asked if he 
is writing about any of his experiences as a senior 
Soviet/Russian diplomat, he responded in the negative -- 
\"nobody wants to read the memoirs of old people except other 
old people.\" He said that for the current generation of 
Russians \"history begins in 1990.\" He expected the current 
Defense Minister to replace Putin and to operate in the same 
way as Putin. He saw slow improvement in the Russian 
economy, but could not grasp where the many new Russian 
billionaires are getting all their money. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
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http://www .state.sgov.gov/p/nea/kuwait/ 
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LeBaron 
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NEA/IR S MISKO 


E.O. 12958: N/A 

TAGS: EFIN, ETRD, KNNP, PARM, IR, CE 

SUBJECT: UNSCR 1747: SRI LANKA CITES ASIAN CLEARING UNION 
AS BASIS FOR DELAY IN ACTION AGAINST BANK SEPAH LINKS 


REF: A. SECSTATE 60238 
B. COLOMBO 515 
C. SECSTATE 40440 
D. COLOMBO 250 


1. (SBU) Summary: Sri Lanka has not yet taken any action to 
sever the correspondent bank relationship between the 
state-owned Bank of Ceylon and Bank Sepah of Iran, as 
required by UNSCR 1747. Central Bank officials say that Sri 
Lanka\'s membership with Iran in the eight-country Asian 
Clearing Union banking group has prevented Sri Lanka from 
acting. Sri Lanka will decide how to proceed following the 
May 15 annual meeting of Asian Clearing Union members in 
Dhaka. Iran is Sri Lanka\'s sixth largest trading partner and 
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supplies half of Sri Lanka\'s crude oil, so Sri Lanka will 
want to avoid offending Iran if possible. End summary. 


EVER HEARD OF THE ASIAN CLEARING UNION? 


2. (SBU) Sri Lanka Central Bank Deputy Governor Ranee 
Jayamaha called in Econoff April 30 to follow up on Sri 

LankaWs response to ref C demarche. Jayamaha, joined by Sri 
Lanka Financial Intelligence Unit (FIU) director Karunaratne 
and other Central Bank officials, stated that Sri Lanka\'s 
membership in a body called the Asian Clearing Union had 
prevented the Bank from severing the correspondent 
relationship between the state-owned Bank of Ceylon and Bank 
Sepah. Jayamaha explained that the Asian Clearing Union 
obligated its eight members (Bangladesh, Bhutan, India, Iran, 
Myanmar, Nepal, Pakistan, and Sri Lanka) to maintain 
correspondent bank relationships with one another. Jayamaha 
said that Sri Lanka understood that UNSCR was binding on UN 
member states, but that Sri Lanka was reluctant to sever the 
Bank of Ceylon-Bank Sepah relationship without a decision 
from the Asian Clearing Union on how members should proceed. 
She noted that the annual meeting of the Asian Clearing Union 
Board of Directors, composed of the members! central bank 
governors, would be May 15 in Dhaka and that Sri Lanka 
Central Bank Governor Nivard Cabraal would attend. 


LEGACY OF EXCHANGE CONTROL ERA 


3. (SBU) Jayamaha described the Asian Clearing Union, created 
in 1975 with a secretariat in Tehran, as a legacy of the era 
when South Asian countries were \"pioneers of exchange 
controls. To control outflows of hard currencies, members 
prevented their banks from participating in electronic cross 
border settlement systems. Instead, they used \"archaic\" 
foreign exchange transaction settlement procedures that 
involved the various member banks carrying floats of each 
other\'s currencies and manually settling accounts every two 
months. As a result, she added, severing the correspondent 
bank relationships would be complicated -- another reason Sri 
Lanka preferred to defer action on the Bank Sepah connections 
until it got guidance from the Asian Clearing Union board. 


4. (SBU) Econoff reiterated the points from his original 
demarche (ref B) -- that UNSCR 1747 required Sri Lanka to 
freeze any accounts related to Bank Sepah and that, for the 
freeze to have its desired effect, Sri Lanka must act 

quickly. Jayamaha was unresponsive to Econoff\'s inquiries 
about the volume of transactions between the Bank of Ceylon 
and Bank Sepah or the extent to which Sri Lanka\'s trade with 
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Iran (mainly sale of tea and purchases of oil) involved 
transactions through Bank Sepah. Econoff also reminded the 
Deputy Governor that UNSCR 1747 set a date of May 24 for 
governments to report to the Sanctions Committee on actions 
they had taken to comply with the resolution. Jayamaha noted 
the date and said she would update Econoff on Sri Lanka\'s 
plans following the May 15 Asian Clearing Union meeting. 


COMMENT: IRAN WIELDS TRADE AND OIL CLOUT 


5. (SBU) Iran is Sri Lanka\'s 6th largest trading partner, 
with total 2006 exports to Iran worth $83 million and imports 


of $759 million. Sri Lanka in 2006 bought from Iran half of 
its total two million metric tons of crude oil imports. 

Iranian officials have visited Sri Lanka recently to promise 
greater trade, investment, and even development aid (ref D). 
Sri Lanka will want to avoid souring this relationship if 
possible, so its application of UNSCR 1747 requirements is 
likely to be limited and slow. Post would welcome 
information on how other Asian Clearing Union members are 
applying UNSCR 1747. 


BLAKE 
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E.O. 12958: N/A 

TAGS: PHUM, PGOV, PREL, KCRM, MY 

SUBJECT: MALAYSIA PASSES COMPREHENSIVE ANTI-TRAFFICKING IN 
PERSONS LAW 

REF: A. KUALA LUMPUR 753 - TIP BILL IN PARLIAMENT 


B. KUALA LUMPUR 788 - TIP PROJECT PROPOSALS 


Column 3 
C. 06 STATE 144327 - ACTION PLAN FOR MALAYSIA 


Summary 


1. (SBU) Malaysia\'s House of Representatives on May 10 passed 
a comprehensive anti-trafficking in persons (TIP) law, 
representing a significant breakthrough for anti-trafficking 
efforts and the achievement of our highest priority objective 
in the U.S. action plan for Malaysia. The new law provides a 
robust definition of trafficking and very serious penalties 

for traffickers, including confiscation of assets, and 
establishes mechanisms for the care and protection of 
victims. While not perfect, the bill represents a dramatic 
step forward in Malaysia\'s commitment to fighting 

trafficking, and its drafting and passage of the law in such 
rapid fashion indicates that Malaysia has recognized it must 
take significant measures to comply with international 
standards. Our diplomatic efforts in Malaysia are achieving 
results. For the next phase, we seek Washington funding for 
recently submitted TIP projects that would give us a 
constructive role in supporting implementation of the new 
anti-trafficking law. End Summary. 


Malaysia Prioritizes TIP Bill 


2. (U) Malaysia\'s House of Representatives passed a 
comprehensive anti-trafficking in persons (TIP) bill on May 

10. The government, which began drafting the legislation in 
December 2006, introduced the anti-TIP bill in Parliament on 
April 24 (ref A) and quickly pushed this to the top of 
Parliament\'s agenda. Endorsement by the unelected Senate is 
a mere formality and is expected to occur before the Senate 
recesses on May 24. The bill would then be forwarded to the 
King for formal enactment in June. 


3. (U) The new law, styled the Anti-Trafficking in Persons 
Act 2007, consists of 67 sections and is divided into six 
parts (the text of the law is available on the Department\'s 
intranet at http://kualalumpur.state.gov/misc/TIP Law.pdf). 
The first part is generally administrative and defines the 
scope of the law, provides for the extraterritoriality of its 
measures and discusses conflict of law issues. 


National Task Force 


4. (U) The second section of the law orders the creation of 
a national \"Council for Anti-Trafficking in Persons,\" 
equivalent to the interagency task force set up under our own 
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Trafficking Victims Protection Act (2000). This council is 
organized on the same premise as our interagency task force 
and is to include up to three members of interested NGOs or 
civil society organizations appointed by the Minister of 
Internal Security (in this case the Prime Minister or his 
Deputy Minister of Internal Security). This part implements 
the national task force envisioned in the National Human 
Rights Commission (SUHAKAM) report of 2004 that is often 
referenced by Washington offices in their evaluations and 
annual reports. 


Robust Definitions, Heavy Penalties 


5. (U) The third part defines the offense of trafficking in 
persons and defines victims of trafficking. The law sets 
minimum sentencing guidelines of 15 years for trafficking for 
the purpose of exploitation. Other forms of trafficking are 
defined and mandatory sentences of three to twenty years are 
set out -- consistent with the maximum twenty year sentences 
provided for in the U.S. TVPA. The definitions in the new 

law are extensive and include far more than the UN minimum 
definitions of fraud, force or coercion. This represents one 

of the strongest sections of the law and far exceeds the 
expectations of local NGOs and activists. The law 
specifically excludes sexual history as an indicator of a 
victimVs status, and recognizes that victimization may occur 
even for persons who knowingly entered into the commercial 
sex trade. Victims are statutorily immune from prosecution 
for immigration violations that are a direct consequence of 
their becoming a trafficking victim. 


Enforcement and Asset Forfeiture 
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6. (U) The fourth section concerns enforcement, arrest, 
search and seizure, and prosecution. The law provides for 
the forfeiture of property used or acquired by trafficking 
offenses, much like our drug laws in America provide for drug 
traffickers to have their property seized. The law 
criminalizes the act of tipping-off the traffickers to 

pending police action. This can be a great tool in curbing 
police corruption or involvement in protecting traffickers 
and assisting them in avoiding arrest. Again, this part of 
the Anti-Trafficking bill appears at least as complete as our 
own law, and exceeds the minimum expectations of the UN 
Protocol. 
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Victims and the Question of Refuge 


7. (SBU) The fifth part of the law is entitled Care and 
Protection of Trafficked Persons.\" This section of law 
varies greatly from the protections and services afforded 
victims rescued in the United States. The law provides that 
a person suspected of being a victim may be remanded to a 
refuge for 14 days to determine their actual status as a 
victim, and then may be \"placed under protective custody\" for 
a term of three months at the shelter. Services are to be 
provided to the victims, including medical care, but the 
length of custody is set, and it is unclear whether victims 
may be repatriated prior to the end of those three months. 
The law criminalizes the act of assisting a victim to escape 
from a shelter. The law basically codifies the \"protective 
custody\" system currently used by the NGO Tenaganita and 
various embassies at their local shelters. Our discussions 
with a member of the drafting team indicate this was the best 
solution the Attorney General\'s Office could reach given the 
domestic political situation in which immigrants and refugees 
are third rail racial issues and in which the GOM seeks to 
prevent the establishment of pull factors attracting more 
undocumented migrant laborers. The institution of federal 
regulations under the law will provide more insight into how 
the law will be implemented at the places of refuge. The 
extent and quality of services provided at shelters also will 
be important. When the government introduced the bill, 
Women\'s Minister Shahrizat noted the GOM\'s intention to 
establish the first of the \"half-way houses\" within several 
months of the law\'s passage in order to protect victims (ref 
A). 


Protecting Victims\' Identities 


8. (U) The sixth and final section of the law provides 
protections for victim identity and deals with the 

admissibility of evidence at trial. The act includes notes 
delineating drafter\'s intent and identifies the UN Protocol 

to Prevent, Suppress and Punish Trafficking in Persons as the 
basis for Malaysia\'s law. 


Comment 


9. (SBU) Our TIP Action Plan for Malaysia (ref C) calls for 
Malaysia to \"begin drafting comprehensive anti-trafficking 
legislation.\" Malaysia has far exceeded this goal. The 
fast-track drafting, tabling and passage of the bill shows 
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great movement on the part of the Malaysian government, which 
has publicly heralded this bill\'s importance for the nation 

in all its major newspapers. The law represents a striking 
change in the GOM\'s previous positions and a new recognition 
that Malaysia must take serious steps to comply with 
international standards on combating trafficking in persons. 
Implementation of the law will constitute a major task. We 

will watch closely the application of the law as it pertains 

to victim protection and places of refuge. We intend to 

employ existing, modest DOJ/ICITAP resources to assist 
Malaysian police and prosecutors with some initial training. 

To support implementation of the law at national and local 
levels, Post requests Washington\'s priority consideration of 
other NGO project proposals that we recently submitted for 
funding (ref B). 

LAFLEUR 
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E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 
SUBJECT: DAILY SUMMARY OF JAPANESE PRESS 05/10/07 


INDEX: 
(1) Poll: 51% favor constitutional revision 


(2) DPJ\'s Ozawa\'s strategy again suffers a setback with failure to 
decide a joint candidate in talks with SDP for Upper House 
representation in Oita Prefecture 


(3) Upper House election in 2007: Postwar generation of LDP 
lawmakers split over whether Abe should take reform line or 
conservative policy 


(4) Upper House election: Support organizations undergoing change; 
DPJ seeking support from agricultural cooperatives, religious 
circles; LDP approaching coops 


(5) Former Prime Minister Koizumi may resume diplomatic activities 


(6) Rumor that Vice Foreign Minister Yachi is most likely candidate 
to serve as chief of the secretariat of Japanese version of NSC 


ARTICLES: 
(1) Poll: 51% favor constitutional revision 


NIHON KEIZAI (Page 1) (Full) 
May 3, 2007 


Ahead of May 3 Constitution Day, the Nihon Keizai Shimbun conducted 
a public opinion survey. In the survey, a total of 51% answered that 

the Constitution should be amended, with 35% saying they would like 
the Constitution to be upheld as is. As seen from these figures, 
constitutional revision proponents outnumbered opponents. The survey 
also asked respondents to pick one or more problems about the 
Constitution. In response to this question, 29% answered that the 
Constitution stipulates nothing to meet the changing times, allowing 

for establishing environmental rights, including the right to enjoy 

a better environment, and privacy rights, such as the right to 
self-determination on private information. This answer topped all 
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other answers. Among other answers, 22% said Constitution Article 9, 
which stipulates Japan\'s war renunciation, is no longer realistic. 


In 2000, the Diet set up a research commission on the Constitution 
in its lower and upper chambers. Since then, the Nihon Keizai 
Shimbun has asked the same question. However, the proportion of 
those in favor of revising the Constitution has been on the decline. 
In the survey this time, their proportion was down 3 percentage 
points from the last survey conducted two years ago on the 
Constitution. Meanwhile, the proportion of opponents to 
constitutional revision was up 6 points. 


A national referendum bill, which stipulates procedures for 
constitutional revision, is expected to get through the Diet 
shortly, and constitutional revision has now become more likely. 
However, the general public appears to have become somewhat 
cautious. 


The survey was taken by Nikkei Research Inc. on April 27-29 over the 
telephone on a random digit dialing (RDD) basis. For the survey, 

samples were chosen from among men and women aged 20 and over across 
the nation. A total of 1,559 households with one or more voters were 
sampled, and answers were obtained from 865 persons (55.5% ). 
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(2) DPJ\'s Ozawa\'s strategy again suffers a setback with failure to 
decide a joint candidate in talks with SDP for Upper House 
representation in Oita Prefecture 


MAINICHI (Page 5) (Full) 
May 10, 2007 


Muryu Yamada, Daihaku Kasai 


The major opposition Democratic Party of Japan (Minshuto or DPJ) 
yesterday gave up on the plan to field a unified candidate with the 
minor opposition Social Democratic Party (SDP) in the Oita 
constituency for Upper House representation. With both parties 
prefectural chapters insisting on fielding their respective 

candidates, the Minshuto leadership concluded that there would be no 
election cooperation in the Oita constituency. Minshuto and the SDP 
intend to field a joint candidate in the Akita and Toyama 
constituencies. In the Okinawa constituency, opposition parties are 
expected to back a joint candidate, but the failure in election 
cooperation in the Oita constituency has come as a setback to 
Minshuto President Ichiro Ozawa, who is in pursuit of cooperation 
among the opposition parties, following his party\'s defeat in the 
Upper House by-election in Okinawa last month. 
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Failure in fielding a joint candidate in Oita may affect other 
constituencies 


VI failed to pick a joint candidate, Y Ozawa said yesterday at a 

press briefing in party headquarters and revealed his chagrin. 
Coordination began last year behind the scenes to field a joint 
candidate in the Oita constituency but the efforts for coordination 

ran into trouble later. Oita Prefecture was the home prefecture of 
former Prime Minister Tomiichi Murayama (former head of the SDP), 
and perhaps for that reason, the region is the SDP\'s strong 

electoral turf. In this past February, the SDPYs Oita chapter 

decided to support a medical doctor, Bunroku Matsumoto (64). 
Meanwhile, Minshuto\'s chapter announced it would support Taiwa Yano 
(50), a former official working for the Saeki city government in 

Oita Prefecture to counter the SDPYs move. SDP President Mizuho 
Fukushima already implied the possibility of reviewing overall 
election cooperation with Minshuto. 


Meeting the press, Ozawa emphasized that the party leadership would 
neither adopt Yano as an authorized candidate nor recommend him. 
Ozawa explained, We won\'t bind the prefectural chapter whoever it 
backs,\" in effect hinting that he would accept the failure of 
coordination on election cooperation in Oita. Yesterday noon, Ozawa 
telephoned SDP Secretary-General Seiji Mataichi and told him: \"Our 
party will not have our own candidate. You may feel dissatisfied, 

but | hope you will understand this.\" 


In the coordination process for fielding a joint candidate in Oita, 
Ozawa himself took pains to engage in the process, out of concern 
that his \"strategy\" aimed at reversing the positions of the ruling 
and opposition parties by taking advantage of the upcoming Upper 
House election would otherwise collapse if he failed to continue 
election cooperation among opposition parties. But Minshuto\'s Oita 
chapter refused to entrust coordination to Ozawa. On April 25, 
Matsumoto and Yano were both called to Tokyo, and both were 
persuaded by Ozawa and Mataichi in their last-ditch effort, but 

their effort failed. 


In Minshuto, a move is growing to seek to pursue the party\'s 
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identity instead of election cooperation in part because the joint 
candidate backed by opposition parties was defeated in the recent 
Upper House by-election in Okinawa. Yesterday, Mataichi told 
reporters, \"I think this failure must not affect (election 

cooperation in other constituencies), but the question lies with how 
each constituency will take the failure,\" implying the possibility 
that the failure will have an adverse effect on a united front among 
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opposition parties, possibly widening the rift among opposition 
parties over election cooperation. 


(3) Upper House election in 2007: Postwar generation of LDP 
lawmakers split over whether Abe should take reform line or 
conservative policy 


YOMIURI (Page 4) (Slightly abridged) 
May 10, 2007 


The postwar generation of Liberal Democratic Party (LDP) members 
have begun to move in an effort to make the Abe administration a 
full-scale administration. 


Lower House member Nobuhiro Oumiya suggested to LDP Federation of 
Diet Members for Acceleration of Reform Chairman Yasufumi Tanahashi, 
former science and technology minister, on the afternoon of May 8: 

“Why don\'t we discuss what we should do to become lawmakers who are 
respected by the people?" Tanahashi replied: \"Let\'s discuss the 

issue, including future options for the House of Councillors, prior 

to the Upper House election." 


By activating debates on reforms among mid-ranking and junior 
lawmakers, Tanahashi aims to underscore the image of Prime Minister 
Abe eagerly tackling reforms. 


Tanahashi has been elected to the House of Representatives four 
times. Encouraged by freshman lawmakers, including Oumiya, he 
assumed the chairmanship of the reform panel last December. About 
100 middle-ranking or junior lawmakers are members, and former Prime 
Minister Junichiro Koizumi has joined it as an advisor. 


When the panel was established, the support rating for the Abe 
administration kept going down due to its decision to reinstate 

so-called postal rebels in the party. Freshman lawmakers known as 
\"Koizumi children\" were worried about the outcome of the Upper House 
election, one member saying: \"If the situation is left unattended, 
Minshuto (Democratic Party of Japan) will surely defeat the LDP.\" 


Tanahashi highly evaluates Abe\'s efforts on party reform when he was 
acting secretary general and secretary general. The Tsushima 

faction, to which Tanahashi belongs, is also the home for Defense 
Agency Director General Fukushiro Nukaga, who has prime ministerial 
ambitions, as well. Tanahashi thinks that the faction should now 
support Abe and not move for the sake of factional interests. He has 
said to party members: \"Middle-ranking and junior members serve as 
the engine for reforms. If we advocate reforms, Mr. Abe will surely 
respond. 


On the Abe-proposed idea of setting up a new human resource agency 
for public servants, an issue that split the LDP, Tanahashi made 
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efforts to build up support for the idea. 


Tanahashi said: \"In order to move reform plans forward, a long-term 
administration is necessary. It is absolutely necessary for the 
ruling coalition to maintain its majority in the Upper House 
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election and make the Abe administration a long-lasting one." 


Tanahashi belongs to the successor generation to Abe. He seems to be 
motivated to wait for his turn to come, while pushing ahead with 
generational change under Prime Minister Abe. 


Abe installed Yoshihide Suga and other members in the Federation of 
Diet Members for the Second Chance Program, which worked to boost 
support for Abe in the LDP presidential election last September, to 

key ministerial posts. A certain cabinet minister grumbled: \"The 
Tanahashi-led panel might be aiming at ministerial posts in a 
personnel reshuffle to be carried out after the Upper House 

election.\" 


On the other hand, Lower House member Keiji Furuya of the LDP will 
soon launch a parliamentary group to promote a values-oriented 
diplomacy, with the aim of supporting the assertive diplomacy as 
advocated by Abe. About 20 conservatives, including Lower House 
members Kyoko Nishikawa and Kenichi Mizuno, plan to join the 
Furuya-headed new group. Policy Research Council Chairman Shoichi 
Nakagawa, a friend of Abe, will become an advisor. 


Furuya is one of the postal rebels who were reinstated in the party 

last December. He has served as six terms in the Lower House, and he 
was ahead of Abe at Seikei University. Both have worked together in 
dealing with the issue of Japanese nationals abducted by North 

Korean agents. 


Furuya is concerned that Abe has tried to contain his conservative 
favor since assuming the prime minister\'s post. A mid-ranking 

official of the Ibuki faction also said: \"Mr. Abe has been quite a 
different person since he came into office. On the Yasukuni Shrine 
issue and policy toward China, | am not fully satisfied with his 
responses.\" The members of the Furuya-led parliamentary group are 
determined to speak for Abe. Tanahashi and former Posts and 
Communications Minister Seiko Noda, both of whom come from Gifu, his 
electoral district, once served as cabinet minister, though their 
numbers of elections are fewer than his. Bearing this in mind, 

Furuya also seems to be aiming at entering the cabinet by making 
efforts to give the administration a boost. 


Will Abe take over Koizumi reforms as his successor or assume the 
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role of flag-bearer for conservatism? Middle-ranking and junior LDP 
members expect Abe to take a different policy line. Attention is 
being focused on which course he would take in the reshuffle after 
the Upper House election. 


(4) Upper House election: Support organizations undergoing change; 
DPJ seeking support from agricultural cooperatives, religious 
circles; LDP approaching coops 


NIHON KEIZAI (Page 2) (Full) 
May 10, 2007 


Ichiro Ozawa, head of the Democratic Party of Japan (DPJ or 
Minshuto), made his appeal to the audience at the first meeting of 
the campaign headquarters held at the party headquarters yesterday: 
\"There are only two months and a half left until the Upper House 
election. We must do our best just as we did when the election was 
officially announced.\" The DPJ is ready to stake its fate on 29 
single-seat constituencies, which are now part of the stronghold of 
the Liberal Democratic Party (LDP). The proportion of farm 
households is high in those districts. 
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Makes big leap-forward advance in isolate islands 


DPJ Headquarters in late April received a letter of protest noting: 
\"Agricultural cooperatives are in a chaotic state. This could affect 
future campaigns.\" 


The sender was the Japan Agricultural Cooperatives (JA). The 

complaint was about the questionnaires the LDP Agricultural 
Cooperatives Reform Headquarters headed by Masahiko Yamada) sent in 
early April to agricultural cooperatives bypassing JA. The 

questionnaires asked questions upsetting JA, including the propriety 

of disclosing information on the use of subsidies granted to 

agricultural cooperatives and their political neutrality. 


There are about 9 million JA members throughout the nation. Ozawa 
during the meeting yesterday harshly criticized JA, noting, \"JA has 
become overgrown, producing a harmful effect. | want it to return to 
the starting point and have the party render services to farmers.\" 


There are signs of changes taking place. In the Nagasaki Prefectural 
Assembly members\' election, the DPJ made a good show ina 
constituency to which Yamada belongs, especially in areas including 
isolated islands. Yamada analyzed the result: \"Our party\'s 
agricultural policy, such as an income compensation system for each 
farm household, has filtered down among farmers.\" He will shortly 
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establish an agricultural policy forum bringing together former JA 
officials from all over the country. 


Shinshuren to recommend DPJ candidate for first time in 18 years 


Yoshito Sengoku, who called for the establishment of the DPJ 
Buddhist Lawmakers\' League (BLL), chaired by Secretary General Yukio 
Hatoyama, made a speech at its inauguration ceremony, \"It is a major 
event for Japanese political circles that religious circles and the 

DPJ have established a relationship like this.\" The secretary 

general of the Japan Buddhist Federation (JBF) was seen standing by 
him. The JBF is joined by 102 religious sects and groups, including 
the Soto sect and the Jodo shin sect, which account for 

approximately 90% of temples throughout the nation. The DPJ for the 
first time recommended a priest belonging to the Honganji-ha of the 
Jodo shin sect, which is said to have many DPJ supporters. The JBF 
will likely support the DPJ in the upcoming Upper House election. 

One senior BLL official has analyzed, \"Dissatisfaction with the 
LDP-New Komeito administration is mounting in religious circles due 
to its proposal to amend to the Constitution and the Yasukuni shrine 
issue.\" 


The New Federation of Japanese Religious Organizations (Shinshuren) 
with membership of 69 religious groups will recommend a DPJ 
candidate in the Upper House election. This is the first time for it 

to do so since the one in 1989. 


LDP pins hopes on secret party members 


The LDP is also doing its utmost. A meeting with the Pal System 
Federation was held at LDP Headquarters on Apr. 18. The Pal System 

is ahome delivery service of food operated by the Cooperative 
Association. One senior LDP official said, WCoops have the image of 
being close to the DPJ or the Japanese Communist Party. However, LDP 
supporters also shop at coops.\" The membership of the Coop 
Association in seven prefectures and Tokyo totals 1 million. Kazuaki 
Miyaji, head of LDP Party Organizational Headquarters, is trying to 
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lure senior coop officials, saying, \"We hope we can hold talks with 
each block of coops throughout the nation.\" 


Postal organizations, which appear to have given up on the LDP, are 
showing moves to swing back to it. About 30% of special postmasters 
are said to be hereditary postmasters who privately own post office 
buildings. Some special postmasters who do not want to be 
transferred to other areas have begun to appeal to the LDP for help. 
A source related to postal policy said, \"There should be quite a 
number of special postmasters who are LDP members.\" 


Column 3 
(5) Former Prime Minister Koizumi may resume diplomatic activities 


SENTAKU (Page 44) (Full) 
May 2007 


Former Prime Minister Junichiro Koizumi reportedly will return to 

the center of the diplomatic stage after the House of Councillors 
election in July. He has shied away from the government of Prime 
Minister Shinzo Abe, saying, \"Prime Minister Abe should carry out 
his own diplomacy as he likes." Abe has placed priority on diplomacy 
toward China, South Korea, and the United States. Koizumi, 
therefore, appears to want to complement Abe\'s foreign policy by 
carrying out diplomacy toward the Middle East, which Japan has put 
aside, and toward the Association of Southeast Asian Nations 
(ASEAN), where he achieved results. 


Koizumi reportedly has said that he would like to be made an \"envoy\" 
to lay the groundwork for Abe\'s diplomacy at the ASEAN summit to be 
held later this year. He also wants to exchange views with the 

leaders of ASEAN and Middle East, as well as economic officials. One 
of Abe\'s brain-trust advisors said, \"| wish he would not meddle in 

our business.\" 


(6) Rumor that Vice Foreign Minister Yachi is most likely candidate 
to serve as chief of the secretariat of Japanese version of NSC 


SENTAKU (Page 45) (Full) 
May 2007 


Under the auspices of Prime Minister Shinzo Abe, the government aims 
to create a Japanese version of National Security Council (NSC) next 
April. The rumor is that Administrative Vice Foreign Minister 

Shoichi Yachi is the most likely candidate for chief of the 

secretariat of the planned NSC. The reason for the rumor is that 


SIPDIS 

\"Yachi, as Abe\'s brain-trust advisor on foreign policy, is most 
trusted in the government office district of Kasumigaseki,\" said a 
source familiar with the Prime Minister\'s Official Residence 
(Kantei). Another reason is that at the prime minister\'s direction 
Yachi\'s retirement was extended for a year until next March. 


The secretariat, which would become the think tank of the NSC, will 
be composed of 10 to 20 government staff and political appointees 
from the private sector. It is responsible for analyzing economic 
and energy issues by policy and foreign policy with China and North 
by region so that it will come up with Japan\'s mid- and long-term 
national strategy. All the more because the secretariat of NSC will 
have great influence in order to set the direction of Japan\'s 
national strategy, the Foreign Ministry, the Defense Ministry and 
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the National Police Agency are reportedly having a close contest 
behind closed doors in order to secure the post of chief of the 
secretariat. 


SIPDIS 
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107488 

OO RUEHWEB 

DE RUEHJA #1319 1300822 

ZNY CCCCC ZZH 

O 100822Z MAY 07 

FM AMEMBASSY JAKARTA 

TO RUEHPH/CDC ATLANTA GA IMMEDIATE 
RUEAUSA/DEPT OF HHS WASHDC IMMEDIATE 
RUEHC/SECSTATE WASHDC IMMEDIATE 4666 
INFO RUEHBK/AMEMBASSY BANGKOK 7925 
RUEHBY/AMEMBASSY CANBERRA 0741 
RUEHGP/AMEMBASSY SINGAPORE 5987 
RUEHKO/AMEMBASSY TOKYO 0513 
RUEHGV/USMISSION GENEVA 7567 
RHEHNSC/NSC WASHDC 

RHHMUNA/HQ USPACOM HONOLULU HI","C ONF IDENT IALJAKARTA 001319 


SIPDIS 
SIPDIS 


DEPT OF EAP/MTS AND G/AIAG 
DEPT PASS HHS FOR STEIGER AND BHAT 
GENEVA FOR WHO/HOHMAN 


E.O. 12958: DECL: 05/09/2012 
TAGS: TBIO, AMED, PREL, ID 
SUBJECT: INDONESIA SENDS Al SAMPLES TO JAPAN 


Classified By: Economic Counselor William Heidt; reason 1.4(b)(d) 


(C) Japanese Embassy DCM Satoru Satoh told the Charge on May 
10 that avian influenza (Al) samples from three Indonesian 
patients arrived at JapanYs WHO collaborating center in Tokyo 

the morning of May 10. Satoh said Japan had signed no 

bilateral document covering the transfer, but expected to 

sign in the near future some sort of WHO document setting out 

the terms of Al sample transfers. Satoh noted the Ministry 
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of Health has asked Japan not to publicize the sample 
transfer since Minister of Health Fadillah Supari plans to 
announce the resumption of Al sample sharing in a speech at 
the World Health Assembly the week of May 14. Likewise, the 
USG should make no public statement on the shipment of 
samples until Supari has made her announcement. 

HEFFERN 


107489 

OO RUEHWEB 

DE RUEHTV #1363 1300822 

ZNY CCCCC ZZH 

O 100822Z MAY 07 

FM AMEMBASSY TEL AVIV 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 1005 
INFO RUEHLJ/AMEMBASSY LJUBLJANA PRIORITY 0033 
RUEHLO/AMEMBASSY LONDON PRIORITY 9776 
RUEHOT/AMEMBASSY OTTAWA PRIORITY 1080 
RUEHFR/AMEMBASSY PARIS PRIORITY 0252 
RUEHVJ/AMEMBASSY SARAJEVO PRIORITY 0017 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 5281 
RUEHGV/USMISSION GENEVA PRIORITY 0544 


SIPDIS 
SIPDIS 
DEPARTMENT FOR P, lO/RHS, DRL/MLGA, EUR/PGI 


E.O. 12958: DECL: 05/10/2017 

TAGS: PHUM, PREL, UNHRC, IS 

SUBJECT: UN HUMAN RIGHTS COUNCIL ELECTION: ISRAEL TO 
OPPOSE BELARUS, SUPPORT SLOVENIA 


REF: STATE 63345 
Classified By: Political Counselor Marc Sievers, Reason 1.4 (b) (d) 


(C) Upon receipt of reftel May 10, PolCouns contacted MFA 
Deputy Director General for United Nations and International 
Organizations Aharon Leshno Yaar (A/S equivalent) to stress 
the importance of Israel opposing Belarus and supporting 
Slovenia and Bosnia in the May 17 UNGA election of new 
members to the UN Human Rights Council. Leshno Yaar 
confirmed that Israel will vote against Belarus and vote for 
Slovenia. As for Bosnia, he said Israel would wait until 
Sarajevo announced its candidacy before making a decision. 
Leshno Yaar expressed concern that if both Slovenia and 
Bosnia were candidates, it could split the vote and thus 
ensure Belarus! election. 
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kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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CRETZ 


107490 

PP RUEHWEB 

DE RUEHAK #1101 1300829 

ZNR UUUUU ZZH 

P 100829Z MAY 07 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC PRIORITY 2029 
INFO RHMFIUU/HQ USEUCOM VAIHINGEN GE 
RUEAIIA/CIA WASHDC 

RHEFDIA/DIA WASHDC 

RUEKJCS/JOINT STAFF WASHDC//J-3/J-5// 
RHEHAAA/NSC WASHDC 

RUEUITH/ODC ANKARA TU//TCH// 
RUEKJCS/SECDEF WASHDC 

RUEUITH/TLO ANKARA TU 

RUEHAK/TSR ANKARA TU 

RUEHAK/USDAO ANKARA TU 


SIPDIS 
SIPDIS 
IO/RHS, DRL/MLGA, EUR/PGI, USUN NEW YORK, US MISSION GENEVA 


E.O. 12958: N/A 
TAGS: PHUM, PREL, UNHRC, BO, SI, TU 
SUBJECT: UNHRC - CANDIDACY OF BELARUS DEMARCHE DELIVERED 


REF: STATE 58056 


Classified by POL External Chief David Burger for reasons 1.4 
(b) and (d). 


(C) On May 3 we delivered reftel demarche to MFA Head of 
Department for Russia, Ukraine, and Belarus Meltem 
Buyukkarakas. She reported that Turkey shared our concerns 
about Belarus being elected to the UN Human Rights Council, 
but said it would be awkward for Turkey to vote to fill only 

one of the two spots available in the Eastern Europe slate. 

It would be easier for Turkey if another candidate could be 
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identified. She added that some weeks ago the Belarus 
embassy here had approached MFA seeking Turkey,s vote for 
the Council. UK Embassy here informed us that MFA,s UN 
affairs staff gave a similar response. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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OO RUEHCN RUEHGH RUEHVC 

DE RUEHKO #2104/01 1300829 

ZNY CCCCC ZZH 

O 100829Z MAY 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3476 
INFO RUEHOO/CHINA POSTS COLLECTIVE PRIORITY 
RUEHBJ/AMEMBASSY BEIJING PRIORITY 6964 
RUEHUL/AMEMBASSY SEOUL PRIORITY 3030 
RUEHFK/AMCONSUL FUKUOKA PRIORITY 1034 
RUEHNH/AMCONSUL NAHA PRIORITY 3474 
RUEHOK/AMCONSUL OSAKA KOBE PRIORITY 4586 
RUEHKSO/AMCONSUL SAPPORO PRIORITY 1938 
RUEAIIA/CIA WASHDC PRIORITY" "CONFIDENTIAL SECTION 01 OF 02 TOKYO 002104 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/10/2017 
TAGS: PREL, KS, CH, JA 
SUBJECT: PM ABE,S YASUKUNI SHRINE DONATION 


REF: TOKYO 04229 
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Classified By: Charge d\'Affaires Joseph R. Donovan for reasons 1.4 (b, 
d). 


1. (C) Summary: Prime Minister Abe and the Japanese 
government are refusing to publicly confirm or deny reports 
that the Prime Minister made a 50,000 yen contribution to 
Yasukuni Shrine. Abe, according to an Embassy Tokyo MOFA 
contact, paid for the offering from personal funds, but added 
the title Wprime minister\" when signing his name. The 
reaction from China has been much less critical than that 

from Seoul. Separately, members of the Japan War-Bereaved 
Association have begun discussions on \"removing\" the 14 
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class-A war criminals from the shrine. Efforts to remove 
them are strongly opposed by some Association members, 
including Yuko Tojo, the granddaughter of Hideko Tojo. End 
summary. 


Abe Avoids Confirming Yasukuni Shrine Donation 


2. (C) Prime Minister Abe recently made a 50,000 yen ($417) 
financial contribution to Yasukuni Shrine in honor of the 
shrine\'s April 21-23 spring festival as an \"offering of 
gratitude,\" MOFA China Division Principal Deputy Director 
Endo told Embassy Tokyo on May 8. Abe designated that the 
money to be used to purchase a potted sakaki tree, used in 
Shinto religious ceremonies. Abe paid for the offering from 
personal funds, but added the title \"prime minister\" when 
signing his name. During a press conference on May 8, Abe 
would not comment on whether he sent the offering, explaining 
that, \"matters related to Yasukuni Shrine have become 
diplomatic issues.\" Abe continued to neither confirm nor 
deny whether he will visit the shrine. 


3. (SBU) Chief Cabinet Secretary Shiozaki during a May 8 
press conference noted that Abe made the offering in a 
\"private capacity,\" and therefore the Japanese Government 
would have no comment. Separately, Foreign Minister Taro Aso 
told the press Abe\'s actions were unlikely to impact 

relations with China and South Korea. LDP Secretary-General 
Nakagawa agreed, telling the press on May 8 that no major 
diplomatic consequences would result from Abe\'s offering. 
Opposition party leaders, however, are seizing on the 
opportunity to criticize Abe and will likely grill him in the 

Diet over his donation. DPJ Secretary-General Hatoyama told 
the press that if Abe wanted to visit the shrine, he should 

have done so openly in person, rather then sending an 
offering signed using his official title. 


China Responding Cautiously to Shrine Donation 


4. (C) ChinaWs reaction has been low key thus far. Chinese 
Foreign Minister Jiang Yu, during a May 8 press conference, 
noted that the shrine issue is an important and sensitive 
political issue in Sino-Japan relations and added that China 
and Japan have already agreed to promote a friendly 
relationship. MOFA\'s Endo emphasized to an Embassy Tokyo 
officer on May 9 that China has refrained from directly 
criticizing Abe about the donation and has not contacted MOFA 
over the offering. In Seoul, a South Korean Ministry of 

Foreign Affairs and Trade official said in a May 8 press 

release that Abe\'s offering was \"very regrettable\" and called 
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on Japan to adopt a \"correct perception of history.\" Media 
reaction in Beijing was, similarly, less critical than that 

from Seoul. 


To Remove or Note to Remove -- That is the Question 


5. (C) The Japan War-Bereaved Association, headed by senior 
Diet member and former LDP Secretary-General Makoto Koga, 
held its first study session on the enshrinement of the 14 
class-A war criminals at Yasukuni on May 8, according to the 
press. When contacted by the Embassy, one of Koga\'s staffers 
explained that the main objective of the study sessions is to 
discuss the possibility of dis-enshrining the class-A war 
criminals, although the group does not plan to produce a 

report or recommendations. Rather, the discussions at this 
point are intended to allow senior members of the Association 
to sort out their thinking on the subject. The group will 

meet again in September. 
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6. (C) Some, but not all, relatives of the 14 class-A war 
criminals strongly oppose any move to dis-enshrine. The most 
vocal of them is Yuko Tojo, the 67 year-old granddaughter of 
Hideko Tojo, who on May 8 announced her intention to run as 
an independent in the Tokyo constituency in the July upper 
house election. Her primary stated objective in running is 

to advocate for retaining the 14 in Yasukuni. Other 

relatives of the 14 favor, or at least do not oppose, 

removing them from the shrine. Arguments to remove them were 
bolstered by recent revelations in diaries of two close 

advisors to the late Emperor Hirohito describing Hirohito\'s 
anger over the 1978 decision to enshrine the class-A group 
and his refusal to visit Yasukuni as long as they remain 
enshrined. The release of the diaries and the revelation 

that Emperor Hirohito opposed enshrining the 14, could 

trigger a reappraisal of the issue and an eventual removal of 
the class-A war criminals from Yasukuni\'s \"list of enshrined 
souls\" (goshi meibo). 

DONOVAN 


107492 

OO RUEHROV 

DE RUEHJM #0851 1300843 

ZNY CCCCC ZZH 

O 100843Z MAY 07 

FM AMCONSUL JERUSALEM 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7487 


Column 3 
INFO RUEHXK/ARAB ISRAELI COLLECTIVE IMMEDIATE""CONFIDENTIAL JERUSALEM 0( 


SIPDIS 
SIPDIS 


NEA FOR FRONT OFFICE AND NEA/IPA; NSC FOR 
ABRAMS/DORAN/WATERS 


E.O. 12958: DECL: 05/08/2017 

TAGS: EFIN, EAID, KWBG, IS 

SUBJECT: FAYYAD AND TEMPORARY INTERNATIONAL MECHANISM 
COORDINATE MAY SALARY PAYMENTS TO PA EMPLOYEES 


Classified By: Consul General Jake Walles for reasons 1.4 (b) and (d). 


1. (C) The head of the Temporary International Mechanism 
(TIM) management unit Mario Mariani confirmed May 8 that he 
had coordinated an early May disbursement of allowances with 
Palestinian Authority (PA) Finance Minister/PLO Economic 
Affairs Department head Salam Fayyad. The TIM disbursed 21 
million euros (USD 28.4 million) via direct deposit to some 
77,000 beneficiaries who work in or are retired from the PA 
civil service. Each beneficiary received a TIM payment of 

NIS 1500 (USD 376) into their local bank account. (Note: TIM 
beneficiaries do not currently include security service 
employees, political level employees (i.e. ministers or their 
appointees), or those who were not on the PA civil service 
payroll in December 2005. End note.) Mariani confirmed that 
Fayyad planned to pay PA civil service employees earning over 
NIS 3000 (USD 752) per month the balance of their 

half-salary. News accounts confirmed that Fayyad had also 
disbursed half salary payments to PA security service 
employees. 


2. (C) IMF Resident Representative Joel Toujas-Bernate said 
May 8 that he had not yet received the figures of how much 

had actually been disbursed for the half salary payments. He 
said he understood that the USD 52 million transfer from the 
Algerian government had funded the May payments which had 
been disbursed through commercial banks from a PLO Economic 
Affairs Department account at the Bank of Palestine. 


3. (C) Mariani confirmed the TIM management unit\'s plan to 
continue coordinating such disbursements on a monthly basis 

but noted that only 5 million euros remain in the TIM 

account, not enough for an early June payment. He said he 
hoped European member states and Arab states might contribute 
further funds this month. 


4. (C) Based on news reports and conversations with local 
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bankers, commercial banks are deducting between 25-50 percent 
from all payments to employees if they have outstanding loans 
from the bank. (Comment: Previously, banks were not 

deducting more than 30 percent of the payments. End 
comment.) 

WALLES 
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RR RUEHWEB 

DE RUEHKA #0775 1300844 

ZNR UUUUU ZZH 

R 100844Z MAY 07 

FM AMEMBASSY DHAKA 

TO RUEHC/SECSTATE WASHDC 4032 
INFO RUHEHMS/COMMARFORPAG 
RUEKJCS/SECDEF WASHDC 
RHHMUNA/CDR USPACOM HONOLULU HI 
RUEKJCS/CJCS WASHDC 


SIPDIS 
SIPDIS 


DEPT FOR SCA/PB ATTN: BRENT CHRISTENSEN 
DEPT FOR SCA/RA ATTN: JOSEPH BRENNING 
DEPT FOR DRL ATTN: ROD MORGAN OR LEROY POTTS 


E.O. 12958: N/A 
TAGS: PHUM, MASS, MARR, PREL, KCRM, BG 


SUBJECT: HUMAN RIGHTS VETTING FOR DISASTER PREPAREDNESS COURSE, MAY 
23, 2007 


1. This is an action request. See para three. 


2. The following candidate has been selected for participation in 

the Disaster Preparedness Course starting on May 23, 2007. Post 
vetting was completed on May 10, 2007. Post requests that vetting be 
completed by May 21, 2007, to provide sufficient time for 

processing. Post requests the department conduct Leahy vetting for 
the following candidate: 


Name: Mohammad Jahangir Alam Khan 
Rank: Lieutenant Commander 

Unit: Bangladesh Naval Academy 

Unit Location: Chittagong 

Personal Number: P No. 1013 

Date of Birth: 16 Dec 66 

Place of Birth: Munshigonj 
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Location of training course: Lackland Air Force Base, TX and Fort 
Leonard Wood, MO 

Date(s) of training course: 23 May 07 to 31 Aug 07 


3. Post requests that the Department of State authorize post to make 
the following statement to the relevant DOD units: \"Embassy verifies 
that the Department of State possesses no credible information of 
gross violations of human rights by the above named individual or 
unit." 


4. Post Human Rights Officer is Luke Zahner, unclass e-mail: 
zahnerlv@state.gov. Alternate contact is wongre@state.gov. 


5. COMMENT: Embassy has no information to indicate this individual 
or any unit he has served in has been involved in gross violations 

of human rights. 

Butenis 
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PP RUEHBC RUEHDE RUEHIHL RUEHKUK 

DE RUEHGB #1544 1300846 

ZNY SSSSS ZZH 

P 100846Z MAY 07 

FM AMEMBASSY BAGHDAD 

TO RUEHC/SECSTATE WASHDC PRIORITY 1091 

INFO RUCNRAQ/IRAQ COLLECTIVE PRIORITY","S E C R E T BAGHDAD 001544 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/09/2017 

TAGS: PGOV, MCAP, PINR, PTER, IZ 

SUBJECT: PRT TIKRIT: INCREASED ATTACKS IN SALAH AD DIN WITH 
ONSET OF THE BAGHDAD SECURITY PLAN 


Classified By: Classified by PRT Team Lead Steven R. Buckler for reason 
s 1.5 (b) and (d) 


1. (U) This is a PRT Tikrit, Salah ad Din cable. It has been 
cleared by the 3rd Brigade of the 82nd Airborne Division 
(3/82) Brigade Combat Team (BCT), which is the Coalition 
Forces (CF) task force with responsibility for the province 
of Salah ad Din (SaD). 


2. (S) Since the early February start of the Baghdad Security 
Plan (AKA Operation Fardh al Qanoon, Operation Law and 
Order), attacks on the Coalition Forces (CF) and the Iraqi 
Security Forces (ISF) in Salah ad Din have spiked, reversing 
the slightly downward trend that began the year. March and 
April both saw over a 30 percent increase in all types of 
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attacks over the preceding six months. Attacks have risen 
most sharply in the city of Balad, a frequented transit point 
between al Anbar and Diyala provinces located in southern 
SaD. (NOTE: Attacks in Balad have been primarily against the 
CF. There has been no noticeable sectarian violence in the 
predominantly Shia area. END NOTE.) 


3. (S) Al Qaeda in Iraq/The Islamic State of lraq\'s (AQI/ISI) 
operations in the province have also expanded. In addition 

to an increased number of AQI/ISI-sponsored attacks, there 
has also been an increase in the number of detainees who have 
AQI/ISI connections. Differing from previous trends, many of 
the recent AQI/ISI-associated detainees have been Salah ad 
Din natives with local tribal affiliations. 


4. (S) Since the ISI\'s initial declaration in October 2006, 
there has been a steady increase in AQI/ISI operations in 
Salah ad Din. However, with the onset of the Baghdad 
Security Plan and the related spike in attacks in the 
province, it appears AQI/ISI has shifted operations to SaD in 
order to apply pressure on a wider front to establish an 
Islamic state in the Sunni heartlands. END COMMENT. 


5. (U) For additional reporting from PRT Tikrit, Salah ad 
Din, please see our SIPRNET Reporting Blog: 
http://www.intelink.sgov.gov/wiki/Tikrit. 
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SUBJECT: BANGLADESH CROSSES 100,000 BIRDS CULLED, INFECTIONS 
CONTINUE TO SPREAD 


REF: (A) DHAKA 743, (B) DHAKA 730, (C) DHAKA 626, (D) DHAKA 608, AND 
PREVIOUS 


1. (SBU) SUMMARY. Publicly, the GOB is claiming the H5N1 outbreak 
\"has remained under control of the government except in a few places 
of the country,\" but as Bangladesh crosses the 100,000 birds culled 
mark, with ten districts reporting H5N1 infections in poultry and 

new infections reported weekly, behind the scenes everyone agrees 
there is still much work to be done. As per Bangladesh\'s National 
Response Plan, the Ministry of Fisheries and Livestock is still in 

charge of the response; since no human cases have been reported, the 
lead has not switched to Ministry of Health. GOB officials have met 
with representatives from the international donor community jointly 

and individually, and have agreed on a strategy to coordinate donor 
resources through committees focused on particular aspects of the 
outbreak response. END SUMMARY. 


2. (SBU) GOB/DONOR INTERACTION. Ministry of Fisheries and 
Livestock Adviser C.S. Karim held a series of meetings on avian 
influenza recently with key stakeholders in the donor community, 
including the four-person response team from the UN Food and 
Agriculture Organization\'s Crisis Management Center (FAO CMC) on 
April 21, as well as with the larger donor community on April 22 and 
privately with USAID country director Roger Carlson April 26. The 
PowerPoint presentation given by the Ministry on April 22 is 
available on Post\'s avian influenza intranet webpage, 
10.208.1.12/dhkavianinfluenza.htm, along with other information and 
resources. 


3. (SBU) FAO CMC TEAM. The FAO CMC team held meetings with GOB 
agencies, donor groups and NGOs, and toured infected sites during 

its two week visit 14 Q 27 April. The team held an informal verbal 
out-briefing with embassy personnel and donor representatives; their 
formal report is expected to be released 14 May. The mere presence 

of the team made a positive impact by starting a series of meetings 

and discussions which lead to in-person meetings between USAID 

Mission Director Carlson and other Emboffs and the Adviser for 

Ministry of Fisheries and Livestock as well as direct person to 

person contacts between Emboffs and Ministry officials at various 
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levels to address specific issues. 


4. (SBU) GOB ACCEPTS COMMITTEE STRATEGY. In the April 22 general 
and April 26 private meetings, Adviser Karim agreed to create 

focused committees to link up donors with Ministry staffers to 

address specific issues such as Personal Protective Equipment, 
Compensation, Epidemiology, Communication, and Laboratory Capacity. 
This strategy was proposed to assist the GOB in addressing internal 
communications challenges and streamlining donor response to key 
needs. The Ministry had already formed its own compensation 
committee with poultry industry representatives, so these additional 
donor committees is not a huge departure for the organization but 
including the international donors is a positive step. Initial 

meetings of the Personal Protective Equipment and of the Import 
Restrictions committees are tentatively set for mid-May. 


5. (SBU) COMPENSATION STILL UNDER DISCUSSION. The Ministry of 
Fisheries and Livestock is still working to coordinate a 

comprehensive compensation policy with industry representatives. To 
date, no compensation has been paid, although the media continues to 
report that poultry farmers will receive compensation for culled 

birds, will receive replacement birds, feed and medicines at no 

charge, and that commercial lenders have agreed to soften loan terms 
and issue new loans. Econoff met with an industry representative on 
this committee during field visits to infected farms (reported ref 

A) who confirmed that discussions are underway on the compensation 
plan. He feels that the poultry industry in Bangladesh is in 

serious economic trouble and some of the smaller operators will be 
unable to replace their culled stocks without government 

assistance. 


6. (SBU) CURRENT USG ACTIVITIES. USAID has begun to distribute 
Personal Protective Equipment kits from the second shipment, and 

will expand training to include district level Veterinary Officers 

May 14. USAID has also brought in a consultant from USAIDQs 
regional office in Bangkok to work with the Bangladesh Livestock 
Research Institute laboratory staff and has already identified 

relatively inexpensive ways to improve lab performance in a short 
period of time. Specifically, they established that adding a 
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mini-gel electrophoresis unit would substantially boost the number 
of samples the lab can run per day. 


7. (SBU) COMMENT. Both the outbreak and Bangladesh\'s response 
continue to evolve. The formation of specific committees to address 
focused issues will be a big step forward for donor coordination and 
moving toward practical steps that can be practically implemented. 
However, taking decisions made in Dhaka and converting them to 
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rigorously implemented field actions will remain the biggest 

challenge, as econoff\'s recent visit to infected farms, reported ref 

A, shows. In addition, how quickly basic laboratory capacity, 

reported ref B, can increase will be a practical limit on how much 

and how quickly Bangladesh can expand its response to the outbreak. 
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SUBJECT: YELLOW BIRD -- TURKMENISTAN EMBRACES U.S. NATIVE AMERICAN 
CULTURE 


REFERENCE A: YELLOW BIRD CABLE 


SUMMARY 


1. (U) Following close on the heels of its previous performing arts 
group Yellow Bird [ref A] , post hosted the Ari Roland Jazz Quartet 
representing Ethiopia, Iran, China, Japan, South Korea, Russia, 
Uzbekistan, Turkey and Estonia. In the background, the host 
government\'s ingrained urge to control made posts partnership with 
the ministry a struggle, but one that yielded further insight into 

host government expectations and behavior. End Summary. 


Governmenti\'s Urge to Control Cuts Both Ways 
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2. (U) Post thanks the South and Central Asia and Educational and 
Cultural Exchanges bureaus for their moral and financial support for 
this program. Yellow Bird kept its good humor throughout, despite a 
heavy performance schedule that included five performances for the 
festival, three embassy-organized public performances, two workshops 
at the Public Affairs Section, and one workshop each for the 
Ashgabat International School and at the Turkmenabat and Mary 
American Corners. The Ministry of Culture was pleased that post 
chose to participate in its first large-scale international 

performing arts festival, and in response set the group first on 
performance rosters, gave the group prime time performance slots, 
and acquiesced without protest to post\'s request to take the group 
out of town for additional programming. (Note: Post was the only 
diplomatic mission that succeeded in holding an independent cultural 
program with its delegates to the festival. End Note.) 


3. (U) As expected, the Ministry of Culture laid great emphasis on 
control of the performers, the media, the diplomatic missions 
involved, and the public, sometimes at the expense of the cultural 
exchange for which the festival was intended. A lack of logistical 
planning in other key areas offset this attempt at control. The 

host government did not publicize times or venues for the festival 
performances, which meant that many members of the public learned 
about festival events through post\'s hampered efforts to advertise 
Yellow Bird. The ministry packed performance venues with students 
and government employees, despite high public interest in the 
festival. The colorful and entertaining opening performance (which 
included a short performance by each of the participating groups) 
was held outside a major new theater in the center of Ashgabat, but 
the police blocked the roads off so no interested members of the 
public could attend. 


4. (U) The ministry did not plan ahead on translation for 
performances or performers and did not build in rest time to 
facilitate interaction between the foreign performers. The ministry 
tailored some performances to its own taste, which in some cases 
stripped them of meaning. For example, the ministry had dialogue 
removed from one Turkish dance-dialogue performance, leaving the 
audience puzzled. At one point post insisted that a PD FSN 
translate for Yellow Bird because ministry translation was inept. 
The same lackadaisical planning characterized the ministry\'s 
treatment of involved diplomatic missions: none were invited until 
the last minute to the opening and closing ceremonies, though the 
missions\' representatives were expected to give public statements. 


5. (U) Nonetheless, as the festival got underway, state media 
coverage of festival events -- including dozens of daily televised 
and radio interviews with performers -- drummed up wider-scale 
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public interest in the festival and in Yellow Bird. Yellow Bird 

members alone gave over 15 interviews during the week and received 
full-color photographic and print coverage in the two main daily 
newspapers and on the government\'s state media website (septel). 


6. (U) The Ministry of Culture offered greater support to Yellow 

Bird than anticipated, covering the costs of all hotel stays except 

one night in Mary, visas, transportation within Ashgabat, and all 
meals in Ashgabat and Turkmenabat. Post was glad the ministry 
assigned a representative to accompany the group, which facilitated 
logistics. It also gave post a chance to expose the representative 

to the American Corner concept and communicative style of program 
management. 


The Coolest Thing Since Sliced Bread 
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7. (U) Despite the customary bureaucratic hassles, Yellow Bird 
members were treated like rock stars in Mary and Lebap provinces. 
Lebap\'s new deputy governor, Annamyrad Saparmyhammedov (formerly the 
director of the Mollanepes State Drama Theater in Ashgabat), 
arranged a lavish dinner and breakfast, and free lodging for the 

visiting group --nine people in all. He also insisted on ordering 

several dozen uniformed students to fill the front rows, which he 
thought would be a favor to post. Despite the reasons for their 
appearance, these students whooped and cheered for Yellow Bird just 
like the \"free will\" portion of the audience that filled the new 

500-seat theater. Dozens -- mostly young people -- pleaded with 
theater management to be able to stand inside to watch the 
performance. Many waited outside for the chance to take photographs 
with Yellow Bird after the show. 


8. (U) In Mary, the region\'s Deputy Governor for Education and 
Culture Shirin Toychiyevna arranged a welcoming ceremony by local 
dance groups in front of the new city drama theater. Yellow Bird 
participated in the choreographed welcome and began preparing inside 
as hundreds of spectators waited outside. The governor\'s office 

only allowed selected spectators inside the theater, leaving many 
empty seats. It was apparent that Toychiyevna was disturbed by the 
crowd\'s enthusiasm and was unsure how to control them. CAO and PD 
FSN suggested that either more young people be admitted into the 
theater or that the performance be moved outside -- which 
Toychiyevna agreed to do. The tension quickly morphed into cries of 
excitement when Yellow Bird appeared on the theater\'s front steps in 
the cold and windy Mary evening and performed for everyone who had 
come. 
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9. (U) Seminars at the American Corners in Turkmenabat and Mary 
were packed, with about 40 young people at each. In both places the 
discussion turned to the ethnic relationship between Turkmen and 
Native Americans. Yellow Bird\'s Ken Duncan did not confirm such a 
link, but retold an Apache legend which suggests the Apache were 
among several peoples who migrated from Central Asia and Siberia 
across the Bering Strait into North America. Yellow Bird\'s last 

public seminar, at the Public Affairs Section, drew about 50 

people. 


Still Paying Homage to the Ideal Turkmenistan 


10. (U) At the festivals closing ceremony, the Ministry -- without 
informing post -- had Yellow Bird performer Vijaya Watson read a 
prepared statement in ungrammatical English. The statement praised 
the festival and Turkmenistan in inflated terms, and claimed that 

the festival \"solved\" the issue of international intercultural 

dialogue; post informed the ministry informally that this was an 
inappropriate use of the performer. 


COMMENT 


11. (U) Even with recent changes in the host government, the 
Ministry of Culture\'s organizing ethos still reflects Soviet 

practice -- and will continue to for a while to come. Yellow Bird 

was the ideal group for this arts partnership because the members\' 
natural ebullience, a believed ethnic link between U.S. Native 
Americans and Turkmen, and shared cultural values such as respect 
for elders, created an instant bond with local audiences and the 

host government. 


12. (U) The crowds that gathered in Mary and Turkmenabat 
demonstrated as much a desire for access to cultural resources as 
well as interest in Yellow Bird. In either case, post continues to 
serve as the facilitator of such access, as well as a trusted 
interlocutor between local populations and their government. End 
Comment. 
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SUBJECT: KAREN GROUP SAYS SPDC REJECTED THAI ARMY OFFER TO NEGOTIATE 
TRUCE 


REF: A. CHIANG MAI 70 AND PREVIOUS, B. RANGOON 8 


CLASSIFIED BY: John Spykerman, Con/Pol Officer, Consulate 
General Chiang Mai, Department of State. 
REASON: 1.4 (b), (d) 


1. (C) Northern Thailand-based Burma exiles told the 
Consulate that Burma\'s ruling State Peace and Development 
Council (SPDC) recently rejected a Royal Thai Army (RTA) offer 
to negotiate a ceasefire with the Karen National Union (KNU). 
Sources said that representatives of a Thai special forces unit 
had offered to broker a truce between the two sides, but were 
rebuffed by the SPDC. KNU Secretary of Foreign Affairs Saw David 
Taw said the KNU had accepted the offer, but that the SPDC had 
declined, probably because junta leaders felt they have the 

upper hand in Karen State following their recent military 
offensives and divisions within the KNU (ref A). 


2. (C) Taw said RTA officers had told the KNU that there was 
high-level interest from Bangkok - including Council for 

National Security Chairman Sonthi Boonyaratkalin - in securing a 
peace deal between the KNU and SPDC to end the long-running 
skirmishes that have raised tensions, triggered increased 

refugee movements, and hampered trade on the Thai-Burma border 
in recent months. Taw said that the RTA proposal came from the 
Bangkok-based Special Warfare Command and not a regional 
command. 


3. (C) Over the past several months other Karen 
representatives have reported similar efforts by the RTA to 
negotiate a truce agreement (ref B). However, many of those 
sources believe the RTA\'s motivation stemmed from some 
Bangkok-based generals\' desire to protect their private 
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investments in the trans-border trade of timber and other goods 
that move through KNU-controlled areas. After initial optimism 

last year that the post-coup government in Thailand would put a 
stop to cozy business deals with the SPDC, exile sources now see 
the Thai-Burmese relationship simply moving away from the 
high-profile transactions made by former Prime Minister Thaksin 
Shinawatra to less visible local arrangements by Thai officials 

and military leaders. 


4. (C) Comment: The KNUVs willingness to accept the RTA\'s 
offer to play a mediating role in the conflict - and the SPDC\'s 
apparent refusal - are further signs that the SPDC is gaining 
ground in the 60-year-old conflict. KNU officials maintain that 
they are far from surrendering, but concede more military 
setbacks are likely should the Burma Army (BA) and its allies 
continue to bring the fight to KNU positions. Also noteworthy is 
the effort by the RTA to negotiate a ceasefire. The RTA has long 
used the KNU as a cushion against BA movements on its border, 
with its special forces officers even training KNU military 

units. KNU leaders take pride in this buffer role and point to 

the relationship as a sign of their organization\'s stability. If 

the offer to mediate a ceasefire is a sign that Bangkok is more 
concerned with securing business interests than with the 
continued existence of a strong and active KNU military, this 
could be further evidence that the dynamic is changing in the 
SPDC\'s favor. End Comment. 


5. (SBU) Note: Taw and a group of exiles associated with the 
Ethnic Nationalities Council are preparing for trips to China 

and the U.S. to meet with foreign governments and NGOs about the 
various resistance movements based in Burma\'s ethnic regions and 
among exile groups. Taw said he will meet with Chinese officials 

from Beijing in Kunming next week. While in the United States in 

early June, the group plans to meet with the Departments of 

State and Defense, members of Congress, NGOs, academics, and UN 
organizations. End Note. 


CAMP 
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SUBJECT: South China Pig Deaths Raise Safety Concerns 


(U) This document is sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) Summary: An epidemic outbreak in pigs in rural Guangdong, 
caused by porcine reproductive and respiratory syndrome virus 
(PRRSV), has killed several hundred pigs in Guangdong\'s Yunfu 
Prefecture and the county-level-city of Gaoyao since late April. 

The Prefectural Government excluded the possibility of a large scale 
outbreak; the virus has been in China since 1995 with isolated 
outbreaks. Measures have been taken to monitor and prevent the 
spread of the disease and the Government said the situation is under 
control. Public concern would have been minimized had the 
government at all levels been more transparent regarding the 
situation and the actions they had taken. Post has confirmed with 
both U.S. veterinarians and epidemiologists that this disease has 

not been associated with a risk to humans. End summary. 


Only 300 dead pigs, not 80 per cent of the total 

2. (SBU) Hong Kong media reported on May 7 that, in Yunfu\'s Silao 
Town in Guangdong Province, an large- epidemic outbreak killed 80 
percent of the pigs in the area. The local Chinese government was 
criticized for providing little information about the outbreak. 

Chinese official media published articles claiming the original 

report exaggerated the number of dead pigs and provided more 
background about the epidemic situation and the Government\'s 
response. Chen Jinhai, Director-General of Yunfu Municipality\'s 
Foreign Affairs Office, told Consular staff to refer to official 

media for details. 


3. (SBU) According to stories in newspapers published by the 

Nanfang Daily Group, which is under the direct control of the 

Guangdong CPC Committee, as well as in the independent New Express 
newspaper on May 7 and 8 respectively, the outbreak occurred on 
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April 23. Yang Weixin, the Executive Chief of Silao Town, said 300 

out of the total 10,000 pigs raised in Silao died in the outbreak. 

A local farmer named Zhang was quoted saying that the number of dead 
pigs was well below 80%. The number of dead pigs in Gaoyao City, 
neighboring Silao Town, is still uncertain. 


PRRSV the culprit 

4. (U) According to the Chinese media stories, the Guangdong 
Provincial Government and Yunfu Municipal Governments have sent 
experts to investigate the outbreak. On May 10, results of the 
governmentVs testing of diseased pigs were released to confirm 
porcine reproductive and respiratory syndrome virus (PRRSV) was the 
cause of the deaths. The Guangdong Provincial Agricultural Bureau 
announced that the pigs died of \"high pathogenic porcine blue ear\" 
virus which later also led to bacteria infection. The \"blue pig 

ear\" was introduced to China from Europe and American in mid 1990s. 
The announcement also said the PRRS virus cannot spread from animals 
to people, encouraged people to report further outbreaks to the 
Agricultural Bureau, and noted that a vaccine has already passed 
official testing and will be available soon. 


5. (U) The Yunfu Government is reported to have been disinfecting 
local sites where the dead pigs were reported, as well as local 
markets and butchery areas. It also delivered antibiotics to pig 
farms in Silao Town, where farmers were required to bury the dead 
pigs in deep pits far from water sources. The Government said it 
would strengthen the monitoring of local farms and markets to make 
sure all dead and sick pigs will be properly disposed of and not be 
sold. News reporters discovered some local pig farms empty of pigs 
but were told that the government had moved sick pigs from local 
farms to centralized areas for monitoring and disposal. 


6. (U) The dead pigs were reported to show syndromes of high fever, 
tics, anorexia and red or dark blue ears before their deaths. Hong 
Kong media said many pigs also showed resistance to antibiotics. 
According to the New Express story, government officials believe the 
disease is caused by lax disease prevention measures in small pig 
farms. One local feeds seller named Li also said dead pigs were 
only found in small farms near fish ponds, while large farms did not 
have problems. 


What is PRRSV? 


7. (SBU) PRRSV first surfaced as a disease in the United States in 
1987 in the U.S., but was not identified until 1991, and arrived in 
China in 1995. The virus, while described in various reports as the 
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most widespread and economically important disease for the pork 
industry in the United States and China, has not received much 
publicity in the past. National Institute of Health studies note 

that most Chinese isolates are related to the North American strain 
but there are a few related to European isolates. Reports on the 
National Institutes of Health, Biosecurity Center, and U.S. Animal 
Experimental Research Station (Nimss) websites have concluded that 
PRRSV does not represent a danger to humans at this time. USG human 
and animal health experts in country both confirm that there is no 
known associated risk to humans. 


GOLDBERG 
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(U) This document is sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) Summary: Riots over land sales and disputes over ownership 
in Gurao Town, in east Guangdong in early May underline again the 
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fragile state of the social compact in the rapidly changing, 

oft-times corrupt south China environment. Local angry farmers in 
more than a dozen villages reportedly attacked and looted the houses 
of local village officials, who they blamed for illegally selling 

village farmland and pocketing the proceeds. According to local 
press, police were instructed not to take strong action in handling 

the riots for the sake of maintaining \"social harmony.\" End 
summary. 


2. (SBU) Gurao Town is one of China\'s major underwear manufacturing 
bases, and has about 400 textile factories and 1,000 workshops. It 

is northwest of downtown Shantou. Congenoff visited the town in 

2004 (ref I) and was impressed by its prosperity i.e., as an island 

of wealth standing alone amid an ocean of poor villages. Commenting 
on the riots, Hong Kong\'s Ming Pao said officials in local villages 

often undersell local farmland to enterprises and pocket all or part 

of the money. 


Village OfficialsY Houses Looted and Damaged 

3. (SBU) According to a May 8 Ming Pao article, residents of several 
villages in Gurao gathered at the homes of local officials homes 
during China\'s May holidays to seek an explanation for recent land 
sales. The situation soon escalated, with the farmers allegedly 
removing valuables from the homes and damaging property. The wife 
of a former village chief told Ming Pao that her house was plundered 
by about 100 villagers on May 2; another village official claimed to 
have been harassed by farmers who broke into his house at midnight. 
Many village officials fled their homes, according to the news 

reports. Official from Daken and Daheng villages also reported 
attacks, but no casualties. 


Organization of Villagers 


4. (SBU) Media reports imply that the riots were organized. Ming 

Pao said that there was a \"Land Maintenance Group\" in Gurao which 
encouraged villagers to take actions against corrupt local 

officials. Members of the group handed out printed notices to 

people with the slogan \"Do not wrong a single good person, but spare 
no bad one.\" A journalist reportedly witnessed several farmers on 
bicycles in Gurao\'s town center on May 8 calling for villagers to 
participate in reporting corruption. In some villages, people 

reportedly used gongs to guide villagers to official's homes to loot 
and damage. 


Little Action by Local Police 


5. (SBU) Media reports say the police have taken little action to 
stop the riots. Zhang Yingyong, a township official in Gurao, told 
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reporters that he and his staff were surrounded by several hundred 
people in a local village and prevented them from leaving. Police 
arrived and dispersed the villagers but did not take further action, 
likely to prevent further exacerbating a volatile situation. 


The local district and township governments also sent working groups 
to begin a dialogue with disaffected villagers. Many officials were 
verbally abused by villagers and both sides assaulted one another 
physically. 


Comment 


6. (SBU) Following the Dongzhou incident in 2005 (reftels B, G, H,), 

after which local officials and police were disciplined, local 

governments have been more cautious in handling social unrest, 
especially where it affects issues of land and eminent domain. The 
upcoming annual session of the Guangdong CPC, which will be held May 
18, may be another reason the government has not escalated the 
situation. The scale and duration of the riots over several days 
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indicate the likelinood of serious land corruption in the area. 

Local villagers are becoming more socially aware and organized in 
defending their interests, though we do not know whether they had 
outside assistance such as occurred earlier with the rights 

protection movement here. Villagers may now believe that some level 
of violence and looting is the only way to convey their anger 

against local officials accused of corruption, but whether these 
actions ultimately rebound against them remains to be seen. 


GOLDBERG 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, SOCI, PINR, ELAB, VM 

SUBJECT: NO SURPRISES: HCMC DISSIDENT SHOW TRIAL RESULTS IN TOUGH 
CONVICTIONS 


REF: HCMC 483 AND PREVIOUS 


1. (SBU) A May 10 show trial for three members of the dissident 
People\'s Democratic Party and the United Workers Farmers 
Organization of Vietnam resulted in sentences of five, four and 
three years for the defendants Le Nguyen Sang, Nguyen Bac 
Truyen, and Huynh Nguyen Dao. All three were accused of 
violating Article 88 of the Penal Code \"Propagandizing Against 
the State.\" 


2. (SBU) HCMC authorities did not permit the CG, HCMC PolOff 
and the EU representative -- the HCMC German Consul -- to attend 
the May 10 trial for the three members of the United Workers 
Farmers Organization. Late in the evening the day before the 
trial, HCMC External Relations Officials told PolOff that the 

MFA had rejected our diplomatic note request to attend the trial 
because it \"was closed to foreigners.\" When we told the HCMC 
External Relations Office that we would present our credentials 
to the court in the morning in any case, we were strongly 
discouraged from doing so. While we were waiting on the 
courthouse steps after formally being denied admittance to the 
trial, AFP and Reuters reporters based in Hanoi came out from 
the courtroom annex, having been given permission to view the 
trial via closed circuit TV. A number of supporters and friends 

of the defendants -- including a Sydney-based member of the 
International Bar Association -- also were prevented from 
viewing the trial. Security at the court was tight but not 

tense. 


3. (SBU) The trial lasted approximately four hours. Following 

the trial, we spoke with Le Nguyen Thanh, Sang\'s brother, who 
was allowed to sit in the courtroom along with Sang\'s mother and 
sister. He told us that immediate family members of the other 

two defendants also were admitted. We also spoke with Truyen\'s 
attorney, Trinh Vinh Phuc (Sang and Dao defended themselves). 


4. (SBU) According to Phuc, the prosecutor read out seven 
charges against the defendants, which included: participation 

in the PDP, \"reading and distributing anti-GVN leaflets,\" 
providing information to U.S.-based members of the PDP about 
land disputes in Vietnam, planning demonstrations during APEC, 
and \"writing a letter with disrespectful content to President 
Nguyen Minh Triet.\" During the trial, the prosecutors read a 
pre-written confession, in which Sang, Dao and Truyen admitted 
that \"it was wrong to join the PDP.\" According to Truyen\'s 
lawyer, all three admitted that they violated the law, asked for 
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leniency and promised to end their membership in the PDP. When 
asked to explain why they worked against the Party, they 
complained about corruption and mismanagement in the regime. 
Truyen\'s attorney sought to rebut the prosecutor\'s arguments for 
about 40 minutes, but, according to Sang\'s brother, the judge 

did not bother to listen. 


5. (SBU) Following the trial, the CG spoke with AFP and Reuters 
reporters using cleared guidance. The CG noted that the trial 
and convictions were \"deeply troubling\" and that we were aware 
of nothing to indicate that these individuals were engaged in 
anything but peaceful political expression. The CG highlighted 
USG concern with the increase in harassment, detention and 
imprisonment of political activists, including Father Nguyen Van 
Ly. He noted our intent to seek access to the HCMC trial of 
activist Tran Quoc Hien on May 15 and the May 11 trial in Hanoi 
of lawyers Nguyen Van Dai and Le Thi Cong Nhan. 


6. (SBU) Comment: The sentences the three activists received 
are similar to the prison terms associates of Father Ly received 

in Hue in late March. The HCMC verdicts in no way reflect an 
effort by the government to temper punishment meted to 
dissidents. This is particularly the case considering that in 

the Hue trials, the defendants pleaded their innocence and 
strongly rebutted the government charges against them. Although 
we were denied access to today\'s trial, we will continue to 

press for access to the May 15 trial in HCMC of 8406 Bloc member 
and independent union organizer Tran Quoc Hien. Hien, Director 
of Saigon Legal Consultancy, is accused of \"inciting\" land 
protestors to demonstrate and of writing and disseminating on 

the Internet anti-Party and anti-GVN materials. He has been 
charged under Article 88 of the penal code for \"anti-GVN 
propaganda\" and under Article 89 for \"disturbing security.\" End 
Comment. 
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SIPDIS 
SIPDIS 
FOR U/S BURNS FROM AMBASSADOR VERSHBOW 


E.O. 12958: DECL: 05/10/2017 

TAGS: PHUM, PREL, UNHRC, KS 

SUBJECT: ROK VIEWS ON UNHRC ELECTION--AGAINST BELARUS, FOR 
SLOVENIA 


REF: A. STATE 63345 
B. SEOUL 1286 
C. 06 SEOUL 3962 


Classified By: Amb. Alexander Vershbow. Reasons 1.4 (b/d) 


1. (C) Nick: We enjoy good cooperation with the Ministry of 
Foreign Affairs and Trade on UN Human Rights Council (HRC) 
issues and have been told that the ROK will oppose the 
Belarus bid for a seat on the HRC. MOFAT told us on two 
occasions on May 2 (Ref B) and again on May 10, that Seoul 
would not vote for Belarus due to its human rights 

violations, even if Belarus ran unopposed. We have 
confidence in this assessment. The ROKG clearly finds 
Belarus\'s human rights record abhorrent. Also, this is a 
relatively easy vote for the ROKG. Last October, even before 
we demarched MOFAT, the ROKG had decided to reject 
retaliatory anti-U.S. resolutions proposed by Belarus in the 

UN Third Committee (Ref C). We are also confident that Seoul 
will support the UNHRC candidacy of Slovenia, which has been 
confirmed to us on two occasions. 


2. (C) As to whether the ROKG will support a Bosnian bid, 
initial signs are positive. On May 10, our MOFAT 

interlocutor said he was unaware that Bosnia had announced it 
was a candidate. However, in light of Bosnia\'s steadily 
improving human rights situation, he saw no reason why Seoul 
could not support Bosnia, unless a better fourth candidate 
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emerged. He undertook to pass USG points on Bosnia (Ref A) 
to higher authorities. 

VERSHBOW 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: U.S.-JAPAN RELATIONS 


1. Summary: Taiwan\'s major Chinese-language dailies continued to 
focus news coverage May 10 on the 2008 presidential election; and on 
a scandal over a local TV network allegedly falsifying information 

in a documentary on the 2-28 Incident of 1947. The pro-status quo 
\"China Times\" ran an exclusive banner headline on page two that said 
\"The United States Rejects Taiwan\'s Delegation to Go to Washington 
D.C. to Campaign for [the Island\'s] WHO Bid.\" The same paper also 
devoted two-thirds of its page two to covering the U.S. State 
Department\'s and Japan\'s responses to Taiwan\'s WHO bid. 


2. In terms of editorials and commentaries, a column in the 

pro-status quo \"China Times\" discussed Japanese Prime Minister 
Shinzo Abe\'s ambiguous gestures in dealing with the United States 
and China. An op-ed in the limited-circulation, pro-independence, 
English-language \"Taipei Times\" discussed the scrapping of 
cross-Strait issues from the joint statement following the 

U.S.-Japan Two-plus-Two security meeting and said \"the US team on 
Asia probably determined that this was not the time to amplify its 
position regarding cross-Strait matters.\" An editorial in the 
limited-circulation, pro-independence, English-language \"Taiwan 
News!" criticized the pan-Blue camp for \"spinning\" on the U.S.-Japan 
joint statement and said that Taiwan is not absent from the 
U.S.-Japan security dialogue. End summary. 


A) \"Shinzo Abe\'s Ambiguous Gesture\" 
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The \"International Outlook" column in the pro-status quo China 
Times!" [circulation: 400,000] commented (5/10): 


\"... Abe has never really been able to come up with a decisive Asian 
policy. On the one hand, he wants to show the world that Japan is 
both politically and militarily a big country, but on the other 

hand, he dares not offend China and South Korea. Abe has also been 
an appeaser during his policy coordination with the United States. 
The U.S. policy is to turn Japan into VEast Asia\'s Great Britain,\’ 
just as former Deputy Secretary of State Richard Armitage had 
advocated, and to use it as a trusted subordinate so that [the U.S. 
and Japan] can jointly control the situation in Asia. Japan, on the 
other hand, takes advantage of this opportunity by making use of 
U.S. support to seek to become a leader in Asia. But in the 
meantime, the United States, in fear that its interests will be 
jeopardized, does not allow Japan to mess up the current situation 
in Asia. 


\"The United States\' current policy is to view China as Va 
stakeholder.\' It seeks resolution to certain political issues and 
economic cooperation [with Beijing] while at the same time joining 
hands with Japan, Australia, and even India to counterbalance China. 
The U.S. move is a potential arrangement rather than a mechanism, 
and the U.S. policy will surely be sabotaged if serious conflict 

were to break between Japan and China. ... 


\"The fact that the United States and Japan decided in their Security 
Consultative Committee meeting to scrap cross-Strait issue [from 

their joint statement] proved that Washington does not want to see 

Japan make trouble out of nothing. It is not coincidental that both 

the U.S. government and U.S. mainstream media have been commenting 
lately on the sex slaves issue [during World War II] and visiting 

the Yasukuni Shrine. ...\" 


B) \"The Silence in the U.S.-Japan 2+2 Statement" 


Kurt Campbell, CEO and co-founder of the Center for a New American 
Security in Washington, opined in the pro-independence, 
English-language \"Taipei Times\" [circulation: 30,000] (5/10): 


\"... What has raised a few eyebrows is the general absence of the 
subject of the situation across the Taiwan Strait as an enduring 

matter of mutual concern, particularly given the central treatment 

of the subject in the previous 2+2 statements, when the US and Japan 
came out firmly and in unison for preserving peace and security 
across the Taiwan Strait. ... However, documents such as these are 
important not only for what is specifically articulated but for 

things that go unmentioned as well. And in this respect, the 

subject of the Taiwan Strait and Taiwan itself goes unheeded. What 
is the meaning behind such an oversight? ... 
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\"The best interpretation for the oversight -- and indeed the most 
likely explanation -- is that the central point around the emerging 
US-Japan consensus on the maintenance of stability across the Taiwan 
Strait had already been established, and further elaboration was 
unnecessary and seen to be potentially counterproductive. ... It is 

also the case that Japan seeks closer ties (or at least less 

tension) with China at this time, given all the recent turmoil in 
relations, and few things stir more Chinese suspicion and outrage 
than Japanese proclamations on Taiwan. So it is not unreasonable to 
assume that Japanese diplomats are seeking to send a somewhat 
conciliatory message to Chinese friends in one area - the Taiwan 
Strait - while moving ahead expeditiously in other areas like 
constitutional reform and military modernization - issues that raise 
concerns in Beijing, but to a lesser degree. In this sense, 

Japanese foreign policy and national security players are mindful of 
the balancing act they are trying to play in Asia and with China in 
particular. ... 


\"Finally, it is also true that China has put its enormous influence 
behind the recent momentum in six-party talks with North Korea, and 
US diplomats are ever mindful of avoiding what can be seen as 
potential flashpoints in Sino-US relations. The entire US strategy 
toward North Korea requires continuing pressure from China on 
Pyongyang in the background, and this is well understood at the 
State Department. In the current environment -- with Taiwan 
providing disappointments in the defense arena and concerns over 
domestic provocations and China rendering quiet assistance in 
ongoing nuclear talks -- the US team on Asia probably determined 
that this was not the time to amplify its position regarding 
cross-Strait matters.\" 


C) \"Taiwan Not Absent from U.S.-Japan Security Dialogue\" 


The pro-independence, English-language \"Taiwan News\" [circulation: 
20,000] editorialized (5/10): 


\"... This year\'s statement made no direct references to Taiwan, and 
in the wake of its release, PRC diplomatic analysts and media 
claimed that Taiwan had been dropped from the list of the U.S.-Japan 
\'common security objectives, attributing it to the adjustment to 
improvements in relations between Japan and the PRC, and between 
Beijing and Washington in the intervening two years. ... This 

\'spin\' on the U.S.-Japan joint statement completely ignores the fact 
that the Beijing regime is now beset by serious problems of economic 
overheating and imbalances and social instability, and is based on 
the debatable assumption that the U.S. and Japan have no choice but 
to follow China\'s preferences and are genuinely intimidated by the 
PRC\'s military might. ... 


\"In addition, the position of pan-KMT scholars that neither the U.S. 
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nor Japan wish to give the Taiwan government \'misleading signals\' is 
based on their own questionable assumption that the DPP government 
is \'the troublemakerY in the Taiwan Strait, an assumption that 
overlooks the fundamental changes in the cross-Strait situation 

quite \'arbitrarily\ made by Beijing\'s massive military buildup, 
weaponry deployment and its enactment of a belligerent 
Vanti-secession law\' in March 2005. ... From the above, it is 

evident that the brain trust of the pan-KMT camp is actually the 

side that is attempting to send \'disinformation\' or \'wrong signals,\' 
and that their intention is to convince the Taiwan people that the 
United States and Japan are afraid of the PRC and that the strategic 
objective of Washington and Tokyo is to \'contain China.\’ ...\" 


YOUNG 
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SIPDIS 
SIPDIS 
DEPT ALSO FOR THE DEPUTY SECRETARY 


E.O. 12958: DECL: 01/01/2017 

TAGS: PREL, FR, EUN, IR, AF, NATO, IZ, TU, UNO, LE, YI, RS, 

UNMIK 

SUBJECT: ENGAGING THE NEW FRENCH GOVERNMENT ON FOREIGN 
POLICY: FIVE IMMEDIATE ISSUES 


REF: A. PARIS 1789 
B. PARIS 921 
C. PARIS 777 
D. PARIS 1817 
E. EMBASSY PARIS DAILY SIPRNET REPORTS 


Classified By: Ambassador Craig Stapleton for reasons 1.4 (B & D). 


1. (C) SUMMARY: Foreign policy played only a negligible 
role in the presidential election campaign that concluded May 
6, and Sarkozy has relatively little experience in foreign 
affairs, despite his tenures as Interior and Finance 

Minister. Nonetheless, Sarkozy\'s personality is such that he 
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will want to take the stage at the June 6-8 G8 and June 21-22 
European summits as a full partner. Instinctively 
pro-American and pro-Israeli, Sarkozy is fiercely opposed to 
Turkish EU membership. He has promised that his approach to 
foreign affairs will be different from Chirac\'s in its 

emphasis on human rights, and has identified Europe, Africa 
and the U.S. as his three immediate priorities. That said, 
generally speaking, continuity will prevail, reflecting the 
non-partisan, consensus support that French foreign policy 
has enjoyed during the Fifth Republic. On Europe, his goal 
is, by overcoming the current institutional crisis, to 

re-impart momentum to European integration and make the EU a 
major player on the world stage. On Africa, Sarkozy 
advocates increased developmental aid as the offset for 
regulating immigration (important for his domestic agenda) 
and has repeatedly called for action on Darfur. He has 

called for a \"Mediterranean Union,\" to include Turkey and 
Israel, as Europe\'s institutional link to the Middle East and 
North Africa. With the U.S., he seeks a relationship based 
on renewed confidence and trust that still allows for honest 
differences of perspective; most recently, he has pointed to 
global climate change (septel) as his major area of policy 
difference with the U.S. 


2. (C) SUMMARY CONT\D: The Deputy Secretary\'s May 16 
meetings in Paris will occur the same day President-elect 
Sarkozy assumes office (Sarkozy himself will therefore be 
unavailable). Beyond welcoming the prospect of improved 
U.S.-French relations, the Deputy Secretary can use his visit 
to send a message on five key U.S. foreign policy concerns. 
We can welcome Sarkozy\'s willingness to take a tough line on 
Iran, but also will need to impress on him the stakes in 
Afghanistan and the importance of France remaining a key 
partner there. On Iraq, we can expect Sarkozy to drop the 
needling rhetoric on a horizon for U.S. withdrawal, but 

having told the President he \"wants to help the U.S. get out 
of lraq,\" we should press him to offer a specific, symbolic 
proposal -- such as active French engagement with friendly 
Arab governments -- to associate France with our efforts 
there. In assuring Sarkozy of strong U.S. support for a 

strong Europe, we need to stress the importance we attach to 
keeping Turkey\'s EU accession negotiations going. Finally, 
we should stress the importance of a united front against 
Russia as Kosovo goes before the UNSC. END SUMMARY. 


A NOVICE IN FOREIGN POLICY 

3. (C) A presidential election campaign dominated by the 
domestic change and reform thematic left very little room for 
foreign policy. Sarkozy has little foreign policy experience 
and speaks only very limited English. Given his strong 
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character and action-oriented agenda, and his desire to put 
France back on center stage, we can nonetheless expect 
Sarkozy to move quickly to assert himself as an equal partner 
at the upcoming June 6-8 G8 Summit in Germany and the June 
21-22 European Council meeting in Brussels. (See ref A fora 
discussion of Sarkozy\'s views on economic and trade issues.) 


U.S.-FRIENDLIER, BUT STILL A GAULLIST 

4. (C) Most voters went to the polls May 6 convinced that 
President-elect Sarkozy would seek a better relationship with 

the U.S., which he explicitly affirmed in his May 6 

acceptance speech. Sarkozy\'s opponents had attempted to use 
his September 12, 2006 meeting with President Bush to suggest 
that Sarkozy was a U.S. \"poodle\" who would have supported the 
U.S. intervention in Iraq, unlike President Chirac. Ina 

recent press conference on foreign policy (ref B), Sarkozy 

made clear he had supported Chirac\'s decision. Then and in 
his post-election remarks, he nonetheless highlighted the 

need for a friendlier tone and more confidence in the 
U.S.-French bilateral relationship (and in NATO-EU 

relations), in a way that also preserves Gaullist (and EU) 
freedom of action. In effect, Sarkozy has already shifted 
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the focus of U.S.-French \"differences\" from Iraq and the 
Israeli-Palestinian relationship to climate change and 
Turkish membership in the EU (see also refs B, C and D). 


EU TOP IMMEDIATE PRIORITY 

5. (C) Sarkozy\'s first foreign policy priority will be to 

impart new momentum to the EU and show that France is back as 
a key EU player. Sarkozy no doubt knows already that his 

idea of a simplified treaty is acceptable to London and 

Berlin as the best means to avoid new referenda, and he will 
move quickly to ensure that a process can begin by the end of 
the German EU Presidency that would conclude at the latest by 
the end of the French Presidency in December 2008, in advance 
of European parliamentary elections in early 2009. Immediate 
progress on this front would go a long way to overcome the 
sense of malaise and indirection stemming from President 
Chirac\'s failure to push through the referendum on the 
Constitutional Treaty in May 2005. Sarkozy wants a European 
Union that is a veritable player on the world stage, with 

coherent policies to guarantee its energy supplies and create 
buffers against globalization while harnessing its creative 
energies. 
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AFRICAN DEVELOPMENT AND DARFUR 

6. (c) Sarkozy lacks the web of personal relationships with 
African (and Middle Eastern) leaders that, in particular, 
Chirac used to direct French foreign policy. Sarkozy intends 
to make a virtue of his less personalized approach, reviewing 
France\'s exposure based on a hard-headed re-evaluation of 
French national interests. Sarkozy has identified Africa as 
one of his three foreign policy priority areas (along with 

the EU and U.S.), in line with his domestic campaign focus on 
uncontrolled immigration to France. His interest in 
development assistance for Africa appears aimed primarily at 
offsetting AfricansY concern over Sarkozy\'s domestic 
political goal of reducing immigration from Africa -- and as 
part of a more comprehensive international effort to address 
conditions in Africa that give rise to mass emigration from 

the continent. A review of French national interests may 
augur a lessening of French military engagement across Africa 
or an increased desire to see the EU take over some of its 
missions. Sarkozy has called repeatedly for action on 

Darfur, including prosecution of Sudanese leaders by the 
International Criminal Court, but it is unclear at this stage 
what concrete steps he might otherwise propose. 


MEDITERRANEAN UNION AND THE MIDDLE EAST 

7. (C) We can expect Sarkozy to push hard his signature 
\"vision\" issue, the idea of a \"Mediterranean Union,\" to 
include Turkey and Israel, which would supersede the EU 
Barcelona process and create an area modeled after, and 
having a privileged partnership with, the European Union. 
Sarkozy has bluntly declared that pursuing Middle East peace 
is not incompatible with ensuring Israel\'s security, while 
assuring nervous Arab leaders -- most recently Egyptian 
President Mubarak -- that his policies toward the Middle East 
would be largely in synch with ChiracYs. On the whole, it 
seems likely that continuity will prevail, although the 
traditionally pro-Arab MFA may have to accommodate Sarkozy\'s 
greater emphasis on Israel\'s security needs. It remains to 
be seen to what extent Sarkozy will attempt to leverage his 
pro-Israel orientation for more leverage for France and/or 

the EU in the Middle East peace process. 


MORE HUMAN RIGHTS 

8. (C) Sarkozy has indicated very publicly -- enough so that 
it is reasonable to assume that he will follow through -- 

that he intends to place more emphasis on human rights 
issues. He has made clear that he would be less likely than 
Chirac to accommodate even Russia or China in the name of 
realpolitik, citing the situation in Chechnya and his 
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opposition to lifting of the EU arms embargo on China. A 
consistent emphasis on human rights could have a significant 
impact on French policy in Africa and the Middle East. 


IMMEDIATE MESSAGES: IRAN, IRAQ, AFGHANISTAN, 
EU/TURKEY, KOSOVO/RUSSIA 

9. (C) We believe that, beginning with the May 15-16 visit 

to France of the Deputy Secretary, the USG should reach out 
quickly to engage the new French government. Beyond 
welcoming prospects for an improved U.S.-French relationship, 
we need to send messages on the following five key issues: 
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Iran, Iraq, Afghanistan, EU/Turkey, and Kosovo/Russia. If 
time permits, the Deputy Secretary may also wish to review 
the state of play on Darfur. 


-- IRAN: Sarkozy views Iran as the most serious 

international threat, and he will be at least as tough-minded 

a partner as Chirac has been. He has expressed a willingness 
to tighten financial sanctions against Iran. While he 

prefers acting under the authority of the UNSC, we believe he 
could support resorting to measures outside the UN framework 
if necessary. The late-May consideration of next steps in 

the UNSC offers a first opportunity to work with the new 
government, and to test and shape its approach. 


-- AFGHANISTAN: MFA Political Director Araud has underscored 
the need for the USG to engage the new government to dispel 
the widespread impression, shared by Chirac, that Afghanistan 
may be a losing cause. Under the impact of the Taliban 
kidnapping of French citizens, Sarkozy recently stated that 
France\'s role in Afghanistan -- now that the anti-terrorism 
campaign has largely ended and French Special Forces 
withdrawn from OEF -- was no longer \"decisive\" and that 
French forces would not remain there permanently. The 

Taliban threat against the life of the one remaining French 
hostage is still directly tied to a demand for France\'s 

military withdrawal form Afghanistan. We will need to 

impress on Sarkozy the importance of French perseverance over 
the mid-term (including through more purposeful public 
statements about the stakes there) and, as the French have 
stressed to us on Bosnia or Kosovo, the importance of \"in 
together and out together,\" which also applies to national 
caveats on the use of forces. 


-- IRAQ: Chirac\'s departure from the scene should enable 
France to put U.S.-French differences not only aside, but 
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behind us. Sarkozy, like most other French politicians, has 
said he would have handled our differences in a less 
confrontational matter. This does not change the fact that 

he (now, in any case) believes Chirac made the right decision 
in opposing the war. Moreover, concern about feeding the 
\"President Bush\'s poodle\" accusation might militate against 
any dramatic public change in GOF policy, at least in the 
immediate future, with French parliamentary elections 
looming. That said, we should take him at his word that he 
\"wants to help the U.S. get out of Iraq.\" Our goal in the 
near term should be to push the French toward a more positive 
declaratory policy, working with the new government to 
identify a symbolic turning of the page on France\'s \"let the 
U.S. live with it\" attitude of the Chirac/Villepin years. 

One possibility would be active French engagement on Iraq 
with Arab governments of the region. 


-- EU/TURKEY: Publicly and privately, we should encourage 
France to reassume its rightful place in Europe, as part of 

our broader message that a re-invigorated Europe is in the 
U.S. interest. If we decide to participate in an ESDP police 
mission in Kosovo, we should use this as an example -- one 
for them to follow -- of choosing the institutional framework 
for joint action to match the needs of the situation. Luc 

Ferry, a former Education Minister, political commentator and 
close friend of Sarkozy\'s, has urged that we attempt to 
change Sarkozy\'s opposition to Turkey\'s EU membership. While 
a change of heart appears extremely unlikely given Sarkozy\'s 
political identification with opposition to Turkish 

membership and his categorical statements on the issue, we 
should seek to persuade him to temper his post-election 
rhetoric, allow accession negotiations to proceed, and at 

least not close the door dramatically and completely at this 
time. 


-- KOSOVO/RUSSIA: We should stress the importance of a 
united front in the UN Security Council on Kosovo\'s 
independence. We would welcome a more active French role in 
persuading Russia not to veto a UNSC Resolution. 


ENGAGING THE SARKOZY ADMINISTRATION 

10. (C) We will know more about the likely foreign policy 
orientations of the new Sarkozy government once he names a 
foreign minister and key advisors are in place. We would 

expect him to designate someone of proven competence (such as 
former FM Alain Juppe, Defense Minister Michele Alliot-Marie, 

or former FM Michel Barnier). There is no reason to believe 

that Sarkozy will come into office with the intent of 

seriously challenging the Gaullist consensus underlying 

French foreign policy. The MFA will work overtime to ensure 
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continuity in French policy positions. Over time, and as he 
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gains experience, Sarkozy is certain to assert his authority 
over foreign policy more directly. It still remains to be 

seen whether Sarkozy will create -- as proposed by Pierre 
Lellouche -- the French equivalent of a National Security 
Council that would supplant the Presidential diplomatic cell 
and assume a larger role in coordinating French foreign 
policy; we have no indication Sarkozy has personally signed 
on to such a move. It is also unclear whether the 
Presidency\'s Africa Cell, which has long enjoyed a privileged 
position, will survive in its present form. Sarkozy\'s desire 

to move away from Elysee-centered personal diplomacy with 
African leaders may mean the days of this bureaucratic 
post-colonial throwback may be numbered. 


11. (C) Although Sarkozy will initially be focused on 
domestic reforms and relaunching the EU, he will also grasp 
every opportunity to showcase his leadership of a 
re-invigorated France on the international scene, confident 
of its place in the world. This entails -- and he will not 

be shy about repeating this point publicly -- establishing a 
relationship of trust and working together productively with 
the United States. The Deputy Secretary\'s May 15-16 visit 
will offer the first occasion to make our views known to the 
new Administration, as it comes into office (unfortunately, 
this also means that Sarkozy himself will be unavailable for 
meetings). The Defense Secretary\'s June 5-6 visit to France 
will offer an excellent opportunity to engage the leaders of 
the newly-constituted government. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 


STAPLETON 
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E.O. 12958: DECL: 05/10/2017 

TAGS: PREL, PINR, ASEAN, CH, JA 

SUBJECT: ANALYST DISCUSSES ANTI-JAPANESE SENTIMENT, 
REGIOANL INTEGRATION WITH CHINESE SCHOLARS 


Classified By: Political Minister Counselor Daniel Shields. Reasons 1. 
4 (b/d). 


Summary 


1. (C) A visiting American analyst of Asian regional affairs 
discussed Sino-Japanese relations with four scholars from 
three different Chinese government think-tanks during his 
mid-April visit to Beijing, soon after Premier Wen Jiabao\'s 
visitto Japan. Scholars felt that key points in the often 
tense bilateral relationship included the following: 


-- Anti-Japanese sentiment in China is rooted in vivid images 
of Japan\'s pre-WWII invasion of China, Japanese perceptions 
that Japan is superior to its Asian neighbors, negative views 

of Japan instilled in the Chinese educational system and the 
decline of Japan as a positive economic model. 


-- China and Japan are locked in an accusation-denial cycle 
which makes bilateral relations emotional. 


-- Widespread fear of a remilitarized Japan persists in China 
despite rational arguments to support a greater international 
role for Japan. 


-- Challenges to improving Sino-Japanese relations include 
Taiwan, Japan\'s bid for a permanent UNSC seat and the history 
issue. 


-- China is concerned about Japan\'s participation in 
potential international efforts to contain China. 


-- Bilateral and regional cooperation involving China and 
Japan could be strengthened, including a greater role for the 
United States. China claims to follow ASEAN\'s lead in 
assessing ASEAN-Plus-Three as the most effective regional 
architecture. End Summary. 


2. (C) In mid-April, a visiting analyst of Asian regional 
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affairs discussed anti-Japanese sentiment in China and 
Japan-China relations with Chinese scholars, soon after 
Premier Wen Jiabao\'s visit to Japan. The scholars were 
Ministry of Foreign Affairs-affiliated China Institute for 
International Studies (CIIS) Senior Fellow Jin Linbo, 

Ministry of State Security affiliated-China Institute of 
Contemporary Inernational Relations (CICIR) Institute of 
Japanese Studies Director Yang Bojiang, China Academy of 
Social Sciences (CASS) Institute of Japanese Studies Deputy 
Director Jin Xide and CASS Modern History Chair Bu Ping, who 
also heads China\'s delegation to the Joint Sino-Japanese 
History Dialogue. 


Roots of Anti-Japanese Sentiment 


3. (C) Before the 1990s, Japan\'s rapid economic development 
was heralded as a model to follow in China, but in the past 

two decades Japan\'s economic slow down and China\'s rise has 
allowed for greater vilification of Japan, said CIIS\'s Jin. 

The history of Japan\'s pre-WWII invasion of China is still 

vivid, commented CICIR\'s Yang, noting it is passed down from 
generation to generation, memorialized in museums and 
monuments and reenacted in contemporary dramas. 


Curriculum Errors of Omission, Not Commission 


4. (C) All four scholars agreed with the analyst\'s suggestion 
that China\'s education system has played a role in driving 
anti-Japanese sentiment. But the scholars attributed any 
anti-Japanese tendency in China\'s national curriculum to 
neglect and failure to update textbooks, not a purposeful 
campaign of disinformation. The curriculum should be updated 
to include Japan\'s post-1960 history of peace, Japan\'s 
assistance to Asia and the positive aspects of bilateral 
relations, CIIS\'s Jin and CICIR\'s Yang agreed. 


Accusation-Denial Cycle 


5. (C) Anti-Japanese sentiment feeds into a vicious cycle of 
accusation and denial between China and Japan, said Dr. Bu. 
Japan\'s perceived \"mistakes\" in dealing with history or 
working with Asian neighbors often elicit Chinese demands for 
an apology, he said. This reinforces Japanese resistance to 
addressing the past, which further excites Chinese 
\"sensitivities.\" Bilateral relations are emotional with the 
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political effect that China is extremely sensitive to Japan 
actions, said CASSVs Jin. All four scholars agreed that the 

only way out of this cycle is to increase mutual 

understanding and trust to make objective mutual assessments. 
China must be able to confidently gauge Japan\'s governmental 
and political mainstream positions, said CASSVs Jin, to 
successfully moderate ¡ts reactions and improve bilateral 
relations. Bu conceded the process is slow and requires 
greater support from the government, academia and the 
business community, including the bilateral exchange of 
experts on history, for which he is the Chinese chairman. 


An Acceptable Normal" Japan 


6. (C) In the context of the ongoing debate over Japan\'s 
future political identity, scholars held different views on 

what constitutes the development of a normal" Japan 
acceptable to China. CIISVs Jin said Japan\'s limited 

military power is out of balance with its economic influence, 
leading to tensions internally and in its relations abroad. 
Developing a competent modern military is natural and not 
threatening, he added, but cautioned that in China his is a 
minority view. Scholars agreed that militarist and 

\"unhealthy\" ultra-nationalist movements are not mainstream in 
Japan. CASSVs Jin was particularly concerned about Japan\'s 
sense of moral superiority and tendency to deny atrocities. 


Japan UNSC Seat No-Win for China 


7. (C) The Chinese government does not officially oppose 
JapanWs bid for a permanent UNSC seat, but has not yet 
refined its position, CICIR\'s Yang and CASS\'s Jin told the 
analyst separately. The idea of Japanese permanent 
membership is so unpalatable to the Chinese public that the 
government will not express public support for the proposal, 
Jin added, but an attempt to block the bid would damage 
China\'s international reputation, commented Yang. CIIS\'s Jin 
saw a permanent seat as a natural balancing of Japan\'s 
economic and political strength. 


Challenges: History, Taiwan 


8. (C) All four scholars viewed the importance of the history 
topic in bilateral relations differently, but none agreed 
China was using history as a diplomatic card. Bu, head of 
China\'s delegation to the joint history talks, was optimistic 
that such discussions could improve public perceptions in 
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each country. Scholars on both sides found that their 
differences were not as great as anticipated. The Chinese 
were not as rigidly ideological as the Japanese had feared 
and the Japanese were not all from the extreme right, as the 
Chinese had feared, Bu said. Bu and CIIS\'s Jin agreed that 
broad gains and a narrowing of differences would be achieved, 
but they saw no grand resolution to bilateral tensions over 
history. They also agreed that failure to reach consensus 
would not derail political relations, but a downturn in 

bilateral relations would bring an end to scholarly dialogue. 
CIIS\'s Jin worried tat the Chinese government\'s 
unwillingness to compromise was setting China up to lose 
either way. 


9. (C) Even if China won all the concessions it demanded, 
Japan would be alienated in the process, he noted, poisoning 
the future of bilateral relations. | Japan fails to 

properly resolve history issues, it will not only offend East 
Asia, but also the United States, said CASS\'s Jin. He 
painted Taiwan as a major challenge in Sino-Japanese 
relations. Japan especially fears Taiwan\'s eventual 
unification with the Mainland, he said, because Japanese fear 
that this could \"choke off Japan\'s lifeline\" for natural 
resources. 


Japan\'s Role in Containment, China\'s Rise 


10. (C) As economic, political and military power in East 

Asia shifts towards the Mainland, Japan\'s apprehensions over 

a rising China have grown, said CIIS\'s Jin and CASSVs Bu. 
These fears were in some part imported from the United States 
and Europe, CIIS\'s Jin added. China\'s artful use of soft 

power in the region has enhanced its image and popularity, 
something decades of Japanese development assistance did not 
achieve, he said. As PM Abe will likely be in power until 

2012, China should take a long-term strategy towards Japan 

and prepare to work with the Liberal Democratic Party, said 
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CICIR\'s Yang. CASS\'s Jin was concerned with a growing 
\"policy of containment\" towards China. He mentioned Japan\'s 
Arc of Freedom and Prosperity and democracy and human rights 
rhetoric as an attempt to create a values-based alliance with 

the West, India and Australia. China, Jin said, does not 

like being targeted by such containment attempts. 


Challenges for Regional Integration 


Column 3 


11. (C) When asked which regional architecture will dominate, 
CASS\'s Jin said, and the others agreed, that ASEAN-plus-Three 
has the best chance to produce results in the short term and 

is preferred by the majority of ASEAN countries, whose lead 
China follows. CIIS\'s Jin said a lack of mutual trust, rapid 
change and the varied strengths of countries in the region 
hinder cooperation. Regional relationships are dominated by 
hedging and small powers playing big powers off against each 
another, primarily for economic gain, said Dr. Yang. Big 
powers will form the trunk of the regional cooperation tree, 
Yang added, but smaller countries must be respected because 
they will act as buffers reducing friction between larger 
players. 


12. (C) CICIRYs Yang said the United States could play an 
important role in improving the chances for regional 
cooperation by urging the rise of moderate views within 
Japan. He suggested establishing a dialogue between China 
and the United States-Japan alliance as a first step toward 
broader bilateral cooperation. CASSVs Jin saw the United 
States as a stabilizer and necessary economic partner that 
could allay fears of others in the region about being 
dominated by China and/or Japan. Since the United States is 
not actively participating in current East Asian groupings, 
such as the East Asian Summit, mutual trust remains low and 
regional integration elusive, he said. 


13. (SBU) The delegation cleared this cable. 
RANDT 
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CLASSIFIED BY: James Boughner, Consul General, United States 
Consulate, Chengdu. 
REASON: 1.4 (b), (d) 


1. (C) Summary: Consulate contacts recently described the role 

of homeowner associations in rights protection at the local 

level, referring to them as a central point for democratic 

reforms in China. The homeowner rights movement in Chengdu, 
which began in 2004, recently resulted in the establishment of 

the Chengdu Fu River Democratic Home Owners Association (Chengdu 
HOA). The most difficult obstacle for the Chengdu HOA is 
divergence of opinion between members who seek to protect 
homeowner rights and others who participate only to make money 
for themselves, according to one contact. One of the principal 
motivating factors for the creation of active homeowner 
associations is the perceived need to combat corruption and 
collusion between real estate developers and property management 
companies. In many cases homeowner associations lack control 
over communal assets and are unaware of, or do not know how to 
protect resident\'s rights. Corruption is rampant from the 

\"ground up\" in the first stages of the real estate development 
process. Homeowner rights advocacy in Beijing appears to be at 

a more advanced stage than it is in Southwest China as there are 
cases in which associations have successfully protected their 

rights against powerful developers and property management 
companies. The nascent homeowner rights protection movement in 
Chengdu has the potential to be beneficial to a growing segment 

of middle-class property owners, but runs the risk of being 

stymied by local government structures uncomfortable with large 
and vocal groups that could potentially threaten social 

stability and undermine Party authority. End Summary. 


Background 

2. (C) In separate meetings, a Chengdu homeowner association 
(HOA) leader and an American scholar studying the issue of 
grassroots governance in China discussed with us the importance 
of these community organizations in rights protection at the 

local level. Xie Songru (strictly protect) is a retired 

university professor and former Communist Party member who has 
taken a leadership role in the HOA movement in Chengdu. He is 
the director of the Chengdu Fuhe River Democratic Home Owners 
Association (Chengdu HOA), a functioning, but unregistered 
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non-governmental organization (NGO). Xie has worked on 
homeowners\' rights issues in ChQgdu since 2004. The American 
scholar has spent the last four months studying grassroots 
governance in HOAs in Beijing, Guangzhou, Shanghai, Chengdu and 
Chongqing. He describes HOAs as a central point for possible 
future democratic reforms in China. 


Local Governance: Where Do HOAs Fit In? 

3. (U) Sub-district governments advise and supervise what 
residents do in their communities. For example, they promulgate 
local ordinances, participate in city planning, and assist with 
family planning supervision. Sub-district governments also 
appoint neighborhood committees, even though technically the 
committees should be elected by residents, according to 2003 
real estate regulations issued by the State Council. The 2003 
regulations also stipulate that all communities should have a 
HOA and that sub-district governments and neighborhood 
committees should supervise the HOAs. The neighborhood 
committees are powerful because they control the key stamp that 
a HOA needs to register, in effect, having veto power over the 
establishment of HOAs. In many cities in China, according to 
the scholar, HOAs are starting to demand rights to have a say in 
who is on neighborhood committees and are advocating for 
specific candidates. 


How to Establish a HOA 

4. (U) In order for a community to organize an election for an 
HOA, it must first establish a \"preparatory committee\" (choubei 
zu). A resident must show a property deed to a home and 
evidence they have paid the management fee in order to be a 
nominee for a HOA. The number of candidates in HOAs varies 
because residents write their own rules for elections. The 2003 
regulations mandate that HOAs have between seven and nine 
members. The local Bureau of Construction, whose Property 
Rights Division approves HOAs, will not register a group that 
has less than the required number of members. Because it is 
very hard to get approval, many communities maintain only HOA 
\"preparatory committees.\" 


Who Joins an HOA? 


5. (C) Members of HOAs are diverse, according to the American 
CHENGDU 00000123 002.2 OF 004 
scholar, who claimed that many \"June Fourth\" leaders are 


becoming involved in their communities as leaders of HOAs. In 
addition to older retired residents, new HOA members often fall 
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within the 38-42 year-old age range. From a socio-economic 
perspective, Xie in a separate meeting said there is a wide 
spectrum of income ranges among communities in Chengdu. Some 
HOAs don\'t have an office or a phone line in their community, 
while others are much more \"sophisticated and organized.\" 
Separately, the American scholar noted that upper-class 
homeowners seem to be staying away from the homeowner rights 
protection movement because they don\'t want the attention. The 
movement is sensitive and many individuals involved are being 
scrutinized by public security officials. 


6. (U) Another tool bringing together potential members of 
homeowners associations is \"QQ Quan,\" a chat group composed of 
people who have purchased properties that are not yet 

constructed. The American scholar described one group of 

Beijing participants in QQ Quan that organized to meet with 

their developer as a group to negotiate move-in details before 

their properties were constructed. Other groups throughout the 
country have studied this model, and more than 12 other groups 
have organized communal move-ins. These groups of individuals 
serve as the foundations for HOAs in their communities. 


The Homeowners \"Movement\" in Chengdu 

7. (C) Chengdu has 600 small communities (made up of one or 
more housing developments) and 20-30 street-level and 

sub-district governments. Within Chengdu\'s Third Ring Road, 
there are five established HOAs. Recently Xie Surong and a 

group of HOA leaders who began organizing in 2004 established an 
association of HOAs called the Chengdu Fu River Democratic Home 
Owners Association (Chengdu HOA), which includes leaders from 
approximately 100 of Chengdu\'s communities and represents 
several thousand middle-class home owners. The Sichuan Province 
Yanyangchu Research Institute agreed to act as a sponsor for the 
Chengdu HOA in the NGO registration process, but the Bureau of 
Civil Affairs refused to register the group. The government 

offices that have a more direct relationship to the subject 

matter of the Chengdu HOA, the Chengdu Property Bureau and 
Chengdu Construction Association, are unwilling to act as 

sponsors of the organization, Xie lamented. Frustrated with the 

lack of progress in having a legal status, some members of the 
Chengdu HOA have proposed trying to register as a form of social 
club. 


Inability to Register Doesn\'t Slow Organizing 


8. (C) In spite of the fact that the group has been unable to 
register, it has begun to hold meetings and plan activities to 

raise awareness of homeowner issues. In April, the Chengdu HOA 
held a roundtable meeting to discuss the 2003 Real Estate Law 
and gain a better understanding of homeowner rights. The group 
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also hoped to learn about the rights protection experiences of 
some of the more affluent neighborhoods. 


9. (C) The American researcher, who was able to attend the 
meeting, described the organization\'s goals as 


- Promoting research on how HOAs have successfully protected the 
rights of home owners; 


- Preventing HOAs from violating residents rights; 


- Increasing awareness of the problems homeowners face and 
provide this information in public fora, including the Internet; 
and 


- Providing examples of these problems to government officials 
in order to seek resolution of problems. 


He said he believed the group\'s affiliation with researchers 
from the Sichuan Academy of Social Sciences (SASS) would give it 
legitimacy and potential backing in the eyes of the government. 


Roadblocks to Grassroots Organizing 

10. (C) Xie said the most difficult obstacle for the Chengdu 

HOA is discord among members about the goals of the 
organization. Some members of the group, like himself, are in 
the organization in order to protect homeowner rights and 
promote democratic governance at the local level. Xie remarked 
that others participate only to make money for themselves. This 
ideological divergence of opinion makes it hard for the Chengdu 
HOA to agree on approaches to bettering their communities, Xie 
concluded. 


11. (C) Xie described a series of \"cultural activities\" the 
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Chengdu HOA planned to hold in each of the five districts of 
Chengdu over the weeklong May Labor Day holiday. (Note: the 
planned events included a movie night, exercise for retired 
residents and dances, for example. End note). All five 

activities had to be cancelled because the Chengdu HOA could not 
gain government approval. Xie explained that the process for 
approval was very burdensome because it required permission from 
the Cultural Spirit Office of the Propaganda Department of the 
Chengdu Community Party Committee. The Office expressed its 
unfamiliarity with the Chengdu HOA and made an excuse, according 
to Xie, that it would not approve the activities because the HOA 

did note yet have the corporate sponsorship to pay for them. 


Column 3 
The Chengdu HOA had previously garnered pledges of corporate 
support pending government approval of the events. 


Will Academic Study of HOA Assist the Movement? 

12. (C) When asked whether academic interest and study by two 
researchers of SASS would promote government acceptance or the 
ability to register of the organization, Xie replied skeptically 

that it would not. While he acknowledged that the study of how 
homeowners\' rights are being protected in different Chengdu 
communities would provide very useful information to association 
members, it would not promote government acceptance of the 
movement. He opined that the SASS academics are doing research 
in order to assist provincial-level Communist Party leaders in 
carrying out policies to promote social stability. These 

policies will not necessarily consider the rights of homeowners. 
Moreover, the basic problem is that provincial leaders are 

afraid of the growth of civil society organizations that might 
undermine Party authority and the Chengdu HOA represents this 
growth, Xie asserted. 


Corruption and Collusion by Real Estate Developers 

and Property Management Companies 

13. (C) One of the main reasons for the need for active HOAs, 
according to both Xie and the American academic in separate 
meetings, is the need to combat corruption and collusion between 
real estate developers and property management companies. 
Another challenge for homeowners results from to the strong 
relationships between developers and government officials. When 
the developer is \"in bed\" with the government, homeowners have a 
weak voice in protesting mismanagement of their properties, 
according to Xie. He added that in Chengdu, most property 
management companies are \"children born of the developers\". Xie 
explained that these are illegal arrangements where developers 

set up property management companies to be run by their friends 
and relatives, violating regulations which stipulate there must 

be an open bidding process among experienced property management 
companies. 


HOAs Lack Control Over Communal Assets 

14. (C) Lack of control over communal assets is a big problem 

for homeowners. Xie said that in many cases, in violation of 
homeowner rights, the developer and/or property management 
company take for themselves what should belong to the residents. 
He described one community in Chengdu where the developer and 
property management company built a structure on the community 
property. They rented it as a grocery store business and now 
control the income from the rent of the space. According to the 
Real Estate Law, Xie said, these should be communal assets. In 
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a Chongqing community several HOA members discovered they were 
being overcharged almost double for a variety of fees and 

services, to the tune of 10,000 RMB (USD 1,290) per household. 

The HOA has taken the case to court on behalf of its members. 
Parking and property management fees are other types of income 
exploited by property management companies, according to the 
American scholar. 


15. (C) Developers want to control this communal income, so 

they may \"use\" or pay off \"friendly\" residents on the HOA to 
assure the HOA does not vote out its \"friendly\" property 
management company, thus endangering its ability to control 
community assets. According to the scholar, many HOAs in China 
have been co-opted by property management companies and 
neighborhood committees because they fear the power of the HOAs 
to hire new management companies. Courts have also allowed HOAs 
to sue developers and management companies, with some success. 
The problem in many cases, Xie emphasized in a separate meeting, 
is that residents do not know their rights or how to protect 

them -- that is why HOAs are important. 


Corruption in Land Development 

16. (C) In his interviews with developers, the American scholar 
encountered a real estate developer who spoke candidly about the 
corruption that literally begins at the \"ground level.\" In one 
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community an hour\'s drive from Chengdu, a developer described an 
auction process in which one developer (of a total of eight) 

bidding on a project brought a dozen \"politically connected 

thugs\" to the auction. The auctioneer opened the bidding with a 
price that was 800,000 RMB (USD 103,000) below the market value 
of the property. According to the developer, not a single other 
bidder raised the stakes, and the developer walked away with a 
\"steal\" that he could turn around and sell for significant 

profit. According to the same developer, the next stage of the 
process required property management companies with at least one 
year of experience to bid on the job. In this case, the 

developer formed its own property management company (which had 
no experience) and did not put out a call for bids. 


Homeowner Rights Advocacy in Beijing 

17. (C) Homeowner rights advocacy in Beijing is ata much more 
advanced stage than it is in Southwest China, according to the 
scholar. In Beijing, a lawyer named Qing Bing is working with 
HOAs to advocate for rights against developers. The Beijing 
Association of HOAs (Beijing Yezhu Weiyuanhui Xiehui) is an 
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organization representing 500 communities and based in the Xin 
Tian Di community. 


18. (SBU) The scholar recounted the ongoing case of the Beijing 
community Times Manor" that has an issue involving electricity 
services. When the property was being developed, the 

electricity company ran a temporary line to the development. 

Later, it converted the line to a permanent line to power the 
community. In one section of the development, the company 

failed to establish a permanent line or to connect it to the 

grid. That part of the community suffered frequent power 

outages. The residents of that section of the community sued 

the property management company and won a judgment. The court 
ordered the company to repay the residents the 400,000 RMB (USD 
51,600) they had spent to pay for a functioning electrical 

system. The developer appealed the judgment and the case is 
ongoing. 


19. (C) The residents also decided to vote to remove the 

property management company. Unexpectedly, a new neighborhood 
committee was formed -- with the developer\'s wife as the head -- 
to defend the property management company. In order to protect 
its rights the community decided to organize an HOA. The 
residents were successful in registering their HOA with the 

district government. The government upheld the rights of the 

new HOA and said the newly established neighborhood committee 
could not organize an election, only the current HOA had the 

right to have an election to vote out a property management 
company. In this case, according to the scholar, it was clear 

that the developer was paying off people to start a neighborhood 
committee to try to control the HOA and protect the developer\'s 
interests. 


20. (C) Comment: The nascent homeowner rights protection 
movement in Chengdu is clearly something that has the potential 
to be beneficial to a growing segment of middle-class property 
owners who are at risk of being exploited by profit-hungry 
developers and property management companies. Similar to other 
rights protection movements, however, it runs the risk of being 
stymied by local governments uncomfortable with large and vocal 
groups that, in their view, present a threat to social stability 

and to their authority. 

BOUGHNER 
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SIPDIS 
PARIS AND LONDON FOR AFRICAWATCHERS 


E.O. 12958: DECL: 05/08/2012 
TAGS: PGOV, EFIN, EAID, CD 
SUBJECT: DONORS ASKED TO TELL CHAD TO REIN IN SPENDING 


REF: (06) NJDAMENA 867 
Classified By: DCM LUCY TAMLYN FOR REASONS 1.4(B) AND (D) 


1. (C) Summary and action request: The IMF and the World 
Bank have asked the United States and France to join them in 
a new Multi-Donor Mission (MDM) to urge President Deby to 
rein in military and infrastructure spending in order to 

maintain Chad\'s solvency into 2008 and 2009. Chad\'s request 
to purchase U.S. aircraft is one (but not the only) reason 

for projected military overspending. While Chad\'s 
overspending threatens its agreement with the World Bank to 
spend 70 percent of revenues on poverty reduction, the World 
Bank has signaled that they would like to be flexible on this 
question. They are also hoping the donors will be better 
positioned to know what \"reasonable\" spending on defense 
looks like for a country in Chad\'s situation, and be willing 

to say as much to the President. Comment and action request: 
Washington guidance on the level of participation and the 
U.S. position will be required for the MDM. From post\'s 
perspective we should continue to urge the Government to 
restrain spending, stay on track with spending 70 percent of 
revenues on poverty reduction and engaging in the political 
dialogue necessary to reduce the need for defense spending. 
End summary. 


2. (U) DCM participated with World Bank and IMF Chad 
representatives in a video conference call with World Bank 

and IMF (Washington) on May 7 to discuss a proposed MDM to 
Chad which would include the United States, France, the 
European Commission and the African Development Bank. A 
similar MDM (reftel) visited Chad about a year ago and 
concluded the July 2006 Memorandum of Understanding (MOU) 
under which the Government of Chad (GOC) agreed to commit 
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70% of all revenues to priority sectors. (The U.S. was 
represented at the Mission level.) The new MDM is 
tentatively scheduled for the end of May/beginning of June 
2007. Other participants on the call included: France 
(Ministry of Finance and Ministry of Foreign Affairs); 
Brussels (European Commission) and Tunisia (African 
Development Bank). 


FISCAL SLIPPAGE UNDERMINING 2007 BUDGET ... 

3. (SBU) The IMF\'s David Andrews explained that the primary 
problem was \"fiscal slippage.\" Chad\'s fiscal deficit is now 
projected at 20 percent of GDP - 5 percent higher than was 
projected for the 2007 budget. The slippage was due to 

higher military and infrastructure spending, each of which 

was projected to come in at about $60 million over budget by 
year\'s end. Andrews noted that they were also concerned that 
some of the spending was \"off-budget\" and carried out beyond 
the control of the Ministry of Finance. Because of higher 
expenditures in 2007, Chad would face a serious financial 
shortfall in 2008 and 2009. 


.. AND PRIORITY SECTOR FUNDING... 

4. (SBU) In addition to the financial impact, increased 
military spending meant that priority sector spending would 
not reach 70 percent of revenues as stipulated in the 2006 
GOC/World Bank MOU. Paradoxically, the only way now to meet 
the 70 percent would be to increase priority sector spending 
and send the budget further into the red. According to the 
IMF, at lower levels (particularly at the Ministry of 

Finance) GOC officials understood the need to rein in 
spending, but did not have the power. The objective of the 
MDM was to gain assurances from the highest level -- the 
President if possible - that spending would be controlled. 


.. BUT IMF AND WORLD BANK NEED DONORS TO WEIGH-IN ON SECURITY 
SPENDING 


5. (SBU) Andrews explained that, while security spending was 
both throwing the budget off track in the medium term and 
also throwing the 70 percent agreement off track, the IMF did 
not have a mandate to look at security and sought the donor\'s 
perspective. Information from partners involved in security 
sector reform (France was mentioned) would be particularly 
valuable. Andrews explained that the MDM would also provide 
an opportunity to look at the amount donors envisaged putting 
into Chad\'s resource envelope so that any financing gaps 
would be evident. If the message to the President on the 
need to limit spending came from donors representing all 
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sources of funding -- and showing a unified front, then it 

would have more weight. Andrews noted that the GOC may think 
that it does not need its international partners, but it will 

need them after the medium term when oil revenue declines and 
external support is required again. 


6. (SBU) Marie Francoise Marie Nelly, acting World Bank 
Country Director for Chad, updated participants on the three 
pillars of the 2006 MOU. She explained that the main question 
going forward from the World BankYs perspective was how to 
handle Chad\'s performance in allocating 70 percent of 
revenues for priority sectors. According to Marie Nelly, the 
Bank was willing to be flexible on the 70 percent; the point 

of the MDM was not to tell the GOC to cease spending on 
security, but to determine what is reasonable. 


NEXT STEPS 


7. (SBU) World Bank President Wolfowitz will be calling 
President Deby shortly to discuss the proposed MDM. The 
composition of the Mission had not yet been determined, but 
it was clear that it would need the participation of a 
high-ranking Bank or Fund member (at least near the end of 
the Mission). Draft terms of reference will be circulated to 
donors for consideration. French and EC participants in the 
Conference requested more information on the precise 
objectives of the MDM. 


COMMENT AND ACTION REQUEST 


8. (C) The only way to perform the hat trick required of 
stemming the budget hemorrhage and maintaining something 
close to the 70 percent priority sector spending is to reduce 
military spending. The Bank and the Fund see this as the 
donor\'s business and seek donor participation to deliver this 
message. While Chad\'s interest in purchasing U.S. aircraft 
was not specifically mentioned at the video conference, the 
IMF Representative informed DCM separately that the Minister 
of Defense notified the IMF that the GOC intended to purchase 
at least one C-130H in 2007/8 (purchase of other C-130\'s was 
uncertain.) The IMF arrived at the military spending 

projection for 2007 by plugging in the purchase of one $30 
million C-130H aircraft ($20 million in 2007 and $10 million 

in 2008). 


9. (C) Buying fewer (or less expensive) aircraft would be 
in the best interest of maintaining Chad\'s commitment to 
priority sectors. Washington guidance on the level of 

participation and the U.S. position will be required for the 


Column 3 

MDM. From post\'s perspective we should continue to urge the 
Government to restrain spending, stay on track with spending 
70 percent of revenues on poverty reduction and engaging in 
the political dialogue necessary to reduce the need for 

defense spending. 

WALL 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 05/10/2017 

TAGS: PREL, PGOV, MNUC, KS, KN 

SUBJECT: NATIONAL SECURITY ADVISOR BAEK ON FTA, ALLIANCE, 
6PT AND INTER-KOREAN DIALOGUE 


Classified By: Amb. Alexander Vershbow. Reasons 1.4 (b/d) 


1. (C) SUMMARY: In a May 10 lunch meeting with the 
Ambassador, National Security Advisor Baek Jong-chun said his 
responsibilities were defined: work closely to support the 

KORUS FTA, USFK relocation agreements, and progress in the 
Six-Party Talks (6PT). Baek expressed optimism that the 

Banco Delta Asia (BDA) issue would be resolved soon and might 
serve in educating North Korea how little it can accomplish 
without international cooperation. Over the longer term, 

Seoul hoped to leverage inter-Korean talks and the Kaesong 
Industrial Complex to encourage the DPRK to make economic and 
political changes. Asked about a possible inter-Korean 

summit, Baek responded that the ROKG was not actively 
considering anything. However, if a summit could contribute 

to a resolution of the DPRK nuclear issue and provide a 
breakthrough in inter-Korean reconciliation, Seoul would 

think about it in consultation with the United States. END 


Column 3 
SUMMARY. 


2. (C) The Ambassador on May 10 hosted a luncheon at the 
residence for Baek Jong-chun, Chief Secretary for 
Unification, Foreign Affairs, and Security Policy (National 
Security Advisor). Baek was joined by Park Sun-won, 
Secretary to the President for National Security Strategy, 


SIPDIS 

and Kim Hong-kyun, Assistant Secretary to the President for 
National Security Strategy. NSA Baek offered little color 
commentary on views in the Blue House, but, in his proficient 
English, reinforced the need for U.S.-ROK coordination to 
resolve key economic, security and North Korean issues. 


3. (C) NSA Baek said that Seoul was tentatively planning on 
submitting the KORUS FTA agreement for National Assembly 
ratification in the September/October timeframe, even though 
he was aware that the U.S. Congress might not take 
corresponding action by that time. Seoul had \"no reason to 
delay,\" he said, adding that President Roh would like to get 
the FTA ratified by the end of his term. Park explained that 
the Blue House was considering an \"endgame\" debate in 
mid-June with relevant ROKG ministers, political leaders and 
NGO activists that President Roh would chair to argue for FTA 
ratification. Seoul might even televise the session to 

enable the President to make a stronger, broader push for its 
passage. 


4. (C) The Ambassador stated that the sooner the ROK could 
ratify the KORUS FTA, the better. Not only would it provide 
President Roh with a legacy deliverable, but it might 

encourage KORUS supporters in the United States as well. If 
ROK ratification were to slip past October, it might become 
entangled in the ROK general election in December or National 
Assembly elections in April, causing unnecessary 
complications. The Ambassador expressed appreciation for 
President Roh\'s commitment to be guided by science in 
reopening the beef market. Baek acknowledged President Roh\'s 
commitment to President Bush to open the market after the OIE 
ruling later this month; he noted that the ROKG would welcome 
U.S. beef, as it already imported beef from Australia and 

others nations. 
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5. (C) The Ambassador noted that the understanding reached 
between Secretary of Defense Gates and Minister of National 
Defense Kang Jang-soo was a positive way to resolve both 
OPCON and USFK base return issues. Baek agreed and stated 
that Seoul was working hard to bring the Ministry of the 
Environment along. However, \"NGOs are NGOs,\" and it would be 
difficult to assuage all NGO concerns. Seoul's objective now 

was to manage their protests, he said. 


6. (C) Turning to the Six-Party Talks (6PT), the Ambassador 
said it appeared that banks were concerned about receiving 
funds from Banco Delta Asia (BDA) and were looking for some 


kind of assurances that they would not be penalized by U.S. 
financial measures. The USG had promised to resolve the BDA 
issue, and we had done so in the U.S. Treasury\'s March 14 
announcement. On April 10, one month ago today, the U.S. 
Treasury Department issued another release expressing support 
for the Macao Monetary Authorities\' decision to unblock the 
BDA accounts. Now, however, the DPRK seemed to be trying to 
make a point about its access to the international banking 
system. 


7. (C) Baek conveyed appreciation for USG patience with 
North Korea. He hoped that the DPRK would learn how the 
international financial system worked and how it needed 
international cooperation to resolve its problems. Still, 
peace and denuclearization were more important than BDA. 
This was why the ROKG sought continued USG flexibility, 
perhaps in the form of a one-time exemption (from Section 311 
provisions) for a bank to receive BDA funds. Park opined 
that the difficulties in transferring money from BDA 
confirmed to everyone the importance of the U.S. to the 
international financial system; banks would not risk running 
afoul of the U.S. Treasury. The USG\'s ability to monitor and 
control DPRK\'s access to the financial system was strong 
enough to allow for this one-time exemption, especially if it 
would allow the 6PT to regain momentum, he insisted. 


8. (C) The Ambassador responded that the USG wanted to 
resolve the BDA issue. Unfortunately, we had lost a lot of 
time. It was Qsible to get things back on track, if the 

DPRK really wanted it to happen. It remained to be seen if 
the DPRK had made the strategic decision to denuclearize or 
if it was trying to present itself as a country like India 

that should be allowed the right to posses nuclear programs. 
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If the later were the DPRK\'s decision, it was mistaken, 

because, the Ambassador said, Washington could not normalize 
relations with a North Korea that still had nuclear weapons. 


9. (C) Baek noted the on-going (May 8-10) inter-Korean 
General officer-level officers talks and said that it 

appeared that the DPRK would agree to a one-time trial run of 
trains along the west and east coast rail corridorsQThe 

DPRK was also pressing for concessions on the Northern 
Limitation Line. The ROK delegation had pushed back, saying 
that maritime borders should be addressed at Defense 
Ministerial talks. The ROK was also trying to convince the 
DPRK that a one-time trial run was helpful, but not as much 
as regularized inter-Korean rail travel, which could provide 
greater economic benefits to the DPRK. 


10. (C) Baek sought to blur the link between the trial run 

of trains and a ROK decision to provide USD 80 million in 

light industrial material aid. He said that the real linkage 

was between industrial aid and cooperation on ROK development 
of DPRK natural resources. Seoul wanted to counter greater 
PRC investment in DPRK mines and natural resources; the ROK 
did not want to \"lose\" the DPRK to China. Greater rail and 
resource access to the DPRK would also help the ROK transfer 
or teach market-economic principles to the DPRK. If the two 
Koreas connected their railways, this would help the future 

of the peninsula, which would help USG interests as well. 
Similarly, the Kaesong Industrial Complex (KIC) could be both 

a starting point for economic reforms and a contact point 

that would allow greater inter-Korean exchanges. 


11. (C) The Ambassador said he understood the logic behind 
puQing economic changes in the DPRK, but if North Korea 
failed to live up to its February 13 \"Initial Actions" 

obligations, what would happen to ROK plans for rice 
assistance at the end of May? While the USG does not want 
greater hunger in the DPRK and does not see food as a weapon, 
some might view rice aid as a sign of wavering ROK resolve on 
the DPRK nuclear issue. The Ambassador noted that 
credibility was hard to gain and easy to lose. The ROK 

should consider what message the DPRK would hear if it 
received rice aid without fulfilling its 6PT obligations. 

The DPRK must already know that the KIC\'s future would be 
brighter with denuclearization. 


12. (C) Baek reiterated that it was for these reasons that 
Seoul wanted a resolution of the BDQssue as soon as 
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possible. Park added that the ROK was doing its part to look 
for solutions. It had considered whether its Export-Import 
(EXIM) Bank might be able to contribute. However, the ROKG 
decided that, without USG assurances, the risk of receiving 
BDA funds would be too high. Park said that BDA was 
currently being run by Macao Monetary Authorities, not its 
owner Stanley Au, which should make it easier for USG 
officials to grant a one-time waiver for American Banks to 

deal with BDA. 


13. (C) Asked about politiciansY comments and media 
speculation about a possible inter-Korean summit, Baek said 
Seoul at this time was not actively working on a summit 
because of the current BDA situation. He had seen stories 

that A/S Hill was considering visiting Pyongyang and articles 
that former ROK Prime Minister Lee Hae-chan was proposing a 
four-way summit between the U.S., ROK, DPRK and China. The 
problem was too many reporters were speculating in the hopes 
of finding a story. Of course, if the ROKG saw the 

possibility that a summit would help to resolve the DPRK 
nuclear issue and provide a breakthrough in inter-Korean 
reconciliation, then the ROKG could consider an inter-Korean 
summit. If the ROKG saw that opportunity, it would 

coordinate with the USG because bilateral cooperation would 
be important. 


14. (C) The Ambassador said that if an inter-Korean summit 
could truly help progress in the 6PT and North-South 
relations, then the USG would see the logic behind it. He 
agreed that USG-ROKG coordination and cooperation would be 
important, so too would be avoiding unexpected surprises. At 
this point, the USG was interested in seeing whether, after 
shutdown of Yongbyon, the North was ready to take the more 
serious step of disabling its nuclear facilities. This would 

be a qualitative step beyond the 1994 Agreed Framework and 
could open many more possibilities for advancing relations 
with the DPRK. 

VERSHBOW 
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E.O. 12958: N/A 

TAGS: PREL, UNSC, KPKO, SU, TH 

SUBJECT: THAILAND INDICATES IT MIGHT PROVIDE 200 SUPPORT 
PERSONNEL FOR DARFUR 


REF: A. BANGKOK 2524 
B. STATE 51828 


1. On May 9, Dr. Charn Jullamon, Director of the Peace, 
Security, and Disarmament Divisions at the Ministry of 

Foreign Affairs (MFA) told poloff that the Royal Thai 
Government (RTG) was moving forward with preparations to 
participate in the Heavy Support Package for Darfur 

(reftels). The Royal Thai Supreme Command (RTSC) notified 
MFA that Royal Thai Supreme Commander General Boonsrang 
Niumpradit had approved the deployment of 200 personnel to 
support the UN mission. Charn said he did not know which 
specific units would be offered, but said that they would 

likely be RTA Engineers. Charn said he would help coordinate 
as preparations moved forward. 


2. While the Thai are seriously considering a deployment, 
there remains much work before they can actually send units 
to Darfur. Post wishes to assist the Royal Thai military and 
Foreign Ministry with this possible deployment. We 
anticipate Thai inquiries about possible U.S. logistics, 
transportation and administrative support and would 
appreciate any detailed information we can share with the 
Thai to make any deployment a success. 

BOYCE 
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STATE FOR EAP/MLS, OES/ETC--ROWENA WATSON, AND 
OES/OMC--AMANDA JOHNSON-MILLER 


E.O. 12958: N/A 
TAGS: SENV, KSCA, ETRD, CB 
SUBJECT: CAMBODIAN RESPONSE TO CITES DEMARCHE 


REF: STATE 57912 


1. On May 3, Poleconoff met with Mr. Suon Phalla of the 
National CITES Authority to discuss reftel demarche. He 
revealed that the UN Food and Agriculture Organization had 
queried the Cambodian government (RGC) about all of the 
marine proposals under consideration, but the MFA responded 
that it had no comments--a response he interpreted as meaning 
the RGC had no objection. He urged Poleconoff to speak 
directly with Mr. Ing Try, Deputy Director General of the 
Department of Fisheries at the Ministry of Agriculture, 

Forestry, and Fisheries, to clarify the RGC position about 

the proposals. Suon Phalla agreed to relay reftel points 

about the bobcat proposal to Uk Sokhonn, Director of the 
CITES Management Authority, who was out of the country and 
unable to meet with embassy staff. Suon Phalla also asked 

for US support for a Cambodian proposal to move a southeast 
Asian primate, slow loris, from Appendix | to Appendix Il. 

On May 9, Suon Phalla informed Poleconoff that, under 
pressure from Japan, the Southeast Asian Fisheries 
Development Center (SEAFDEC) will lobby the ASEAN countries 
to oppose the two shark proposals listed in reftel. 


2. On May 10, Poleconoff delivered reftel demarche points 
about marine species to Ing Try. He agreed with USG concerns 
over the fate of sawfish, and noted that sawfish were once 
prevalent in Cambodia but have now declined substantially. 

He concurred that sawfish should be listed on Appendix | or 

Il, but said that his staff was still researching the issue 

to determine which appendix they thought was more a 
appropriate listing for the species. Ing Try stated that 
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Cambodia would vote in favor of the pink and red coral 
proposals. Ing Try noted that his staff is still researching 
the issue of the spiny dogfish and porbeagle proposals and 
seemed unaware of the SEAFDEC decision. 

MUSSOMELI 
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STATE FOR EAP/MLS, OES/OA--JOHN FIELD 


E.O. 12958: N/A 
TAGS: SENV, EFIS, KSCA, PREL, ETRD, CB 
SUBJECT: CAMBODIA LIKELY TO SUPPORT JAPAN ON WHALING ISSUE 


REF: STATE 56397 


1. (U) On May 10, Poleconoff delivered reftel demarche to 
Mr. Ing Try, Deputy Director General of the Ministry of 
Agriculture, Forestry, and Fisheries. Ing Try asked a few 
clarifying questions about the bowhead quota, but gave no 
immediate indication as to how Cambodia was likely to vote. 


2. (SBU) Poleconoff met with Mr. Suon Phalla of the CITES 
Authority at the Ministry of Agriculture, Forestry, and 

Fisheries to discuss reftel demarche informally on May 3. He 
indicated that in the run-up to last years International 

Whaling Commission, the Cambodian government was subject to 
conflicting pressure on whaling proposals and that ultimately 
the decision about Cambodia\'s vote went all the way to the 
Prime Minister\'s office. Because Japan is Cambodia\'s largest 
aid donor, Cambodia cannot risk offending Japan on an issue 
it sees as critical, and will vote with the pro-Japanese 

block again this year, he said. 


3. (U) The Australian Embassy has indicated that they will 
also be meeting with Ing Try to urge him to leave the 
pro-Japan block, but the embassy is not optimistic about the 
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prospects for success. An Australian diplomat was uncertain 
whether they would specifically raise the issue of bowhead 
quotas. 

MUSSOMELI 
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E.O. 12958: DECL: 05/10/2012 

TAGS: PHUM, BE 

SUBJECT: BELGIANS REMAIN STRONGLY AGAINST BELARUS CANDIDACY 
FOR UNHRC SEAT 


REF: A. SECSTATE 63345 AND B. BRUSSELS 1473 (NOTAL) 


Classified By: Political Counselor Theodore H Andrews, Reasons 1.4 (b) 
and (d) 


(C) The Belgians remain strong opponents of the Belarus 
candidacy for a UNHRC seat. The Belgians also remain 
committed to supporting the candidacies of both Slovenia and, 
once announced, Bosnia. The Belgians are beginning, however, 
to have concerns that Bosnia might hang back too long before 
announcing. As understood here, Sarajevo\'s plan is to start 
an energetic campaign for a seat only if Bosnia gets at least 
one vote in the first round. Along with other EU members, 

the Belgians are actively canvassing other member states to 
stand against Belarus and behind Slovenia and (eventually) 
Bosnia. Imbrie 
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WHITE HOUSE FOR PRESS OFFICE, SIT ROOM 
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SUBJECT: ISRAEL MEDIA REACTION 


Leading electronic media reported that at 9 A.M. today (Israel Time) 
the Winograd Commission probing the Second Lebanon War started 
disclosing the testimonies of 24 people it questioned, including PM 
Ehud Olmert, Defense Minister Amir Peretz, and former IDF chief of 
staff Dan Halutz. As reported in various media, Olmert was quoted 
as saying in his testimony that he knew all the time that Israel 

would be attacked from the North and that he had warned the army 
about it. Olmert was quoted as saying that the IDF\'s command was 
faulty. Olmert reportedly also told the Commission that Peretz is 

not responsible for the failure of the war. Halutz was quoted as 
telling the Commission that the IDF had been ready to act. Peretz 
was quoted as saying that his contribution to the war was important 
and decisive. 


Israel Radio reported that this morning three Qassam rockets were 
fired at Israel. Leading media repotted that an IDF soldier was 
lightly wounded in Nablus. 


Yediot reported that starting today Jordanian King Abdullah II will 
sponsor \"marathon talks\" to advance the Saudi peace plan and promote 
the resumption of Israeli-Palestinian talks. The media reported 

that today the Jordanian and Egyptian foreign ministers will meet 

with FM Tzipi Livni in Cairo and that the King will host a group of 

Israeli public figures in an effort to tell them that \"there is 

nothing to fear from the Arab peace plan.\" In four days Abdullah 

will host Noel Prize laureates in Petra, including Shimon Peres. 

Yediot wrote that two days later, in Aqaba, the King will take part 

in a meeting of 200 Israeli and Palestinian figures to discuss ways 

to implement cooperation between the two peoples and what should be 
one so that Israel adopts the Arab initiative. 


Makor Rishon-Hatzofe quoted associates of former PM and leading 
premiership contender Ehud Barak as saying in an interview with the 
newspaper that Barak will launch a plan to separate Israel from the 
Palestinians. 

Major media (lead stories in Maariv and The Jerusalem Post) reported 
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that on Wednesday Vice PM Shimon Peres told Olmert that he would 
seek the state\'s presidency, and not cooperate with Knesset members 
seeking to topple Olmert and have Peres replace him. (Makor 
Rishon-Hatzofe dubbed Peres the \"perennial candidate.\") All media 
reported that Likud MK Reuven Rivlin, a former Knesset speaker, met 
leader of the Shas party, including the party\'s mentor, Rabbi 

Ovadia Yosef, in a bid for the ultra-Orthodox party\'s support in his 
race for president. However, the media quoted Shas Chairman, MK Eli 
Yishai, as saying after the meeting that Shas\'s inclination is to 

vote for Peres. Yediot cited June 13 as a likely date for holding 

the presidential elections. 


HaVaretz cited the belief of Palestinian and Israeli security 
sources that there are approximately 15 active tunnels in Rafah in 


the southern Gaza Strip, between the PA and Egypt. The sources were 
quoted as saying that tunnels are being used by smugglers to move 
arms, drugs and people, The same sources were quoted as saying that 
there are at least 10 other tunnels in the area that are not in use 

due to various technical reasons. According to HaVaretz, he Rafah 
tunnels are being controlled by the most powerful clans in the area, 

who consider them a very lucrative source of income. HaVaretz noted 
that the US is demanding in its \"benchmarks plan\" to Israel and the 
Palestinians that the latter work to counter the tunnel phenomenon. 


Deputy Defense Minister Ephraim Sneh was quoted as saying on 
Wednesday, in an interview with HaVaretz, that the World Bank report 
on restrictions imposed by Israel on the freedom of movement of 
Palestinians is full of errors and imbalanced. 


Maariv reported that, in a makeover, most bodies of the Israeli 
intelligence community favor negotiations with Syrian President 
Bashar Assad. The newspaper wrote that the Foreign Ministry has 
joined claims by Israel\'s National Security Council and IDF 
Intelligence that SyriaWs signals should be seriously scrutinize. 
According to Maariv, only the Mossad keeps insisting that Assad does 
not want peace. 


British Ambassador to Israel Tom Phillips was quoted as saying in an 
interview with The Jerusalem Post that Israel will continue to come 
under blistering criticism in Britain, some of it \"totally 

unjustified,\" as long as \"Israel is regarded as an occupying 

power" 


US Representative Gary Ackerman (D-NY), Chairman of the House 
Foreign Affairs Middle East and South Asia Subcommittee, was quoted 
as saying on Tuesday, in an interview with The Jerusalem Post, that 
IsraelYs handling of last summer\'s controversial conflict in Lebanon 
should serve as a model for the US and its own war in Iraq. 

Ackerman was quoted as saying that, while Israel is thoroughly 
reviewing its military, \"we have an administration that is still in 
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denial.\" 


Leading media reported that Hamas\'s TV channel is using a lookalike 
Mickey Mouse character to instill hate for Israel and the US in the 
Palestinian children. The Jerusalem Post reported that Hamas pulled 
the figure following protests. 


Yediot cited the US-based Spanish-language network Telemundo-TV as 
saying that Hizbullah has set up an organizational infrastructure 

and a training base in Ciudad del Este, Paraguay. Yediot cited the 
United States\' concern that Hizbullah militants might infiltrate the 
porous Mexican border to carry out attacks in the States. 


All major media reported that on Wednesday IDF reservists were 
videotaped hitting and punching Israeli protesters in the southern 
Hebron Hills. 


HaVaretz reported that earlier this week the GOI declared illegal 
the annex of Hamas in Israel -- the Reform and Change party. 


HaVaretz quoted National Infrastructure Minister Binyamin 
Ben-Eliezer as saying on Wednesday that an Israel TV-produced 
documentary that claimed that soldiers from the Shaked Battalion 
unarmed Egyptian prisoners at the end of the Six-Day War harmed 
Israel\'s relations with Egypt. HaVaretz quoted Ran Edelist, the 
film\'s producer, as saying on Wednesday that Egyptian and Israeli 
media had culled inaccurate quotes from the movie. Edelist 
clarified that his film does not claim that that the IDF had killed 
POWs. Maariv reported that Egyptian FM Ahmed Ali Abu al-Gheit 
confirmed this in a television interview. 


Leading media cited a report on the functioning of the government 

and other publicly funded institutions, which State Comptroller 

Micha Lindenstrauss presented on Wednesday. The Jerusalem Post said 
that the many irregularities found by the Comptroller are topped by 

the army\'s alleged failure to properly handle the threat of Qassam 

rockets from and weapons smuggling into the Gaza Strip. HaVaretz 

said that the state comptrollerYs reports on the Second Lebanon War 

are not due for a few more months but that it is already clear from 

the research done on the disengagement from the Gaza Strip that the 
problems in the army and the defense establishment began long before 


July 12, 2006, the day when Hizbullah abducted two IDF soldiers. 


The Israeli human-rights organization B\'Tselem inserted a paid 
supplement in today\'s HaVaretz. The publication states: \"Israel 
undoubtedly has the obligation to act in order to protect its 

citizens\' lives. But along with the power comes responsibility.\" 


HaVaretz, The Jerusalem Post, and other media reported that on 
Wednesday the opposition submitted a proposal to hold early 
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elections for the prime minister\'s seat, without dispersing the 

Knesset or altering the election system. The bill, which was 

designed to replace PM Olmert and would mandate elections within 60 
days, is not expected to pass. 


Yediot reported that on Sunday the cabinet will approve a 

650-million shekel (around USD 163.5 million) investment in the city 
of Jerusalem. The plan includes the transfer of government branches 
to the city, tax breaks, and a 200-million shekel (around USD 50.3 
million) grant to the city. 


The Jerusalem Post, HaVaretz, and Makor Rishon-Hatzofe reported that 
on Wednesday 37 African refugees -- 24 of them fleeing the Darfur 
region of Sudan -- were tossed back and forth from the police to the 
IDF. The media reported that the Beersheva Municipality eventually 
opened the city\'s doors to the refugees. 


The Jerusalem Post ran a feature about Yehuda Wedesheim, an IDF 
soldier who grew up in Milwaukee and won a medal for his 
single-handed heroism in the Second Lebanon War. 


Yediot reported that Haim Yavin, the \"mythological\" Israel TV 
newscast anchorman, is retiring. He will be hosting a talk show on 
the same channel. 


All media reported that on Wednesday the US dollar reached its 
lowest rate in eight-and-a-half years on Tel Aviv\'s financial market 

-- 3.974 shekels. Major media reported quoted Bank of Israel 
Governor Stanley Fischer as saying on Wednesday that a recession in 
the long term is likely in Israel, and that external financing 

sources would be the key to pulling out of it. 


HaVaretz reported that a study conducted by Swiss research institute 
IMD in cooperation with the Federation of Israeli Chambers of 
Commerce has ranked Israel as first among the 55 most developed 
countries in the world when it comes to public and private spending 

on research and development compared to GDP. The study also found 


Israel has the most skilled engineers in the work force, ranked 
second in raising capital for business development, and second in 
information technology. In contrast, Israel placed 52nd with regard 
to participation of men and women in the work force, and 42nd in its 
ability to maintain stable labor relations. The study also reviewed 
countries\' performance according to four indices: economic 
efficiency, government efficiency, business efficiency and 
infrastructure. Israel ranks 33rd, 25th, 16th and 14th in each 
respectively. In real GDP growth Israel ranks 26th. GDP per capita 
in dollar terms ranks Israel in 33rd place, while in terms of direct 
investment by foreign residents it ranks fairly high, in 6th place. 


Yediot quoted the Chief Rabbi of Rome, Riccardo Shmuel di Segni, as 
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saying on Wednesday that the anticipated beatification of the late 
Pope Pius XII harms Jewish-Christian relations. 


The Jerusalem Post reported that this week a group of US airport 
authority heads got an inside look at the running of the Israeli 
airport system in the hope of learning new ways to improve the 
overall security and efficiency of US airports. 


Yediot reported that an Israeli study published in the scientific 
journal Geophysical Research proved the validity of the \"butterfly 
effect\" theory that thunderstorms in Africa cause tropical storms 
and hurricanes in the Atlantic Ocean that affect the US. 


The independent, left-leaning HaVaretz editorialized: \"The gradual 
improvement [of conditions in the Palestinian territories], 
monitored by the Americans, would be an attempt to prevent an 
outbreak of violence in the region.... There is no choice but to 
agree, regretfully, with the findings of the World Bank report that 
Israel is preventing the rehabilitation of the West Bank economy.\" 


Veteran columnist Evelyn Gordon wrote in the conservative, 
independent Jerusalem Post: \"For Rice, desperate to buy Arab and 
European support on Iraq with \'progress\' on the Israeli-Palestinian 
front, higher Israeli casualties may well be a price worth paying. 

But no responsible Israeli government could concur.\" 

Military correspondent Amir Rappaport wrote in the popular, 
pluralist Maariv: \"If ... the considerations are so clear, and show 
that we should hold negotiations with Syria, why aren\'t talks being 
held? The answer is simple: because the Americans have still not 
decided whether they permit us to talk to our neighbors.\" 


The Jerusalem Post editorialized: \"Israel desperately needs a 
full-time government now in order to begin a process of national 
recovery.... For now, Kadima and Labor are standing 
shoulder-to-shoulder to block such an eventuality.\" 


Shlomo Avineri, Hebrew University Professor of Political Science and 
former director-general of the Foreign Ministry, wrote in HaVaretz: 
\"There will be no true compromise between Israel and the 
Palestinians without a readiness on their part ... to admit that 

they, too, are partly responsible for what happened to them in 
1948.\" 
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Block Quotes: 


|. \"No Life on the Other Side\" 


The independent, left-leaning HaVaretz editorialized (5/10): \"It is 
difficult for Israelis who move freely throughout their country to 
understand Palestinian life in the West Bank, which becomes more 
difficult from year to year, from one agreement to the next. After 

it was decided to remove West Bank roadblocks to allow for movement 
that does not endanger Israeli security, it turned out that 

additional surprise roadblocks had been established.... Evena 
government that, due to its weakness, is not currently capable of 
working to resolve the conflict with the Palestinians cannot free 

itself of its obligation to manage the occupied territories in a way 

that enables people to live there.... The Ehud Olmert government and 
the Hamas government refuse to implement the steps the United States 
has suggested to both sides, despite Palestinian Authority Chairman 
Mahmoud Abbas\'s position on the matter. This refusal involves 
neither intelligence nor purpose, just an ongoing and frustrating 
failure. The gradual improvement, monitored by the Americans, would 
be an attempt to prevent an outbreak of violence in the region. The 
proposal was viewed by the Israeli government as a command, rather 
than as the act of a helpful friend. Therefore, there is no choice 

but to agree, regretfully, with the findings of the World Bank 

report that Israel is preventing the rehabilitation of the West Bank 
economy.\" 


ll. "Benchmarks For a Bloodbath\" 


Veteran columnist Evelyn Gordon wrote in the conservative, 
independent Jerusalem Post (5/10): \"US Secretary of State 
Condoleezza Rice is not purposely trying to destroy all of Israel\'s 
hard-won security gains of the last five years. But if she were, she 
could hardly have improved on her new benchmark proposal.... Thus 
six months before PA forces are even in position to combat Gazan 
terror, Israel would be required to facilitate the export of this 

terror to the West Bank. And sometimes there is no parallel demand 
of the PA at all.... Indeed, Hamas publicly rejected the benchmark 
proposal last week precisely because the organization is \'preparing 
for battle,W to quote one of its leaders, Khaled Mashal. Why should 
Israel facilitate this effort? For Rice, desperate to buy Arab and 
European support on Iraq with \'progress\' on the Israeli-Palestinian 
front, higher Israeli casualties may well be a price worth paying. 

But no responsible Israeli government could concur.\" 


II. \"It\'s Up to the Americans\" 


Military correspondent Amir Rappaport wrote in the popular, 
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pluralist Maariv (5/10): \"It is not gratifying to admit, but more 

than the [new, positive] position of the Israeli Foreign Ministry 

over the question of whether to hold negotiations with Syria -- it 

is the American position that matters.... Despite the fear of 

holding futile talks, there is still a chance that the Syrians are 

sincere in the intention to reach a peace agreement. But should 
Israel hand over all of the Golan Heights in exchange for a peace 
agreement with Syria? That is already a political issue, but it is 

easy to guess what Ehud Barak would decide if he could turn back the 
wheel to March 2000, when he was prime minister. The former Syrian 
president, Hafez Assad, then met with US President Bill Clinton and 
the last opportunity, to this day, was created to close a deal with 

the Syrians and to detach it from its alliance with Iran and 

Hizbullah. Israel did not agree to Assad\'s threshold conditions, 

and the opportunity was lost. If, more than seven years later, the 
considerations are so clear, and show that we should hold 
negotiations with Syria, why aren\'t talks being held? The answer is 
simple: because the Americans have still not decided whether they 
permit us to talk to our neighbors.\" 


IV. \"Blocking Tactics\" 

The Jerusalem Post editorialized (5/10): \"Though [former prime 
minister Ehud] Barak claims that the Olmert government can survive 
without Labor, it seems that most Labor leaders and members do not 
share this view. Moreover, Barak\'s actions indicate the opposite, 
namely thinks that the only way to avoid elections is for Labor to 
cling to the government. That said, it could well be that Labor\'s 
preference is for Kadima to oust Olmert so that Labor could have its 
cake and eat it too: no elections and no Olmert. There are, 
however, a few problems with this implicit Labor plan. The first is 
that Kadima is showing no signs that it will replace Olmert... 
Second, the Labor Party, which presumably would like to present 
itself as representing change, renewal, and clean government, is in 
the meantime looking like Olmert\'s security blanket. Third, there 

is the biggest problem of all: that the world will not stop and wait 

for Winograd\'s next pronouncement and for the government to fall... 
Israel desperately needs a full-time government now in order to 
begin a process of national recovery, to be ready for any 

eventuality, and to pursue a strategy that will not just be 

reactive, but will actively advance our national interests. For 

now, Kadima and Labor are standing shoulder-to-shoulder to block 
such an eventuality.\" 


V. \"Until They Accept Responsibility\" 


Shlomo Avineri, Hebrew University Professor of Political Science and 
former director-general of the Foreign Ministry, wrote in HaVaretz 
(5/10): "We can understand -- without justifying it -- the 
Palestinians\' rejection of the [1947] partition plan, just as we can 
understand -- without justifying it -- the Revisionist [right-wing] 

Zionist position negating the partition. But most of the Jewish 
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community accepted the idea. And if most of the Palestinians had 
accepted it, then an independent Palestinian state would have risen 

on part of Mandatory Palestine in 1948, without war and without 
refugees. The Palestinians are not prepared to deal with this 

complex reality.... Far be it from me to maintain that in 1948 the 

Jews were Vright' and the Arabs were \'wrong.\' What troubles me and 
other Zionist Israelis wishing to be attentive to the Palestinians\' 

pain and willing to help rectify injustices and accept a historic 
compromise, is the PalestiniansY complete unwillingness to 
acknowledge that in 1948 they and their leaders made a terrible 
historic mistake -- of both political and moral proportions -- by 

rejecting the international compromise they were offered. It is for 

this reason that the Palestinians\' customary comparison between the 
Nakba [catastrophe] and the Holocaust is so outrageous. Did the 
Jews of Germany and Europe declare war on Germany? Were the world\'s 
Jews offered a compromise that they rejected? Europe\'s Jews were 
murdered by the Nazis because they were Jews. What does that have 
to do with the Palestinians\' decision to refuse the UN\'s compromise 
proposal and go to war? It would not be exaggerated to say that 

there will be no true compromise between Israel and the Palestinians 
without a readiness on their part -- however minute and partial, for 

the \'truth\' is always complex -- to admit that they, too, are partly 
responsible for what happened to them in 1948.\" 


CRETZ 


107513 

PP RUEHCN RUEHGH RUEHVC 

DE RUEHHK #1278 1300945 

ZNY CCCCC ZZH 

P 100945Z MAY 07 

FM AMCONSUL HONG KONG 

TO RUEHC/SECSTATE WASHDC PRIORITY 1588 

INFO RUEHOO/CHINA POSTS COLLECTIVE PRIORITY 

RUEKJCS/SECDEF WASHINGTON DC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY","C ON FIDENT1IALHONG KONG 001278 


SIPDIS 
SIPDIS 


NSC FOR DENNIS WILDER 
DEPT FOR EAP/CM 


E.O. 12958: DECL: 05/11/2032 

TAGS: MARR, PREL, SOCI, CH, HK, MC 

SUBJECT: LABOR DAY WITH THE PLA - MACAU STYLE 
REF: A. HONG KONG 001198 


B. HONG KONG 001203 


Column 3 
Classified By: E/P Chief Laurent Charbonnet; Reasons 1.4(b, d) 


1. (U) Similar to the display on May 1 in Hong Kong (see 

reftel a), the People\'s Liberation Army (PLA) held an open 
day" in Macau at its compound on Taipa Island. The Macau 
Post Daily" reported that 2,500 residents visited the 

barracks on Labor Day and watched a flag raising ceremony and 
military/martial arts performances by the garrison personnel. 
The paper also reported that \"visitors could \'test\' military 
hardware, such as weapons and vehicles.\" Shotguns, machine 
guns, and anti-tank rockets were also on display, noted the 
\"Macau Daily News. The Museum of Military History and 
various working and training facilities were open to 

visitors, as well. The \"Macau Post Daily" editorialized that 
local residents saw the presence of the PLA in Macau as a 
stabilizing force for society. (Note: The \"Macau Post 

Daily\" is the only English-language newspaper in Macau and it 
is published in hardcopy only. End note.) 


2. (C) Comment: Echoing our comments in reftel b, the Macau 
government is already straining to keep pace with various 
social tensions arising from rapid development, a 
gambling-based economy often alleged to be rife with 
organized crime, and massive inflows of tourists and visitors 
trying to capitalize on the quaint but sometimes quavering 
society there. In contrast to Hong Kong where the PLA is 
sometimes viewed with suspicion, many Macanese believe that 
the PLA\'s presence has helped prevent a return to the 
gangland violence of the 1990s and is a stabilizing factor in 

the MSAR. End comment. 

Cunningham 
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Column 3 
Classified By: POLCHIEF GREGORY THOME FOR REASONS 1.4 (B) AND (D) 


1. (C) SUMMARY: The GOF is very pessimistic that the EU 
will be able to reach consensus on establishing a 
negotiating mandate for a new EU-Russia Partnership and 
Cooperation Agreement (PCA). Immediately after Poland 
blocked consensus near the end of the Finnish EU 
Presidency, the Finns expressed confidence that matters 
could be resolved during the German Presidency. However, 
the situation has changed dramatically -- largely as a 

result of Russia\'s behavior -- and the Finns now believe 
that the window of opportunity has passed. End Summary. 


2. (SBU) On the eve of the EU-Russia Summit in Helsinki 
last November, Poland scuttled the Finnish EU 
Presidency\'s efforts to deliver to the German Presidency 
a consensus EU mandate for negotiating a new EU-Russia 
PCA. The Finns (and Germans, we understand) were 
disappointed, but expressed optimism that Russia would 
lift its ban on Polish meat imports and that the mandate 
would be secured in plenty of time for the subsequent EU- 
Russia Summit in May. 


Meat Issue Still Problematic 

3. (C) However, Finnish officials in the MFA Unit for 
Russia, which spearheaded the inter-EU negotiations on 
the PCA during the Presidency and has coordinated closely 
with German counterparts since, now believe that the 
window of opportunity for a new PCA may have passed. The 
Germans and the Finns tried mightily to resolve the 

Polish meat issue before the April GAERC, our contacts 
say, but to no avail. Poland delivered a good faith 

\"signal\" that would give Russia the necessary political 
cover to lift its embargo, the Finns reported, but 

apparently Moscow did not view it as sufficient. In 

addition, Russian contacts have suggested to the Finns 
that they have little incentive to remove the Embargo 
before the Summit -- a stance the GOF finds enormously 
frustrating, but not suprising given Russia\'s 

increasingly obstructive or inexplicable behavior on 

other issues. 


Other Irritants 

4. (C) Indeed, in the Finns\' view, Russia has created 
additional irritants that make achieving EU consensus on 

the PCA mandate even more remote. Even if Poland finds a 
way to resolve the meat issue, Warsaw, Vilnius and others 
could consider blocking PCA consensus over Russia\'s 
increasingly politicized energy policies. The concerns 
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are valid, in the Finns\' view, particularly because 

Russia has not turned words into deeds on promises it 
made in connection with sensitive gas pipeline projects. 
Another potential irritant has been Moscow\'s irrational 
response to US missile defense plans in Poland and the 
Czech Republic. Finnish contacts do not believe those 
countries would block the PCA mandate over this issue, 
but say \"the mood has not been very fruitful.\" Ditto for 
the Estonian Bronze Statue crisis: Estonia has told the 
GOF that Russia\'s violations of the Vienna Conventions 
will not prompt the GOE to take action against the PCA 
mandate, and it has stepped back from early demands that 
the Summit be postponed. However, the Finns believe that 
any additional Russian heavy handedness could prompt 
Tallinn to speak out against a new PCA. 


Russian Interest Waning 

5. (C) The Finns suggested that the only small hope of 
achieving a new PCA mandate might stem from the fact of 
this being President Putin\'s last EU-Russia Summit on 
Russian soil -- but readily admit that this is likely to 

have little impact. For one, Putin has neither the 

political will nor sufficient time before the May 18 

Summit to provide the reassurance many Member States are 
seeking; and for two, there is not enough time left in 

Putin\'s term for him to turn a new PCA to his political 
advantage. Some Russian officials have even suggested to 
our Finnish contacts that \"if the EU can live with the 

old PCA, so can we.\" 


Comment 

6. (C) From the Finnish perspective, the best window of 
opportunity for achieving a new PCA may have passed. The 
Finnish and German Presidencies gave it their best shot. 
However, the new Member States have proven they are not 
shy about using their ability to block consensus as a 

means of protecting their own interests vis--vis Russia, 

and Russia has done little to provide them reassurances. 
HYATT 
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E.O. 12958: N/A 

TAGS: TBIO, AORC, PREL, KFLU, WHO 

SUBJECT: KAZAKHSTAN SUPPORTIVE OF U.S. WORLD HEALTH 
ASSEMBLY OBJECTIVES 


REF: STATE 61739 


Poloff delivered reftel points to Ministry of Foreign Affairs 
Health Advisor Asel Utegenova. Utegenova told Poloff that 
Kazakhstan supports the unrestricted sharing of influenza 
virus samples. Kazakhstan also understands the necessity for 
ongoing smallpox virus research, she said. Utegenova 
promised to share reftel information with other relevant 
agencies. 

CROWLEY 
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SUBJECT: MALAYSIA NON-COMMITTAL ON HRC VOTE, MIGHT STRIKE 
DEAL WITH BELARUS 


REF: STATE 63345 


Classified By: Ambassador Christopher J. LaFleur for reasons 1.4 (b and 
d). 


1. (C) We engaged with the Malaysian Foreign Ministry at 
senior and working levels again May 10 to convince Malaysia 
to support Bosnia and Slovenia instead of Belarus in the 
UNHRC vote. In addition, the Canadians delivered a 
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high-level demarche yesterday. The Ministry\'s Deputy 
Secretary General Tan Seng Sung, Under Secretary for 


SIPDIS 
Multilateral Political Affairs Shahrul Ikram, and Under 
Secretary for the Americas Ramlan Ibrahim all remained 


SIPDIS 

non-committal and non-communicative. Ambassador Tan, after 
receiving the Canadian demarche, did not echo concerns over 
Belarus\' human rights record and instead recalled Malaysia\'s 
vote against UNGA criticism of Belarus based on Malaysia\'s 
policy of rejecting country-specific resolutions. Shahrul 

(whom we tracked down in Vienna) and Ramlan provided no 
substantive response. 


2. (C) The Ministry\'s Principal Assistant Secretary for 

Human Rights issues, Astanah Banu Shri Abdul Aziz (protect), 
was more communicative, but not positive. Astanah believed 
Malaysia would be interested in supporting Bosnia because it 

is a fellow OIC member. However, this might be at the 
expense of Slovenia, rather than Belarus. According to 
Astanah, Malaysia has already approached Belarus about voting 
arrangements to support Malaysian candidates in up coming 
elections at the UNGA, and if those arrangements were agreed, 
Malaysia would cast its vote for Belarus in the UNHRC 

election. Astanah described this as the most likely outcome. 


3. (SBU) The British High Commission informed us that they 
had received demarche instructions on Belarus but have not 

been able to deliver the points yet. The French Embassy told 
us they do not have formal instructions. 


4. (C) My assessment: Generally speaking, the Malaysians go 
silent when they cannot provide a positive answer. Their 
non-responsiveness with us and reported vote trading are 
signs they will vote for Belarus. Malaysia tends to put 

serious stock in OIC and NAM consensus. If the Department 
knows of influential members in either group supportive of 
Slovenia or opposed to Belarus, we would recommend working 
through those countries to influence states like Malaysia, 

and we could coordinate with their diplomats here. As far as 
we know, only the Canadians and ourselves have weighed in 
with the Malaysians so far. The Department may wish to 
encourage European countries to execute supportive demarches 
quickly. 
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E.O. 12958: N/A 

TAGS: ECON, ETRD, WTO, EG 

SUBJECT: EGYPT EXPECTS NO ACTION AGAINST USG ON GATS 
ARTICLE XXI 


REF: STATE 60296 
Sensitive but unclassified, not for internet distribution. 


1. (SBU) Econoff delivered reftel demarche to Waleed El 
Nozahay, head of the WTO department in the Egyptian Ministry 
of Trade and Industry, on May 10. El Nozahay said that he 
was familiar with the issue and that he did not expect the 

GOE to pursue a claim under Article XXI of the General 
Agreement on Trade in Services (GATS), although he said the 
GOE would consider the issue further. He noted that Egypt 
prohibits most gambling and does not have an internet 
gambling industry. He promised to alert post of any future 
GOE action. 
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E.O. 12958: N/A 

TAGS: ENRG, SF 

SUBJECT: SOUTH AFRICA MUNICIPAL ELECTRICITY DISTRIBUTORS IN 
POOR SHAPE SAYS ENERGY REGULATOR 


REF: PRETORIA 00373 


1. (SBU) Summary. The National Energy Regulator of South 
Africa (NERSA) found in a technical audit that municipal 
electricity distributors have under-funded infrastructure 
development, lack skilled staff and can not deliver the 

quality of supply required of them. The audit found that 
electricity infrastructures of smaller municipalities are 
generally in a poor state of repair. Larger municipalities 

and non-municipal distributors fared better in the audit. 

The electricity distributors would need to spend R422 million 
($61 million) million per year to maintain service levels and 
spend an additional $431 million ($62 million) to remove 
infrastructure backlogs that have caused costly, numerous and 
severe power outages throughout the country. End Summary. 


2, (SBU) In the wake of power outages in 2005, NERSA ordered 
an external technical audit of the country\'s eleven largest 
electricity distributors. Nine of the eleven distributors 

were municipalities which buy electricity wholesale and 

resell it through distribution networks which they own and 
operate. The remaining two distributors are operated by 
Eskom, South Africa\'s parastatal electricity provider. 
Approximately 95% of the country\'s electricity is generated 

by Eskom which sells electricity to the municipalities. 

(Note: Audit objectives were to assess the condition of 

network substations, and to determine the effectiveness of 
maintenance, refurbishment, expansion and operations. The 
audit report was given to NERSA management in May 2006 but 
was not publicly released by NERSA until May 2007. End 
Note.) 


3. (SBU) Eskom\'s Southern and Northwest regions received high 
marks in the audit for management, maintenance, 
refurbishment, staffing and technical expertise. Larger 
municipal networks such as Pretoria, Cape Town and Durban 
were found to be well-designed and installed but suffering 

from lack of investment and the loss of skilled staff. The 

audit found that smaller municipalities are heavily 
under-resourced, lack technical and maintenance management 
and are not meeting basic electricity distribution 

requirements. (Note. Last year NERSA conducted a separate 
technical audit of Johannesburg\'s City Power electricity 
distribution network and found insufficient funds for 
maintenance and refurbishment, and a technical staff 


Column 3 
shortage. End Note.) 


4. (SBU) NERSA estimates that an annual expenditure of R422 
million ($61 million) is required to maintain present service 
levels. An additional R431 million ($62 million) will be 

required to eliminate an infrastructure refurbishment backlog 
for the eleven distributors. NERSA plans to make 
recommendations to government on corrective measures to 
address audit findings and to motivate funding for the 
infrastructure backlog. An additional technical audit of 
Eskom\'s Transmission Division began in January 2007 and a 
report is in the final stage. 


5. (SBU) Comment. The country\'s combined lack of reliable 
generation capacity, limited transmission capacity and poor 
municipal distribution infrastructure has harmed business 
which suffers from prolonged and frequent power outages in 
various parts of the country. Following the 2005 power 
outages which motivated NERSA to perform the technical audit 
of electricity distributors, the country suffered severe 

outages in December 2006, January 2007 and again this month 
(reftel) caused by major losses of generation capacity due to 
technical problems at power plants. According to the 
government\'s 2006 annual report on ASGISA (Accelerated and 
Shared Growth Initiative, SA), \"the economic cost of 
worsening national power interruptions and inefficiencies due 
to poor infrastructure is estimated to be between R2.9 

billion ($420 million) and R8.6 billion ($1.24 billion) 

annually, while the maintenance backlog is over R5 billion 
($724 million)\". The growing prospect of future power 
interruptions has also led to a boom in the purchase of 

private generators for industrial, commercial and residential 
use. End Comment. 
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STATE FOR IO/RHS (OSTERMEIER, GHOSH, ROHN) 


E.O. 12958: DECL: 05/09/2017 
TAGS: PHUM, PREL, UNHRC, LA 
SUBJECT: UNHCR MEMBER VOTE: LAO POSITION 


REF: A. STATE 63346 
B. 06 VIENTIANE 1095 


Classified By: AMBASSADOR PATRICA M. HASLACH FOR REASONS 1.4 (B) AND (D 
) 


1. (C) Ambassador presented text of non-paper on upcoming 
UNHRC membership voting, including USG support for Slovenia 
and Bosnia as preferred members vice Belarus, to Lao Vice 
Foreign Minister Phongsavath Boupha on May 10. The Vice 
Foreign Minister said the Ministry would consider the U.S. 
position. 


2. (C) COMMENT: The Lao Government is unlikely to move away 
from its traditional support for Belarus. In previous UN 

votes, the Ambassador has raised USG opposition to Belarus 
with MFA Director General for International Organizations 
Madame Kanika Phommachanh without positive result. Since 
Madame Kanika has been promoted to be the Lao Ambassador to 
the UN, we expect she will continue the traditional strong 

Lao reluctance to support criticism of other countries on 

human rights grounds -- either abstaining or voting against 
country-specific human rights violations (ref B) (because of 

its own vulnerability to outside criticism). So arguing 

against Belarus because of concerns about the repressive 
Lukashenko regime has little resonance here. 
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SUBJECT: COUNTRY CLEARANCE FOR RANDALL E. DEPAUL AND 
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REF: STATE 063085 


1. (U) Mission warmly welcomes and grants country clearance 
to Randall E. Depaul and William J. Tuttle. Christina 

Bobrow, Political Officer, is your Control Officer for 

Ankara. She can be reached at: Office 011-90-312-457-7250; 
Home: 011-90-312-491-7700; Cellular: 011-90-555-358-6803. 
Rusty Ingraham, Political Officer, will be your Control 

Officer for Istanbul. He can be reached at: Office: 
011-90-212-335-9385; Home: 011-90-212-351-6845; Cellular: 
011-90-533-520-7031. 


2. (U) Hotel and other logistical information will be 
provided in separate communication. 


3. (U) Visas: Please note that all Americans entering Turkey 
must have a valid Visa. The only exception is military 
personnel under CINC control traveling on NATO orders. 
Military IDs are not/not acceptable travel documents. 
Travelers with tourist passports can obtain a Visa valid for 
one entry/three months at ports of entry upon payment of a 
USD 30 fee in cash. (This fee is payable only U.S. dollars 
cash.) Holders of official or diplomatic passports must 
obtain Visas from the nearest Turkish Embassy (not Consulate) 
before arriving in Turkey. Visas for official and diplomatic 
passports will not/not be available at ports of entry. 


4. (U) Health Safety: Information on vaccinations and other 
health precautions can be obtained from the Center for 
Disease Control and Prevention hotline for international 
travelers (tel: 1-877-394-747); fax 1-800-232-3299; or via 
the internet at HTTP//www.cdc.gov. 


5. (U) Security Assessment: In light of ongoing military 
operations in Iraq and continued operations in support of the 
war on terrorism, there remains the potential for both 
transnational and indigenous terrorist groups with 

anti-Western sympathies, to include Kongra Gel (formerly 

PKK), Revolutionary People\'s Liberation/Front (DHKP/C), 
Marxist-Leninist Communist Party (MLKP) Turkish Communist 
Party/Marxist Leninist (TKP/ML), Turkish Workers and Peasants 
Revolutionary Army (TIKKO) and Islamic Greater Eastern 
Raiders/Front (IBDA/C) continue to operate in Turkey. 


Attacks over the last few years, attributed to these groups, 
have occurred in the Aegean and Mediterranean coastal resort 
areas, as well as in Istanbul. In Istanbul, most of the 

attacks, generally small-scale bombings, have occurred in 
neighborhoods not generally frequented by official Americans 
or tourists. Also in 2005 and 2006 public buses have been 
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set on fire, with the most recent incident resulting in three 
deaths. Thus far, these attacks on buses also have taken 
place in areas of Istanbul distant from official American or 
tourist destinations. 


The Kurdish Freedom Falcons (TAK), a group ostensibly aligned 
with the PKK terrorists, claimed responsibility for many of 

the incidents noted above, and in April 2006 this group 

issued a statement renewing a threat to target Turkey\'s 

tourism industry. The most recent incidents claimed by this 
group occurred in summer 2006 and included explosions in the 
town of Manavgat (Antalya Province), Marmaris, and in the 

city of Antalya. Both Turkish and foreign citizens were 

injured and killed. 


Violent demonstrations have occurred throughout Turkey, the 
most recent in Istanbul and in several cities in Southeastern 
Turkey. Just as with members of Mission Turkey, USG visitors 
are required to obtain RSO Ankara and DCM approval for travel 
to the Southeast 


Al-QaVida threats to target U.S. facilities in Turkey have 

been public knowledge for some time. On November 15. 2003, 
two synagogues in Istanbul were the targets of suicide truck 
bombs. On November 20, 2003, the British Consulate General 
and the London based HSBC Bank in Istanbul were struck by 
powerful explosions, killing dozens and wounding hundreds. 
Though prosecutions of those responsible are still ongoing, 
indications are that the Al-QaVida network supported the 
indigenous radical Islamic terrorist group responsible. The 
August 2005 discovery in Antalya of a potential plot against 
maritime interests and subsequent arrest of a Syrian 
Al-QaVida facilitator and planner further attest to the 

ongoing transnational threat. 


The incidence of crime, both violent and the more traditional 
tourists crimes (pick pocketing, purse-snatching, etc.), is 
relatively low throughout Turkey. However, over the last 
year, there has been a marked increase in the number of 
crimes reported to Consulate General Istanbul. Much of the 
crime is centered in the areas frequented by tourists, 
Consulate employees and official visitors. Visitors should 


be particularly attentive for pick pockets in and around the 
Sultanahmet, Taksim Square, and Istiklal Caddesi areas of 
Istanbul. Often pick pocketing is preceded by some sort of 
diversion, such as an argument or fight, or children asking 

to assist tourists, for example with their bags. If you 
encounter such activity, secure your wallet or purse and 
quickly leave the area. Another scam that is becoming more 
prevalent is that of a stranger approaching a visitor and 
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striking up a conversation, which is continued inside a 
restaurant or club, at which point one is either drugged and 
robbed or presented with an enormous bill and intimidated 
into paying it. The security office encourages visitors to 
report any security incidents, including surveillance, to the 
RSO immediately. Useful security information about Turkey is 
available on the following websites: 

--Embassy Ankara: HTTP://WWW.USEMB-ANKARA.ORG.TR (Click on 
Security Matters) 

--Consulate General Istanbul: 

HTTP://WWW .USCONSULATE-ISTANBUL.ORG.TR 


6. (U) For further information regarding travel in Turkey, 
consult the consular information sheet. The consulate 
information sheet and public announcements are available on 
the internet at: HTTP: //TRAVEL.STATE.GOV 


Other information is available on the following websites: 


--The State Department Consular Affairs (CA) websites: 
HTTP //WWW.TRAVEL.STATE.GOV/TURKEY.HTML 


--US Embassy Ankara: 
HTTP://WWW .USEMB-ANKARA.ORG.TR 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
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SUBJECT: MAY 10 MFA PRESS BRIEFING: SPECIAL REP FOR AFRICAN AFFAIRS; DARFUR; TAI 


1. Key points at the May 10 MFA Press Conference made by MFA 
Spokeswoman Jiang Yu were: 


-- Liu Guijin has been appointed to the newly created 
position of \"special representative for African affairs\" 
where he will focus on the Darfur issue. 


-- China will send a team of 275 engineers to Darfur to 
assist in the second stage of the Annan Plan. 


-- Relevant enterprises and culprits in the melamine case 
will be dealt with and China is ready for further cooperation 
on this issue. 


-- Presidents Bush and Hu discussed over the phone the 
upcoming SED, the Korean nuclear issue and international 
climate change. 


-- The SED is an important opportunity to promote the healthy 
development of bilateral ties. 


-- Dutch Foreign Minister Maxime Verhagen will pay an 
official visit to China May 15-17 as will British Foreign 
Secretary Margaret Beckett May 16-21. 


SIPDIS 


Africa: New MFA Appointment, 275 Engineers to Sudan 


2. At the May 10 regular press briefing, MFA Spokeswoman 
Jiang Yu announced the appointment of Liu Guijin to the newly 
created position of \"special representative for African 

affairs,\" adding that Liu will focus on the Darfur issue. 

Liu previously served as Ambassador to South Africa, Zimbabwe 
and as MFA Director General for African Affairs. When asked 
about the reason for the appointment, Jiang cited China\'s 
promotion of the strategic partnership with Africa and 
mentioned the success of the November African summit in 
Beijing and the resulting 8-point proposal for China-Africa 
cooperation. 


3. China will send a team of 275 engineers to participate in 
the implementation of the second phase of the Annan Plan at 
the request of the UN in addition to humanitarian assistance 
and donations, said Jiang. Deflecting a question regarding a 
letter to President Hu signed by over 100 members of the 


Column 3 

United States Congress criticizing China\'s handling of the 
Darfur issue, Jiang emphasized China\'s efforts toward a 
proper solution through an exchange of visits, the sending of 
a special envoy and other consultations. She acknowledged 
the United States! positive role in the process, including 

its sending a Special Envoy for the Sudan issue to Beijing. 
The Chinese government hopes the international community can 
promote the political process and the Annan Plan in a 
balanced way, while urging the opposition in Darfur to resume 
dialogue with the Sudanese government. 


Melamine Contamination Case, Counterfeit Drugs 


4. When asked for information on the melamine contamination 
case, the spokeswoman stated that the Administration for 
Quality Supervision, Inspection and Quarantine has acted on 
the case and already made representation to the United 
States. The relevant enterprises and culprits will be dealt 
with and China is ready for further cooperation on this 

issue, she said. Asked for information on the issues of 
counterfeit drugs and deaths of pigs in Guangzhou, Jiang 
referred the reporter\'s questions to the relevant 

authorities, but asserted that China plans to increase safety 
efforts in production in these areas. 


Bush-Hu Conversation 


5. During a May 9 phone conversation, Presidents Bush and Hu 
discussed general bilateral issues, the upcoming Strategic 
Economic Dialogue, the Korean Peninsula nuclear issue and 
international climate change, said Jiang. On the issue of 
climate change, Jiang maintained that China and the United 
States have common interests and potential for cooperation in 
the field. She added that China is ready to make joint 

efforts with the United States and the international 

community to promote energy efficiency and environmental 
protection. 
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No Information on Huang Ju\'s Health 


6. The MFA has taken note of the responses of the relevant 
authorities and can offer no new information, said Jiang in 
response to questions about rumors of Executive Vice Premier 
Huang Ju\'s death. 
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African Development Bank Meeting in Shanghai 


7. Through a series of seminars during the May 16-17 African 
Development Bank annual board meeting in Shanghai, China will 
seek to support the role of African banks and exchange 
development experiences, said the spokeswoman. Jiang noted 
China has donated USD 314 million to the African Development 
Bank since joining in 1985 and currently holds 1.17 percent 

of total shares. 


Second SED to Increase Trust and Cooperation 


8. Jiang said the Strategic Economic Dialogue is an 
important opportunity to promote the healthy development of 
bilateral ties and expressed hope for the exchange of ideas 
so as to increase trust and cooperation in various fields. 
Asked which ministers will accompany Vice Premier Wu Yi to 
the United States for the SED, Jiang replied that the 

relevant information would be released in due course. 


Dalai Lama Cancels Trip to Belgium 


9. Asked about China\'s role in the Dalai Lama\'s canceling of 
an upcoming trip to Belgium, Jiang commented on the good 
relations between China and Belgium and thanked the Belgian 
government for sticking to the one-China policy. The Dalai 
Lama\'s words prove that he is not a simple religious figure, 
she said, but rather a political exile long engaged in 

\"splittist\" activities under the disguise of religion. Jiang 
cautioned relevant countries to stay alert to his attempts to 
undermine China\'s international relations and to split the 
Motherland. 


IPR Protection, PM Blair Resignation 


10. The Chinese Government attaches great importance to IPR 
protection and China\'s protection measures are 

internationally recognized and approved by the WTO, said 
Jiang when asked about Japanese media reports of the 
Disneyland knock-off \"Shijingshan Park\" outside Beijing. She 
referred specific questions on the matter to the relevant 
Beijing authorities. Jiang would not comment on the expected 
resignation of UK PM Blair, but remarked that China is ready 
to establish serious dialogue ad cooperation in various 

fields with the Unite Kingdom in strengthening a strategic 
partnership. 
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Visits: Netherlands, UK 


11. Dutch Foreign Minister Maxime Verhagen will pay an 
official visit to China May 15-17, as will British Foreign 
Secretary Margaret Beckett May 16-21. 
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E.O. 12958: DECL: 05/10/2017 
TAGS: PGOV, PREL, PTER, PHUM, MOPS, CE 
SUBJECT: NORTHERN TAMILS LOSING FAITH IN THE LTTE 


Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b,d). 
1. (C) SUMMARY: Ambassador met Reverend S. Jeyanesan, a 


Tamil priest from Batticaloa, in late April. Jeyanesan 
reported that there are 172,000 internally displaced persons 
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(IDP) in Batticaloa, and that those who were sent back to 
Vakarai have been relocated, not resettled in their original 
homes. Jeyanesan recently traveled to Kilinochchi and said 
that most people in the Vanni do not support the LTTE, but 
are unable to leave the area. Many are being forced to join 
the fight. The Reverend said the reality for Tamils is that 
they have two problems, the government and the LTTE. His 
disillusionment with the LTTE reflects a growing sentiment 
among Tamils in the North and East and highlights the absence 
of legitimate political representation of the Tamil people. 
End Summary. 


2. (C) Ambassador in late April met Reverend S. Jeyanesan, a 
Tamil priest from Batticaloa. Originally from Jaffna, 

Jeyanesan lived in Kilinochchi for 13 years and has lived in 
Batticaloa for the past 13 years. He regularly travels 
throughout the North and East and shared with the Ambassador 
his observations about the situation Tamils face in these 

areas. 


3. (C) Jeyanesan reported that there are 172,000 internally 
displaced persons (IDP) in Batticaloa. He said that those 

who were sent back to Vakarai have been relocated, not truly 
resettled. The government has failed to provide basic 

services such as electricity to the town, and most people are 
still living in camps. He said that both the Liberation 

Tigers of Tamil Eelam (LTTE) and the LTTE-breakaway Karuna 
group are regularly abducting childres from the IDP camps and 
area orphanages. He suggested fencing the camps and placing 
guards at the entrance to help prevent abductions. 


4. (C) Jeyanesan recently traveled to Kilinochchi. He told 
us most people in the Tiger-held Vanni do not support the 
LTTE, but are unable to leave the area. There is no food 
shortage, he said, because of a bumper rice harvest this 
year. Many of the Tamils being forced to fight for the LTTE 
are actually \"Up-Country\" Tamils of Indian origin whose 
families moved to Kilinochchi a generation ago, thinking it 
would be a safe area. The LTTE has told people that they can 
either voluntarily give one family member to fight, or the 
LTTE will come and take two. Many people are attempting to 
flee through the forest to escape this fate, he said. 


5. (C) The Reverend said that in his view, a military 

solution to the conflict may be a necessary evil. He said 

the reality for Tamils is that they have two problems, the 
government and the LTTE. The LTTE does not represent the 
interests of the Tamils and is now only concerned with 
protecting LTTE leader Prabhakaran and his top supporters, he 
said. He doubted that the LTTE would ever agree toa 
peaceful solution to the conflict. 
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6. (C) COMMENT: The Reverend\'s comments on life in the 
Vanni provide a glimpse into an area where we have limited 
access to information. His disillusionment with the LTTE 
reflects a growing sentiment among Tamils in the North and 
East and highlights the absence of legitimate political 
representation of the Tamil people. 
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DEPT FOR IO/RHS, DRL/MLGA, EUR/PGI, USUN NEW YORK, AND US 
MISSION GENEVA 


E.O. 12958: DECL: 05/10/2017 

TAGS: PHUM, PREL, UNHRC, AE 

SUBJECT: ASSSESMENT OF UAE POSITION ON UN HUMAN RIGHTS 
COUNCIL ELECTION 


REF: A. SECSTATE 58056 
B. SECSTATE 63345 
Classified By: DCM Martin Quinn, reasons 1.4 (B) and (D). 


(C) Points from reftel A were delivered to MFA Director of 
International Organizations and Conferences Yacoub Al-Hosani 
on May 1. EconChief followed up with Al-Hosani on May 10 with 
points from reftel B and was told that several other 
governments had contacted the MFA to ask the UAE to block the 
Belarus bid for a seat on the UN Human Rights Council. 
Al-Hosani said that the UAE has not developed an official 
position yet, but that he was in contact with the UAE mission 

in New York. Al-Hosani told EconChief that the UAE was not 
currently supporting the Belarus bid and that, personally, he 
believed the UAE would not support Belarus. 
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E.O. 12958: N/A 
TAGS: TBIO, SENV, UK 
SUBJECT: UK SUPPORT FOR MALARIA PROGRAMS 


REF STATE 58735 


1. Summary. The UK maintains active programs to combat malaria 
with specific countries and through international organizations. It 
also funds malaria research. It marked World Malaria Day through a 
press release and by the visit by International Development 
Secretary Hilary Benn to malaria related sites in Rwanda on that 


SIPDIS 

day. It has not signaled to us plans to increase malaria program 
funds, but the office of the Chancellor (and likely next Prime 
Minister) Gordon Brown has indicated his personal interest in 
developing a malaria program in conjunction with the U.S. and 
perhaps other G-8 members. End Summary. 


2. In response to embassy\'s demarche on G-8 efforts on malaria, 
Team Leader for Malaria at the UK Department for International 
Development (DflD) Delna Ghandhi provided the information below on 
current UK programs. She did not indicate, nor did her colleague, 
Tim Stern, at HM Treasury\'s Global Health 

International Poverty Reduction Team, that the UK was contemplating 
any increases to these programs. 


3. Separately, however, the office of Chancellor Brown contacted 
the embassy on Malaria Action Day for information on U.S. programs, 
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which we provided, drawing on reftel and the fightingmalaria.gov 
website. The Chancellor\'s office signaled that he was personally 
interested in exploring how to increase international cooperation in 
the fight against malaria. We will continue to follow up with his 
staff to determine how he would like to proceed. 


4. Begin Text of UK response: 

We support countries to develop strong and sustainable health 
services to address all causes of illness including malaria. This 
allows countries to invest in training and expansion of the number 
of health workers. 


DFID provides direct support to malaria control in several 
countries. Examples include: 


Nigeria: GBP 50 million to improve malaria control. Malaria is the 
leading cause of child mortality in Nigeria, causing a quarter of a 
million deaths a year. It is also a significant factor in maternal 
mortality. This program will provide subsidized bed nets for the 
poor and vulnerable, appropriate ACT treatment for children and 
intermittent preventive treatment of pregnant women. It aims to 
directly prevent 220,000 deaths. 


Kenya: DFID has committed GBP 47.4 million for social marketing of 
insecticide treated nets (ITNs), with the goal of reaching 60% 
coverage of children under five and 40% coverage of pregnant women 
by the end of 2007, by selling 11.1 million nets at highly 

subsidised and affordable prices. 


Malawi: Delivery of ITNs is combined with other services. A 
nationwide programme has been in operation through ante-natal 
services since 2002. More than 100,000 ITNs have been delivered 
every month since the programme began, and solid results achieved. 
ITN coverage of under-fives has risen from around 8% in 2000 to more 
than 60% in some districts in 2006. 


Ghana: Our support has helped procure 1.8 million long-lasting ITNs 
through UNICEF for free distribution to children under two as part 
of the November 2006 measles campaign. 


Democratic Republic of Congo: 1 million nets have been distributed 
over a period of four years from 2003 to 2006. 


Tanzania: ITNs are being rolled-out through a subsidised voucher 
scheme for pregnant women involving over 3,000 service delivery 


outlets. This is enabling more women to access ITNs, and is helping 
create more demand for local production. 
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* World Health Organization and UNICEF, who provide support to 
countries to address malaria. 


* GFATM: DFID is a key donor to GFATM having committed GBP 359 
million through to 2008 (subject to performance). 


* UNITAID: Supports the provision of drugs and diagnostics for AIDS, 
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TB and Malaria. The UK is making a 20-year contribution, starting 

with GBP 15 million in 2007, and, subject to the outcome of a joint 
assessment of the performance of UNITAID, rising to GBP 40 million a 
year by 2010. 


* Roll Back Malaria (RBM): Launched in 1998. DFID is a board member 
and has contributed GBP 49 million to date. The UK contribution for 
2006 was GBP 850,000. 


Development of new drugs for malaria: DFID is providing Medicines 
for Malaria Venture with GBP 10 million over five years (2005-2010) 
and the Drugs for Neglected Diseases Initiative with GBP 6.5 million 
over the next three years. 


DFID supports consortia led by the London School of Hygiene and 
Tropical Medicine and the Nuffield Institute at Leeds University for 
research in communicable diseases including malaria. They receive 
GBP 5 million each over five years. 


End Text. 


5. To mark World Malaria Day, DFID issued a press release 
(available at www.dfid.gov.uk/news/files/ 
pressreleases/bednet-malaria.asp) highlighting the need for more bed 
nets, access to medicine and research. It also noted that DFID 
Secretary Hilary Benn would be at a center in Rwanda on that day 
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where the anti-malarial bed nets are distributed. 
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D. 06 LUSAKA 1669 


Classified By: Ambassador Carmen Martinez. Reasons 1.4 (b) and (d). 


1. (SBU) Summary: The U.S. Mission in Zambia warmly welcomes 
Deputy Assistant Secretary of State Carol Thompson to Zambia 
from June 1 to June 6, 2007. Your visit comes at a time when 
President Mwanawasa and his administration are seeking to 
establish a second-term agenda following the President\'s 
re-election last September and during an ongoing debate over 
a new constitution, and slow but steady progress in high 

profile corruption prosecutions. The Zambian economy is 
benefiting from high copper prices, and sound economic and 
fiscal management have resulted in reduced rates of inflation 
and significant debt forgiveness. But despite steady if 

modest economic growth, Zambia continues to rank near the 
bottom of the UNYs Human Development Index and about 70 
percent of its population lives below the poverty line. 

HIV/AIDS and other serious health problems present a critical 
developmental and humanitarian crisis: the infection rate 
among adults is 16 percent and Zambia has an estimated 
750,000 AIDS orphans. End Summary. 


An Expanding Partnership 


2. (SBU) The U.S. enjoys good relations with Zambia. The 
U.S. provided approximately $240 million in bilateral 
assistance in 2006; the majority of the funding supported the 
PEPFAR initiative. Zambia is one of 15 PEPFAR focus 
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countries, which collectively represent approximately 50 
percent of HIV infections worldwide. Under PEPFAR, Zambia 
received more than $81 million in FY 2004, nearly $130 

million in FY 2005 and approximately $160 million in FY 2006 
to support comprehensive HIV/AIDS prevention, treatment and 
care programs. The FY 2007 PEPFAR budget is $213 million. 


3. (SBU) In addition, the GRZ has signed an Article 98 
agreement, is a Millennium Challenge Account Threshold 
Country, and participates in the Africa Contingency 

Operations Training Assistance (ACOTA) program. Although 
Zambia is eligible for benefits under the Africa Growth and 
Opportunity Act, U.S.-Zambia bilateral trade is small. In 

2006, Zambia exported only $28 million worth of goods (mostly 
copper) to the United States and imported $51 million worth 

of goods (machinery and equipment, grains) from the United 
States. The GRZ welcomed the opportunity to participate in a 
new Presidential initiative that addresses women\'s justice 

and empowerment. Zambia is a committed partner in the global 
war on terror, as shown by Zambian authorities\' rapid 
apprehension of terrorist suspect Rashid Haroon Aswat in 
2005. 


4. (C) Despite good relations, we are disappointed with the 
timid approach the President has taken to addressing key 
political, economic and social issues since winning 

re-election in September, 2006. It appears that the GRZ\'s 
interests recently seem to be moving out of alignment with 
ours on many key concerns, such as promoting private sector 
development, addressing the HIV/AIDS pandemic, and fighting 
corruption. Policy decisions, public comments and the 
behavior of the President and senior officials in the initial 
months of his second administration reveal a preference for 
more state intervention in the economy; perhaps more 
cronyism; less respect for rule of law; weaker political 

reform and anti-corruption efforts; and an overall lack of 
leadership and unwillingness to take responsibility for GRZ 
problems or failures (Ref B). 


Presidential and Parliamentary Elections 


5. (SBU) More than 70 percent of Zambia\'s 3.9 million 
registered voters turned out to vote in the September 2006 
presidential and parliamentary elections, in which President 
Mwanawasa won a second and final term with approximately 43 
percent of the vote. The European Union Election Observation 
Mission concluded that the elections were a \"marked 
improvement\" over the 2001 vote and were \"generally 
well-administered, largely peaceful and offered voters a wide 
range of candidates to choose from in a genuinely competitive 
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process. Observers credited the Electoral Commission of 
Zambia (ECZ) and its Chairperson, Justice Irene Mambilima, 
with the success of the vote. Despite progress, there were 
incidents of campaign violations, discrepancies in the 
tabulation of the vote, and election-related riots. 
Unsuccessful candidates filed a total of 40 election 
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petitions, most of which alleged campaign misconduct. Courts 
have heard the majority of the petitions and have to date 
nullified the results of two parliamentary elections. 

Decisions are pending in other cases and some of the 
petitions have been dismissed on technical grounds (Ref C). 


Cabinet Shakeups 


6. (C) President Mwanawasa has also been unusually active in 
shuffling and firing cabinet ministers during the first eight 
months of his second term of office. After firing the 

Minister of Lands in February and the Minister of Information 
and Broadcasting Services in early April, the President fired 
his Minister of Health, Angela Cifire, on April 23. You will 
meet with Cifire\'s replacement Brian Chituwo, who previously 
served as Health Minister and Education Minister in 
Mwanawasa\'s first term. In a published letter, the President 
asked Chituwo to \"ensure that abolition of user fees (for 
basic health services) did not result in the deterioration of 

the quality of health care currently being provided in the 

rural areas.\" The President also directed the new Minister 
to make sure that medicines and other medical items were 
procured efficiently and transparently, to avoid shortages of 
critical drugs in health institutions, and to \"ensure that an 
attractive reward package for core clinical staff, namely, 
doctors, nurses, pharmacists and laboratory technologists is 
put in place\" to attract staff to work in rural areas. The 

USG lost a hardworking partner in Cifire; however, Chituwo is 
well and favorably known to us and we expect that he will be 
an able partner (Ref D). 


7. (C) You will also meet Minister of Information and 
Broadcasting Services Mike Mulongoti. The President 
appointed Mulongoti (previously Deputy Foreign Minister) to 
fill the vacant Minister of Information and Broadcasting 
Services position, noting the tremendous confidence he had in 
Mulongoti\'s ability and leadership qualities. Mulongoti is a 
knowledgeable and proactive interlocutor, and had been the 
Mission\'s principal high-level point of contact at the 

Foreign Ministry. Although we will miss his presence at the 
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MFA, we hope that he will continue to be a useful partner in 
his new role at the Ministry of Information, where he will 
preside over a continuing debate over the reform of media 
laws and a proposed freedom of information act. 


A Reviving Economy 


8. (SBU) For almost thirty years, Zambia\'s economy faltered. 
The fall in copper prices that began in the mid-1970\'s 
undermined the ability of first-President Kenneth Kaunda\'s 
socialist state (1964-1991) to provide social services, and 

led to the accumulation of massive external debt. Corruption 
during the later years of rule of second-President Frederick 
Chiluba (1991-2001) eroded gains from market oriented reforms 
in the early 1990\'s and generated a strong distrust of 

markets and economic liberalization. 


9. (SBU) As a consequence of these developments, about 70 
percent of Zambians live in poverty today. Economic growth 
has been between 4 and 6 percent in recent years, but the 
investment climate has not been sufficiently favorable to 
generate the 7 to 8 percent growth rates required to reduce 
Zambia\'s poverty. The government seeks greater diversity in 
the economy, particularly growth in the agriculture and 
tourism sectors. But recent strengthening of the local 
currency and concerns over future volatility may hurt 
non-traditional export sectors and limit efforts to diversify 

the economy. 


10. (SBU) As a result of good fiscal management, Zambia 
successfully reached the HIPC completion point in April 2005 
and stands to benefit from approximately $6 billion in debt 
forgiveness. The rate of inflation has risen slightly in 

recent months and now stands at about 12 percent, still well 
below the historical average. The GRZ\'s acknowledgement of 
the need for continued economic discipline evidenced in 

Finance Minister Magande\'s national budget speech offers hope 
for greater improvements in Zambian citizens\' standard of 

living. 


Fight Against Corruption 


11. (SBU) A legacy of corruption and mismanagement has eroded 
confidence in government and hampered social and economic 
development. Consequently, the fight against corruption is a 

U.S. priority in Zambia. One of the hallmarks of President 
Mwanawasa\'s first term in office was his heralded effort to 
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bring to justice those whose corruption undermined Zambia\'s 
economy over the past decade. The U.S. continues to support 
the work of the Task Force on Corruption, but the complex 
cases pursued by the Task Force take time and require 
continued high-level support from the President. The Task 
Force has scored some success through seizures of assets 
plundered by former government officials, and has recently 
begun to secure convictions. Following a civil trial led by 
Zambia\'s Attorney General, on May 3, a British Court found 
that former President Chiluba was liable for the theft of 46 
million in Zambian assets during his time in office. The 
criminal case in Zambia against Chiluba is ongoing. 


Constitutional Reform 


12. (SBU) Many consider Zambia\'s current constitution to be 
deficient, in part because it gives too much power to the 
executive branch of government. In 2003, President Mwanawasa 
commissioned a Constitution Review Commission (CRC) to take 
comments and issue a draft constitution. Although the CRC 
issued its final report on constitutional reform at the end 

of 2005, the government has done little since then to move 

the reform process forward. To prompt the government to act, 

a civil-society umbrella group called the Oasis Forum, 

recently declared a \"constitutional struggle\" and introduced 

a 10-step, 71-week, \"roadmap\" to a new constitution for 
Zambia. President Mwanawasa has disputed the legality of the 
Oasis Forum plan and said that the GRZ would implement its 
own roadmap to constitutional reform. Civil society leaders 

are skeptical of the President\'s plan, which they say is 
unnecessarily expensive and complicated and, which by the 
government\'s own timeline, will take approximately five years 

to complete (Ref A). 
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PASS TO EUR/SCE, IO/RHS, DRL/MLGA, AND EUR/PGI 


E.O. 12958: DECL: 05/10/2017 

TAGS: PREL, PHUM, UNHRC, MK 

SUBJECT: MACEDONIA WILL SUPPORT SLOVENIA AND BOSNIA FOR THE 
UN HUMAN RIGHTS COUNCIL 


REF: A. STATE 63345 
B. STATE 58036 
Classified By: Poloff Katrina Mosser for reason 1.4 (b) & (d) 


(C) We delivered reftel points on the upcoming election of 
new members to the UN Human Right Council to MFA State 
Counselor for Multilateral Affairs Svetlana Geleva on May 10. 
Geleva said the GOM will support Slovenia\'s candidacy and 
will not support the Belarus candidacy. She had previously 
conveyed the same message to British and French embassy 
representatives in Skopje. She was pleased to learn that 
Bosnia will announce its candidacy shortly and pledged the 
GOM\'s support for Bosnia as well. 

MILOVANOVIC 
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SUBJECT: TURKISH UNIVERSITY STUDENTSV VIEWS ON ELECTION 
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Classified By: Political Counselor Janice J. Weiner, reasons 1.4(b),(d) 


1.(C) Summary. In recent roundtable discussions at Ankara\'s 
Bilkent University and Middle East Technical University 
(METU), students expressed frustration with Turkey\'s weak 
democracy and political opposition, but most declined to 
support the military\'s interference in the political process. 
Students, some of whom participated in the April 
pro-secularism rallies in Ankara and Istanbul, were critical 

of ruling Justice and Development Party\'s (AKP) performance 
and what they characterized as its \"selective\" support of 
democracy, however none viewed AKP as a fundamental threat to 
the country\'s stability. Recent events (reftels) show Turkey 
still needs many reforms, starting with an education system 
that imbues intolerance, to become a mature democracy. 
Despite a reputation for political apathy, Turkish students 

may be motivated by current tensions to get more involved. 
These are some of the country\'s most promising students, not 
necessarily reflective of the majority of Turkey\'s youth. 

But their agreement that reforms are needed for Turkey\'s 
sake, and not simply to satisfy EU requirements, bodes well 
for Turkey\'s future. End summary. 


2.(C) In two recent roundtable discussions, we heard the 
views of Turkish students at Bilkent University and METU, 
both in Ankara. While the students come from different 
geographic and economic backgrounds, they attend two of 
Turkey\'s top universities. They expressed a range of views 
on elections, the EU, and human rights issues, but were in 
general agreement on key issues for Turkey\'s political future. 


Elections: Students Oppose Military\'s Warning; 
Frustrated By Lack of Opposition 


3.(C) Students were near unanimous in their strong 
disapproval of the military\'s interference in the 

presidential elections, epitomized by an April 27 
e-memorandum, which they found incompatible with a modern 
democracy. One characterized Turkey\'s system as \"militant 
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secularism,\" in which the state will go to any length to 

protect secularism. Only one student argued that the 

military was justified in intervening because of the threat 
Islamist-oriented AKP poses to the country. He accepted that 
the military\'s e-memorandum probably influenced the 
Constitutional Court\'s May 1 ruling, but argued that in 
Turkey, secularism is the most important value. 


4.(C) Students were strongly critical of AKPYs performance. 
One student criticized AKP\'s \"selective\" use of democracy. 
AKP encourages democratic reform when it suits its purposes, 
such as allowing headscarves in government institutions, but 
disregards it when it works against the party, such as suing 

to stop political cartoons critical of the Prime Minister. 

Another student criticized AKP\'s tendency to infiltrate its 
cadres into position of power. Despite these shortcomings, 
most students did not consider AKP to pose a fundamental 
threat to the country. 


5.(C) Students criticized the limp and unconstructive 
opposition, a passive civil society, and an electoral system 
that shuts out parties that fail to pass a national 10 

percent threshold. Strengthening these elements would build 
the necessary safeguards so that civil society -- instead of 
the military -- would protect both secularism and democracy. 


6.(C) The students, observations revealed that the 
demonstrations in Ankara and Istanbul bore very different 
meanings to different people. For one student who 
participated in both the Ankara (April 14) and Istanbul 
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(April 29) demonstrations, defense of the secular republic 
was foremost in his mind. Another refused to attend because 
he believed opposition Republican People\'s Party (CHP) was 
behind the rally. Yet another said she attended because it 
was the first time in years Turks had taken to the streets 

and she believed public expression was an essential part of a 
healthy democratic polity. However, she felt that the 
demonstrations came too late and that they should have been 
based on important policies -- not on whether or not the 
presidential candidate\'s wife wears a headscarf. (Note: 
Nearly every student strongly supported a woman\'s right to 
wear a headscarf, which they see more as a political 
statement than religious symbol.) 
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7.(C) Another student claimed some people did not have a 
clear idea of why they participated; using her own mother as 
an example, she argued that there was a growing fear among 
many participants, but that they could not identify the 

specific threat. Students observed that their parents 
generation had learned the dangers of publicly expressing 
their politics in the upheaval of the 1980s, but that anyone 
could get behind the safe and universal theme of \"saving the 
republic.\" Carrying only national flags and no political 

party placards resulted in demonstrations that appeared 
misleadingly cohesive. 


8.(C) Students were ambivalent toward Turkey\'s EU accession. 
Most told us that being in the EU would benefit Turkey but 

that the EU had been unfair to Turkey and applied double 
standards, citing the Cyprus issue. Several students 

believed Turkey needed to reform on its own for the benefit 

of Turkey. One student disagreed, saying the EU played an 
important watchdog role that encourages Turkey to improve its 
human rights record. He noted that his was a minority 

opinion among his fellow students and most Turks. 


9.(C) An overhaul of Turkey\'s education system is the only 
way to solve many of Turkey\'s problems, according to the 
students. One told us that the system \"is dogmatic, 
impractical, and needs to be scrapped entirely.\" The system 
values rote memorization over critical thinking, allows no 
opportunity to debate controversial issues, such as the 
policies of Ataturk, and promotes a one-sided and often 
intolerant view in its Ministry of Education-produced 
textbooks, they said. Several students said the education 
system was largely behind the intolerant attitudes toward 
Turkey\'s non-Muslims that had led to diminishing Jewish and 
Christian communities, as well as the high-profile murders of 
three Christian missionaries in Malatya, Turkish-Armenian 
journalist Hrant Dink, and Catholic Priest Santoro. Students 
told us these were not isolated incidents but reflected the 
widespread sentiment in large parts of Turkish society. They 
described the many youths throughout Turkey, including some 
of their own acquaintances in Ankara, who showed their 
support for the accused Dink murderer by openly and proudly 
sporting the same style cap as he. According to the 
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students, the only way ultimately to overcome the intolerance 
and polarization now seen in Turkey would be to completely 
restructure the education system. 


10.(C) Comment: The students were all interested in 
political developments and passionate about the future of 
Turkey, contrary to the commonly held view that most 
university students are politically apathetic. Though they 
admitted they don\'t represent the majority of Turkish youth, 
they were also acutely aware that as future leaders, they 
likely will have a role to play in Turkey\'s development. 

Their agreement that reforms are needed for Turkey\'s sake, 
and not simply to satisfy EU requirements, bodes well for 
Turkey\'s future. End comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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1. (U) Summary: We may be neighbors, but we aren\'t well 
connected. This theme underscored a Central Asian 
Transportation Infrastructure Conference May 7, sponsored by the 
U.S. Department of Commerce along with Embassy Dushanbe, to 
highlight the Special American Business Internship Training 
program (SABIT) contribution to the transportation sector. The 
conference provided an opportunity for Central Asian transport 
representatives to discuss their accomplishments and challenges 
within their respective transport sectors, along with the 

potential for future cooperation and growth. Over 15 conference 
participants had previously received training through the SABIT 
program, demonstrating the results of this high-impact exchange 
program. Representatives from Tajikistan, Afghanistan, 
Kyrgyzstan and Kazakhstan focused on improving aviation and road 
construction efforts to integrate Central and South Asia. The 

high level of participation -- more than 80 attendees -- 
demonstrated the desire for economic integration in the region 
and building/renovating roads between Kazakhstan and Karachi. 
Participants displayed some unwillingness to answer hard 
questions in the large-group forum. However, the conference met 
its goals in side conversations as private companies talked 
contracts, airport managers traded experiences, and weary 
travelers swapped stories. End Summary. 


2. (U) Department of Commerce Deputy Assistant Secretary for 
Europe Paul Dyck opened the conference by explaining the U.S. 
government desire to expand U.S. trade links with Central Asia, 
while reducing trade and investment barriers through initiatives 
such as the Central Asia Trade and Investment Framework 
Agreement (TIFA). He also highlighted our mutual goal to create 
a regional electricity market, improve customs regimes and 
border security, and integrate telecom systems. Tajik Deputy 
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Minister of Transportation Djumahon Zuhurov thanked the U.S. 
government for these initiatives, which he agreed would cut 
poverty and raise the standard of living for all Central Asians. 


3. (U) The problems incoming visitors faced trying to get to 

the conference displayed perfectly the infrastructure challenges 

the region faces. Two Department of Commerce representatives 
missed their connecting flight from Frankfurt to Istanbul, and 

had to take the next flight - three days later - to Dushanbe. 

Visa problems prevented an Afghan participant and a Uzbek 
citizen representative from U.S. Embassy Tashkent from coming at 
all. U.S. representatives emphasized that these difficulties 

prevent businesspeople from coming here and stifle foreign 
investment. 


Constructing New Roads in Central Asia 


4. (U) Kubanychbek Mamaev from the Kyrgyz Ministry of 
Transportation and Communication noted that companies face 
severe weather in renovating roads in Central Asia; many roads 
go though mountainous terrain whose high altitudes are more 
susceptible to storms and avalanches. However, others described 
the large amounts of foreign investment in road projects here. 
Erkinbek Zhumaliyev from the Bishkek-Osh road project stated 
that the Islamic Development Bank, Asian Development Bank, 
Japanese Investment Agency and a private Iranian company had 
invested money to build new roads in Kyrgyzstan, which would 
integrate different agrarian areas and increase their access to 
other regional markets. 


5. (U) Galina Tarakanova from the Kazakh company 
\"Kazdorproyekt\" explained that the Saudi Development Fund, Asian 
Development Bank, and Louis Berger were funding ongoing road 
construction projects in Kazakhstan, which would link and 
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increase trade between Kazakhstan, Kyrgyzstan, Tajikistan and 
Pakistan. One problem that these companies faced was Soviet-era 
standards and infrastructure, which these companies had started 

to replace and upgrade. 


Developing Air Travel and Renovating Airports 


6. (U) Mirzomuddin Anvarov, Director of the Dushanbe Airport, 
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described ongoing French-funded efforts to renovate Dushanbe 
airport. He stated that the airport\'s current capacity of 200 
passengers per hour was not sufficient, which they wished to 
increase to 300 or 350 passengers per hour. He also described 
(with help from the French Ambassador) French plans to build a 
new terminal at Dushanbe\'s airport, to construct a second 
runway, and to increase the airport\'s ability to transport cargo 
equipment. The director recognized the high price of Tajik Air 
tickets for many Tajik citizens, but argued that they could not 
lower prices without losing money, due to the high prices of 

fuel and spare parts. 


7. (U) Uzifulla Azhmoldaev, the vice president of Astana 
International Airport, described the recent Japanese-funded 
renovations in Astana which drastically increased its number of 
international flight destinations. Talaibek Okenov, from the 
Kyrgyzstan-based \"Central Asian Aviation Associates,\" described 
the need for most Central Asian nations to upgrade their fleet 

by purchasing new aircraft. He specifically named Turkmenistan 
and Uzbekistan as having strong aviation sectors, since they had 
acquired newer Boeing aircraft. One of the challenges after 
acquiring these newer aircraft, however, was the need to train 
pilots to operate their advanced technologies. He described a 
recent near-fatal accident at Manas International Airport which 
he blamed on old and outdated equipment. The Director of the 
Kabul International Airport, Najeeb Magsoodi, and his U.S. 
Federal Aviation Authority\'s Chuck Freisenhahn described a $6 
million World Bank project, and an additional $35 million from 
the Japanese government, to invest to further upgrade Kabul\'s 
airport. In the ensuing discussion, participants expressed 

great interest in increased air links with Kabul. 


The Road to Investment 


8. (U) Embassy Dushanbe\'s Business Information Service for the 
Newly Independent States (BISNIS) representative discussed the 
positives and negatives of the Tajik investment climate. He 

cited fiscal, labor and monetary freedom as investment 
advantages in Tajikistan, while naming trade and business 
freedoms, lack of property rights, corruption and lengthy 
registration processes as existing impediments to more effective 
trade. He explained the main role of his office is to 

facilitate the process for U.S. companies who wish to invest in 
Russia and the countries of the former Soviet Union, which has 
resulted in more than $4 billion of U.S. exports and overseas 
investments to date. 


9. (U) Neeraj Jain, Tajik Country Director for the Asian 
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Development Bank (ADB), highlighted ADB\'s role in the 
development of the Central Asian transport sector. Over the 
past ten years, ADB has provided $1.5 billion of assistance, 
which has been used to build roads, railways and airports. ADB 
has also improved 3,250 kilometers of roads, or ten percent of 
the Central Asian transport corridor, through the Central Asian 
Regional Economic Cooperation Program, to better connect 
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Tajikistan and Kyrgyzstan with China, Uzbekistan and 

Afghanistan. He admitted that some impediments to progress were 
weak road and border infrastructures, and a lack of modern 
technical equipment. 


10. (U) Assiya Alzhanova from the Almaty-based Small 
Enterprise Assistance Fund discussed her company\'s role in 
promoting entrepreneurship and innovation to small and 
medium-sized enterprises in growing economies, to help them 
maximize profitability. Her company\'s main investors were the 
International Finance Corporation, USAID, and the Kazakh 
National Innovation Fund, which allowed her office to invest 
between $200,000 and $1.5 million per company. Elena Anfimova 
of the International Road Transport Union highlighted the 
administrative barriers that faced anyone trying to move goods 
through the region. EconOff gave the final presentation of the 
day, describing an upcoming regional USAID initiative to 
facilitate trade and ease customs procedures in Central Asia, 
which would raise the level of competitiveness for international 
trade in the region. 


11. (U) South and Central Asia Bureau\'s Director for Central 

Asia Pamela Spratlen in her closing remarks emphasized the U.S. 
commitment in regional transportation infrastructure -- 

stretching from the Nizhniy Pyanj bridge opening this summer, to 
various U.S.-funded conferences, to USAID development programs. 


12. (U) Comment: A visiting Department of Commerce 
representative asked participants to describe some of their 
existing problems, or whether the current level of cooperation 
between the Central Asian countries was sufficient to accomplish 
the common goal of integrating the region. An awkward minute of 
silence passed after he asked this question, which displayed 
participants\' reticence or unwillingness to discuss the tough 
questions publicly. An exception occurred in an exchange when a 
representative from Khujand\'s Airport in northern Tajikistan 
asked an official from the Kyrgyz Ministry of Transportation 

what the two countries could do to lower trade barriers and to 
better facilitate the movement of goods between their borders. 
The Kyrgyz official recognized that these problems existed, but 


Column 3 
suggested that these would be problems \"for the future." 


13. (U) Continued U.S. support for development and reform in 
the Central Asian transportation sector remains necessary to 

keep the dialogue going. The SABIT Program and other exchange 
and training programs are invaluable in creating a cadre of 

leaders open to new ideas and willing to work together to 

realize them. This conference demonstrated that these leaders 
share the goals of regional integration, and are actively 

working towards them. End Comment. 
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DEPT FOR T (KATSAPIS) AND ISN (WARDEN, PRESCOTT) 


E.O. 12958: N/A 

TAGS: PREL, KGIC, MCAP, PTER, KJUS, RS, CH 

SUBJECT: GLOBAL INITIATIVE: DEMARCHES ON EXPANSION, 
UPCOMING KAZAKH MEETING AGENDA AND PROPOSAL FOR CHINESE 
PRESENTATION DELIVERED 


REF: A. STATE 57410 (SRI LANKAAFGHANISTAN JOIN Gl) 
B. STATE 62145 (8 NEW Gl MEMBERS) 
C. STATE 58978 (UPCOMING KAZAKHSTAN MTG) 
D. NOTAL BEIJING 2484 (QUESTIONING EXPANSION) 


1. (SBU) China welcomed refs A and B information about 
expansion of the Global Initiative to Combat Nuclear 

Terrorism (Gl) to include ten new members, MFA Arms Control 
Department official Yu Dunhai told poloff May 10. China 
continues to urge that the process for adding new members be 
refined, as noted ref D, Yu said. 


2. (SBU) China welcomed ref C inormation about the upcoming 
third GI meeting in Kazakhstan. Yu said China is researching 
the possibility of making a presentation on Olympic security 
issues as requested by the American and Russian co-chairs and 
is consulting with other agencies about whether it can give 

such a presentation. Because this question involves experts 
outside the Foreign Ministry, China cannot provide an answer 
by the May 9 deadline and will be in touch as soon as it has 

a formal response, Yu said. 


3. (SBU) Poloff conveyed further information about the 
FBl-sponsored Gl conference in Miami and asked the Chinese to 
provide a delegation list by next week. Yu said China would 
send a delegation to the conference but may have difficulty 
meeting the suggested registration deadline. 
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DEPT PASS TO UNDER SECRETARY NICHOLAS BURNS 


E.O. 12958: DECL: 05/10/2017 
TAGS: PHUM, RPEL, UNHRC, KG 
SUBJECT: KYRGYZ FEEDBACK ON UN HUMAN RIGHTS COUNCIL ELECTION 


REF: A. STATE 63345 
B. STATE 58056 


Classified By: Ambassador Marie Yovanovitch for Reasons 1.4 (B) and (D) 


1. (C) Emboff raised reftel issues with Kyrgyz MFA 
representative Erkin Atabekov May 10. Atabekov said the MFA 
had not yet consulted with its New York mission to discuss 

the election, and seemed unaware of reftel A point that 
Kyrgyzstan is \"not eligible\" to vote in the election. 

However, he added that Bosnia and Slovenia would be suitable 
candidates for the vacancies on the Human Rights Council. 
Atabekov noted that, \"in general, we would prefer not to vote 
for Uzbekistan or Belarus.\" 


Comment 


2. (C) While Kyrgyzstan is reportedly ineligible to vote in 
this election, Atabekov\'s comment about not voting for 
Belarus or Uzbekistan may not reflect future Kyrgyz actions. 
Kyrgyzstan has the option to abstain in the future, but in 
all likelinood, Kyrgyzstan may find it difficult to abandon 
its former Soviet comrades, especially if Russia insists. 


YOVANOVITCH 
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E.O. 12958: DECL: 01/11/2012 

TAGS: PREL, PGOV, ETRD, MARR, KNNP, IN 

SUBJECT: BILDT IN INDIA: REBUILDING TRADE TIES AND MORE 
THAN A HINT OF SUPPORT IN NSG FOR NUCLEAR DEAL 


Classified By: Charge d\'Affaires Geoffrey Pyatt for Reasons 1.4 (B, D) 


1. (C) Summary. In his May 2-4 visit to India, Swedish 

Foreign Minister Bildt, accompanied by an impressive business 
delegation, brought a message that Sweden will aggressively 
pursue its share of India\'s bulging consumer market. Also 
aiming for a stake in the lucrative Indian defense market, 

Bildt declared the 1986 Bofors scandal a thing of the past 

and urged the two countries to move ahead in their trade 
relationship. In a private conversation with the Charge, 

Bildt signaled that Sweden will not stand in the way of India 
getting NSG approval for nuclear cooperation. End Summary. 


Aggressively Pursuing Indian Market 


2. (U) Swedish Foreign Minister Carl Bildt visited India May 
2-4, accompanied by a business delegation made up primarily 
from representatives in the IT, bio-technology and telecom 
sectors, and including high-profile Swedish companies such as 
Volvo, Ericsson and Electrolux. Bildt and his delegation, 

also accompanied by the head of Sweden\'s civil aviation 
authority, first traveled to Bangalore for talks with 

aerospace and IT industries, then continued on to New Delhi 
for talks with Indian government officials, including Prime 
Minister Singh, External Affairs Minister Mukherjee, and 
Defense Minister Antony. According to MEA, this was the 
first visit to India by a Swedish foreign minister since 
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1993, although PM Persson came here in May 2004. Media 
reports of the visit highlighted Bild 's comments that 
Sweden\'s trade with India is growing, and Stockholm is 
looking to increase its marketing and manufacturing 
activities. In particular, Bildt said Sweden would be 
aggressively pursuing India\'s bulging defense market -- 
estimated at $15 billion over the next 10 years -- to include 
Gripen\'s bid for 126 multi-role combat aircraft (MRCA) which 
the Indian Air Force is seeking, and an Indian army tender 
for the sale of 400 upgraded 155 mm .52 calibre guns. Trying 
to erase lingering controversy over the 1986 Bofors scandal, 
in which the Swedish company allegedly paid kickbacks on a 
$700 million defense deal, a scandal which brought down the 
BJP government at the time, Bildt conspicuously announced 
that \"the ghost has disappeared\" from that affair, and urged 
that India and Sweden move ahead in their trade relationship. 
(Note: A briefing by the MEA spokesperson on the visit can 
be found at meaindia.nic.in. End Note.) 


Support in NSG for Civ-Nuke Deal 


3. (C) Bildt also discussed the U.S.-India civil-nuclear 
cooperation agreement. He was cautious in his public 
statements -- he was quoted by Times of India columnist 
Indrani Bagchi as saying \"We are concerned about 
proliferation. But we have a deeper understanding of India\'s 
need for civil nuclear energy. That\'s important for energy 
security and from climate change point of view.\" However, 
privately, Bildt was more straightforward. In a conversation 
with the Charge on the margins of a reception prior to 

Bildt\'s meeting with PM Singh, Bildt indicated he had been in 
touch with Washington on the nuclear deal, adding he sees 
Nuclear Supplier\'s Group approval for IndiaWs exception as a 
foregone conclusion. Charge explained some of the 
difficulties the U.S. is having vis-a-vis finalizing a 123 
Agreement and with India\'s nuclear establishment; Bildt 
reiterated his sense that Sweden, notwithstanding historic 
policies, would not wish to be perceived as an obstacle in 
this effort. 


Antony to Visit Stockholm 


4. (C) Ministry of Defense Acting Joint Secretary 
(International Cooperation) Kiran Chadha told Charge that 
DefMin Antony promised Bildt he would visit Stockholm in the 
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near future. Chadha, one of the key people in India\'s 
defense procurement chain, assessed Bildt\'s visit as a strong 
signal that Gripen/Sweden intend to aggressively compete for 
the (roughly $6-10 billion) MRCA deal. 
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SUBJECT: CAMEROON ONE YEAR AFTER COMPLETION POINT 
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Marked paragraphs are sensitive but unclassified 
(SBU). Not for distribution outside the USG. 

1. (SBU) Summary. April 28 marked the first 


anniversary of Cameroon\'s approval for debt relief 
under the Heavily Indebted Poor Countries (HIPC) 
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Initiative, which triggered an estimated $2.65 billion 

in debt relief between 2006 and 2015. While the 
Government of Cameroon (GRC) has undertaken some 
important steps, the overall balance is largely one of 
half-measures and as-yet unrealized potential. End 
summary. 


2. (U) According to the IMF, the forgiveness of USD 
1.267 billion in debt (1999 terms) under the HIPC 
process reduced Cameroon\'s future debt service 
payments by about $4.9 billion in nominal terms. 


3. (U) For the first time in many years, the 
Government of the Republic of Cameroon (GRC) is 
unquestionably in a financial position to implement 

its ambitious program to reduce poverty and generate 
economic growth. Cameroon\'s three-year economic 
program (Poverty Reduction and Growth Facility or 
PRGF), a HIPC-related conditionality, expires in June 
2008. The GRC is currently in the planning stage for 
the next Poverty Reduction Strategy Paper (PRSP) which 
will focus on fighting poverty through economic 
growth. 


4. (U) The most visible component of bilateral debt 
relief is the five-year Debt Cancellation and 
Development contract signed in June 2006 with the 
French Cooperation Agency (C2D) to direct $704 million 
to finance poverty reduction projects in five sectors: 

1) health, and AIDS control, 2) basic education, 3) 
infrastructure, 4) agricultural development and food 
security and 5) environment. The impact of the C2D 
projects is already visible through a number of high 
profile infrastructure projects in Douala and Yaounde. 


5. (U) To respond to public impatience to reap the 
benefits of debt forgiveness and to ease the burden of 
inflation, the GRC in September 2006 reduced taxes 
levied on certain imported staple commodities like 

rice, sugar, and fish. Also, the GRC reduced the 
charges consumers need to pay in order to connect to 
the water and power networks, contributing to improved 
living conditions through higher purchasing power. 
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6. (U) The benefits of debt forgiveness are intended 
to boost pro-poor and pro-growth spending. Cameroon\'s 
FYO7 budget (Refs A and B) includes significant 
increases to ministries providing critical social 
services; four of the five largest line items are for 
secondary education (up 12% to $333 million), public 
works (up 83% to $266 million), basic education (up 
38% to $242 million) and health (up 60% to $210 
million). The GRC has also announced it will add 
13,300 new teachers at the elementary education level 
through regularized temporary contracts. In addition, 
the health sector will benefit from the recruitment of 

an addition 1,500 new personnel. 
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Macroeconomic and Private 
Sector Developments 


7. (U) In line with President Biya\'s public promises 

to energize Cameroon\'s economy, the next PRSP will 
focus on the private sector as an engine of economic 
growth and poverty reduction. Prime Minister Inoni 
and Minister of Economy and Finance Polycarpe Abah 
Abah have undertaken initiatives to engage the private 
sector in plans to reduce the barriers and increase 

the stimulus for economic growth. These overlapping, 
and perhaps competing fora have yet to produce 
concrete results, but the Prime Minister has promised 
action to implement the recommendations that sub- 
sector working groups are supposed to submit to him 
later this year. 


8. (U) Many are hopeful that the Douala Stock 
Exchange will play an important role in generating 
capital to involve local entities in a number of the 
privatization processes begun during the campaign for 
completion point and since stalled in the bureaucracy. 
To date only the shares of the Cameroon Mineral Water 
Corporation held by the National Investment 
Corporation (SNI) have been traded at the Douala 
financial market. 


9. (U) The fate of national telecom provider CAMTEL is 
still unclear and made murkier by a number of 
agreements signed between the parastatal and 
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multinational firms that would appear to contradict 
pledges that it will no longer draw on the public 

treasury. A technical partnership agreement with 
China\'s Huawei Company, for example, deployed CDMA 
(Code Division Multiple Access) technology to build a 
new QCT PhoneQ network to compete with other mobile 
operators, boosting the number of subscribers and 
perhaps making CAMTEL more attractive for potential 
buyers. Also, the availability of the INMARSAT 
undersea cable at the Douala port, in conjunction with 
the optical fiber laid along the Chad-Cameroon 

pipeline will provide develop Cameroon 
telecommunication infrastructure. 


10. (U) The privatization of CAMAIR, also a completion 
point conditionality, will be re-launched after the 

April 4 announcement (Ref C) that an earlier tender 
process was Qunfruitful.Q National postal agency 
Campost, also tapped for reform by the IMF and World 
Bank, entered into a financial services agreement with 
the Canadian company Tecsult. The Inter-communal 
Investment Fund (FEICOM) which has been a locus of 
embezzlement in the past, has been restructured to 
focus on its core activity of lending to 

municipalities to finance infrastructure investments. 
Cocoa parastatal agency Sodecao activities received 
financial support to renew the aging nurseries and 
better seedlings that will be more disease resistant. 


11. (U) The GRC has elaborated a long-term development 
plan to boost energy supply to about 10,000 megawatts 

to cater for the demands of a growing population and 
economic development. That plan hinges on a number of 
projects including: 


- The project to construct a new hydro-power plant at 
Nachtigal on River Sanaga 


- The construction of a thermal power station at Kribi 
with a capacity of 150 megawatts; 


- The project to build the Lom Pangar storage dams, 
the feasibility studies of which are underway; 


- The project to build the Memve\'ele dam (The UK\'s 
Globeleq and China\'s Sinohydro have been short-listed 
to win this project). 


YAOUNDE 00000599 003.2 OF 003 


Column 3 


12. (U) The last 12 months have witnessed some 
important political developments, many of them linked 
to Cameroon\'s effort to attain completion point. 
During the June 2006 Parliamentary sessions, the 
deputies adopted landmark laws relating to the 
elections of senators and regional councilors as well 
as the declaration of assets and personal property in 
an effort to introduce greater transparency in public 
management, but the President has not yet issued the 
decrees needed to implement these laws. 


13. (U) In an added effort to combat corruption, 
President Biya on March 11, 2007 appointed the twelve 
members of the National Anti-corruption commission 
(Ref D), but this body is not yet operational and its 
mandate remains undefined. A new criminal procedure 
code, generally lauded for successfully integrating 

the contradictory legal systems in the French and 
Anglophone regions, entered into force on January 1, 
2007, but is still not fully implemented. 


14. (SBU) The tremendous resources freed by debt 
forgiveness have empowered Cameroon to undertake 
massive pro-poor investments. Broad initiatives have 
been launched in health, education and infrastructure. 
The HIPC process succeeded in relieving Cameroon\'s 
crushing debt burden and shifting the onus for 
financing development to the government. The ultimate 
test for the debt relief process, however, is the 
success in delivering concrete improvements on the 
ground. It is still too early to make the call in 
Cameroon\'s case, but pervasive problems of bad 
governance, weak political will and rampant corruption 
have thus far impeded more rapid progress. End 
Comment. 
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E.O. 12958: N/A 

TAGS: PGOV, PHUM, CASC, IN 

SUBJECT: ATTACK ON NEWSPAPER OFFICES KILLS THREE AS DMK SUCESSION 
TURNS VIOLENT 


1. (SBU) SUMMARY: Three people were killed in an attack on a 
newspaper after it published a survey suggesting that the younger 
son of Tamil Nadu\'s Chief Minister has a huge lead over the older 
son in popular support to succeed the patriarch of the ruling DMK 
party. The violence, an infringement of press freedom, is also 
rooted in the volatile mix of money, power, and media ownership in 
the DMK succession struggle. Some observers point out that the 
anger of the older son\'s followers was actually directed at the 
owners of the newspaper - the family of Union IT and 
Telecommunications Minister Dayanidhi Maran - for suggesting that 
their family member is more popular than the Chief Minister\'s older 
son. END SUMMARY 


2. (SBU) On May 9, a group of supporters of M.K. Azhagiri, the older 
son of Tamil Nadu Chief Minister Karunanidhi, went to the Madurai 
offices of the newspaper \"Dinakaran\" to protest a survey published 
by the newspaper that showed Azhagiri far behind the Chief 
Minister\'s younger son, M.K. Stalin, in the struggle to succeed the 
aging Chief Minister as leader of the DMK party. According to media 
reports, the Azhagiri supporters (including the mayor of Madurai) 
started by burning copies of the paper at the gate, but then a few 

of them entered the newspaper building and went on the rampage, 
allegedly hurling \"petrol bombs.\" Two employees of the newspaper 
and a security guard perished in the fire. The newspaper\'s staff 
said that police were present but did nothing to prevent the mob 
from entering the compound. (NOTE: Azhagiri has a history of 
political violence and is facing prosecution for his role in a 2003 
murder. Given that history, and the autonomy with which he has run 
southern Tamil Nadu since the DMK came to power, allegations that 
the police stood by are likely true. END NOTE.) 


3. (SBU) Azhagiri\'s poor showing in Dinakaran\'s May 9 survey titled, 
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\"Who should be the political successor to Karunanidhi?\" set off the 
violence. Three of the contenders listed in the statewide survey 
were the Chief Minister\'s children: sons M.K. Azhagiri and M.K. 
Stalin, and his daughter Kanimozhi. The newspaper poll said Stalin 
had the support of 70% of DMK party members, while Azhagiri and 
Kanimozhi got only 2% each. Journalist contacts said that the 
survey\'s overall showing of 2% for Azhagiri, with only 6% in Madurai 
District, is dubious on its face as it flies in the face of 

Azhagiri\'s established popularity in Madurai and adjoining areas. 


4. (SBU) The newspaper \"Dinakaran\" is owned by the Maran family, who 
are close relations of the Chief Minister and his family. Kalanidhi 
Maran runs the family\'s immensely successful media ventures, which 
include south India\'s most influential television network, Sun TV. 
Kalanidhi told post on April 27 that Stalin would undoubtedly 

succeed Karunanidhi, clearly indicating that the Maran media empire 
would support Stalin in the inevitable struggle for succession after 
Karunanidhi leaves the scene. The poll not only has Stalin ahead of 
Azhagiri; contacts interpret the Dinakaran survey\'s showing that 20% 
of those polled supported \"others\" to be a coded message that 
Kalanidhi\'s brother, Union Minister Dayanidhi Maran, has more 
popular support than Azhagiri and Kanimozhi. 


5. (SBU) COMMENT: Local media highlighted the press freedom angle, 
with the influential daily The Hindu calling the incident \"a 

murderous attack on press freedom.\" But family rivalry and internal 
DMK politics played a huge part. Stalin, a minister in state 
government, is no doubt the clear favorite. While Azhagiri seemed 

to be resigned to the idea of Stalin succeeding Karunanidhi, the 
ascendancy of Union Minister Dayanidhi Maran, assisted by the media 
influence of his brother, has clearly upset him. The dubious 
newspaper survey rubbed salt in Azhagiri\'s wounds as it suggested 
that he lacks support even in his home district. Dinakaran went 

even further by implying that Dayanidhi is more popular than 

Azhagiri. The resulting violence may be a precursor to things to 

come when the 84-year old Karunanidhi eventually leaves the scene. 


6. (SBU) COMMENT CONTINUED: Karunanidhi for his part seems to be 
deeply embarrassed by the eruption of the family feud at a time when 

the DMK party is preparing a May 11 celebration of the 50th 

anniversary of his first election to the state assembly. Initial 

media reports said that he asked to cancel the celebration in light 

of the incident, but it appears that the event was too far along to 

cancel. According to DMK insiders, the party is preparing to 

transport a million people from all over Tamil Nadu to a massive 

public meeting in Chennai that will be addressed by Prime Minister 
Manmohan Singh and Congress President Sonia Gandhi. END COMMENT. 


7. (U) On May 10 post issued a warden message (cleared by Embassy 
New Delhi and CA/OCS) to advise Americans of the gridlock likely in 
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Chennai during the May 11 public meetings and the possibility of 
disturbances, which seem more likely than usual given the events in 
Madurai. 
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E.O. 12958: DECL: 05/07/2017 

TAGS: PREL, PGOV, PTER, PINR, PBTS, MOPS, KDEM, KISL, ASEC, 
er INDIA REQUESTS FORMAL TERRORISM WATCH LIST EXCHANGE 
Classified By: PolCouns Ted Osius, Reason 1.5 (B,D) 


1. (S) This is an ACTION request for the Department S/CT and 
SCA. Please see paragraph 4. 


2. (S) Summary: Indian MEA Counter-Terrorism Cell Director | 
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M Pandey passed a request to Poloff that the U.S. and India 
sign an agreement to create a formal and continuous channel 
to exchange terrorism watch lists, including \"no fly\" lists, 

FBI wanted lists, and other intelligence-based terrorist 

lists. Pandey indicated that the lists should include more 
information than simply names and birth dates, since South 
Asian names are often very similar. End Summary. 


3. (S) Poloff met with Indian MEA Counter- Terrorism Cell 
Director | M Pandey on May 8th to discuss follow-up steps to 
the Counter-Terrorism Joint Working Group. Pandey said that 
he had been working to establish a point of contact for U.S. 
officials to follow up on arrests of terrorism suspects 

reported in the newspaper. He said, however, that this may 
be the wrong avenue to help the U.S. ensure that terrorists 

do not receive U.S. visas. Instead, he said the Ministry of 
Home Affairs was asking for a formal bilateral agreement to 
exchange terrorism watch lists on an ongoing basis. These 
would include \"no fly\" lists, FBI wanted lists, and 

additional lists derived for intelligence purposes. After 

all, he explained, some of the people who appear in the 
newspaper may be innocent, so it is important that we 
exchange information about the real terrorists. He was also 
concerned that some South Asian names are very common, such 
as Singh and Patel, leading to confusion about who is really 
on the list. He suggested that the lists should include more 
information than simply names and dates of birth, if it is 
available, to avoid this kind of confusion. 


4. (S) ACTION REQUEST: Post requests guidance on how to 
respond to Pandey\'s request, particularly whether this kind 

of information, including names at a SECRET level, can be 
shared with the GOI on a continuous basis. Can the 

information be gathered into a single database? Legatt 
comments that Homeland Security Presidential Directive/Hspd-6 
may apply if India is formally included in the list of 

certain foreign governments that should receive this 

information. 


5. (S) Comment: India has a wealth of information about 
Foreign Terrorist Organizations (FTO) Lashkar-e-Taiba and 
Jaish Muhammad, including names of terrorists involved in the 
groups at an operational level, so India\'s lists may be of 

high intelligence value for the United States. Further these 
lists may be of high value for the Visa\'s Viper program at 
Embassies across South Asia. As with any exchange with 
India, we have to watch that this formal mechanism does not 
become an excuse for the Ministry of Home Affairs to stall in 
providing reciprocal information. The steps necessary to 
negotiate this agreement may, themselves, prove to be a long 
and drawn out process. End Comment. 
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DEPARTMENT PLEASE PASS TO NSC FOR ADAM STERLING 


E.O. 12958: DECL: 05/09/2017 
TAGS: PGOV, ECON, HU 
SUBJECT: CENTRIFUGAL FORCE: STRAIN WITHIN THE COALITION 


REF: BUDAPEST 550 
Classified By: P/E COUNSELOR ERIC V. GAUDIOSI; REASONS 1.4 (B) AND (D) 


1. (C) Summary: Surveying the current state of play within 

the governing coalition, outgoing SZDSZ party president Gabor 
Kuncze told Ambassador Foley that there is perceptible 

distance - and potential conflict - between Prime Minister 
Gyurcsany and newly-elected SZDSZ leader Janos Koka. Kuncze 
believes Gyurcsany\'s ability to reach out to the public has 

been limited and his ability to maintain discipline within 

the MSZP significantly reduced, but he sees no obvious 
replacement around whom opposition can coalesce. He believes 
the differences within the coalition over health care reform 

are deep, and raised the possibility of the SZDSZ formally 
leaving the coalition. He emphasized, however, that the 

party would continue to vote with the MSZP in order to 

maintain a governing majority in practice in order to avoid a 

likely FIDESZ victory in early elections. End Summary. 


LOSING CREDIBILITY INSIDE AND ACCESS OUTSIDE 


2. (C) Ina private meeting May 9, former SZDSZ party 

president Gabor Kuncze described serious divisions within the 
governing coalition and within the MSZP itself. He noted 

that the previous weekend\'s negotiations over health care 

reform between the MSZP and SZDSZ had reflected a fundamental 
difference of opinion over the way forward and revealed PM 
Gyurcsany\'s limited ability to keep his party in line. 

According to Kuncze, Gyurcsany personally agrees with the 
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SZDSZ\'s proposal to introduce a multi-player health care 
system, but is unable to reach out to the public or to compel 
other MSZP power-brokers to follow his lead. (Note: 
Gyurcsany\'s public appearances have been marred by 
counter-demonstrations, including an egg-throwing crowd at 
his public appearance at a Budapest event May 9. The PM is 
now accompanied by umbrella-toting bodyguards at his public 
appearances. End Note.) 


3. (C) Indeed, Kuncze believes Gyurcsany\'s position is 
deteriorating both internally and internationally. He 
suggested that the SZDSZ had initially underestimated the 
public and international impact of the PM\'s infamous \"lies\" 
speech last year. Combined with significant losses in the 
local elections and consequent reductions in their patronage 
network, MSZP members are \"getting madder instead of getting 
over it.\" Kuncze also notes that Gyurcsany has not received 
a bilateral invitation in months - except for his trip to 

Russia. He believes that this may have contributed to 
Gyurcsany\'s \"mistakes\" on energy security. 


NO ALTERNATIVES ... OR ALLIES 


4. (C) Ultimately, Kuncze concludes that Gyurcsany\'s 
greatest asset may be the dearth of alternatives within the 
MSZP. Although potential rivals include Parliamentary 
Speaker Katalin Szili, Defense Minister Imre Szekeres, and 
Minister of Labor Peter Kiss, none has the support to unseat 
Gyurcsany. \"If there were a good alternative to Gyurcsany,\" 
he stated, \"we would call for his replacement immediately.\" 


5. (C) The debate over health care has also highlighted the 
distance between Gyurcsany and newly-elected SZDSZ president 
Janos Koka. Kuncze noted that the two had been all but 
inseparable, commenting that Gyurcsany never travelled or 
made a decision without Koka in the past. Those days, Kuncze 
indicated, are gone. Although he believes there is no 

element of personal animosity between Gyurscany and Koka, he 
believes that the potential for conflict has grown now that 

there is \"no friendship to smooth over differences of 

opinion.\" He believes these differences include a 

fundamental disagreement on transparency, where Koka has 
taken the lead in promoting reform. 


THE PARTIES OR THE PARTY? 


6. (C) Koka has problems of his own. Kuncze, who supported 
Koka\'s candidacy and was reportedly instrumental in lining up 
votes for the tie-breaker round of the SZDSZ party elections, 
believes Koka is still Wa young man ... with an even younger 
girlfriend.\" In his view, Koka needs to make a clear 
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commitment to the party\'s life over his own night life. 
Kuncze complained in particular about Koka\'s lack of 
preparedness for key events. 


7. (C) He will also have to keep an eye on the SZDSZ 

executive committee, warns Kuncze. As a result of what he 
described as furious deal-making by Koka\'s opponent, MP Gabor 
Fodor, many of the committee\'s new members are not loyal to 
Koka\'s platform. They are, Kuncze believes, inexperienced, 
unsophisticated, and less able to provide Koka with the 
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intellectual support he needs. (Note: In one possible 

response to offset the \"mediocritization\" of the executive 
committee is Koka\'s creation of an \"SZDSZ cabinet,\" announced 
May 10 and intended to ensure the SZDSZ enters cabinet 
debates with a unified position. End Note.) 


WALKING OUT ... BUT NOT FAR? 


8. (C) Kuncze warns, however, that the SZDSZ\'s continued 
presence in the coalition should not be taken for granted. 

Echoing comments made by Hungarian Democratic Forum (MDF) 
leader Ibolya David, he regards Gyurcsany\'s approach as \"more 
revenue enhancement than substantive reform,\" and suggested 
that the SZDSZ could leave the coalition if the impasse over 
health care continues. \"Without this,\" Kuncze asked, \"what 

do we have to show for being in the coalition?\" 


9. (C) That said, Kuncze hastened to add that the party 
would continue to vote with the MSZP in practice, if only to 
avoid early elections, which he believes would result in 
\"FIDESZ winning a two-thirds majority.\" Indeed, his 
worst-case scenario is FIDESZ using such a majority to make 
constitutional changes, including the strengthening of the 
institution of the presidency ... and Orban\'s installation in 

the office. 


10. (C) Comment: Long known as one of Hungary\'s sharpest - 
and sharpest-tongued - politicians, Kuncze is agreeing with a 
growing number of our contacts who see the PM as increasingly 
isolated and the coalition as increasingly unstable. With 

health care as an important litmus test for future - and 

likely harder - reforms, the impasse within the coalition 

does not bode well. Kuncze\'s suggestion that the SZDSZ would 
end its alliance with the MSZP in principle but maintain its 
association in practice is consistent with the party\'s 

tendency toward principled positions but also cognizant of 

the fact that early elections now would mean political 
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extinction given their current poll numbers. Even without a 
formal break with the SZDSZ, however, Gyurcsany appears to be 
under siege from within and under attack from without. End 
Comment. 
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FOR UNDER SECRETARY BURNS FROM AMBASSADOR MONROE 
ALSO FOR NEA/ARP, IO/RHS, DRL/MLGA, EUR/PGI 


E.O. 12958: DECL: 05/10/2017 
TAGS: PREL, PHUM, BA, ROW 
SUBJECT: BAHRAIN: UN HUMAN RIGHTS COUNCIL ELECTION 


REF: A. STATE 63345 
B. MANAMA 0407 
C. STATE 58054 


Classified By: Ambassador William T. Monroe for reasons 1.4 (b) and (d) 


(C) Per Ref A, we contacted MFA Assistant Under Secretary for 
Coordination and Follow Up Shaikh Abdul Aziz bin Mubarak Al 
Khalifa concerning the UN Human Rights Council election. 
Indicating that he was outside the country, at a meeting in 
Qatar, he said that his initial reaction was that Bahrain 

would vote in favor of Slovenia and Bosnia for the Council. 

He promised to study the issue more thoroughly and provide us 
with a firm position by May 14. It is my assessment that 
Bahrain will indeed support Slovenia and Bosnia, assuming 
Bosnia announces its candidacy. 


Column 3 
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkk 
Visit Embassy Manamals Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkk 


MONROE 


107537 

RR RUEHWEB 

DE RUEHBS #1558/01 1301204 

ZNR UUUUU ZZH 

R 101204Z MAY 07 

FM AMEMBASSY BRUSSELS 

TO RUEHC/SECSTATE WASHDC 5320 
INFO RUEHRL/AMEMBASSY BERLIN 1531 
RUEHLO/AMEMBASSY LONDON 1563 
RUEHLE/AMEMBASSY LUXEMBOURG 8326 
RUEHFR/AMEMBASSY PARIS 1887 
RUEHTC/AMEMBASSY THE HAGUE 8440 
RUEHNO/USMISSION USNATO 7946 


SIPDIS 
SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PREL, BE 

SUBJECT: BELGIUM\S 2007 ELECTION ? WHERE THE PARTIES 
STAND ON FOREIGN POLICY ISSUES 


Foreign Affairs Are No Election Affair 


1. (U) In 1983 some 300,000 people marched through the 
streets of Brussels to protest the deployment American 
cruise missiles in Belgium. It was the largest protest 
registered since World War ll, and almost brought down 
government of Wilfred Martens. Despite predictions 

that the issue would have an impact on the 1985 general 
elections, the prognosticators were proven wrong. 
Martens, a Flemish Christian Democrat (CD&V ? Christian 
Democratic and Flemish), consolidated his position with 

a solid victory. Every federal election since has 
demonstrated the point that foreign affairs and 

security issues play only a limited direct role. 


2. (U) The same situation exists in the post-election 
government formation period. With foreign affairs and 
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defense policy discussions generally taking place at 
the very end of the formation talks, the parties 
generally are ready to jettison deeply held convictions 
to strike a deal and be sworn in by the King. The 
tradition of compromise is particularly true on the 

left, where Belgium\'s socialist foreign ministers have 
regularly shown themselves ready to break with party 
orthodoxy on even the most controversial of issues, 
including NATO\'s cruise missile dual-track decision of 
1979, the cruise missile deployment of 1985, the 1990 
Gulf War, and the current conflict in Iraq. 


A Consensus Builder 


3. (U) Foreign Minister Karel De Gucht (Open VLD ? the 
Flemish Liberal party) is the primary reason why 2007 
will be no exception to the longstanding tradition of 

low public interest in foreign affairs. Since taking 

office in 2004, De Gucht has worked assiduously to 
lower the temperatures that rose during the tenure of 
his predecessor Louis Michel, a Francophone Liberal 
(MR), who liked hard talking and generating 
controversy. De Gucht has managed to create a 
consensus on most issues within the current four-party 
coalition of Liberals and Socialists. Even some 
opposition leaders have acknowledged publicly that they 
have no quarrel with the way De Gucht has handled his 
assignment. 


The Great Flahaut Show 


4. (SBU) There is, however, much less consensus 
regarding the role of Defense Minister Andre Flahaut. 

A Francophone socialist (PS ? Socialist Party), Flahaut 
is a perennial bogeyman for many, notably in the 
Flemish press and in the CD&V. The verbal 
confrontations in Parliament between Flahaut and the 
opposition CD&V floor leader were among the rare 
moments of parliamentary fireworks during the past four 
years. 


5. (SBU) Flahaut has held the defense portfolio for 

eight years, much longer than any of his predecessors. 
And he has proven to be a man with a mission. Since 
taking office, Flahaut has set himself the goal of 

reducing the armed forces from an initial level of 

40,000 to 27,000 by the year 2016. While there is a 

wide consensus in Belgium that the forces should 
concentrate on peacekeeping, Flahaut has focused on the 
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humanitarian aspect of peacekeeping. Because of this 
emphasis on humanitarian work, Flahaut and his generals 
have opted to purchase light equipment, a decision that 
renders peacekeeping in high-risk areas increasingly 

less feasible. Moreover, because of financial and 
material restrictions, Belgium finds it difficult to 

send more than 1,000 troops on overseas operations at 
any given time. 


Future Implications 


6. (SBU) Belgium\'s defense budget cuts are a clear 
reflection of the power of the two Socialist Parties, 
the PS on the French side and the SP.A (i.e., the 


Flemish Socialists) on the Flemish side. SP.A Party 
President Johan Vande Lanotte has already opined that 
there is room for further reductions in defense 

outlays. He even has stated that in an ideal world the 
development assistance budget should be bigger than the 
defense budget. The Flemish Socialist leader also 
strongly opposes most out-of-area operations at NATO 
(Afghanistan is the exception) and, absent specific UN 
endorsement, Belgian involvement in the broader war on 
terrorism. The party is once more giving public 

support to demands for the removal of all U.S. tactical 
nuclear weapons from Europe and, in a bid to gain votes 
from Belgium\'s powerful peace movement, was a vocal 
backer of legislation to ban submunitions. 


The European Subterfuge 


7. (U) Prime Minister Guy Verhofstadt (Open VLD) has 
traveled Europe pleading for a European Defense 
alternative.\" (Verhofstadt uses the phrase elastically 

to cover, depending on the occasion, everything from 
Eurocorps, to European-oriented procurement, to a more 
formal European armed force.) In this, he is 

reflecting a broad consensus among all Belgian 

political parties that Europe must place a higher 

priority on development of its own capabilities in 
everything from defense policymaking, to procurement, 
and even the establishment of an actual European armed 
force. (It is unclear how long this consensus would 

last if the parties were asked to respond to a concrete 
proposal.) Verhofstadt?s Open VLD is willing to commit 
more resources to a slimmer and better equipped force, 
a view shared by the Christian Democrats on both sides 
of the linguistic border. There also is a consensus 
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among the political parties on NATO being built on 
distinctive American and European pillars, and on NATO- 
led peacekeeping missions taking place under the United 
Nations umbrella. 


The Bonus 


8. (U) Having been Prime Minister for eight years, 
Verhofstadt is attempting during the current electoral 
campaign to portray himself as a European statesman 
capable of putting the European Project back on the 
rails. He and his party are now pleading for an 
energetic attempt to salvage the concept of a federal 
Europe, with a European foreign minister, armed force, 
and qualified majority decision making. The Belgians 
have made clear they ultimately will follow whatever 
version of the constitutional treaty the Germans are 
able to fashion before the end of their Presidency in 
June, even as they push for Chancellor Merkel to go 
farther and faster. With small variations in tone and 
on immediate priorities, the other parties remain 
committed to a federal Europe, to support for EU 
expansion into the Balkans, and to gradual progress 
toward Turkish accession. 


Chained to Congo and to Development Assistance 


9. (U) For all the energy and revenue Belgium has spent 
on Congo, the election manifestoes are rather brief on 
the subject. Politicians know that despite the 
persistence of sentimental bonds, the Belgian public 
views Congo as a lost cause. Despite this widely held 
belief, the Flemish and Francophone approaches to the 
issue differ markedly. Foreign Minister De Gucht, a 
Flemish speaker, has frequently delivered blunt 

lectures to Congolese leaders on their failings. 

However, Defense Minister Flahaut, a Francophone, has 
sought to charm them with kind words. Only the 
Francophone parties plead for intensifying Belgium?s 
efforts in the Great Lakes region. The Francophone 
Liberals in the MR even believe Belgium should find the 
means to upgrade Belgium?s role within MONUC. 


10. (U) Most of the party manifestoes promise also for 

the umpteenth time to upgrade development assistance to 
0.7 percent of GDP, and to spread the development 

effort more evenly over aid-recipient countries. 


Similar promises ? and similar failure to achieve much 
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? have preceded and followed earlier elections. 


Lofty Ideals 


11. (U) The two Green parties traditionally have 

radical foreign affairs platforms, invariably critical 

of the U.S. As during past elections, they plead for 
reformation of the WTO, IMF, World Bank and UN, all 
with the goal of giving more political clout within 

these organizations to third world countries. The two 
ecological parties state also that Belgium should take 

a leading role in efforts to conclude an arms trade 
treaty and an international treaty banning sub- 
munitions. The Green parties oppose NATO\'s role in 
operations outside the European theatre absent a UN 
endorsement, and want the removal of nuclear weapons 
from Europe. The Green Parties also support 
renegotiation of the 1971 Line of Communications Treaty 
signed between NATO and Belgium. The Greens favor 
closer EU ties with Russia and the other states of the 
former Soviet Union, while pleading for a fully 

sovereign and independent Palestinian state. (While the 
Palestinians can count on a certain residual sympathy 
from many on the left, most parties are more 
circumspect and the Prime Minister\'s Open VLD is a 
strong supporter of Israel.) 
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DEPT OF ENERGY FOR A/S KHARBERT, TCUTLER, CGILLESPIE 
STATE FOR EEB DAS PSIMONS, JEIGHMIE, SGALLOGLY 
STATE FOR SCA/FO PDAS SMANN, RDEUTSCH 


E.O. 12958: DECL: 05/10/2022 

TAGS: EPET, ELTN, PREL, EINV, PGOV, IN, PK, IR 

SUBJECT: GOI REMAINS SKEPTICAL ON IRANIAN GAS PIPELINE AND 
LNG NEGOTIATIONS 


REF: A. STATE 52441 


B. NEW DELHI 2148 
C. NEW DELHI 1927 
D. NEW DELHI 1359 
E. NEW DELHI 819 

F. NEW DELHI 2101 


Classified By: CDA Geoffrey Pyatt for reasons 1.4 B,D 


1. (S) SUMMARY: EconMinCouns delivered to Ministry of 
Petroleum and Natural Gas (MPNG) Secretary M.S. Srinivasan on 
May 9 information that he had requested (ref A) confirming 
that -- contrary to top Iranian officials\' claims to 

Srinivasan -- Iran does not have domestic engineering and 
technological capability to build liquefied natural gas (LNG) 
facilities and would have difficulty obtaining such from 

foreign sources. Srinivasan, who is India\'s main negotiator 
for the proposed US$7 billion, 2,500-kilometer 
Iran-Pakistan-India (IPI) natural gas pipeline (Ref B,C,D,E), 
claimed that: (i) MPNG Minister Deora\'s recent supportive 
statements on the IPI pipeline have been aimed at placating 
his domestic constituency; (ii) no agreement with India has 
been reached or is likely to be reached in the near future on 
the IPI pipeline; (iii) the GOI has seen no progress this 

year on the basic IPI project issues of pricing and project 
structure; (iv) the GOI is displeased over Iran\'s recent cut 

by 2/3 of its offered volume to India of natural gas via the 
pipeline; and (v) the Iran-India $21 billion LNG agreement of 
June 2005 remains deadlocked over Iran\'s demand for 
renegotiation of the original price. Separately, Ministry of 
External Affairs (MEA) Minister of State Anand Sharma 
expressed to CDA on May 9 the GOIVs frustration over Indian 
domestic political fallout from perceived U.S. congressional 
pressure on the GOI over Iran. MEA Additional Secretary K.C, 
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Singh, who was formerly Ambassador to Iran, told Charge that 
there is no way the IPI pipeline would ever be built no 

matter what contracts are signed. END SUMMARY. 


2. (S) IRAN LACKS LNG CAPABILITY: EconMinCouns verbally 
delivered to Srinivasan on May 9, per instructions and text 

of ref A, the contents of USG confirmation of Srinivasan\'s 
assessment that Iran does not have domestic engineering and 
technological capability to build liquefied natural gas (LNG) 
facilities and would have difficulty obtaining such expertise 

and technology from foreign sources. Srinivasan had 
requested the USG evaluation because Iran\'s President, Energy 
Minister, and Deputy Energy Minister have told him and other 
GOI officials that Iran does have such capability and that 

India should jump on Iran\'s LNG export bandwagon now or risk 
being left out when Iran starts large scale LNG exports. 
Srinivasan had told us that he did not believe the Iranian 
assertions, but that he had requested the USG evaluation to 
back up his assessment. Separately, PolCouns informed MEA 
Joint Secretary (for Pakistan, Afghanistan, and Iran) T.C.A. 
Raghavan about the USG evaluation (ref F). 


3. (S) MINISTERYS RECENT STATEMENTS: Srinivasan said that 
MPNG Minister Deora\'s statements in the Lok Sabha on May 3 
(ref B) and in the Rajya Sabha on May 8 -- concerning the GOI 
going ahead with the IPI pipeline and not succumbing to USG 
pressure -- were meant primarily for Deora\'s constituency and 
members of parliament, and that the USG \"should not attach 
any significance to them.\" When EconMinCouns asked if some 
sort of tripartite agreement on the IPI pipeline would be 

signed soon, Srinivasan laughed and said \"no, not for a long 
time.\" Despite Minister Deora\'s meeting with Iranian 

President Ahmadinejad and Iran\'s energy minister on April 26 
and despite the public statements and media reports about the 
IPI pipeline and LNG agreement of June 2005, Srinivasan said 
no progress had been made in the negotiations on the key 
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issues. 


4. (S) IPI NEGOTIATIONS STILL SLOW: Srinivasan said Iran had 
asked for the next tripartite Secretary-level (Deputy 

Minister) meeting on the IPI pipeline to convene in Tehran on 

May 14-15, which the GOI rejected since India\'s Parliament is 

in session, suggesting instead the end of May. EconMinCouns 
suggested that the GOI postpone it indefinitely. Iran wants 

the meeting in order to prepare for a ministerial meeting in 

June, which Srinivasan said \"would not happen. He 
underscored that they had been little if any progress since 
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the last secretary-level meeting last January. \"There are 

too many imponderables\" and Vall the noise we have heard and 
will continue to here from Tehran, Islamabad and New Delhi 

will not amount to much,\" Srinivasan asserted. 


5. (C) PROJECT STRUCTURE: \"Who will be accountable for the 
overall project?\" Srinivasan asked. Unless India gives its 
definite yes to the whole project, the IPI pipeline will not 

be able to find funding. The Pakistan side is unable to keep 

tabs on the upstream source for the natural gas in Iran. 

Iranian officials continue to insist that the gas will flow, 

but, Srinivasan continued, how can the downstream purchasers, 
marketers, and end users in India be assured? 


6. (C) CUT IN VOLUME: Iran had offered to sell the project a 
total of 150 million standard cubic meters a day (mmscmd) or 
about 55 billion cubic meters a year (bcm/y), of which 
Pakistan would get 22 bcm/y and India would get 33 bcm/y. 
But Iran has since cut the total promised amount to 22 bcm/y 
to be split evenly between the two -- with India getting only 

11 bem/y or only one-third of the original proposal, 
Srinivasan remarked. India is not keen on participating in a 
pipeline for such a \"silly little morsel\" of gas, he added, 

and would have to have the full 33 bcm/y as a minimum for 
going ahead with the pipeline. 


7. (S) PAKISTAN DRAGS ON TRANSPORT COSTS: Pakistan continues 
to sit on the key issue for India of transportation costs and 
transit fees for IndiaWs share of the natural gas, Srinivasan 
continued. He showed us the official letter to him dated May 
9 and signed by Pakistan\'s Secretary for Petroleum and 
Natural Resources Ahmed Waqar referring to the secretarial 
meeting of January 25, 2007 and confirming Pakistan\'s 
agreement with Iran\'s proposed rate of US$4.25 per million 
British thermal units (mmBtu) for natural gas delivered to 

the Iran-Pakistan border under the proposed IPI pipeline. 
Speaking derisively about the letter, Srinivasan showed us 

his written comments at the bottom of the letter -- that 

there had not been any proposal or agreement about the other 
key questions of what Pakistan would charge for the 
transportation costs and for the transit fee. For Pakistan, 

only one number matters -- what Iran charges at Pakistan\'s 
border for the gas; but for India three numbers matter, 
including also the transportation cost and transit fee, 
Srinivasan stressed. The Pakistan side continues to stall on 
these key issues, he emphasized. 


8. (S) LNG DEAL DEADLOCKED: The Iran-India $21 billion 
long-term LNG agreement of June 2005 remains deadlocked over 
Iran's demand for renegotiation of the original price for the 

5 million tons annually of LNG (about 6.8 bcm/y). Minister 
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Deora\'s discussions in Tehran on the deal -- referred to in 
the Congressional letter of May 2 as an indication of a 
broadening India-Iran economic relationship -- had resulted 
in no change in the deadlock, Srinivasan said. India insists 
on the original price for the annual shipments of 5 million 
tons, although it would be willing to consider paying a 
higher rate for an additional 2.5 million tons annually, he 
said. \"We have this signed, legally-enforceable contract 
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with Iran at the agreed price, but Iran continues to say that 
market prices are now higher and they insist on a higher 
price, Srinivasan said scornfully. Underscoring Iranian 
unreliability, he remarked for the first time that he doubted 
Iran would even have the ability to produce the natural gas 
for, much less to liquefy and to ship, the original 5 million 
tons of LNG, even if India did agree to a renegotiated higher 
price. If we agreed to the higher price, the Iranians would 
just find another pretext to get out of the agreement, he 
said. 


9. (C) ONGC DISCOVERY -- SO WHAT?: India\'s daily The Economic 
Times reported front page on May 9 that a consortium of 

GOl-owned ONGC-Videsh (Oil and Natural Gas Companys overseas 
arm), India Oil Company (IOC), and Oil India Limited (OIL) 

had \"struck it rich\" in Iran\'s Persian Gulf Farsi Bloc with a 

discovery estimated at 10 trillion cubic feet of natural gas 

and one billion barrels of oil. In reaction, Srinivasan 

shrugged and said \"so what?\" The MPNG-controlled consortium 

is only exploring under a services contract, for which it is 

only paid for its services, he explained. Iran does not 

allow any equity ownership and so India has no rights to any 

share of the reserves or of any future production from them, 
Srinivasan said. Separately, Ministry of External Affairs 

(MEA) Additional Secretary K.C. Singh, in his conversation 

with Charge on May 9, dismissed as V'silly and completely 

without foundation\" the Economic Times article\'s implication 

that some kind of ONGC-Videsh contract was close that could 

mean more natural gas and oil for India from that deposit. 


10. (S) MEA ALSO DOUBTS IPI: Charge also discussed Iran 
issues May 9 with MEA Minister of State Anand Sharma. 
Recalling his recent meeting in Washington with 
Representatives Gary Ackerman and Joe Wilson, Sharma 
expressed great frustration about the Indian domestic 
political fallout from the Lantos letter to Prime Minister 

Singh. By releasing the letter publicly, Sharma complained, 
the U.S. Members of Congress had boxed in the Indian 
government and turned the Iran issue into a test of Indian 
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foreign policy autonomy. Sharma said he had made clear to 
Representative Ackerman and the American Jewish Committee 
India\'s absolute opposition to Iran\'s nuclear weapons 
aspirations. However, India\'s room for maneuver is much less 
if it is perceived as acting at U.S. behest. MEA Additional 
Secretary K.C. Singh was even more dismissive of the Lantos 
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letter\'s concerns, underlining that there is no way the IPI 
natural gas pipeline would ever be built, no matter what 
contracts are signed. Drawing on his experience as 
Ambassador to Tehran, Singh underlined that the Iranians do 
not negotiate in good faith, and argued that all of this was 
part of a wider Iranian strategy to sew confusion in the 

West. K.C. Singh complained that it was Pakistan that was 
pushing hard for the IPI pipeline, not India. 


11. (S) Pakistani High Commissioner in New Delhi Aziz Ahmad 
Khan told EconMinCouns on May 10 that MPNG Minister Deora had 
met with Pakistani counterpart in Riyadh five days 

previously. Khan said that during the meeting the Pakistani 

minister stressed to Deora that Pakistan intends to go ahead 

with the natural gas pipeline \"with or without India.\" 


12. (S) COMMENT: Embassy believes that the recent flurry of 
statements and media coverage in the United States and India 
-- included erroneous reports that an IPI pipeline agreement 
was reach earlier this year -- have induced MPNG Minister 
Deora and others to publicly support the IPI pipeline to 

placate domestic constituencies, even though the GOI 

officials do not believe the project would be commercially 
viable or that Iran would be a reliable partner. 

END COMMENT. 
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SUBJECT: WHITHER SENEGALESE ISLAM?: AESTHETICS, HARMONY 
AND DOWN-DIRTY POLITICS 


REF: A. DAKAR 0833 
B. 06 DAKAR 2940 
C. 06 DAKAR 1721 
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E. 05 DAKAR 2999 
F. 05 DAKAR 0643 
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Classified By: POLITICAL COUNSELOR ROY L. WHITAKER FOR REASONS 1.4 (B) 
AND (D). 


SUMMARY 

1. (C) Sufi Brotherhood intellectuals inspired by Middle 
Eastern ideas are building institutions to reconsider 

traditional values, but they insist Senegalese common sense 
will sort out doctrinal trash. This is an opportune time for 
ideological innovation: the once narrowly nationalist and 
farm-bound Mourides are stressing education and research on 
their founder,s beliefs, and Tidjanes are resurging with 
region-wide proselytizing. Within each Brotherhood, would-be 
successors are positioning to replace octogenarian Khalifs; 
there could be challenges to accepted methods of succession. 
The state might even intervene. END SUMMARY. 


BEAUTY, BEHEADINGS AND BOMBS 

2. (C) We have reported on middle eastern Islamic ideas 
crossing the Sahara and Sahel (Refs G-H and J). One of our 
political officers, having read a few pages on Afghanistan, 
picked up the notion that a defense of Islamic aesthetics 
could be a sensitive religious issue, and asked several key 
religious scholars about it. Recent International Visitor 

(IV) and former University Imam Mamadou Niang guessed the 
term must refer to ethics and morality, and specifically to 
women\'s place in Islam, whether it was proper, appropriate 
and beautiful in God\'s eyes that women should play a public 
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or strictly private role. The Mouride Hizbut Tarquiah\'s Atou 
Diagne just snorted, \"Ah, mais ces Afghans...sont tous des 
dingues (They\'re all nuts)!" Then, though, and with great 
hesitation since he had just fallen in love with America and 
especially Washington State during an IV visit, Atou 
suggested that Islamic aesthetics might refer as well to the 
morality of war and the ethics of proportionality. \"The U.S. 
was right to go after al Qaida, but Osama Bin Laden was the 
enemy, and the massive bombing of Taliban, of Afghans in 
their own country, especially of civilians in their homes, is 
hard to justify morally.\" We could not press him to go 
further. 


3. (C) We posed the question to former Islamic Institute 
Director Elhadj Rawane MBaye, who said he had dealt with 
Afghans in the past and always found them at \"the far borders 
of Islam and... frankly, a bit extreme. MBaye added that 
Islamic aesthetics, \"assuming there is such a thing,\" was not 
an issue for tolerant Senegalese. We recall him telling us 
two years ago (Ref F) that Senegal\'s Sufis had successfully 
synthesized Islam with rites of an animist past. Mourides 
carried marabouts\' pictures about their neck with no thought 
of restrictions on depicting the human form, and another 
small brotherhood kept libations and incantation urns, but 

not even Salafist reformers objected. Adding a Western 
artistic or musical overlay was just another act of 

synthesis, and Senegalese were open to anything pleasing as 
long as it was not in direct disharmony with the Koran or 
disrespectful of the Prophet. 


THE PICKAXE AND THE NEATLY PRESSED GOWN 

4. (C) The hard-work-as-faith Mourides and more numerous 
Tidjanes are in direct competition to influence and perhaps 
eventually dominate Senegal,s politics and economy. Tidjane 
spokesman Abdoul Aziz Sy al Ibn (Junior) told us recently he 
was appalled by President Wade\'s use of Mouride militia 
leader Bethio Thioune to counter the Tidjanes\' own 
presidential candidate in the key city of Thies (Ref B). 

\"Just because Wade is a Mouride,\" Junior fumed, \"the Mourides 
think they can walk all over us. But I've warned the 
Mourides, if you think you can do what you want with us, I\'ll 
mobilize my Tidjanes and we\'ll occupy your giant mosque in 
Touba before the end of the day!\" 


5. (C) Tidjanes see Mourides as dung-booted, unwashed and 
illiterate millet farmers who worship the work ethic but 
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don\'t understand the subtleties of Islam. Mourides, in turn, 
see Tidjanes as effete tea-sippers who favor exhausted 
doctrinal truisms to hard labor of either the physical or 

mental kind. Or at least, so it seems to us. We asked Imam 
Niang, who has a reputation as a very moderate Salafist 
reformer, about the future of Senegalese Islam. That future, 
he insisted, would be in Mouride hands. As the decades have 
gone by, Mourides have sent their young acolytes abroad, 
first for street-corner sales, then for technical and 

high-tech training, and now, as their wealth allowed them the 
luxury, they were sending intellectuals for Arab higher 
education in Islamic jurisprudence or philosophy, and 

bringing them back. They will man the university being built 

in Touba, and provide research assistants to what Niang calls 
the increasingly influential Khalifal Library. What Niang 

did not mention was Atou Diagne\'s Hizbut Tarquiah Center for 
Research on Mouridism, a well-funded and state-of-the-art 
center modeled on what Diagne saw at U.S. universities. 


6. (C) And yet while Niang is right about Mourides\' growing 
intellectual thrust, he may be wrong in assuming Tidjane 
passivity. It may be only our impression, but the Libyan 
Islamic Call-sponsored university in Pir (Ref I), the 
Saudi-backed Franco-Islamic school in Louga, and perhaps 
above all the Sahel and Nigeria-directed missionary work of 
the Kaolack Tidjanes and the Association of Moroccan and 
Senegalese Imams and Oulemas (Ref C), all point to a 
renaissance of Tidjane activism in the face of Mouride 
intellectual, spiritual and political challenges. 


BELLES LETTRES AND COURTLY PALACE COUPS 

7. (C) It is a safe bet that the Tidjane and Mouride 
Khalifates currently run by 80-year olds will soon be under 
new proprietorship. The Mourides are highly centralized and 
supposedly monolithic, and Tidjane authority is widely 
dispersed; so the succession contests may play out quite 
differently. 


8. (C) Tidjane spokesman Junior suggests his Khalif has 
authority to leave a letter posthumously naming his 
successor, and since Junior runs the khalifal household 
including presumably its epistolary coordination, this would 
give him a competitive advantage. Other Tidjane marabouts, 
though, argue that consensus is needed, and could vote for 
Junior, his older brother Cheikh Tidjane Sy, or, just within 

the realm of possibility, for a third candidate. The result 
could be significant for Tidjane ties to the state and degree 
of closeness to the U.S. Junior, despite the truculence 
reflected in paragraph 4, has proved a force for social peace 
and the youth movement run by son Moustapha Sy (\"the Good,\" 
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in Embassy shorthana), is pro-U.S. In contrast, Cheikh 
Tidjane has allowed the radical Moustarchidines run by son 
Moustapha Sy (\"the Bad\") to commit violence in the name of 
Islam, and would almost surely be outspoken in criticism of 
the U.S. 


9. (C) The Mouride founder and his sons possessed divine 
spark and mystical purity. His last son will die soon, and 

the next Khalif will come from the 100s of grandsons whose 
ranks include lie-abouts, womanizers, money-grubbers and 
assorted other blackguards who show up before parishioners 
only annually to collect tithes. Since the line of 

successors includes 80-year olds as far as the eye can see, 
Mourides have to do one of three things: accept decline in 
the quality of khalifal leadership; accept that future 

khalifs will be figureheads, which would lead to Tidjane-like 
organizational fragmentation; or, a radical alternative, 

choose a Khalif from outside the founder\'s bloodline (Ref E). 
This is where the Hizbut Tarquiah\'s Atou Diagne and 
President Wade\'s Mouride militia ally Bethio Thioune come in, 
since each, more or less explicitly, has staked a claim to 

take over the Brotherhood. Any of these things could happen, 
or the Mourides could simply begin to break apart like the 
Tidjanes before them. 


10. (C) In the last Mouride leadership contest in 1945, the 
French colonial power, joined by independence leader and 
future founding President Leopold Senghor, intervened to 
block a Khalifal contender they saw as nationalist and 
favorable to pan-Arabism. If khalifal selection breaks down 
again and threatens internal Brotherhood crisis, President 
Wade or a Successor could likewise be tempted to intercede, 
with whatever ramifications for state-mosque relations that 
might have. 


COMMENT 
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11. (C) We posed a question that turned out to have no 
significance for Senegal\'s Muslims -- on Islamic aesthetics 
-- and received an unexpected critique from a good friend on 
U.S. use of military force in Afghanistan. We have written 
often that there is a formula to Senegalese religious opinion 
of U.S. policy: firm opposition to our policy on Palestine 

and Israeli interventions in Lebanon; conviction that 
occupation of Iraq was a strategic and moral error; but, 
except for a Mouride/Salafist imam at the radical airport 
mosque, sympathy for 9/11 and full agreement with our 
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counterstrike against al Qaida. Now, though, we have heard 
criticism on Afghanistan from the heart of a brotherhood that 
emphasizes placing its economic emigrants in the U.S and 
which, furthermore, cultivates discretion and reticence on 
sensitive topics. We wonder, therefore, how deep and 
widespread Senegalese religious disfavor with our Middle East 
policy and South Asia policies might be. 


12. (C) The next few years will see considerable leadership 
flux within both major brotherhoods and openings for new 
ideas. Each is expanding educational or research 
institutions or proselytizing associations, and more actively 
comparing traditional Sufi ideas with more rigorous ideas 
from the Arab east. Mouride Atou Diagne once called this 
\"Salafism of method," which, as we interpret it, means 
replacement of Sufi mysticism with a more analytical and 
intellectual approach. At the same time, the two 
brotherhoods are competing for dominance, and there may be a 
temptation to recruit and hold converts with a 
more-attractive-to-youth militancy. END COMMENT. 


13. (U) Visit Embassy Dakar\'s SIPRNet site at 
http://www.state.sgov.gov/p/af/dakar. 
JACOBS 
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E.O. 12958: DECL: 05/10/2017 
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SUBJECT: NEPAL WILL OPPOSE UN HUMAN RIGHTS COUNCIL 
CANDIDACY OF BELARUS 


REF: STATE 63345 AND PREVIOUS 
Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d) 


Nepal To Oppose Candidacy of Belarus 


1. (C) | am confident that Nepal will oppose Belarus\' 
candidacy for the UN Human Rights Council (reftel). The 
Acting Deputy Chief of Mission discussed the issue May 10 
with Prime Minister KoiralaWs Foreign Policy Advisor, Dr. 
Suresh Chalise. Dr. Chalise assured both the A/DCM and, 
later, in a separate conversation the same day, the Pol/Econ 
chief that Nepal would not vote for Belarus. He added that 

he had instructed Acting Foreign Secretary Gyan Chandra 
Acharya to issue directions to Nepal\'s UN Mission accordingly. 


Nepal\'s Position on Slovenia and Bosnia Not Yet Firm 


2. (C) While Dr. Chalise told the DCM, \"We are with you,\" 
referring as well to supporting the candidacy of Slovenia and 
Bosnia, MFA Joint Secretary Dinesh Bhattarai did not reaffirm 
that support, although the Pol/Econ chief pressed him to do 
so. | suspect that Nepal will ultimately vote in favor of 
Slovenia and Bosnia on May 17, but, in the meantime, we will 
seek a firm indication from the Foreign Ministry that that is 
indeed Nepal\'s intention. 

MORIARTY 
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E.O. 12958: N/A 
TAGS: EFIN, TU 
SUBJECT: Investors Ignore Politics, Snap up State Bank Shares 


1. (SBU) Summary: The Privatization Authority sold 24.98% of 
state-owned Halkbank through an Initial Public Offering (IPO) and 
raised a total of %1.8 billion. Foreign institutional investors, 

mostly from the Middle East, reported purchased 69.5% of the shares. 
Privatized shares began to be traded on the Istanbul Stock Exchange 
May 10. The Halk Bank IPO was a required prior action for the IMFYs 
6th review which will go to the IMF Board May 18. At a press 
conference, Minister of Finance Unakitan said political stability 

was important for economic stability, and that the strong foreign 
participation in the IPO in an election year showed that foreign 
investor confidence in Turkey continued. The politically-sensitive 
partial privatization of Halk Bank despite election-year politics, 
underlines the Government\'s commitment to the privatization program. 
End Summary 


2. (SBU) The Privatization Authority (PA) had announced on February 
6 that the GOT would opt for an IPO for a 25 percent stake instead 
of a block sale of a majority stake in Halkbank, Turkey\'s 
second-largest state-owned bank. This controversial decision, which 
ran counter to IMF and World Bank preferences, was attributed to 
election year politics. Government officials argued that it would 

be easier to explain an ultimate block sale to the public if a 

market price were established first by means of a minority share 
IPO. Business groups were critical of the block sale, fearing a new 
private owner -- especially a foreign one -- might not act in the 
interests of small businesses. 


3. (SBU) The Halk Bank IPO was priced at the top of the permitted 
range at YTL 8($6) per share. Finance Minister Kemal Unakitan, 
Privatization President Metin Kilci and Halkbank General Manager 
Huseyin Aydin jointly announced the results of the IPO at a press 
conference on May 7, 2007. Unakitan announced receiving a total bid 
of $12.9 billion of which only 14.6% could be met. The price gave 

the whole bank a market value of 10 billion lira. Turkey raised a 

total of $1.846 billion. Foreign institutional investors purchased 
69.5% of the shares. Unakitan claimed that 230 institutional 
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investors from 20 different countries placed bids; including 
investors from the UK, U.S., Europe and Middle East. The Minister 
also announced that the Kuwait Investment Authority bought 10 
percent of the shares. 


4. (SBU) A PA Vice-President told us that the highest number of bids 
were from U.K., followed by U.S.-based funds. He said the reason 
they highlighted the Kuwait Investment Authority was because that 
was the first time Gulf money came to the banking sector In Turkey. 
The PA V.P. was very proud of the success of the transaction, saying 
it was the largest IPO in Europe since 2004. On May 10 Halk Bank 
shares began to be traded on the stock exchange. In its first 
morning of trading Halk Bank shares constituted 70 percent of the 
entire exchange\'s transaction volume and the price per share 
increased 7.5%. 


5. (SBU) Halk Bank is Turkey\'s second-largest State-owned bank. It 
was established to lend to medium and small sized enterprises. The 
bank earned a YTL 863 million profit in 2006, a 56 percent increase 
from a year earlier. Completion of the IPO is a required prior 

action under Turkey\'s IMF program. In the press Conference Finance 
Minister Unakitan said that during the AKP government\'s period in 
office, privatization proceeds would exceed USD 23 billion and 
despite the elections the privatization program would continue. The 
Minister noted that it took a long time to establish an environment 

in which investors had confidence in Turkey, and the Government 
would not deviate from prudent economic policies. Unakitan noted 
that the strong demand for Halk Bank shares underlined investor 
confidence in Turkey\'s democracy and post-election economic 
stability. 


6. (SBU) Comment: The successful IPO was encouraging both for local 
and foreign investors and showed that despite the recent political 
tension, investors attach importance to Turkey\'s improved economic 
fundamentals. Banking assets have been particularly attractive, 

given the room for growth in Turkey\'s underbanked economy. This 
IPO, coming on the heels of the Izmir port privatization announced a 
few days earlier, also demonstrates the Government\'s commitment to 
continuing the privatization program, despite election-related 
postponements of other privatizations. The IPO represents the first 
step in the long-awaited privatizations of state banks, which have 
suffered from several false starts and problems, and have been more 
politically-sensitive than state sales of industrial assets. End 
Comment. 
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